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ABSTRACT 

IP-telemetry radios are being connected to existing ground networks, thereby integrating the air 
and ground.  While this provides full connection to Test Article (TA) networks, the mobility of 
TAs and the transient nature of test missions leave the overall experience feeling less than “real” 
networks.  We describe a toolset that extends the capabilities of integrated IP-telemetry and range 
networks through specialized routing techniques focused on mission-based data delivery needs.  
The toolset provides a configurable capability enabling packet-based best source selection, 
firewalling, multicasting, and QoS enforcement across the range on a per program basis.  The 
building blocks of the toolset allow for the creation of virtualized network components that are 
mission-based rather than infrastructure and enables seamless network operation with network 
telemetry, giving mission personnel the ability to specialize the network for their needs without 
depending upon the range IT department. 
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INTRODUCTION 

IP networks have been in use in flight test systems for over a decade, mostly involving the 
onboard flight test instrumentation and the ground-based data processing systems. More recently 
the telemetry link itself has begun to move toward an IP-based approach, providing two-way 
communications rather than the one-way data stream of pulse code modulation (PCM)-based 
telemetry systems. As IP-telemetry radios are connected to the existing ground network, they 
enable a fully connected network between the Test Article (TA) and the ground networks. 
However, the mobility of the TA coupled with the transient nature of test missions often leaves 
the overall network experience feeling less than “real” networks. One way to improve the overall 
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network experience is to customize and reconfigure the routers and switches in the range 
infrastructure network that the test data ultimately flows over. But as Figure 1 light-heartedly 
illustrates, making a change to the network often turns out to be a much more difficult process 
since the engineers responsible for testing typically do not have domain or authority over the 
ground (range) network.  Rather, they often feel more like they are at the mercy of staff 
responsible for ground network management.   

 
Figure 1. Range Network Reality? 

 

The challenge is that engineers responsible for the test and meeting the mission objectives are 
using network resources that are shared and basically out of their control. As a matter of aiding in 
this issue, we have developed a toolset that extends the capabilities of the integrated IP-telemetry 
and range networks through specialized routing techniques that is focused on mission-based data 
delivery needs. The toolset is highly configurable and is capable of enabling packet-based best 
source selection, firewalling, multicasting, and quality of service (QoS) enforcement across the 
range network on a per program basis. All of these capabilities can be provided without the need 
to involve the ground network Information Technology (IT) department. The toolset is based on 
building blocks that allow for the creation of virtualized network components that are mission-
based rather than infrastructure-based. These virtualized network components enable a seamless 
network operation with IP-telemetry that provides a better user experience without being 
dependent upon the range IT department. This paper discusses the toolset and some of the tools 
that can be built in order for a test engineer to maintain control of his test network. It also 
describes one deployment of such a system. 

VIRTUAL NETWORK COMPONENTS 

Adding IP-telemetry radios to a range’s network infrastructure is simple to do, but it is a whole 
different challenge when seeking to configure the radio, or any other network infrastructure 
device for that matter, to support the test mission that the radio is specifically allocated to. Much 
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of the difficulty lies within the process and/or inability to actually change the range infrastructure. 
However, by utilizing approved standard IP delivery protocols, one can essentially build virtual 
network components such as routers, switches, and hubs on top of the existing physical network 
infrastructure. Doing so gives power to the user of the virtual network component by allowing 
configuration and specialization of the component to support a particular mission. 

Consider a notional network that consists of the collection of routers, IP-telemetry transceivers, 
and switches as depicted in Figure 2. The configuration of all routers in the infrastructure cloud is 
under the control of the range’s IT department. 

 
Figure 2. Notional Network Diagram of Range Infrastructure 

 

Suppose a test engineer wants to efficiently broadcast data to multiple ground client applications 
(e.g. use IP multicast) from one of the airborne networks down into a mission control room 
(MCR), but the routers on the range are configured to discard these special (multicast) packets, 
and ground network IT staff are unwilling or unavailable to modify the overall range network 
configuration. To get the needed level of control, the test engineer can utilize a virtualized 
network component to satisfy this requirement. Figure 3 illustrates the logical view of the 
network with the deployment of a virtual router with interfaces at the key ground transceivers and 
mission control room. The virtual router routes packets between its three logical interfaces.  The 
ground network, over which the test engineer has no domain, while utilized, does not need 
modification in order to support these special packets. Rather, it is merely used for transport 
internal to a virtual router that the test engineer has instantiated for his special need. 
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Figure 3. Virtual Router Overlay of Range Infrastructure Network 

 

Besides being able to configure the special (multicast) support, another benefit that is realized by 
shaping a virtual router across the range network is in the area of QoS enforcement. QoS policies 
can be difficult to enforce across a large network since the policies must be individually 
configured on each router in the infrastructure. Yet, because the virtual router operates as a single 
router, its software can be configured to enforce QoS policies between its logical interfaces, thus 
providing the ability to span the whole range infrastructure from antenna site to MCR. 

If router functionality is not what is needed for a special test, a virtual switch can be configured 
using the approach.  This can even provide basic IP layer 2 connectivity between two airborne 
networks as well as an MCR network. Figure 4 illustrates this form of logical network diagram 
with a virtual switch. 
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Figure 4. Virtual Switch Overlay of Range Infrastructure Network 

 

Other virtual devices can be built as well to suit the needs of the mission. Virtual devices can be 
standard-compliant devices that implement the appropriate Request For Comments (RFC) 
standards, or they can be specialized to add new capabilities to help meet the mission objectives 
in ways that generic off-the-shelf devices do not work. Many specialized features are 
incorporated into the packet-based best source selector capability. 

PACKET-BASED BEST SOURCE SELECTOR 

 The virtual router or virtual switch should be coupled with a capability to be a packet-based 
best source selector. As the feature’s name implies, there may be multiple sources from which 
packets may be received. Thus, a packet-based best source selector must perform specialized data 
filtering techniques on the packets that it receives prior to making a decision whether or not to 
forward the packet on to the next hop or not. Consider once again a notional range network as 
seen in Figure 5. The diagram presents two MCR networks and two TA networks all 
interconnected through the range network. The range network can also be viewed as multiple 
interconnected networks. The range infrastructure contains several antenna sites. These antenna 
sites contain radio transceivers that are used for the two-way RF communication with the Test 
Articles. 
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Figure 5. Notional Range Network Infrastructure with Multiple Airborne and MCR Networks 

 

As a TA travels across the range, it may fly out of the range or line of sight of one ground antenna 
and into that of another. Often there is overlap in the line of sight coverage in order to prevent 
data loss during transitions from one antenna to the next. This overlap in coverage creates new 
challenges for the network. To understand these new challenges and how they can be addressed 
with the packet-based best source selector, one must first recognize the directionality of the traffic 
flows across the RF domain, differentiating between downlink traffic from an airborne TA to a 
ground system (GS) and uplink traffic from the GS to the airborne TA. There are different 
challenges for uplink traffic than for downlink traffic, but both can be addressed by a single 
virtual router that implements the packet-based best source selector capability. 

For downlink traffic, there is potential for duplicated packets when multiple ground transceivers 
are tracking the TA and receiving data from it concurrently. Duplicated data adds unnecessary 
network load while also requiring end applications to resolve duplicated packets at the application 
layer. Many of the ground-based applications are data processing and analysis applications that 
are used to provide near real-time feedback to the users, so alleviating any network congestion or 
removing the burden of duplicate packet detection is desirable. The virtual router with best source 
selection capability is a specialized router that serves as the next hop router between all ground 
transceivers and the MCRs. The radio transceivers themselves operate as routers, routing packets 
out through either a wired network interface or its wireless RF interface. All transceivers route 
packets destined for any MCR network to the virtual router, which in turn inspects all incoming 
packets. If the packet has already been received, the packet is discarded. Otherwise, it forwards it 
on to the destination MCR. Duplicate packets on the network will occur whenever there is more 
than one ground transceiver tracking the TA and receiving data from it. Figure 6 provides a 
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logical vantage point of the network when considering the presence of a virtual router with 
packet-based best source selection capability. 

 
Figure 6. Logical Network with Packet-Based Best Source Selector Operating as Overlay Virtual 

Router 
 

The virtual router performs all the functions of a traditional router but its interfaces may be 
geographically separated by hundreds of miles rather than a few centimeters within the same 
package like a traditional router. There are two main software components to establishing the 
virtual router: (1) the packet processing engine software, and (2) the remote interface software. 
The main software connects to the remote interface software to build up its list of interfaces. This 
allows for new interfaces to be added as needed. In Figure 6, the ovals represent groupings of 
ground-based transceivers that are consolidated and presented to the router as a single interface. 
These logical groupings are utilized in order to solve a potential uplink routing issue. In the case 
of Airborne Network 1, there is a group of four ground transceivers capable of communicating 
with the TA. While all may receive downlink transmissions from the TA, only one should be used 
as the active uplink participant. The virtual router directs the uplink traffic to the transceiver 
responsible for the uplink transmissions. As the TA moves about the range, the selected uplink 
transceiver may change in order to maintain the most reliable uplink to the TA. This requires 
knowledge of each transceiver’s current link statistics in order to know when it is appropriate to 
change the uplink designation of the transceivers within the interface group. The virtual router 
can retrieve this information itself, or it can receive commands from another network entity. 
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OTHER NETWORKING TRICKS 

The virtualized router allows for end-to-end QoS enforcement. The packet-based best source 
selection capability detects and removes duplicate packets from the downlink while logically 
grouping several transceivers into a single interface for uplink designation. These features alone 
provide enough capability for a deployment to be successful, but there are other “bells and 
whistles” that can be implemented as well with the framework toolset that enables the features 
already described. For instance, the virtual network components can implement their own firewall 
rules for their logical interfaces. 

Another popular topic of interest is with respect to Internet Group Management Protocol (IGMP) 
and multicast data delivery between TA and MCR. A virtual router can be implemented with 
IGMP support, even if the physical routers in the path do not support IGMP and multicast 
delivery. 

A network troubleshooting tool for remote port mirroring can be implemented which would 
forward all packets received on one logical interface out another designated logical interface. This 
is a powerful network troubleshooting tool for debugging a remote network, particularly useful 
when the remote network is not easily accessible. 

CURRENT DEPLOYMENT OF VIRTUAL ROUTER WITH PACKET-BASED BEST 
SOURCE SELECTOR FUNCTIONALITY 

The networking toolset being discussed in this paper is not just theoretical. One deployed 
implementation is the TmNS Source Selector (TSS) for use in integrated Network Enhanced 
Telemetry (iNET) flight tests. The TSS establishes direct connections with all ground-based radio 
transceivers. The remote interface software runs directly on the radios, so there is no need for 
additional hardware components. The TSS works in conjunction with the Link Manager, iNET’s 
dynamic RF transmission scheduler, in order to route traffic to the proper ground radio for uplink 
transmissions. The TSS also removes duplicate packets it receives from any of the radios within 
the interface group. 

The TSS has been used to successfully demonstrate antenna handoffs as the TA has traveled 
across the range. Recent flight tests included three ground radios, some of which were remotely 
deployed as part of mobile ground station vehicles. Duplicate packets were successfully removed 
from the network prior to routing to the MCR for data processing and analysis. Handoffs were 
successful in changing the active uplink radio, even when the data processing system inside the 
MCR was actively retrieving data from the recorder onboard the TA. 
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CONCLUSION 

IP networking for telemetry applications provides a new level of capabilities for flight tests but 
brings with it a few challenges of its own. We describe a toolset that extends the capabilities of 
integrated IP-telemetry and range networks through specialized routing techniques focused on 
mission-based data delivery needs. It provides a configurable toolset enabling packet-based best 
source selection, firewalling, multicasting, and quality of service enforcement across the range on 
a per program basis. The toolset is based on building blocks allowing for the creation of 
virtualized network components that are mission-based rather than infrastructure and enables 
seamless network operation with network telemetry, giving mission personnel the ability to 
specialize the network for their problems without depending upon the range IT department. One 
such instance of the toolset has been successfully deployed in support of the iNET program. This 
deployment enabled seamless transitions from one ground antenna to another as the TA traversed 
the range. 

 

 




