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Abstract:  

The higher bandwidth capacities available with the adoption of Ethernet technology for 

networked FTI data acquisition systems enable more data to be acquired by the Data 

Acquisition Unit (DAU) from high-speed data busses, with higher channel densities, faster 

sampling rates, and sample resolution. Ethernet offers increased flexibility, interoperability, 

and simplicity in terms of the FTI system topology. However, the adoption of Ethernet has 

numerous implications for the design and operation of the DAU in terms of supporting 

network protocols for synchronization, configuration, and the transmission of the acquired 

data. This paper explores these issues and discusses the merits of adopting Ethernet.  
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1. INTRODUCTION 

Ethernet networks are being increasingly considered for distributed data acquisition systems 

driven by iNET’s vision for the future of data acquisition systems, the availability of high-

speed switches and recorders, the need for device interoperability, and openness. Networked 

FTI systems can avail of improved synchronization between DAUs thanks to the 

development of the IEEE 1588 Precision Time Protocol (PTP). To support this new 

technology, there are implications for the design of all components within the data acquisition 

system including the switches, grandmasters, recorders and DAUs. Networked FTI systems 

remove the throughput restrictions imposed on DAUs by traditional PCM systems while 

negating setup time and offering device control and status monitoring of devices using the 

Simple Network Management Protocol (SNMP). For example, a 100BaseTX Ethernet DAU 

pushes the backplane sample rates beyond 5Msps. This means extra requirements with 

respect to streamlining the data paths, optimizing the packing efficiency, and the allowance 

for aperiodic data transmission. Such techniques enable the DAU to interface to more video 

channels and faster busses, and also drive technology improvements in analog data 

acquisition. Particularly for analog data acquisition, the higher bandwidth capacity data links 

allow for increased channel density, faster sampling, wider bandwidth and greater resolution. 

Fast recording while transmitting a subset of samples often requires dual filters per channel.  

 
The remainder of this paper is structured as follows. Section two discusses the system level 

aspects of Ethernet networking technologies on the DAU design. The major change is the 

increased bandwidth capacity that is afforded by the adoption of Ethernet. From a practical 

application standpoint, this opens the system level design to greater flexibility, 

interoperability and simplicity. Section three focuses on the DAU design, namely the 

acquisition and transmission aspects with respect to synchronization, reliability, integrity, and 

efficiency. Three data sources are discussed: analog; asynchronous bus data; and high-speed 
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data busses. Section four discusses the enhanced operations and services that are possible in 

terms of discovery and configuration of the DAU.  

2. SYSTEM LEVEL DAU DESIGN 

Before delving into the implications of Ethernet on the design and operation of the DAU, the 

system-level effects of Ethernet on the architecture of the data acquisition system are 

considered. Since Ethernet provides a standardized communications infrastructure, it allows 

for greater flexibility, interoperability, topological design, and wiring simplicity as shown in 

Figure 1.  

 

  

Figure 1: System-level Implications of Ethernet Technology 

 

2.1. BANDWIDTH 

Replacing the N-wire interfaces with high-speed Ethernet enables the DAU to avail of high 

bandwidth links. At the physical layer, Ethernet offers typical link speeds ranging from 

100Mbps to 1Gbps or even 10Gbps. The Ethernet backbone can be scaled to support the data 

acquisition requirements – for example, a system comprising several DAU each outputting 

high-definition video, high-speed analog data, and bus data can easily push the bandwidth 

requirement of the system into the Gigabit domain. This greatly exceeds the bandwidth 

capabilities of the more traditional N-wire technologies – for example, state-of-the-art PCM-

based data acquisition systems supported approximately 20Mbps or 5Mbps using CAIS 

where highly complex architectures were required in order to support such data acquisition 

requirements. Moreover the setup, programming and configuration of the DAU system over 

bandwidth constrained N-wire technologies were restricted even further to 1Mbps link 

speeds. From a user perspective, such reconfiguration latencies are time consuming and 

costly.  

 

2.2. DESIGN AND FLEXIBILITY 

With the adoption of a standardized Ethernet physical layer infrastructure, there is greater 

flexibility afforded to the FTI engineers, systems integrators and analysis engineers in terms 

of architecting the data acquisition system. Traditional FTI systems were typically based 

around the master-slave hierarchy whereby one DAU was designated the master and the rest 
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were slaves daisy-chained to the master. The master was responsible for synchronizing the 

slaves and gathering data from them for transmission as PCM.  

 

The master-slave configuration and PCM data transmission is highly deterministic in that it 

was possible to know in advance exactly how long it would take for a sampled parameter to 

reach its destination. However, the trade-off for determinism is that it rendered the system 

inflexible. It was difficult to make configuration changes to a slave DAU without factoring 

potential conflicts with the master DAU. Often changing even a single setting sometimes 

required the entire data acquisition system to be reconfigured and restarted. A networked 

approach allows for DAUs to become independent devices that can be individually 

configured, effectively providing 100Mbps bandwidth to each DAU for data acquisition and 

programming. Each networked-DAU is essentially a Master in its own right, responsible for 

its own configuration, data acquisition, synchronization, packetization and data transmission 

[1].  

 

2.3. TIME SYNCHRONIZATION 

It should be noted that the release of the IEEE 1588 PTP standard was effectively the catalyst 

which facilitated the paradigm shift towards the adoption of Ethernet technologies to replace 

the traditional proprietary N-wire solutions. Before the development of PTP, the time 

synchronization accuracy of N-wire solutions was <1μsec or using standard networking 

protocols such as the Network Time Protocol (NTP) was <1msec, neither of which was 

sufficient to meet the timing requirements of the data acquisition system. By using the PTP 

protocol, all distributed DAUs in a networked FTI system, regardless of topology or the 

number of devices, may be synchronized to within 100ns [2] using version one of the 

protocol.  

 

 

2.4. INTEROPERABILITY 

The proprietary nature of N-wire implementations created a non-trivial challenge for the 

integration and deployment of multi-vendor systems. Contrast this with the capabilities of 

Ethernet technologies to support a much more feature-rich set of operations not just for data 

acquisition, synchronization, and programming but also discovery, ad-hoc querying, and 

configuration of devices. The use of open-standard Ethernet provides a common technology 

that allows for multi-vendor systems to be more easily and readily deployed. From a system 

design perspective, assured interoperability allows for greater choice and freedom when 

selecting devices for the FTI system. Since Ethernet is the most important and prevalent data 

communications technology, it is future proof. Standardized protocols and technologies based 

on Ethernet are in a continuous state of development and are generally designed with 

backward-compatibility in mind. Networked device autonomy results in a lower cost of 

ownership (e.g. common spares and commonality across aircraft types) and lower 

maintenance costs.  

 

2.5. SIMPLICITY AND WIRING 
From a practical standpoint, Ethernet simplifies the wiring challenges. Inter-connecting N-

wire Master-Slave systems needed to provide scope for DAU reprogramming, inter-DAU 

synchronization, and inter-DAU transmission of data. PCM based systems typically use four 

shielded twisted pair (STP) connections between DAUs, along with a ground connection, 

although the use of BiΦ-L PCM code can reduce this requirement to three STPs plus ground. 

For example, consider an N-wire system using RS-422/485, which is the predominant 

physical media for serial data transmission to inter-connect several DAU using STP wiring. 
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RS-422 has a capacity of 1Mbps of error-free data transmission over a distance of 100m and 

comprises Data±, DClk± and Programming± connections, where long cables suffer from EMI 

and impedance issues such as additive noise and reduced accuracy. Additionally, it may also 

be necessary to connect a synchronization signal between DAUs to maintain synchronous 

operation. Realizing a distributed master-slave system has significant wiring cost in terms 

routing complexity, weight, airframe intrusion, and maintenance. However, Ethernet 

overcomes these issues, since a single Ethernet cable (Cat5e or better) provides a full-duplex 

100Mbps reliable (transformer coupled to prevent transience) inter-connection to the FTI 

network infrastructure enabling the core FTI operations, that is, the transmission of the 

acquired data, DAU programming, and synchronization. Furthermore, in a networked based 

FTI system it is possible to avail of broadcast and multicast transmission strategies whereby 

one or more sink devices can subscribe to receive a copy of the acquired data, something that 

is not possible in an N-wire system where there is a strict one-to-one wiring constraint. For 

these reasons, Ethernet requires less wiring resulting in less cable weight, and potential 

installation errors are reduced with Ethernet since it has built-in intelligence to perform auto-

sensing and auto-negotiation operations.  

 

3. NETWORKED DATA ACQUISITION AND TRANSMISSION 

The DAU interfaces to, and acquires data from a wide variety of inputs including analog, 

digital, audio, video, GPS, Fiber channel, Firewire and avionics busses (MIL-STD-1553, 

ARINC-429 etc.). In practice, the DAU must provide a bridging mechanism between the data 

acquisition interfaces and the Ethernet environment. In Ethernet systems, the acquired data is 

transmitted as discrete packets whereas in PCM based systems the data is serially streamed. 

In PCM systems, complex and sophisticated algorithms are required to adhere to sub and 

super-commutation rules for the placement of parameters in the PCM frame, shown in Figure 

2(a), whilst also ensuring that there sufficient time for the parameter to propagate from slave 

to master. However, once the parameter has been placed in the PCM frame, it is transmitted 

soon thereafter. In contrast, in an Ethernet DAU each data source may have its own unique 

stream of Ethernet packets as shown in Figure 2(b). The decoupling of the acquisition from 

transmission, effectively isolating the transmission of the acquired data from the various data 

sources, simplifies the definition and design of the packetization policy and the transmission 

of the packet.  
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The trade-off for simplicity is that the packet is only transmitted once all the samples have 

been acquired and placed in the packet. There are many mechanisms by which the Ethernet 

stream can be optimized to minimize this packetization delay. Although Ethernet suffers from 

a packetization delay, PCM based systems suffer from a decommutation latency since a full 

major frame may need to be captured before it can be decommuted. Ethernet frames are 

generally smaller (maximum 1500Bytes) than PCM major frames and therefore have a lower 

latency to receive the entire Ethernet frame before it can be decommuted. 

 

The deterministic nature of serially streamed PCM naturally suits it to synchronous data 

acquisition and transmission. However, many avionics busses are asynchronous, such as 

MIL-STD-1553 or ARINC-429. The transmission of asynchronous data over PCM is 

generally wasteful since the asynchronous data is allocated resource (placement) in the PCM 

frame regardless of whether the data is fresh or stale to allow for peak data rates on the bus. 

However, owing to the decoupling of acquisition from transmission and the discretized 

transmission of data, Ethernet-based DAU more efficiently manage bandwidth for 

asynchronous data sources. Networked DAU can aperiodically transmit Ethernet packets of 

asynchronous data so that a packet is only transmitted when there is “fresh” data.   
 
In a networked-based DAU, for each packet that is transmitted, there is a Frame Check 

Sequence (FCS) in the MAC trailer field and an IP header checksum to ensure the integrity of 

the data contained within the packet. The FCS is checked and validated for each hop in the 

network topology. If the packet is determined to be corrupt, the packet may be discarded to 

prevent the propagation of the erroneous packet to the destination. However, since the 

maximum Ethernet frame is 1518Bytes, in the event of data corruption the potential data loss 

is constrained to a maximum of approximately 720 data words. Equally in PCM, CRC words 

can be periodically inserted into the minor frames but the potential data loss is directly related 

to the distance between CRC words in the PCM frame. 

 

In a networked FTI system the PTP time synchronization protocol is typically used. This 

protocol allows for the distributed time synchronization for all DAU and all other devices in 

 
Figure 2(a): Complex Parameter Placement in PCM 

 
Figure 2(b): Packetized Parameter Streams 
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the network to within 100nsec of the grandmaster facilitating synchronous sampling and data 

time correlation. Network based timestamps, such as the IEEE 1588 Timestamp, are 64bits 

long in order to capture the nanosecond resolution. These timestamps are placed in every 

packet that is transmitted by the DAU and is the timestamp associated with the earliest 

sample/message contained in the packet. Using non-networked time synchronization 

technologies, the time synchronization accuracy is to within 1μsec of the time source.  
 
In the following sections the effects of networks on the data acquisition to the following key 

interfaces will be briefly examined:  

 Analog data acquisition 

 Avionics bus monitors 

 High-speed data busses including video 

 
3.1. ANALOG DATA ACQUISITION 

Analog data acquisition interfaces represent the most common type of interface that needs to 

be supported in the FTI system allowing for measurements such as voltage, current, 

temperature, strain, vibration, position, pressure, and three-phase power. As previously 

described, Ethernet provides more bandwidth for analog data acquisition. This translates to 

allowing higher channel densities and higher sampling rates. The increased bandwidth of 

Ethernet not only allows for higher sampling rates but samples can be represented with higher 

resolution. In the past due to bandwidth constrained PCM links, 12bit A/D were common but 

with the increased capacity of Ethernet 24bit and 32bit samples are possible. The IEEE 1588 

PTP is vital for networked DAUs to support the higher sampling rates where it is essential to 

have precise distributed synchronization to allow for time correlation of fast sampled 

channels across distributed DAUs. 

 

3.2. BUS MONITORS 

The next most common interface from which data is typically acquired is from the avionics 

busses, the most common of which are MIL-STD-1553 and ARINC-429. The traffic carried 

on these busses is asynchronous where traffic on the bus may go through idle periods of 

prolonged inactivity to burst periods where traffic is carried at the peak rate. There is a 

distinct mismatch acquiring asynchronous data and serially transmitting it over a 

deterministic PCM link. The PCM frame must be designed for the worst-case scenario 

whereby there are sufficient resources or words in the PCM frame allocated to accommodate 

these peak traffic periods on the avionics bus in order to ensure that no data is lost. However 

this approach is wasteful and can result in frequent “stale” data being carried in the PCM 

frame. Furthermore, since the messages occur asynchronously on the bus, it is often 

necessary to timetag each message acquired. Even by using elapsed timetags this can 

consume precious bandwidth resource in the PCM frame. Ethernet is particularly suited to 

asynchronous data sources. Since there is greater flexibility in the design of the Ethernet 

packets, packet streams can be defined specifically for the asynchronous avionics busses 

where aperiodic packet transmission can be used to effectively reflect the asynchronous bus 

traffic activity. This makes better use of the Ethernet bandwidth as a packet is only 

transmitted when “fresh” data has been acquired on the asynchronous bus. Nevertheless, 

Chapter 4 type parsing is still possible in an Ethernet data acquisition system where required.  
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3.3. HIGH-SPEED DATA SOURCES 

As more and more bandwidth becomes available through the adoption of Ethernet, there is 

increasing demand for high-speed data bus interfaces. For example, these include 
 

 High-definition video systems where the compressed video stream can require anything 

from 1Mbps to hundreds of Mbps depending on the required resolution and frame rate  

 AFDX with a physical line rate of 100Mbps 

 Firewire (IEEE 1394c-2006) with a physical line rate of 800Mbps over the same Ethernet 

connectors or future enhancements such as the IEEE 1394d standard using single mode 

fiber pushing the line speed up to 6.4Gbps 

 Fiber Channel with physical line rates of 1Gbps to 8Gbps  

 

In order to monitor and acquire data from these data busses using traditional N-wire 

technologies, the DAU needs to heavily parse the data bus. However, even if the DAU has 

adequate processing and parsing resources, the output PCM stream does not have the 

capabilities or the bandwidth capacity to efficiently support the acquisition and transmission 

of data from these busses. However with Gigabit Ethernet, there is adequate bandwidth 

capacity to monitor these data busses, which means that there is greater choice for the FTI 

engineer to install, deploy, monitor and make better use of these high-speed avionics 

technologies.  

 

4. NETWORK OPERATIONS AND SERVICES 

Networked DAUs are capable of supporting value added operations and services that were 

not readily or easily achieved using N-wire technologies. A notable, powerful, and useful 

standardized protocol is the Simple Network Management Protocol (SNMP) that allows for 

the ad-hoc query/discovery (GET), and re-configuration (SET) of key settings/variables and 

values on the DAU. In addition, the DAU can be configured to set a trap for key events 

(TRAP) – for example, send an SNMP event message when the temperature of the DAU 

exceeds some set threshold [3]. In this way TRAPS are suited to the unsolicited asynchronous 

notification of events and exceedances. In a networked FTI system, the DAU can perform 

self-configuration by fetching its configuration file from a file server in the network, 

compiling the configuration file, and program itself. As a caveat to the support of these 

“value-added” services is that there is increased intelligence required in the DAU often 

requiring an operating system. It is important to recall that in spite of the new operations and 

functions possible, the primary function of the DAU is data acquisition. The DAU must be 

capable of being synchronized using the IEEE 1588 PTP [4, 5] and begin the reliable 

transmission of the data and without interruption in real-time within a very short boot-up 

cycle (<10s). Brown outs or power failures should have a minimal effect on data acquisition 

and transmission.  

 

5. CONCLUSIONS 

Networked FTI solutions are becoming more and more prevalent and Ethernet technology 

offers many benefits to the FTI community including open standards-based technologies, 

greater vendor inter-operability, system design flexibility and simplicity. Naturally there is a 

challenging transition from deterministic N-wire proprietary solutions towards a non-

deterministic packet-switched system. The adoption of Ethernet requires a fundamental 

change in how data acquisition systems are designed. This has had significant implications 

for the operation and design of networked DAUs with respect to the demands on the device to 
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support higher bitrates and more complex interfaces to high-speed data busses. Moreover, the 

DAU has the capability of supporting standardized networking technologies for sophisticated 

and enhanced value added services such as self-configuration, on-device compilation, 

responding to ad-hoc queries, and dynamic trivial reconfiguration changes to name just a few.  
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