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ABSTRACT 

Bidirectional networked radio frequency (RF) communications between the ground and test 
articles are quickly becoming a normal mode of operation.  Not only can devices be remotely 
controlled, but other networking technologies are emerging into flight test.  Voice over IP (VoIP) 
is ubiquitous in the workplace and in homes, but it presents unique challenges when used to 
communicate between test articles.  This paper presents some issues to be considered and test 
results to help aid deployment of VoIP systems in network-based test systems such as iNET’s 
Telemetry Network System (TmNS). 
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INTRODUCTION 

The integrated Network Enhanced Telemetry (iNET) project has developed standards for 
network-based telemetry systems.  While these standards are based largely on the existing body 
of commercial networking protocols, the Telemetry Network System (TmNS) has more stringent 
performance requirements in the areas of latency, throughput, operation over constrained links, 
and quality of service (QoS) than typical networked applications.  One of the goals of the iNET 
project is to be able to leverage the openness of standard IP networking to support a wide variety 
of current and yet-unknown future applications, just as the same IP networking technology has 
supported the growth of diverse applications in the Internet. 

One possible application is providing two-way encrypted voice communications between test 
participants by transporting the voice data over the TmNS.  Since the TmNS is based on IP 
networking, it is a natural extension to consider Voice over IP (VoIP) technology to fulfill this 
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need.  VoIP systems provide telephony service by digitizing voice signals using a variety of 
standards-compliant coders/decoders (codecs), encapsulating the codec data into IP packets, and 
transporting the packets over an IP network to other phone call participants.  VoIP gateways are 
devices that adapt between analog voice and VoIP network traffic.  Interoperability of VoIP 
gateways is achieved through the use of a collection of protocols standardized through the 
International Telecommunication Union (ITU).  While standard VoIP may be common in the 
office and at home, it presents unique challenges when used to communicate between test 
articles.  This paper highlights some of these challenges and presents some test results to help aid 
the deployment of VoIP systems in network-based test systems such as iNET’s TmNS. 

INET NETWORK ENVIRONMENT 

The networks used in telemetry applications may use some of the same building blocks that are 
used in typical enterprise computer networking, but the performance requirements for telemetric 
networks require purposeful planning of architectures and interfaces to achieve success.  In 
enterprise networks, most applications can live with best effort service delivery because the 
applications rarely have tight latency requirements.  Telemetric networks have a much more 
difficult problem than enterprise networks.  Since a majority of the traffic in these networks is 
movement of acquired test data, a high percentage of the traffic has tight latency requirements 
(100s of milliseconds) due to safety of flight concerns.   

One of the key benefits of the new iNET program is the development of a two-way network 
telemetry link connecting the test article network to the ground network.  Within iNET’s TmNS 
architecture, the Test Article (TA) Subsystem connects to the Mission Control Room (MCR) 
Subsystem by way of the Radio Frequency (RF) Network Subsystem (RFNS) coordinated by the 
Range Operations Subsystem (ROS).  Like most wireless networks, practical constraints on 
available spectrum mandate that the available network throughput in the RF Network Subsystem 
is significantly smaller (in some cases two to three orders of magnitude smaller) than in the test 
article and ground networks it connects.  Managing this constrained RF Network Subsystem link 
efficiently is critical to ensuring that as much high-priority traffic is able to pass with as little 
latency as possible, often with additional reliability constraints. 

VOIP CONSIDERATIONS FOR TELEMETRY SYSTEMS 

VoIP systems are becoming increasingly common in enterprise networks, displacing most 
traditional private branch exchange (PBX) systems in commercial and government office 
environments and increasingly replacing analog and mobile phones in home environments due to 
the rise of home networking and services such as Skype, Google Voice, and Vonage.  The 
growth of VoIP has been enabled through a variety of standardized interoperable open services 
and interfaces.  These enabling technologies work well in standard enterprise networks and the 
Internet at large, but need to be considered carefully when applying them to the resource and 
latency constrained environments of telemetric networks like iNET’s TmNS.  The following 
sections discuss some of these considerations. 
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CODECS 

The first step to defining a VoIP capability for a network is to select the codec to be used for 
encoding and decoding the audio signals.  Most VoIP gateways support a number of 
standardized codecs, each one with distinct sampling, latency, bitrate, and voice quality 
characteristics.  Codecs fall into two classes: sample-based and model-based.  Model-based 
codecs model the human vocal tract and the perceptual capabilities of the human ear and brain 
and encode a block of voice samples as a single entity to minimize bitrate required.  As such, 
they are fine-tuned for encoding human voice, but are less capable of encoding non-voice signals 
such as warning tones with sufficient fidelity.  Sample-based codecs encode voice on a sample-
by-sample basis and thus are able to represent a wider class of signals (e.g. voice and warning 
tones), but require a higher bitrate than model-based codecs.  Table 1 contains a list of common 
codecs available in VoIP gateways and their associated characteristics.  Values for algorithmic 
and packetization delays are listed in the table for each codec.  These delays are discussed in 
more detail in the Latency section.  Also listed in the table with each codec is the associated 
Mean Opinion Score (MOS), a numerical indication of the average listener-perceived quality of 
the audio signal ranging between one and five, from a one indicating “bad” quality up to a five 
for “excellent” quality [1].  The values of the MOS shown in the table are associated with typical 
latencies of wired LANs and will be discussed further in the later Voice Quality section.   

Table 1.  Common Voice Codecs 

 

G.711 G.723.1 5.3 G.723.1 6.3 G.726 G.729a 

Encoding µ/A-law companded MPC-MLQ ACELP ADPCM ACELP 

Bitrate (kbps) 64 5.3 6.3 16/24/32/48 8 

Passband (Hz) 200-3200 200-3200 200-3200 200-3200 200-3200 

Algorithmic Delay (ms) 0.125 37.5 37.5 0.125 15 

Packetization Delay (ms) n*10 n*30 n*30 n*10 n*10 

MOS 4.3 3.62 3.9 3.8 3.7 

 
Codec selection affects the rate at which digitized audio data is produced.  Using higher bitrate 
codecs may provide a cleaner signal, but it requires more bandwidth for transport over the 
network. Selecting the codec to use requires weighing several factors, some of which are 
discussed in this paper, including latency, network bandwidth, and voice quality.   

LATENCY 

Latency is a key consideration of many applications using a telemetric network due to factors 
such as safety of flight.  The nature of two-way voice communications adds additional latency 
constraints to planning VoIP for telemetric networks.  Besides affecting how quickly a test 
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article audio event can be observed in the mission control room, the latency affects the network 
bandwidth and voice quality as discussed in later sections. 

Latency of the overall VoIP connection (“mouth to ear” latency) is determined by the sum of 
several factors: 

• Algorithmic delay – talg  

 How much data must be queued for source gateway codec to encode data 

• Packetization delay – tpkt 

 How much encoded data is sent in each IP packet 

• Transport delay – ttrans 

 How long it takes to send each IP packet from source to destination gateway 

• Buffering delay – tbuff 

 How much buffering the destination gateway codec adds to absorb transport delay jitter 

• Processing delay – tproc  

 How much time is required for codec processing, quantization, A/D, D/A, etc. 
 
Algorithmic delay and packetization delay are determined by codec choice and configuration as 
shown in Table 1.  Transport delay is affected by the intervening network and the distance 
between source and destination.  Buffering delay and processing delay are usually fixed for a 
particular VoIP gateway implementation.  Understanding the relative and absolute magnitudes of 
each of these factors in a particular implementation is important when deploying VoIP in a 
telemetric network. 

NETWORK TRAFFIC SHAPE/BANDWIDTH 

Bandwidth utilization is another factor to consider when implementing VoIP in a network-based 
telemetry system.  The physical constraints of the RF telemetry link between the test article and 
the ground already impose a bandwidth bottleneck on the system that limits the amount of data 
that can be telemetered.  Therefore, a VoIP implementation should be designed in such a way to 
leave the smallest possible bandwidth footprint and still achieve its goal of voice communication.  
The two critical aspects of VoIP systems that influence the bandwidth usage are the codec used 
and the latency constraints of the data samples as discussed in the previous section.  It is no 
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surprise that codec bitrate is a key driver of the overall Ethernet bitrate.  Packetization delay, too, 
affects overall Ethernet bitrate by its impact on the efficiency of transporting the audio data.  An 
increase in the packetization delay allows for more data to be sent in fewer packets, thus 
reducing the number of bytes required for network overhead during transmission.  However, 
increasing the packetization delay setting also increases total voice latency as discussed in the 
previous section.  Table 2 shows typical VoIP settings of various codecs and the resulting 
Ethernet bitrate. 

Table 2.  Typical VoIP Bitrate of Various Codecs 

Codec Codec bitrate 
(kbps) 

Packetization delay (ms) Ethernet bitrate 
(kbps) 

G.711 64 20 87.2 

G.723.1 5.3 30 20.8 

G.723.1 6.3 30 21.8 

G.726 32 20 55.2 

G.729a 8 20 31.2 

 
The Ethernet bitrates in Table 2 include the network overhead associated with the settings.  The 
packetization delays are typical values for the respective codec.  Increasing this delay creates 
larger packets, which reduces the number of total packets, ultimately resulting in a lower 
Ethernet bitrate through lower packet overhead. 

CONFERENCING SERVICES (SIP SERVER) 

VoIP technology can also provide conferencing services to more than two communicating 
parties.  Instead of two voice gateways calling each other directly, a Session Initiation Protocol 
(SIP) proxy server can be set up to host a conference call in which each party involved calls the 
SIP server.  Each party would maintain their own SIP session with the SIP server.  SIP control 
traffic is minimal, consisting of a small number of packets during call initiation and call tear-
down, control messages, and periodic session keep-alive messages.  The voice gateways send 
voice data to the SIP server using the Real-time Transport Protocol (RTP).  The SIP server 
combines audio streams and distributes them to all parties participating in the call.  In addition to 
conferencing, the SIP server can provide other features such as phone number to voice gateway 
address mapping, music on hold, voice mail, and other standard digital phone features. 

VOICE QUALITY 

Voice quality is a subjective measure that varies from listener to listener.  Differences in the 
human ear and brain that process the voice, situational context of the conversation, and 
background noise are all factors that can affect perception of voice quality.  Consequently, 
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objective measures such as signal to noise ratio do not accurately predict subjective voice 
quality.  To address this and allow numerical comparisons of quality, voice communication 
systems utilize the MOS.  As the name implies, a MOS is determined by having a large body of 
users rate the acceptability of a series of pre-recorded voice segments and then taking the mean 
rating as the MOS for that voice system configuration.  Ratings range from 1 for “bad 
quality/very annoying impairment” to 5 for “excellent quality/imperceptible impairment”. [1] 

One major determiner of voice quality is the codec.  As shown in Table 1, each codec has a 
nominal MOS associated with it.  This MOS can be considered the best-case MOS for that 
particular codec since it is determined with a lossless near-zero delay channel so that only factors 
associated with the codec itself are captured in the MOS number.  Another point to remember for 
telemetry applications of VoIP is that MOS is determined with voice-only inputs.  Since 
telemetry voice applications may also need to convey cockpit warning tones and other non-voice 
sounds, it is important to evaluate a considered codec against realistic operational sounds. 

The quality of a phone call is also affected by the latency between the parties on the call.  As 
latency increases, the MOS of a call decreases.  A study [2] conducted by the International 
Telecommunication Union (ITU) shows (see Figure 1) that most conversations can withstand 
one-way latencies up to 200 ms without a decrease in perceived voice quality (a drop in MOS).  
As latency rises above 250-300 ms one-way, an increasing percentage of people feel that voice 
quality decreases due to the increasing difficulty to not “collide” with the other participant in a 
two-way conversation. 

 

Figure 1.   ITU Study on the Latency Effect of Voice Quality 

MANAGEMENT 

A telemetric network is composed of a distributed collection of devices, each of which need to 
be statused, configured, and controlled remotely.  Likewise, the distributed VoIP gateways need 
to provide management capabilities to facilitate efficient use in the overall TmNS, so 
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management interfaces should be considered when selecting VoIP solutions for telemetry.  Since 
standard commercial VoIP gateways have been designed to be deployed in typical enterprise 
networks, they typically support a complement of management capabilities typical of other 
commercial network gear.  Most commercial VoIP gateways support Hypertext Transport 
Protocol (HTTP) (allowing management from a standard web browser) and Telnet.  Many 
gateways also support Simple Network Management Protocol (SNMP).  SNMP is the core 
technology of the TmNS System Management standard as well as common in many network 
management applications.  While standard commercial VoIP gateways likely are not sufficient 
for test article use, they likely are suitable for the VoIP needs of the mission control room. 

TEST RESULTS 

A study was recently performed in order to determine the suitability of VoIP for two-way 
encrypted voice applications in telemetric networks such as the iNET TmNS.  The study used 
two “typical” commercial VoIP gateway models (Patton Smartnode 4114 and Audiocodes MP-
114) and evaluated interoperability, network traffic shape, bandwidth, latency, and voice quality 
in a telemetric network environment.  The evaluations were performed in the iNET Systems 
Integration Lab at Southwest Research Institute.  Some of the results from the study are 
discussed below. 

Interoperability was investigated by establishing connections between various combinations of 
voice gateway and codec settings.  The two gateways all supported the five codecs shown in 
Table 1.  No special settings were required to allow the different brands of gateways to 
interoperate for a particular codec.  Likewise, the test engineers were not able to distinguish a 
difference in voice quality for a given codec when comparing the two different models of 
gateways.  Both short-term and long-term (overnight) calls were generated in the different 
configurations to look for interoperability or stability problems.  No issues were found.  This 
level of interoperability is encouraging and a sign that the VoIP standards and market have 
matured sufficiently to be used in operational environments like telemetric networks where 
reliability and interoperability are key. 

A variety of measurements were performed to determine the components of latency and to 
evaluate the effect of total latency on usability of VoIP in a telemetric network.  As mentioned 
earlier, the overall “mouth to ear” latency in a VoIP system is composed of several factors: 

latencytotal = talg  + tpkt + ttrans + tbuff + tproc  (1) 

The “mouth to ear” latency was measured using a 1 kHz tone generator to create a tone burst into 
the mouthpiece of one telephone and out the earpiece of the destination telephone. An 
oscilloscope was used to measure the delay between the source and destination tones.  Testing 
was performed with two VoIP gateways connected to the same Ethernet switch to minimize ttrans 
so that the remaining unknown terms (tbuff and tproc) could be determined since talg and tpkt are 
known for each codec type.  Table 3 shows the results of this latency testing.  Since tbuff and tproc 
are determined by internal implementation of the voice gateways, there is not a convenient way 
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to measure the terms separately.  It is likely that the processing delays are significantly smaller 
than the buffering delay, so the results indicate approximately 20 ms of buffering to account for 
transport jitter.  If the transport of VoIP packets exceeds this jitter, gaps or pops in the voice will 
occur. 

Table 3.  Latency Measurements by Codec 

 
 
 

Codec 

 
Codec 
Bitrate 
(kbps) 

Measured 
“Mouth to Ear” 

Latency 
latencytotal (ms) 

Algorithmic 
Delay talg 

(ms) 

 
Packetization 
Delay tpkt (ms) 

Transport 
Delay ttrans 

(ms) 

Calculated Buffering/ 
Processing Delay  

tbuff + tproc (ms) 

G.711 64 46.4 0.125 20 0.5 25.8 

G.723.1 5.3 95.5 37.5 30 0.5 27.5 

G.723.1 6.3 94.9 37.5 30 0.5 26.9 

G.726 32 43.1 0.125 20 0.5 22.5 

G.729a 8 58.0 15 20 0.5 22.5 

 
Latency was also measured for a three-party conference using the SIP server in order to 
determine the SIP server’s impact on end-to-end latency.  The testing was performed using an 
open-source SIP server (FreeSwitch) running on a Linux PC.  While the latency performance of 
a SIP server will vary between implementations, the tests with FreeSwitch are likely 
representative of most SIP servers.  These tests showed that an additional 40 ms of latency was 
added when using the SIP server for a three-party call. 

These tests provided a baseline of latency with negligible transport latency (ttrans).  In a real-
world system, the transport latency will depend on the intervening network and may become 
significant.  To test the effects of this, a network simulator was used to insert a configurable 
transport latency between the two voice gateways.  The two test engineers tried to hold a 
conversation at each transport latency setting from 50 ms up to 1 second in 50 ms steps.  
Conversation became increasingly difficult above 250 ms due to “collisions” with the other 
person in the conversation.  This is consistent with the classical results presented earlier.  The 
engineers were able to “make it work” up to 1 second transport latency, but it required unnatural 
flow to the conversation and was likely only because the two engineers were familiar with the 
other’s conversation patterns. 

Call quality testing involved playing a sample audio file through the voice gateways for each 
codec, recording the resulting audio, and providing these audio files to the iNET Project 
Engineer for qualitative analysis.  The test audio file included 48 seconds of flight test audio with 
multiple speakers, background tones, and noise.  The test audio file also included a seven second 
sinusoidal frequency sweep from the function generator for the 100 to 2300 Hz range of the IRIG 
106 Chapter 5 Continuous Variable Slope Delta (CVSD) voice modulation.  Voice quality is 
subjective, but all of the codecs appeared usable to some degree in the iNET use case.  The 
general order of codec preference of the SwRI testers was G.711, G.729a, G.726, G.723.1 (6.3 
kbps), and G.723.1 (5.3 kbps).  While all of the codecs conveyed the tones sufficiently for a 
human to recognize the tone, some of the codecs introduced spectral distortion that may cause 
issues for automatic tone detection processing of the audio.  The G.711 and G.726 codecs would 
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be good choices if spectral integrity of the tones is important for a particular application because 
these codecs are sample based instead of model based.  The AudioCodes voice gateway did have 
an issue during the frequency sweep.  The standard modem/fax answer tone is at 2100 Hz.  At 
approximately this point in the sweep, the AudioCodes falsely switches to fax mode which 
causes a half second gap in the audio before it recovers to voice mode.  Despite trying numerous 
tone handling settings on the voice gateway, this gap could not be prevented. 

Since the iNET TmNS will typically use network encryption, it was important to test the VoIP in 
the presence of encryption.  The encryptors were added to the test setup with the network delay 
simulator.  In general, there were no problems with sending VoIP over the encrypted network.  
However, some interactions of settings for the encryptor and voice gateway were found that 
caused either no audio or noise in place of the audio.  The specifics cannot be disclosed in this 
open paper, but the important result is that the configuration of the encryptor and VoIP gateways 
have to be coordinated in order to prevent a conflict. 

CONCLUSION 

Telemetric networks such as iNET’s TmNS leverage a foundation of standard IP networking and 
thus provide the ability to utilize existing and future networking applications.  VoIP is one of 
these applications that has drawn much interest from the telemetry community.  This paper has 
surveyed some of the issues to be considered when deploying VoIP into a telemetric network.  
The test results indicate that VoIP should be workable in an iNET-like environment as long as 
the considerations discussed in this paper are considered.  The most important considerations are 
choosing a codec appropriate for the specific sound environment and ensuring end-to-end latency 
are kept below 250 ms by controlling transport latency (ttrans).  To address these, iNET has 
chosen G.711, G.726, and G.729a codecs and a 150 ms maximum transport latency for the 
System Development and Demonstration (SDD) phase.  As the demonstration system is 
developed and tested, additional usability results will be determined that will serve as a guide for 
VoIP in future telemetric network systems. 
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