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“Computer, what are the current power conversion levels?” 

Lt. Commander Geordi La Forge:  "Star Trek: The Next Generation: Force of Nature (#7.9)" 

(1993) 

 

ABSTRACT 

 

For those of us that are Trekies as well as techies, having Geordi’s computer that can answer 

detailed system status questions in real time is something of a holy grail.  Indeed, who doesn’t 

like the idea of being able to ask a question and almost instantaneously get an answer?  

Fortunately, this basic functionality of being able to query an instrumentation system and have it 

return any level of detail about the system is within reach.  Borrowing from another science 

fiction show, we might say: “We have the technology …” The ability to network complex 

systems together – even to the point of having devices autonomously link into the system – is 

common place. Devices that can report their status, test themselves for failures, and self calibrate 

are also common.  Certainly software interfaces into complex systems, including the graphics for 

hierarchical 3-D displays, can be created.  Unfortunately, we do not currently have all of the 

different technologies needed for a fully automated instrumentation support system integrated 

into our particular domain.  This paper looks at why we don’t have this now and where we are in 

terms of getting there.  This includes discussions of networking, metadata, smart instrumentation, 

standardization, the role manufacturers need to play, and a little historical perspective. 

 

 

KEYWORDS 

 

Instrumentation, Automation, Metadata, Standards 

 

 

 

 

 

mailto:charles.jones@edwards.af.mil
http://www.imdb.com/name/nm0000996/
http://www.imdb.com/title/tt0708717/


2 

 

 

INTRODUCTION 

 

Consider the complexity of modern instrumentation or data acquisition systems.  A fairly 

average test vehicle (e.g., aircraft, tank, weapons system) is likely to have 10s of thousands of 

parameters of data.  Even an individual dismounted soldier might have hundreds of parameters.  

There are also known cases with more than 100,000 sensors on a single vehicle, not counting 

other information associated with the vehicle or test.  And don’t forget the cables and networked 

hierarchy of devices needed to hook all those sensors together and delivery the associated 

information to a person. It is not unreasonable to picture these instrumentation systems as 

equivalent to the nervous system of the human body – and I don’t mean this just figuratively.  If 

we look to the (not too distant) future and consider nano scale devices distributed like dust using 

harvested energy and transmitting data wirelessly through self-organizing networks, we need to 

start thinking about instrumentation systems that are actually at the scale of complexity of the 

human nervous system.  If you watch or read enough science fiction and consider the level of 

information spaceships such as the Starship Enterprise can return upon command, you’ll realize 

that this is the type of completely instrumented vehicle futurists envision. 

 

An instrumentation system of such complexity requires an extensive instrumentation support 

system (ISS) to configure, monitor, and maintain.  By “configure” we mean to be able to modify 

any setting on any device that can be changed. By “monitor” we mean essentially what is 

implied by the quote at the beginning of the paper: request status or data regarding any part of 

the system.  By “maintain” we mean retrieve any level of detail – down to schematics and design 

drawings – about any part of the system in order to troubleshoot, repair, and determine the need 

for periodic maintenance.  “Maintain” also includes commanding any form of self-test or self-

healing to be implemented as well.  Unfortunately, even in Commander Geordi La Forge still has 

to pull a panel off and fix something manually once in a while, although ideas for fully self 

repairing systems (self-replicating nanobots anyone?) are being thought about. Ideally, such an 

ISS would be as automated as possible and be as consistent as possible across multiple 

instrumentation systems.  An ISS with a simple user interface that allows complete access to a 

highly complex instrumentation system, to any level of detail, is the Futurist Vision of 

Instrumentation.  

 

 

HARDWARE 

 

Over the decades, there has been any number of attempts to provide a universal backbone to 

allow devices by different vendors to communicate over a common cable.  For example, the 

Common Airborne Instrumentation System (CAIS) and even MIL-STD 1553 fall into this 

general category along with dozens of other buses.  But with the advent of the integrated 
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Network Enhanced Telemetry (iNET) [1] project adopting Ethernet for its onboard backbone and 

effectively TCP/IP over the entire air-to-ground data collection process, we now have as close to 

a universal bus and communications protocol as we’re ever likely to see.  Although this doesn’t 

mean there won’t be a hierarchy of other buses or multi-cable devices attached to the Ethernet 

backbone; it’s not very likely we’re going to attach strain gauges directly to Ethernet.  But the 

iNET vision goes a long way to enable the architecture of a single user interface into a multi-

vendor instrumentation system as illustrated in Figure 1. 

 

 
Figure 1 - General Instrumentation Architecture – Multi-Vendor Single Interface 

 

In order to support the Futurist Vision, all hardware devices need some level of intelligence – all 

the way down to the sensors.  One aspect of moving to Ethernet is that communicating over 

Ethernet requires a certain amount of computational power and memory.  With maybe just a little 

more power and memory, these devices can provide some of the higher level functionality that is 

part of the vision.  At the lowest level, smart transducers are coming on the market.  The first 

level of intelligence at this level is having enough memory and the ability to communicate to 

provide self-identification.  As one example of this, the adoption of the IEEE 1451.4 Mixed 

Mode Smart Transducer standard [2] is growing and allows systems to access embedded 

Transducer Electronic Data Sheets (TEDS) directly off the transducer. 
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From a hardware point of view, the biggest hurdle is that of cost and size.  Moore’s Law is still 

going, although between 3-D chips, memristors, and other advances, you have to tweak the 

definition some.  But even if the number of transistors on a chip doesn’t keep doubling every 18 

months, we can expect cost to keep going down and, realistically, chip sizes are already small 

enough for most of these applications.  There are even some pretty small IEEE 1451.4 compliant 

sensors.  So the big question is whether (or when) manufacturers are going to put the 

computational power and functional capabilities on the devices. 

 

An extreme in instrumentation is full structural health monitoring to the point of being able to 

automatically tell what portion of a structure has been damaged.  This would require embedding, 

at manufacture, thousands of micro or nano scale energy harvesting wireless sensors into the 

structures themselves.  The concepts and some prototypes of this exist.  Temperature sensitive 

smart paint is being used; people are even talking about house paint that can be programmed to 

change colors.  Experiments have been performed with fiber optic sensors embedded in carbon 

composite materials. The 35W “Smart Bridge” in Minnesota Error! Reference source not 

found. is a full scale experiment of this level of monitoring. Energy harvesting is advancing 

rapidly to the point where there are some wireless sensors being sold for some applications that 

do not require a power supply.  Ad hoc wireless networks are common place.  The technology 

and manufacturing techniques aren’t fully developed yet, but more than one person has the 

vision.  It’s really just a question of time and cost benefit before it happens. 

 

 

SOFTWARE 

 

At a basic level what we need is a very robust graphical user interface that allows a point and 

click approach to configure, control, and diagnose the instrumented system.  (A more advanced 

interface would include complete voice recognition.  However, even with recent advances in this 

technology, there are questions about how efficient voice control is.  Tablets are very popular 

because of the ease of touch screen manipulation.)  As illustrated in Figure 2, the envisioned 

graphical interface isn’t significantly different from what we’re using today. Instrumentation 

support software commonly has a view into the system with adjacent windows displaying 

technical details.  Probably the biggest difference would be having a three dimensional picture of 

the entire system under test as a top level starting point.  Then you could rotate, zoom in or out, 

and do all the point and click type of things people are used to while using the drawing as a 

reference point for where the devices are located. 
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Figure 2 - Prototype Interface 

 

In terms of the graphics themselves, this is 

pretty standard fair now a day.  However, 

what needs to be under the hood to allow 

full drill down to any level needs some 

work.  And by “full drill down” we mean 

not only being able to pull up all collected 

data, but being able to pull up specifications, 

schematics, CAD drawings, modification 

history and pictures of individual devices – 

literally anything there is to know about any 

device on the system. 

 

One of the best solutions to configuration 

management of all this data is to store the data directly on the device itself – you mainly need 

enough memory as discussed above.  This follows an instrumentation aphorism: the test vehicle 

is the truth.  However, in a properly networked environment, it is possible to store such 

information “virtually”, that is, any convenient place on the net. 

 

Now, retrieving the data requires quite a bit of network software.  Much of the basic 

communications infrastructure comes with Ethernet and network management software such as 

the Simple Network Management Protocol (SNMP) [4] which has been adopted by iNET.  But if 

you want some higher level functionality, you really need something with more power such as 

Web Services [5] and standardized Application Programming Interfaces (API).  As the name 

implies, Web Services establish a mechanism to provide services across the web (or network).  

For example, if I want to retrieve configuration information from a device, this could be done by 

executing a Web Service request.  Or, more generally, anything a device can do can be invoked 

through a Web Service command.  A very positive trait of Web Services is that a standard 

implementation passes data in XML [6] – which is certainly the predominant metadata structure 

in use today.  Unfortunately, since services tend to be very device specific, and the type of 

services we use aren’t exactly used by the person on the street, it is necessary to have standard 

descriptions of the services.  This is where an API comes in.  An API essentially specifies what 

the commands (the software function calls) are for all the services that can be provided.  This 

includes specifying the structure of the data passed back and forth between the service providers. 

 

This gets to the real heart of what is needed for the vision.  As a software engineer (among other 

things) I find it quite amusing to say, “Developing the software isn’t the problem.  Getting the 

data is.”  This brings us to metadata. 
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METADATA 

 

The standard definition of “metadata” is “data about data”.  But from a practical point of view 

we might define “metadata” as an XML schema that defines the structure used to wrap the data 

up so it can be transmitted between software programs.  The eXtensible Markup Language is 

becoming almost as ubiquitous a part of the web as Ethernet.  Almost anything sent to a browser 

is done so using XML (even HTML is really a subset of XML.)  The reason is captured in the 

word “extensible”.  Anyone that has a special set of data – in the broad sense of the work to 

include documents and pictures as well as individual datum –  they need to move around can 

develop their own XML schema and use a wide variety of (often free) software to manipulate it.   

 

This is why there is active work on XML schema development in the Test & Evaluation (T&E) 

community as well as in industry worldwide.  T&E examples include: the Range Commander’s 

Council (RCC) Telemetry Group (TG) porting the IRIG 106 Telemetry Attribute Standard 

(TMATS) [7] to XML, the TG working on adding the Instrumentation Hardware Abstraction 

Language (IHAL) [8] to IRIG 106, and the iNET project developing the Metadata Language 

(MDL).  Industry examples of potential value to T&E include: UnitsML [9] (defining standard 

units of measure), MathML [10], XML descriptions of IEEE 1451 TEDS, and many more. 

 

With even this short list, it starts to become obvious that there are myriad XML schemas of value 

to the T&E community.  A very important point is that no single schema is going to cover all 

data and metadata of interest. Now XML is, by design, flexible and there are different 

approaches to designing XML schemas.  Some design approaches are much more amenable to 

including multiple schemas into a working whole than others.  It is critical that schemas be 

designed to allow mixing and matching as needed. 

 

One of the most useful concepts to come out of the IEEE 1451 standards work is that of the 

Transducer Electronic Data Sheet (TEDS) – a standard structure to describe standard attributes 

of transducers that can be understood by a computer.  The Futurist vision needs an equivalent for 

every device, a Hardware Electronic Data Sheet (HEDS).  This would greatly aid in complete 

plug and play and full automation of instrumentation systems.  HEDS exist in some forms for 

some devices today.  For example, the SNMP Management Information Base (MIB) is a limited 

version of the envisioned HEDS and the Universal Plug and Play (UPnP) [11] architecture uses 

something similar.  But a complete HEDS would provide all information about a device: all 

functionality, both as currently configured and as possibly configured; all specifications, 

programmable, electrical and physical down to schematics and CAD drawings. 
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Once there are the metadata structures – the XML schemas – needed to encapsulate data, 

particular instances of XML documents need to be generated and populated.  There are two 

levels to populating these: the manufacturer level and the user level.  Manufacturers need to 

provide the basic HEDS structure and populate it with all the “as built” information.  

Manufacturers should provide a library of such HEDS.  That is, instead of (or in addition to) 

providing unstructured specification sheets, provide structured XML documents containing the 

same information.  But there also has to be additional structure for users to add the “as used” 

information.  This not only includes current settings, but historical information of how the device 

was used, calibrated, maintained, modified, etc. 

 

As much as we need the infrastructure of network communication, computationally powerful 

hardware and software to provide interfaces, a robust metadata structure (in the form of XML) is 

what can really drive and enable higher automated functionality in instrumentation systems.  And 

we must realize that developing metadata structures is hard – much harder than developing 

hardware or software.  Metadata must be robust, satisfy a large population of the target industry, 

use the proper terminology, and be complete enough to be useful.  And one of the frustrating 

aspects of metadata development is that it is never complete!  Every time a new device is 

developed there’s a probability it will require some new metadata.  But that doesn’t mean we 

can’t meet the challenge and have structures that are highly useful. 

 

Part of the reason for emphasizing metadata is that, in terms of the evolution of instrumentation 

systems, this is where we’re at.  We are currently developing these structures and we need to get 

them right.  It has jokingly been said that iNET is “boldly going where everyone else has gone 

before.”  This is because iNETs emphasis is adapting common network technology into our 

unique environment.  But it is metadata that will allow us to “boldly go where no one has gone 

before.” 

 

 

STANDARDS 

 

I don’t know who said it first, but there’s a lot of truth to the aphorism “Everybody loves 

standards.  That’s why we have so many of them.”  What makes this humorous is that you don’t 

have a “standard” if there is more than one of them.  But there are really two sides to this 

expression.  The first side is that there are times when there are multiple competing standards for 

the same thing.  For example, part of the motivation for developing the IEEE 1451 Smart 

Transducer family of standards was that a survey found over 100 smart transducer “standards’.  

Unfortunately, even if some of them are openly published, they are fundamentally some 

company’s personal standard they are trying to use to establish a competitive advantage.  (The 

IEEE 1451 is, as far as I know, the only truly non-proprietary smart transducer standard.)   The 

second side of this expression is that, in most situations, systems are so complex that you have to 
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have multiple standards all working together to get things done. A prime example of this is the 

myriad standards enabling the internet.   

 

The instrumentation systems we use certainly qualify as complex systems, so it seems clear we 

need a bunch of standards to implement them.  Ideally we could look to industry to provide all 

the standards we need.  In reality, our domain is unique enough that this isn’t possible.  This is 

why the RCC has established quite a few standards over the years.  However, in order to 

continue advancing our systems we will continue to need more standards and, in fact, they are on 

the way.  The iNET standards are coming and the RCC and industry haven’t stopped making 

them.  So how do we deal with standards development and adoption?  The first trick is to pick 

established standards whenever possible and only develop those standards that are truly unique 

to your community.  The iNET project has attempted (mostly successfully) to take this approach 

and the RCC generally does as well.  The second trick is that, when you do develop your own 

standards, get them right! 

 

I’ll offer up two standards as examples of getting it right: the IRIG 106 Telemetry Standard and 

the IEEE 1588 Precision Time Protocol (PTP) [11].  I don’t know much about the history of the 

original IRIG 106 development and how they got it right.  But my guess is that the timing was 

ripe for a core group of experts to develop it and that there was a very strong need for it so that 

the community embraced it (eventually if not overnight).  I certainly think this describes PTP.  

My understanding is that there were effectively three people that wrote the PTP before 

approaching IEEE to standardize it.  It was approved in roughly 2 years which is almost unheard 

of for an IEEE standard. (As a side note, the combination of GPS and PTP may finally provide a 

timing standard that can quell the long discussions over timing in the instrumentation 

communities.)  

 

There are two lessons learned I’d like to share regarding standards development.  First, if 

possible, have a small group of people work through the basics before approaching a standards 

body.  This doesn’t mean having no input from anybody besides the core group.  But, as in any 

complex system, it is much easier to maintain design integrity if there is a small group doing the 

core design. Second, (again, if possible) make sure to have a working demonstration system 

before approving the standard.  The IHAL development has tried to follow these guidelines.  

IHAL went through several major perturbations before requesting a formal RCC Task to 

incorporate it into IRIG 106 and part of the Task effort includes a multi-vendor demonstration.  

Unfortunately, because of the nature of the project, iNET developed their standards via a large 

committee from the get go.  But they are making up for this by implementing fairly extensive 

demonstrations before presenting the standards to the RCC. 

 

A last comment on standards development is that standards need to be specific enough to get the 

job done, but they also need to be general enough not to preclude future capabilities.  Standards 
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should advance technology by enabling creativity.  This is difficult to do, but having a clear 

vision of where you want to go can help quite a bit. 

 

 

SUMMARY 

 

There are technologies in the science fiction world that are still highly unlikely to ever be 

realized.  Certainly transporters have a lot of theoretical (and philosophical) issues.  But variants 

of phasers are real today (if not exactly handheld) and there are chinks in Einstein’s theories 

regarding the speed of light being an absolute maximum.  More specific to this paper is that there 

is nothing about the Starship Enterprise’s instrumentation system that we couldn’t implement 

today if we had the money and the willpower.  We might say “We have the technology.”  But we 

have to be careful how we use the term “technology”.  As an example, consider that, since we 

did it once, most people would say that we have the technology to put a person on the moon.  I 

say we have the theoretical and engineering expertise to build systems that could put a person on 

the moon, but we don’t currently have such systems – the actual implemented technology – to do 

so. 

 

This is where we stand in terms of fully and completely instrumented vehicles or other complex 

devices.  We have the engineering expertise, but we don’t have the systems implemented.  We 

also stand at the point where the T&E community is implementing the next architectural 

foundation for instrumentation.  In particular, the iNET project is providing a truly foundational 

technology to advance instrumentation systems.  But we need to keep in mind that networks are 

an enabling technology and not an end in and of themselves; Ethernet provides a network, but 

the internet goes way beyond simple communications.  If we are careful about how we advance 

our standards – most notably in terms of metadata standards, but also in terms of physical 

interoperability of hardware, and logical interoperability of software – we can implement the 

Futurist vision of instrumentation in our lifetime.   

 

The vision is achievable. Do we have the passion necessary to reach it? 
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