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ABSTRACT 

In this paper, we explore ways in which CTEIP’s integrated Network Enhanced Telemetry 

(iNET) program can benefit from the hardware descriptions supported by the Instrumentation 

Hardware Abstraction Language (IHAL).  We describe how IHAL can be used at the end of the 

current iNET instrumentation configuration use-case to “fine tune” the instrumentation 

configuration.  Additionally, we describe how IHAL can be used at the beginning of the current 

instrumentation configuration use-case to enable cross-vendor reasoning and automated 

construction of multi-vendor instrumentation configurations.  Finally, we investigate how IHAL 

can be used within the iNET system manager to enhance capabilities such as instrumentation 

discovery. 
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INET AND MDL 

CTEIP’s integrated Network Enhanced Telemetry (iNET) program is currently defining the 

standards, architectures, technologies, and scenarios for the next generation of network-centric 

data acquisition systems for test and evaluation.  Included in the current set of iNET definitions 

is the Metadata Description Language (MDL).  MDL is an XML-based language for describing 

“requirements, design choices, and configuration information for Telemetry Network Systems 

(TmNS).”[1] 

For instrumentation hardware, MDL can describe the selection of hardware without including 

specific hardware settings and other details.  In [1], Moore, et. al., present the descriptive 

capabilities of MDL in terms of the following steps of a notional workflow for instrumentation 

system design: 
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1. Describe Test Requirements 

2. Describe Data Formats 

3. Design Test Network 

4. Optimize the Network 

The result of these 4 steps is an MDL instance document describing all data formats, the devices 

on the network, and the network topology.  In order to configure the instrumentation hardware, 

the information in the MDL instance document must be translated into specific settings for each 

instrument on the network.  For example, the MDL file may describe how a particular signal 

conditioner is connected to a device and document the sampling specifications.  However, an 

automated system must determine the proper gains, offsets, and frequencies to obtain the desired 

specification.  If the specifications cannot be obtained, such an automated system must document 

this fact. 

In most practical implementations, this “translation” from MDL descriptions to specific device 

settings is performed by each hardware vendor’s MDL-aware configuration engine.  In this 

approach (illustrated in Figure 1), the MDL instance document is an input to the vendor’s 

configuration engine.  This configuration engine analyzes the requirements specified in the MDL 

file, which may also contain a complete or partial hardware selection.  It then determines the 

specific settings for each device to achieve the closest possible match to the initial requirements.  

The output of the vendor configuration engine consists of two artifacts: 

1. A modified MDL file, containing the complete network topology and any modifications 

that were made to the test requirements and data formats. 

2. One or more proprietary “load” files, containing the specific settings for each device, 

represented in a format native to the particular vendor.  These load files are then used to 

program the configuration into the instrumentation hardware. 

 

Figure 1: Current Practical Approach to Instrumentation Configuration with MDL 
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IHAL AND THE IHAL API 

In [2] and [3], we present the Instrumentation Hardware Abstraction Language (IHAL), an 

XML-based language that provides rich descriptions of instrumentation hardware.  These rich 

descriptions include both the “configurability” of each device (i.e., what settings are available, 

and their valid values), as well as the “current configuration” of each device (i.e., what values are 

currently in place for each setting). 

In [4], we describe an approach to configuring instrumentation hardware using IHAL.  In doing 

so, we also introduce the IHAL Application Programming Interface (API) specification.  The 

API specification describes a set of functions that any IHAL-aware vendor configuration engine 

should implement.   

The approach described in [4], along with the API, enables a separation between the proprietary 

vendor configuration logic, and the application or user interface used to configure the hardware. 

It maintains this separation while allowing hardware configuration to be an interactive process, 

where the instrumentation engineer can change individual settings and get instant feedback of the 

impact those changes have on the rest of the configuration. 

 

Figure 2: Current Approach to Instrumentation Configuration with IHAL 

The current IHAL approach to instrumentation configuration is illustrated in Figure 2.  An 

instrumentation engineer works with an IHAL-based configuration application to view and 

modify instrumentation hardware selections and the settings associated with each device.  Every 
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time the engineer makes a change to the configuration, the IHAL-based configuration application 

communicates with the vendor configuration engine (via the API and IHAL) to determine the 

validity and the impact of each configuration change.  When configuration is complete, the 

vendor configuration engine still must output proprietary load files for loading the configuration 

onto the hardware.  However, the configuration engine can also output a complete IHAL instance 

document, which describes the values of all settings in a vendor-neutral way. 

 

COMBINING THE MDL AND IHAL APPROACHES 

While each of the approaches described above achieves the goal of standards-based 

instrumentation configuration, both approaches can be improved by including aspects of the 

other.   

The MDL approach is lacking in the following areas: 

1. No easy way to directly change individual hardware settings. In the MDL approach, 

the settings chosen by the vendor configuration engine are only represented in the 

vendor’s own proprietary format.  Thus, if the instrumentation engineer needs to fine tune 

some individual settings, she must do this using the vendor’s own configuration software.  

In a multi-vendor environment, this means that the instrumentation engineer may 

routinely need to work with many different configuration user interfaces for a single test. 

2. No long-term documentation of the hardware settings used in a test.  Without a 

standard way of describing hardware settings, the only permanent record of the detailed 

hardware configuration is stored in proprietary formats.  If these formats become obsolete 

years after the test, it will be impossible for engineers to know the exact instrumentation 

configuration if they need to re-visit the test. 

Similarly, the IHAL approach is lacking in the following areas: 

1. No support for data formats or test requirements. An MDL instance document 

contains important metadata that cannot be represented in IHAL, such as measurement 

and test requirements, and data formats. 

2. No auto-generation of an instrumentation configuration. Without the requirements 

information provided by MDL, an automated system cannot generate a “suggested” 

instrumentation configuration that satisfies those requirements.  Thus, without MDL, 

instrumentation configuration with IHAL must always be performed interactively with a 

human-in-the-loop. 

The overlap between IHAL and MDL is small, consisting only of instrumentation selection and 

part of the network topology.  We can achieve the best of both worlds by combining the two 

approaches.  A combined approach is illustrated in Figure 3.  In this approach, the vendor 

configuration engine is capable of interpreting both IHAL and MDL.  Configuration then 

becomes a 3-step process: 
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1. The vendor configuration engine loads the MDL instance document and uses the 

requirements specified within it to auto-generate a suggested instrumentation 

configuration. 

2. The instrumentation engineer uses an IHAL-based configuration application to load and 

review the suggested configuration.  At this time, he may choose to modify some of the 

individual settings following the same interactive process described in the IHAL 

approach.  Each setting he changes has an immediate impact on the vendor configuration 

engine’s internal representation of the configuration and on the IHAL-based 

configuration application’s IHAL description of the configuration. 

3. Once the engineer is satisfied with the configuration, three different artifacts can be 

output: 

a. A modified MDL file, describing the final network topology and the final realized 

requirements and data formats. 

b. A complete IHAL description of the instrumentation configuration, including all 

settings. 

c. A vendor proprietary load file, which can be used to load the configuration onto 

the physical hardware. 

 

Figure 3: An Approach to Instrumentation Configuration with both MDL and IHAL 
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MULTI-VENDOR CONFIGURATIONS WITH IHAL AND MDL 

The previous section describes one approach to achieving better instrumentation configuration 

with both IHAL and MDL.  However, that approach is still lacking support for auto-generation 

of multi-vendor instrumentation configurations.   Given an MDL description of test 

requirements, an advanced vendor configuration engine could suggest specific models of 

instrumentation hardware to meet the requirements.  However, one vendor’s configuration 

engine cannot suggest hardware developed by a different vendor. Hence, deploying a multi-

vendor instrumentation network would require repeating steps 1-3 in the approach above for 

each vendor configuration engine, and then choosing one of the outputs or manually merging the 

results. 

However, if we introduce IHAL during the first step of the configuration process instead of 

during the last step, we can create an architecture that allows an automated third-party system to 

suggest instrumentation configurations composed of hardware from multiple vendors.   

In this approach, illustrated in Figure 4, we introduce a new component, “Automated Standards-

based Configuration Application,” that combines the functionality of the “IHAL-based 

Configuration Application” from before with some of the functionality from the vendor’s 

configuration engine.  This application understands both MDL and IHAL, and is informed by a 

set of vendor-independent “rules” for mapping requirements from MDL to hardware concepts in 

IHAL.  These rules enable the application to understand, for example, how the sample rate 

requirement for a measurement affects the sample rate setting on a signal conditioner. 

In this new approach, instrumentation configuration occurs in the following steps: 

1. An MDL instance document is loaded into the Automated Standards-based Configuration 

Application.  This application then queries each vendor configuration engine for the 

IHAL descriptions of all available hardware.  It then uses its internal rule-set to assemble 

candidate instrumentation configurations built from the complete cross-vendor list of 

available hardware.  It can instantly validate each configuration setting with the vendor 

configuration engine using the IHAL API. 

2. Once the Automated Standards-based Configuration Application has assembled a valid 

configuration, the instrumentation engineer can use the application to make any necessary 

adjustments to the configuration.  Each of the settings changes can again be validated by 

the vendor configuration engine through the IHAL API. 

3. Once a satisfactory instrumentation configuration is assembled, the system can generate 

three types of output: 

a. A modified MDL file, describing the final network topology and the final realized 

requirements and data formats. 

b. A complete IHAL description of the instrumentation configuration, including all 

settings for all hardware chosen from the various vendors. 

c. Proprietary load files for each vendor, output by the corresponding vendor 

configuration engine, which can be used to load the configuration onto the 

physical hardware. 
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Figure 4: Multi-Vendor Instrumentation Configuration with IHAL and MDL 

 

IHAL AS AN ABSTRACTION LAYER 

Another potential use case for IHAL is to act as an abstraction layer between the hardware and 

the MDL processing engine.  This approach can be viewed as a tighter integration of the 

approach described in the previous section within the core iNET configuration architecture. 

Processing MDL files requires a great deal of understanding not only because so many aspects 

are covered by the language, but also because the nature of the MDL language lends itself to a 

variety of interpretations. 

The ability of the MDL to provide a variety of techniques to model the same concepts provides 

great power but at the cost of impacting interoperability.  Interoperability is one of the most 

important aspects of MDL as a configuration language designed to transcend vendors.  

Therefore, it is of the utmost importance to mitigate any issues that threaten the ability of MDL 

documents to be clearly understood. 

The optimal approach to eliminating the possibility of misinterpretation is to have a single 

application that can be used by any vendor to interpret the MDL document. If the same 

application can be used by all vendors then vendors need not worry about interpretation issues.  

Taking this one step further, a single common application could potentially make the processing 
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of the MDL a “black box” experience in which the vendor would need to know very little, if 

anything, about the MDL document. 

Unfortunately, vendors have proprietary interfaces to their hardware making it impossible for a 

single application to directly interface with all vendors’ systems.  This impossibility becomes 

even more apparent when one considers the challenges of integrating new products.  Vendors 

would not be able to integrate new products into iNET solutions until the developers of the MDL 

processor integrated the configuration logic into the MDL processing engine.  This dependency 

increases the risk of both the vendor and customer becoming dependent on the developers of the 

MDL processor.  

These problems can be solved by introducing a software interface designed to integrate the 

vendor’s proprietary interfaces to the MDL processing application.  IHAL is an effective solution 

for such an interface because the API and schema are relatively straightforward, do not lend 

themselves to interpretation issues, and are programming language- and operating system- 

independent.  Furthermore, by pushing the vendors’ configuration logic and hardware behind the 

IHAL layer, hardware vendors can release software and hardware updates without relying on the 

developers of the MDL processor to integrate the changes into their system. 

Figure 5 illustrates a software stack that implements the solution mentioned above, creating a 

scenario in which the vendor’s proprietary system is accessed by the MDL processor through a 

standardized IHAL interface.  Basing the API on web services provides the further benefit of 

enabling the MDL processing engine to either run on a single powerful system and interface with 

any number of IHAL compliant systems or run on each device in order to process the MDL 

document internally.   

 

Figure 5: iNET Software Stack using IHAL as an Abstraction Layer 
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This software stack provides a very powerful solution to the interoperability issues that could 

potentially impact the effectiveness of the MDL language.  It also provides a very efficient 

mechanism by which more products will become iNET compliant by offloading the MDL 

processing to a standard MDL processing application. 

 

IHAL IN THE SYSTEM MANAGER FOR DEVICE DISCOVERY 

Thus far, we have discussed IHAL in the context of iNET instrumentation configuration.  There 

are other aspects of iNET which can be enhanced by incorporating IHAL descriptions, such as 

the iNET System Manager.  In [5], Grace, et. al. describe the role of the iNET System Manager 

during a possible test scenario.  One task of the system manager is device discovery.  

During device discovery, a new test article joins the network.  In iNET scenarios, this could be 

the result of the start of a new mission, or the result of a “handoff” from one test center to 

another during an ongoing mission.  In either case, the System Manager queries the network to 

receive a list of all devices.  This list consists only of simple identifying information.  In an 

IHAL-enhanced scenario, the system manager could then use the IHAL API to query each 

device for a complete description and assemble a complete IHAL instance document describing 

the functionality, capabilities, and current configuration of all devices on the network. 

CONCLUSIONS 

Several features of iNET can be enhanced by utilizing the types of rich instrumentation 

descriptions enabled by IHAL.  We have presented improved approaches to instrumentation 

configuration, automated multi-vendor configuration, and System Manager tasks that combine 

IHAL with existing iNET standards to achieve an improved iNET architecture. 
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