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CHALLENGES AND SOLUTIONS FOR  

COMPLEX GIGABIT FTI NETWORKS 
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ACRA CONTROL, Dublin, Ireland 

 

Abstract:  

This paper presents a case study of an FTI system with complex requirements in terms of the 

data acquisition, recording, and post-analysis. Gigabit Ethernet was the technology of choice 

to facilitate such a system. Recording in a Gigabit Ethernet environment raises a fresh 

challenge to perform fast data reduction and data mining for post-flight analysis. This paper 

describes the Quick Access Recorder used in this system and how it addresses this challenge.  
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1. INTRODUCTION 

Ethernet technology offers numerous benefits for networked Flight Test Instrumentation (FTI) 

systems such as increased data rates, flexibility, scalability and most importantly 

interoperability owing to the inherent interface, protocol and technological standardization. 

With the onset of Ethernet, and in particular Gigabit Ethernet, the number of parameters that 

can be acquired, transmitted, and recorded exponentially increases. Reliably and efficiently 

managing such large amounts of FTI data through the network presents a new challenge for 

system designers.   

 

This paper presents a case study of a complex flight test data acquisition system that 

comprises 20,000+ parameters including bus, analog, wideband, and third-party OEM 

equipment measurements and describes the Gigabit network topology that was designed to 

reliably route the acquired data. During the flight test this data must be concurrently routed to 

a network recorder, an on-board, and ground-based analysis and processing station. Post-
flight, the superset of data recorded must be transferred and processed by the FTI engineers 

within a 20minute turnaround window to determine whether the flight was successful and if 
another flight is required.  

 
Efficiently networking and recording gigabits of data per second and potentially recording 

terabytes of data during a single test flight presents a number of challenges for the system 
designers to overcome. The challenges discussed in this case study are presented in a top-

down approach looking at the core requirements of the systems quality of service in terms of: 

sensor-to-display latency; live at power up; reliability performance goals; minimized network 

utilization; RF link bandwidth budgets; and data recording rates. From these requirements the 

optimal data acquisition packetization configuration and network topology are designed to 

guarantee these requirements are met.   

 

The remainder of this paper is structured as follows: Section 2 describes the methodology 

used in this case study taking the data acquisition, recording, and post-processing 

requirements as inputs to the FTI network planning and design. Section 3 provides a high 

level overview of the Gigabit FTI data acquisition network that used to achieve the objectives 
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identified for the flight test. One of the most challenging tasks for this complex network was 

facilitating data reduction and data mining for the post-flight analysis to meet short turn-
around analysis window. Section 4 describes the Quick Access Recorder (QAR) that was 

designed to accomplish this task.  

2. NETWORK FTI DATA ACQUISITION SYSTEM DESIGN METHODOLOGY 

Having adopted Ethernet as the FTI data communications backbone technology, the 

networked FTI system is methodically designed to guarantee the network infrastructure can 

support the FTI data acquisition requirements. Crudely speaking, the FTI data acquisition and 

recording requirements are gathered and defined, consequentially the FTI network is designed 
to support these requirements.   

2.1 FTI DATA ACQUISITION SYSTEM CONSIDERATIONS 

The core requirements of the FTI system are gathered encompassing data acquisition, 
recording, and analysis requirements.  

 

FTI data acquisition requirements 

• Determine the sensors and bus interfaces from which data is to be acquired. This involves 
an upper estimation of the number of channels and the sampling rates. Scalability of the 

data acquisition system is considered at this stage as it is envisaged that the FTI 

requirements may be expanded in the future.  

• Partition the acquired data into mission critical real-time telemetry and non-critical real-
time telemetry, post-flight test critical data (non real-time), post-flight test non-critical 

data (non real-time).  

• Determine the sensor to display latency and processing requirements of the real-time 

mission critical telemetry to flying ground station and/or over an RF link for real-time 
ground analysis.  

• Determine the means by which the hardware is setup and configured and if there are any 
hard limits on the tolerable latencies for setup.  

• Determine the tolerable time synchronization accuracies for the entire distributed FTI 
system.  

• Identify third-party and non-networked “legacy” equipment that needs to be integrated 

into the main FTI data acquisition system.  

 

For the schedule of test flights estimate the recording and analysis requirements 

• It is known that each flight is at least 4 hours long during which hundreds of GigaBytes of 

data may be recorded.  

• There is a short post-flight analysis turnaround window of 20minutes during which the 

post-flight test critical data must be analysed in order to evaluate the “goodness” of the 
test flight and determine whether another flight is required.  

• In order to record all the data, there is a dedicated recorder – however, to facilitate data 
mining and post-processing analysis a Quick Access Recorder (QAR) is used. 

 
Estimate data rates and link budgets for the worst-case conditions with the upper channel 

count and sampling rates.  

• Determine the on-board FTI network link budgets i.e. whether 100BaseTX or 1000BaseT 

required.  

• Determine the PCM RF budget for the mission critical real-time telemetry 
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• Ensure the recorders can meet the incoming data rates both in terms of the Ethernet link 

but also the speed at which data can be logged to the recording memory media and has 
sufficient capacity for the logged data. 

2.2 FTI NETWORK DESIGN 

Before the network is designed, the Quality of Service (QoS) performance goals [1,2] must be 

identified. Typical QoS performance goals include defining the latency and jitter targets for 

all parameters from sensor-to-display, sensor-to-recorder (both on-board/ground) and so on. 

From a system perspective, the total throughput and recording logging rates are calculated 
based on the upper channel count and sampling rates.  

 
The network topology is designed to meet the FTI data acquisition requirements and QoS 

performance requirements taking the following into consideration:   

• Physical considerations: The number and types of networked end nodes in the system 

needs to be determined (e.g. DAU’s, network recorders, 1588 grandmaster, on-board data 

processing stations and PCM RF link requirements). The network topology is constructed 

by determining the number of interconnecting network switches (unmanaged/managed) 

and the number of physical interfaces on these devices. For networked FTI data 

acquisition systems, typically a cascading switch tree-type topology is adopted with full-

duplex DAU-switch and inter-switch connections.    

• Routing and data flow: For each DAU it is necessary to identify the number of data 
flows and the intended destinations for each flow i.e. flying ground station, ground station 

via PCM RF link, on-board all data recorder, QAR etc.  

• Optimize data packetization strategies for efficient use of network resources and 

improved recording efficiency. For each packet that is transmitted there is an associated 
network header overhead. By transmitting data in larger packets, fewer packets need to be 

transmitted for the same quantity of data, which in turn reduces the bandwidth used by 
network header overhead. Furthermore, by transmitting data in larger packets, there is a 

reduction in the number of packets that need to be switched, which improves the switch 

throughput.   

• Adequately provisioning the network: There are numerous network QoS mechanisms to 
improve performance of a congested network e.g. IntServ, DiffServ, MPLS etc. As a 

general rule of thumb, the simplest and most efficient mechanism to guarantee that the 

QoS targets can be met is to over-provision the network such that the aggregate peak data 

rate on each link never exceeds the reliable throughput capacity threshold of that link.  

• Load balancing to avoid saturating, any one single link is implemented by distributing 

the packet load from each DAU as uniformly as possible across the switch interfaces. 
Queues in the switch have a finite capacity. The packet arrival rate in the queue should be 

less than the switching rate in order to prevent overflow and lost packets.  

• Scalability. As with the FTI data acquisition scalability planning, the network is designed 

to allow for future scalability in mind to accommodate additional DAU if required. 

3. CASE STUDY SYSTEM OVERVIEW 

The FTI network topology can support up to tens of DAU and 3rd party Ethernet data 

sources. The data acquisition system can support several hundred user modules which is 

predominantly comprised of analog acquisition and various bus monitors including ARINC-

429; MIL-STD-1553; CAN bus; AFDX; and Fast Ethernet/Gigabit Ethernet. The total 

acquisition requirements comprise thousands of channels of data, with tens of thousands 

parameters generating several million samples per second.  
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The FTI network architecture adopts a classic 2-tiered hierarchical network topology as 

shown in Figure 1. The lower level of the network is partitioned into 6 clusters of DAUs 
where each cluster can support up to 6 DAUs interconnected using an unmanaged network 

switch (NET/SWI/006) with IEEE 1588 transparency support. These 6 DAU clusters are 
connected to a Gigabit managed Grandmaster switch (NET/SWI/005). The embedded IEEE 

1588 Grandmaster [3] in the NET/SWI/005 can be seeded via GPS or IRIG-B in, it 
additionally generates IRIG-B out to synchronize non-1588 devices.  The aggregate data 

generated by the data acquisition clusters exceeds the tolerable reliable safe throughput 

thresholds for Fast Ethernet, and so Gigabit links are used for reliably forwarding the data 

from the NET/SWI/005 to the sink devices, which includes a Gigabit bus monitor, the all data 

recorder, and real-time analysis workstations. The network architecture has multiple recorder 

tap points distributed throughout the topology to accommodate the all-data and Quick Access 

Recorders.  

4. GIGABIT NETWORK RECORDING 

Data recording is an important aspect of the networked data acquisition system during the 

flight test. The on-board recorder allows for a superset of the acquired data to be recorded 
since it is not possible to transmit all the data over bandwidth constrained PCM RF links. By 

adopting a networked-based data recording solution there is greater flexibility, scalability, and 
inter-operability not only with the on-board FTI network but also with the ground station 

infrastructure facilitating the use of standard protocols and methods to perform data mining 
from the recorder. 

The use of Gigabit Ethernet links for the networked FTI data acquisition systems backbone 

puts increased demands on the recorder to meet the incoming data rates requiring faster 

read/write access speeds to the memory media. Since the FTI data is acquired and natively 
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Figure 1: Case Study Gigabit Network Topology 
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transmitted as Ethernet frames, it is naturally more efficient to record the FTI data as Ethernet 

minimizing the levels of processing required writing the data to the media. The simplest and 
most powerful network data file format is the open standard Packet CAPture (PCAP) file 

format [4] for recording the data. The PCAP file format is a simple, low header, lightweight, 
and low processing overhead network centric file format that is designed explicitly for the 

recording of Ethernet data. In PCAP each Ethernet frame to be recorded is tagged and 

timestamped before being written to file. From a user perspective, PCAP is an open-standard 

and simple file format that allows the use of non-proprietary software (for example, 

Wireshark) and for custom applications to be readily developed to post-process, filter, and 

extract the recorded data.  

The recording efficiency is closely coupled to the optimized transmission and packetization of 

the acquired data and is particularly pertinent to facilitate the recording of high rate wide-band 
analog signals and asynchronous avionics bus data, such as ARINC-429 or MIL-STD-1553. 

To ensure the recording efficiency, asynchronous bus data is packetized with one of three 
transmission states: 1) Fill to time: Transmit all fresh data acquired during a specified window 

of 50ms, for example; 2) Fill to size: Transmit all fresh data in a buffer of a given size; 3) No 

transmission: no fresh data has been acquired, therefore do not generate or transmit a packet.   

4.1. RECORDING SOLUTION FOR POST-FLIGHT DATA MINING 

As described in Section 2, the networked FTI system is designed for performance and 
reliability. To ensure the network has sufficient capacity to carry the required data, Gigabit 

links are used. Gigabit poses numerous challenges for recording. The recorder must be able to 
record data at a speed that is at least as fast as the incoming packet rate.  

A typical flight test may last at least 4 hours during which hundreds of GigaBytes of data may 

be recorded on the SATA SSD. When the aircraft lands, it is powered down and there is no 
network or remote access to the recorder to download the recorded data. Therefore the only 

mechanism to access the recorded data is to physically remove the SATA SSD and insert it to 

a fast post-flight data processing and analysis PC. There is a short post-flight turnaround 

window of 20minutes during which the recorded data must be processed and analyzed to 

determine the “goodness” of the flight test data and decide whether another test flight is 

required. Using a single recorder to store all data acquired during the test flight, a large 

proportion of the post-flight analysis window is consumed by performing data filtering and 

data reduction to locate and extract the data of interest that is relevant to the post-analysis. In 

order to ensure that the required analysis can be performed during the post-flight turnaround 

window a Quick Access Recorder (QAR) is used as shown in Figure 2.  

4.1.1. QUICK ACCESS RECORDER (QAR) 

The primary function of the QAR is to provide quick access to a key subset of critical data for 

post-flight analysis. Effectively, this means that the process of data reduction/filtering and 

extraction is performed during the flight test in the QAR saving valuable time that can be used 

for processing during the post-flight analysis. It should be noted that there is redundant 

recording, that is, all data is recorded on the main recorder while the QAR serves to record a 

selective subset of critical data required for the post-flight analysis. The QAR is a standalone 

Gigabit network recorder with a SATA SSD storage media. The following outlines the key 

requirements and features of the QAR.  
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• Gigabit Ethernet Link: The QAR is 

connected to the Gigabit FTI data 
acquisition backbone and therefore 

has a Gigabit Ethernet network 

interface. The QAR has a full-duplex 

connected to the switch which 

forwards all Ethernet frames to the 

recorder. The recorder can then 

perform the data reduction and 

filtering on the incoming stream.  

• High Capacity SATA SSD Media: 

Since the test flight is at least 4hours long on a Gigabit network, the QAR may record 

hundreds of GigaBytes of data during any given test flight. Moreover the QAR can be 

configured for promiscuous recording of all Ethernet frames. The memory media has 

sufficient capacity to store all data to be recorded during the flight.  

• Time Synchronization: The QAR is an integral part of the networked FTI system that 
provides accurate time stamping of the logged data. The QAR can be synchronized using 

IEEE 1588 PTP or from an IRIG-B time source.  

• File System Access: During the post-flight analysis the aircraft is powered down and as 

such there is no mechanism to remotely access the data on the recorder. The QAR has a 

removable SATA SSD that is manually removed and loaded into the post-flight analysis 
PC during the post-flight turnaround window. The SATA SSD supports a FAT32 file 

system allowing it to be recognized by standard Linux and Windows operating systems.  

• Reliability: The SATA SSD is pre-formatted before recording in order to eliminate the 

need to dynamically maintain FAT tables and minimizing the effects of data loss during 

brownouts or FAT corruption. Pre-formatting the storage media means pre-allocating 

contiguous “space” files and directories where the “space” files are aligned to sector 

boundaries.  

• Remote Control: There are a number of mechanisms by which the recorder can be 

controlled. During the flight test, it is necessary to allow recording only during a specific 

interval of time during the flight or partition the recording for specific maneuvers. When 

the pilot or test engineer does not have access to the front panel controls on the QAR, 

On/off recording can be controlled through the use of discrete I/O start/stop signals or 

through network-based Simple Network Management (SNMP) commands. Additionally, 
often it is necessary to inject Event markers into the recording stream to identify and 

delineate key events. This can be accomplished by the generation of Event packets. Since 
the recording file format is network packet based, the event markers must also be packet 

based such that they can be viewed with Wireshark and be easily identified during 
playback.  

4.1.2. QAR DATA REDUCTION AND FILTERING FOR POST-FLIGHT ANALYSIS 

By far the most critical feature of the QAR is its ability to perform data reduction and filtering 

on-the-fly during the test flight. This may be achieved using the Internet Group Management 

Protocol (IGMP) or using recording filters.  

 

Figure 2: Quick Access Recorder 
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IGMP is a network protocol that allows the end-nodes to signal their interest in certain 

multicast streams to the core network. The switches in the core network dynamically maintain 
and learn multicast subscriptions by periodically polling end nodes. When the IGMP switch 

receives a multicast packet, it references its multicast subscription table to identify which of 
the connected network end nodes have subscribed to receive a copy of this multicast packet, 

the IGMP switch then forwards a copy of this multicast to only those devices that have 

subscribed to receive it. The QAR can respond to IGMP polls issued by the IGMP switch to 

indicate its multicast ion status. This allows the QAR to promiscuously record the incoming 

Ethernet data streams having off-loaded the task of data reduction to the switch through the 

exploit of IGMP multicast subscription. The downside of this approach is that it is restricted 

to multicast traffic, the IGMP subscription is dynamically maintained and polling intervals 

may be of the order of seconds. This means that the QAR may not receive the multicast 

stream until it has responded to an IGMP subscription poll request from an IGMP switch. 

Should there be any power outages in the network, the IGMP multicast subscription tables 

may need to be re-established which in turn exacerbates the potential data loss and recording 

latencies.  

A simpler, more reliable, and efficient mechanism of data reduction is to perform this filtering 

in the QAR itself. The QAR can be configured to filter the incoming data stream by 

specifying the network header fields upon which to filter. Typical network header fields that 

are used to filter include: Source/Destination MAC address; Source/Destination IP address; 

IENA key or iNET Data Message Stream Identifier. If the Ethernet frame meets and passes 

the filter criteria, it is recorded to the SATA SSD, else it is discarded. The advantages of this 
approach is that:  

• It is not restricted to multicast;  

• It is independent of the network and IGMP support throughout the network infrastructure;  

• There is finer granularity of data reduction possible to the IENA key [5] or iNET Data 

Message stream Identifier level [6];  

• The data reduction filter is live on power-up.  

5. CONCLUSIONS 

This paper presented a case study of a networked FTI system with complex requirements for 
its data acquisition, recording, and post-flight analysis. Given the large number of samples 

(4+million samples per second) to be acquired during a given test flight a Gigabit Ethernet 
backbone was used. Gigabit allows for more data than ever to be carried across the network 

however this introduces a fresh challenge to parse and process this data. To address this 
problem, a Quick Access Recorder was developed to perform data reduction on the fly saving 

valuable time during the 20minute post-test flight analysis window. This enabled test 
engineers to have sufficient time to do a detailed analysis of the data to evaluate the 

“goodness” of the test flight and determine whether another flight was required.  
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