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ABSTRACT 

 

As the size of missiles and UAVs shrink, so does the volume available for the Flight Termination 

System (FTS). Small, light weight FTS systems open up applications not possible with the larger 

and heavier conventional FTS systems. This paper presents a novel approach for the design, 

implementation and test of a subminiature Flight Terminate System Receiver for use in the 

Subminiature Flight Safety System (SFSS). This receiver implements the new digital-based 

Enhanced Flight Termination System (EFTS) protocol, while maintaining a volume of less than 

1 cubic inch with power consumption of less than 2 watts. Combining all of the necessary 

functionality into a small package while meeting the rigorous requirements of the Range 

Commanders Council (RCC) specifications (EMI, vibration and shock) presented significant 

challenges. The Subminiature Enhanced Flight Termination Receiver used in the SFSS has been 

named the “SEFTR”. 
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I. INTRODUCTION 

 

Flight Termination Systems (FTS) are used on a broad array of vehicle types. These vehicles 

consist of rockets, missiles and test/surveillance vehicles. FTS or telemetry safety kits are 

required for any vehicle which could potentially leave the confines of the “Range”, to provide 

protection to the general public against the results of a mission failure or to protect 

sensitive/classified electronics against capture and discovery. 

 

During air-to-air missile testing, the warhead is removed and replaced with a telemetry safety kit. 

These kits generally consist of receivers, transmitters, encryption encoders, safe and arm 

controllers and explosive modules.  Operations of these systems normally utilize a ground station 

with a Range Safety Officer monitoring the mission. An uplink transmits a signal for reception 

by the flight termination receiver. The receiver passes the information to the appropriate system 
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components required to terminate the mission and all necessary telemetry data is forwarded to 

the ground station through the missile telemetry transmitter.  

 

High reliability Range Safety systems are used on all the heavy launch vehicles, which are 

required to place satellites into orbit. They are also onboard the Space Shuttle Solid Rocket 

Boosters (SRBs), which transport astronauts to low earth orbits. Even though these vehicles cost 

hundreds of million dollars and involve human life, US Space policy still requires Range Safety 

systems to be employed to terminate the vehicle in case of a system failure and the vehicle veers 

towards a populated area.  

 

Significant research and development money has been invested in recent years to reduce the 

overall size of these safety kits for the missile market. The miniaturization of these systems is 

necessary to accommodate the ever shrinking weapon systems.  

   

 

II. FLIGHT TERMINATION HISTORY 

 

RF system receivers vary widely depending on the application. Normally, receivers are designed 

to receive low signal levels and convert them to usable levels where the signal can be processed. 

The Flight termination receiver is similar to a standard military receiver with respect to 

sensitivity and dynamic range, (-110 dBm and +13 dBm respectively). The unique feature of a 

flight termination receiver is its ability to still receive the desired signal while rejecting high 

level interferers close in (hundreds of kHz) to the baseband frequency. 

  

Inter-Range Instrumentation Group (IRIG) 

 

IRIG flight termination systems were designed to receive and decode frequency modulated tone-

based waveforms. These constant envelope receivers generally utilized a dual down conversion 

architecture, which operates by down converting the received RF signal to some intermediate 

frequency. Mixers and local oscillators are used to implement this down conversion. The 

intermediate frequency is heavily filtered, converted to the base band of choice and filtered 

again. Specific tones are continuously transmitted throughout the mission and other tones are 

added or taken away in a selected pattern. These combinations are processed and commands are 

decoded. The probability of an unwanted destruct event occurring for this type system was 

determined to be too high for use in heavy launch and man rated vehicles. The IRIG system 

architecture is not sufficiently robust in the sense of an unbreakable code and gave rise to the 

high alphabet system.   

 

High Alphabet Systems 

 

Development of the High Alphabet system provided at least ten orders of magnitude better 

probability than the IRIG format against an undesired output caused by interfering signals. This 

system provides a high level of protection against unintended destruction caused by either 

intentional or unintentional interfering signals though the use of a very large “state space”. The 

high alphabet architecture was developed by L-3 Cincinnati Electronics (L-3 CE) in response to 

the user need for a more robust protocol. L-3 CE elected to retain the heritage based FM system 
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to minimize risk, but increased the number of tone combinations by an order of magnitude. This 

system utilizes long sequences of two tone pairs to form a message. The Range programs these 

codes into both the base station and the vehicles flight termination system prior to a launch. The 

flight termination system only processes received messages that match the stored codes. The 

High Alphabet Range Safety System has been adapted for use on many programs since its 

introduction. Table 1 provides a list of these programs with a brief description of improvements 

and changes made during the evolution. 

 

Table 1: Summary of High Alphabet Range Safety System Evolution  

Period CRD and Program Improvements/Comments

1962/1963 Apollo/Saturn Initially developed separate receiver and decoder boxes

1977/1978 IRD-111/202 Space Shuttle

Size reduced by microprocessor implementation.  Coding restrictions 

eliminated with use of electronic Fill Device.

1985/1986 CRD-117/203 Titan II and IV None

1989/1990 CRD-118/204A Cassini

ISDS enhanced and more tolerance to electromagnetic interferences 

provided

1992/1993 CRD-120/205 Delta II, III, & IV

Added Electro Explosive Device (EED) Monitor Circuitry to the CRD-

118/204

1995 CRD-124/207 Shuttle Incorporated Distributor circuitry previously external

 

Human error combined with the IRIG tone-based protocol gave rise to the Global Hawk incident 

(Reference 6). In this situation, one range transmitted an IRIG tone-based test signal with 

arm/terminate sequence that was received by a vehicle on an active mission causing the Global 

Hawk to terminate over the South Range at China Lake Naval Weapons Center.  

   

EFTS  

 

A team of engineers, Range Safety, academia, NSA, NASA and others was assembled to create a 

more secure FTS protocol using lessons learned from previous failed missions. This study (Task 

RS-38) used the RCC forum to define and prototype what they considered an affordable, reliable 

standard for a new flight termination system. The requirements developed for the EFTS system 

are listed below. 

 

 UHF Band Receiver (370-380 & 420-450 MHz) 

 CPFSK Modulation 

 Message Based Processing per EFTS specifications 

 50 Hz Message Rate 

 Immunity to Enhanced Position Location Reporting System (ELPRS) Burst 

 Reed Solomon Decoding 

 Triple Digital Encryption Standard (3DES) Signal Encryption  

 Serial Data Command Output 

 < 2 Watts Power Dissipation 
 

Multiple companies were selected to develop this new system, including L-3 CE. L-3 CE 

successfully completed the development and qualification of a new Enhanced-Flight Termination 

Receiver (EFTR), defined as the CR-128. L-3 CE also developed the associated ground support 
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equipment. Table 2 provides a comparison of the three available flight termination systems. Note 

that the EFTS is the only system deemed truly secure by NSA standards. 

Table 2: Comparison of Flight Termination Systems 

IRIG High Alphabet EFTS

Frequency Band UHF UHF UHF

Modulation FM FM CPFSK

Data Format Tones 11 Sets of Tone Pairs 

(Each Tone is 1 of 7 

possible frequencies).

64 Bit Digital Message

Security None > 350 Trillion Combinations Triple DES

Currently Used On Missiles, 

UAVs, etc.

All Major U.S. Launch 

Vehicles

Number of UAV 

vehicles, X-48B

Supporting Ranges All U.S. CCAFS, VAFB Significant number of 

Ranges:

- WMSR

- Eglin

- Edwards, etc  
 

 

III. Size Reduction Techniques 

 

It is common in the electronics industry to be required to reduce the size of an item, while still 

maintaining compliance with the product specification. Flight termination receivers are no 

exception. FTRs are required to fit into the ever shrinking munitions. Since functionality and 

reliability cannot be compromised, subminiature flight termination receivers must do more with 

less. To accomplish this task, designers look to smaller components with equal or greater 

functionality and look at the possibility of reducing the number of circuits in the system.   

 

The following discussion provides an in-depth look at several design solutions to miniaturize the 

EFTR and still meet the system requirements. These solutions consist of two paths: architecture 

changes and component changes. Architecture changes are to simplify the design and eliminate 

entire blocks of circuitry eliminating components and reducing overall size. Component changes 

incorporated component research and the possibility of using hybrid like circuits or ASIC chips. 

In this case, cost is a major driver making hybrid and ASIC chips an unlikely choice.  

 

In 2008, L-3 CE entered into a contract with Eglin AFB to explore the possibility of 

miniaturizing the existing EFTR, currently at 3.8 in
3
. Figure 1 illustrates the size reduction 

achieved during the SEFTR development. 
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Figure 1: EFTR vs. SEFTR 

Table 3 shows the requirements for both Threshold and Objective. The only difference between 

the two is the Size/Packaging. The Threshold volume requirement is 0.9in
3
, while the objective 

is 0.6in
3
.  

Table 3: Threshold and Objective Requirements  

Requirements Threshold Objective 

Size/Packaging 0.9in
3
 0.6in

3
 

EFTS Digital Format ESTS Waveform Compliant ESTS Waveform Compliant 

Frequency 370-380 & 420-450 MHz 370-380 & 420-450 MHz 

EFTS Uplink Decryption Prevent inadvertent or malicious 

terminations 

Prevent inadvertent or malicious 

terminations 

Range Compatibility EFTS Ground Stations EFTS Ground Stations 

Environmental Qual As provided for under contract 

FA9200-07-C-0205 

As provided for under contract 

FA9200-07-C-0205 

EMI/EMC (IAW) MIL-STD-461E (IAW) MIL-STD-461E 

 

The function of EFTR is to receive a signal between, 370-380 & 420-450 MHz, down convert 

the signal to a lower frequency where the digital signal processing is used to detect any signals of 

interest.   

 

Figure 2 shows two simple block diagrams of the EFTR. The diagram on the left depicts the 

general concept of a dual down conversion receiver and the one on the right shows the 

synthesizer architecture used in the EFTR. The EFTR is a dual down conversion receiver and 

processes the second Intermediate Frequency (IF) down in the neighborhood of 10-20 MHz. The 

EFTR utilizes an off the shelf SAW filter at the intermediate frequency and ceramic filters at 

baseband. These filters set the channel bandwidth and provide the required out of band rejection.  

 

 

Figure 2: EFTR Block Diagram 
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Figure 3 shows two simple block diagrams of the SEFTR. The diagram on the left illustrates the 

general concept of a single down conversion and the one on the right shows the synthesizer 

architecture used in the SEFTR. The SEFTR is a single down conversion receiver and processes 

IFs in the hundreds of megahertz. This architecture was implemented to reduce the number of 

component parts to make the receiver architecture simpler and thus smaller. This design requires 

the digital section to under sample the IF at a much higher frequency than in the EFTR.  
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Figure 3:  SEFTR Block Diagram 

 

The first four sections of the SEFTR block diagram are the antenna, roofing filter, Low Noise 

Amplifier (LNA) and the Image filter. From there, the signal is passed to the Mixer where the 

frequency is down converted to the hundreds of MHz region. The Mixer has several functions 

integrated on a single chip. This chip provides gain at both RF and IF, along with a buffer 

amplifier at the Local Oscillator (LO) port. This chip was chosen to reduce the number of 

components in the SEFTR. 

 

The LO necessary for down conversion is synthesized by utilizing an integrated Phase Lock 

Loop (PLL) circuit and a Voltage Controlled Oscillator (VCO) all on a single chip. After down 

conversion, the signal is filtered by a custom Surface Acoustic Wave (SAW) Filter to set the 

channel bandwidth. After the SAW filter, the signal is amplified, filtered and amplified again. At 

this point the signal is at a sufficient level to meet the system requirements of the A/D. The 

analog to digital converter digitizes the IF signal. This digital signal is fed into the FPGA where 

further decoding and command outputs are performed. The FPGA provides the necessary control 

for the variable gain amplifiers and reference oscillator (VCO). 

 

 

IV. Digital Design for Size Reduction 

 

The digital architecture of the SEFTR was modified slightly from the EFTR. Changes were made 

to the FPGA oscillator frequency to accommodate the new IF sample rates. Additionally, the 

FPGA functions were consolidated from two FPGAs to a single FPGA and the keying scheme 

was updated to the latest NSA recommendations. Figure 4 shows a block diagram of the digital 

architecture.  
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Figure 4: Block Diagram for Digital Section 

 

The EFTR key loading process utilizes a separate connector dedicated to Key loading. In order to 

minimize the size of the SEFTR, and with NSA concurrence, significant size reductions were 

realized by consolidating the separate Red and Black FPGAs into a single component. Red and 

Black partitioning is still maintained within the FPGA. In concert with the FPGA change, NSA 

agreed to permit “key fill” of the SEFTR via the existing cable harness versus requiring an 

independent connector.   

 

The FPGA is divided into two sections, Black and Red. The Black section performs most of the 

SEFTR processing and is unsecure. The Black section performs IF undersampling, IF filtering 

FM demod and a host of other functions required to properly decode an EFTS message. Once an 

EFTS frame has been received, it is passed to the Red section for decryption. Decrypted frames 

are returned to the Black section for final EFTS processing including output of the decoded 

command via serial command output port. 

 

The Red section of the FPGA holds the 3DES decryption algorithm and keys and is secure. This 

section of the FPGA has a dedicated DS-101 interface which is only utilized during the Key fill 

process. During the fill process the Transmitter is turned off. The key fill process and 

consolidation of FPGAs has been through a preliminary review by NSA and deemed an 

acceptable approach. However, note that the design is not firm until all the final SEFTR 
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documentation has been submitted, reviewed, and approved by NSA. The SEFTR design is 

currently under review by NSA and paper work submissions have begun. 

 

 

V. Mechanical Size Reduction Techniques 

 

A schematic and a preliminary bill of materials were generated followed by design of the chassis. 

Each PWB component was dimensioned to scale and placed in a drawing package. A 

preliminary parts placement is shown in Figure 5. All components for both the RF and Digital 

are located on the top layer of the PCB. The entire bottom layer of the PCB is chassis ground.  

 

 
 

Figure 5: Part Placement RF/Digital 

 

Figure 6 shows two views of the 3D Mechanical Model of the entire assembly. The one on the 

right is the inverse of the left to show more details of the bottom side of the lid and chassis. The 

chassis houses a MMCX style RF connector and a 25 pin Nano-D connector. The chassis is 

milled aluminum and is mounted directly to another unit or a base plate in the four corners.  

 

  

  Figure 6:  SEFTR 3D Mechanical Model 
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The PWB is located in the middle and is colored in dark blue. The model shows the PWB with 

components on one surface and how it is positioned into the bath tub chassis. The length, width, 

and height of each component were modeled to insure the mechanical design was correct.  

 

Generally these receivers are packaged with additional modules located either above or below 

the SEFTR. Additional size reductions could be achieved by incorporating lid design into the 

above chassis. This method would remove an additional .040 in height in the SEFTR. These 

techniques are being explored as the quest to reduce the SEFTR volume continues. 

 

 

VI. Test 

 

The SEFTR prototype hardware is in the process of being tested to RCC 319-07 and the SFSS 

spec requirements. These tests include rigorous shock and vibration levels as well as extensive 

temperature cycling and EMI testing. The following table summarizes the measured performance 

against the specification for the requirements tested to date. Deficiencies identified thus far 

consist of a few externally generated spurs, which have been identified and corrected in the 

prototype hardware. Additional circuits have been added as necessary to the prototype hardware 

and will be implemented in the engineering design unit (EDU). These circuits consisted of 

additional bypass capacitance along with some low pass filtering on the synthesizer reference 

and LO output. 

Table 4: Performance Specifications 

Parameter Requirement Measured Performance 

Frequency 370 to 380 & 420-450 MHz 

(field selectable) 

370 to 380 & 420-450 MHz, in 

100 kHz steps 

Size 0.9 in
3
 0.75 in

3 
(1.4” x 2.4” x 0.225”) 

Weight  TBD 22 g 

Power 2 W 1.7 W 

Input Voltage 5.5V typical, (5.2V to 7.25V) 5.5V typical, (5.2V to 7.25V) 

Operational Bandwidth + 35 kHz + 40 kHz 

Temperature -40C to +85C -40C to +85C 

   

Command Response Time 1 ms 0.5 ms 

EMI MIL-STD-461F  TBV (to be verified) 

Pyroshock 100  to 10,000 Gs from 

10 to 10,000 Hz 

TBV (to be verified) 

Vibration 36.9 grms TBV (to be verified) 
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CONCLUSIONS 

 

Flight Termination hardware is driven by volume/weight/power constraints dictated by the 

munitions industry, each system having a target volume/weight in mind. The goal of the SEFTR 

development was to minimize all of these critical parameters.  

 

The SEFTR development considered two paths to miniaturization: architecture and component 

changes. Architecture changes simplified the design by eliminating entire functional blocks, thus 

eliminating components and reducing the overall size. Converting the design to single down 

conversion is an example of an architecture change. Component changes required extensive 

industry research and the tradeoff of whether to use hybrid circuits or ASIC chips. The use of 

PLL/VCO chips and VCO circuits are examples of integrating off-the-shelf ASIC and hybrid 

circuits. 

 

This study identified an approach to reduce the overall volume of the SEFTR through a series of 

architecture changes and key component selections. The objective volume has been reached 

using commercial off-the-shelf components. As a result, no further work was done with the more 

expensive alternatives of custom hybrids and ASICs. Although the electrical design, board 

layout, mechanical concepts, and prototype hardware are preliminary, they are complete enough 

to continue on to the next phase in the process, which is to build qualification units and to 

perform qualification testing on the SEFTR. After qualification, it is estimated flight qualified 

hardware could be available in the 2013 time frame. Note this paper provides a snapshot of the 

SEFTR development at the time of the writing of this paper. The end SEFTR product may be 

different than described herein.   
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