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Foreword 

Thank-you everyone for attending this, the forty-seventh year of the International Telemetering Conference! 

This year the theme of the conference is:  Telemetry:  Blending the Art with Science and Technology   

This year marks a significant change for the conference, changing to a new hotel and conference center in Las Vegas.  As 
all of you who have attended in past years will have already experienced, this is our first year at Bally’s Hotel – Las Vegas.  
Members of the volunteer organizing committee and the foundation’s board of directors have been working on a plan to 
move us away from the Riviera for many years.  Now it is at last a reality. 

This year’s conference promises to be an exciting event.  Bally’s offers many new facilities for the conference to use, and a 
tremendous number of new entertainment choices for the attendees.  Everyone is certain to have a memorable experience. 

Of special note this year are the papers being presented at the conference.  Migration to “C Band” has been a topic gaining 
a lot of attention in recent years and the technical tracks lead off with several excellent papers on the topic that discuss the 
challenges being encountered in making this transition. 

The papers submitted by the students of the University programs supported by the IFT are especially impressive this year.  
Many of us who have worked in and around the industry over the last decades have or are on the way to becoming sages 
of the art of telemetry, holders of the accumulated tribal knowledge.  However, in keeping with this year’s theme, “Blending 
the Art with Science and Technology, one need look no further than this year’s crop of student papers to get a view into 
where science and technology promises to lead us.  The near term gains about to be realized from advanced modulation 
schemes and error correction code injection will open new avenues for leveraging our ever shrinking share of the radio 
spectrum environment. 

And I’m only just scratching the surface.  As you peruse the contents of these proceedings of the 47th Annual International 
Telemetering Conference, you’ll find over 100 technical papers that will be competing for a share of your time. 

Speaking for the Foundation and the volunteer members of our organizing committee, we hope that all of you will leave this 
year’s conference with new relationships and understandings of telemetry science that you can build on over the years to 
come.   

 

Steve Proudlock 
September 2011 



 
Disclaimer: 
 

We have strived to accurately reproduce papers on CD-ROM and now DVD in a format that can be easily 
read and widely accessible. We know this process is less than perfect, and errors may have been introduced 
or material inadvertently omitted. There were instances in which the electronically submitted manuscript 
differed from the hardcopy reference – some papers were resubmitted multiple times. Wherever possible we 
tried to use the most recently submitted electronic copy as the correct version. For hardcopy conversion of 
old proceedings, additional opportunity for error is introduced. The trials and tribulations of this aspect of our 
work have been noted annually in this set of notes accompanying each CD or DVD over past years. In any 
case, the International Foundation for Telemetering assumes no responsibility for the correctness or accuracy 
of material appearing in these proceedings. In all cases where the data is to be put to use, the author or 
authors of the material should be consulted to verify the correctness and accuracy of the material. 
 
Copyright: 
 

All material on this DVD is Copyright© International Foundation for Telemetering, all rights reserved unless 
the paper was submitted as “U. S. Government - All Rights Reserved,” or other restrictions were accepted as 
noted on individual papers and/or on the copyright forms. 
 
Corrections: 
 

This DVD contains the 1965 through 2011 proceedings. Corrections to this material will be considered for 
inclusion in future DVD’s. In order to be considered, corrected material must be accompanied by a correction 
request signed by all authors of the paper. The correction request must note exactly what material has been 
or needs to be corrected. To be considered, corrections must be submitted by June 1 of the current year to 
that year’s Technical Program Chair. The 2002 conference proceedings on this release implemented a 
correction of this type: paper 02-04-1 was withdrawn by the author. 
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A MESSAGE FROM THE
IFT BOARD PRESIDENT

Welcome to ITC 2011.  The International Foundation for Telemetering
(IFT) is pleased to sponsor this unique event, now in its 47th year. 

We take great pride in the tradition and expect ITC 2011 to be even
better.  General Chair Dan Dawson and Technical Program Chair Ray
Faulstich are among the most experienced and capable ever to hold
those jobs.  Their program is filled with outstanding papers and exhibits.
Our volunteer staff and the organizations supporting them have worked
hard and they literally make ITC possible.

Education is one of our primary goals — short courses, technical papers,
exhibits, and interaction with the real experts. You really cannot beat that combination.
ITC supports specific telemetry education at six universities — New Mexico State,
Arizona, Brigham Young, Missouri Univ. of Science & Technology, California at Santa Barbara
and now Kansas.  Our short courses are the best source for continuing education
anywhere in telemetry.  We sponsor the Telemetry Standards Coordinating Council and
international efforts to acquire, preserve and defend telemetry spectrum.  The IFT is the
only national organization exclusively for telemetry education and advancement of
telemetry.  Because of these things, participation benefits not only your current work
but prepares for the future. 

Another primary goal is advancing our industry and its service to the nation.
Some things are true every year — the latest equipment shown, the ideas you
will see implemented years from now that are found in technical papers, the
leading companies exhibiting and “talking details.”  Nowhere do the needs and
solutions of telemetry business meet in one place like they do at ITC.

So what is new this year ?  More than just our venue !  Being here at Bally’s represents a
lot of work behind the scenes to make meaningful change in ITC — to make your
experience more enjoyable, more profitable and held in a more professional atmosphere. 

There is no gathering in the world quite like ITC, but we always seek to improve.  Please
contact me or any of the staff with ideas, critiques or suggestions.  We are at
www.telemetry.org. 

Be involved.  Enjoy ITC 2011 ! 

~ Bill Rymer, 

President, IFT

Bill Rymer
Board President

International Foundation
for Telemetering
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WELCOME

COME JOIN US AT ITC 2011 

Dan Dawson
2011 General Chairman

Wyle
California, MD

Ray Faulstich
2011 Technical Chairman

CSC
Lexington Park, MD

Tha
nk
You
to Al
l ITC Volunteers!

ITC continues to be run by an all-volunteer organizing committee without whom
the conference would never come to pass. The Board of the International
Foundation for Telemetering wishes to thank all ITC volunteers, and the
companies who sponsor them, for their generous contributions to making this
forum the premier event it has been for the past 46 years.

The ITC Committee invites you to attend the 2011 International Telemetering
Conference in Las Vegas, Nevada. This year’s conference is being held at the spec-
tacular Bally’s Las Vegas. A new venue for our annual conference, Bally’s provides
superb conference facilities that promise to make the ITC 2011 experience mem-
orable for our speakers, exhibitors and attendees. Our 2011 conference theme is
“Telemetry: Blending the Art with Science and Technology” and recognizes the
need of our industry to balance the infusion of the newest innovations in science
and technology with the wisdom and experience of our history. 

This year’s conference focuses on an issue that has become increasingly important
and challenging: Information Assurance (IA). Information Assurance addresses the
confidentiality, integrity, availability and non-repudiation of the information that our
industry generates. Our Blue Ribbon Panel, chaired by Mr. Ed Greer with support-
ing experts from industry and government, will discuss “Information Assurance:
Managing Data Risks in a Digital Environment”.

The 2011 ITC technical program includes 14 one-day short courses (including one
focused specifically on IA issues) and a record 28 technical sessions covering a
wide range of technical topics. Of course, every ITC conference offers something
unexpected and this year is no exception. Our keynote luncheon speaker, Rear
Admiral Scott Sanders, U.S. Navy, will provide an overview of U.S. Navy “Counter-
Piracy” operations in the Gulf of Aden and the Somali Basin. He will focus on coop-
eration with coalition partners, independent nations and the maritime industry to
effectively disrupt, deter and suppress piracy.

Of course, we encourage everyone to join us at our Monday evening icebreaker,
to take part in exhibitor receptions, and many wonderful dining and entertaining
opportunities at the convention.  After all, ITC is not only your best opportunity
to see the latest in telemetry technology, but also to blend that experience by
meeting the experts in the community.

Dan, Ray and the entire ITC volunteer committee look forward to seeing you in Las Vegas.

Tha
nk
You
to Al
l ITC Volunteers!

Bill Wargo
2011 Exhibits Chairman

AIM-USA
Trevose, PA

Lena Moran
2011 Executive Coordinator

CSC
Moreno Valley, CA
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Short Courses Halls

TIME

9:00 AM
to

5:00 PM

Adv.
Modulation
Techniques

Basic
Signals &
Modulation

Inter-
mediate 
Concepts

Performance
Based
Sensor

Selection 

iNET
Telemetric
Networks

Principles &
Implementation
of the IRIG

106-11 Chapter
10 Standard

Basic
Systems
Engineer-

ing

Inter-
mediate

Flight Test
Principles

Basics of
Aircraft

Instrumen-
tation

Telemetry
Metadata

Intro
to GPS

Funda-
mentals of
Microwaves

& RF

Spectrum
& Signal
Analysis

Information
Assurance
Workforce
Structure &
Certifications

SETUP

6:30 PM
to

8:30 PM

ITC/USA 2011 Icebreaker:  “Oktoberfest”
>Location: Skyview 5/6

CLOSED

TU
ES

DA
Y, 

OC
T. 

25

8:00 AM
to

11:00
AM

Opening Ceremony & Blue Ribbon Panel  >Location:  Skyview 5/6

Information Assurance: Managing Data Risks in a Digital Environment 
Chair: Edward R. Greer – Deputy Assistant Secretary of Defense, Developmental Test and Evaluation

Panelists: Joe Cupano – EMC Corporation; 
Tom Frey – Vice President, Intelligence and Cyber, Aerospace Group, Wyle ;

(Invited) David J. Aland – Staff Assistant, OSD Director of Operational Test & Evaluation (NetCentric, Space & Missile Defense Systems)

CLOSED

11:00 AM Exhibits Are Open from 11:00 AM to 6:00 PM

OPEN
11:00
AM
to

6:00 
PM

1:30 PM
to 

4:30 PM

Technical 
Sessions:

1.
C-Band

Implementation

2.
iNET
Topics

3.
Modulation
& Coding 1

4.
Sensor Systems
& Networks

5.
RF Design:
Transmitters,
Receivers &

Demodulators 1

6.
Range
Safety

7.
Data

Management

5:00 PM Reception  >Location:  Exhibit Halls  (5:00 PM – 6:00 PM)

W
ED

NE
SD

AY
, O

CT
. 2

6

8:00 AM Exhibits Are Open from 8:00 AM to 11:45 AM OPEN
8:00
AM
to

11:45 
AM

8:30 AM
to

11:30 AM

Technical
Sessions:

8.
TSCC /C-Band
Working Group

9.
Airborne

Instrumentation
Systems &
Concepts

10.
Metadata

Applications

11.
Network
Protocols

12.
Imaging
& Video

13.
Network

Telemetry 1

14.
Space

Applications

12:00 PM
to

2:00 PM

Conference Luncheon & Keynote Speaker  >Location:  Skyview 5/6

U.S. Navy “Counter-Piracy” Operations in the Gulf of Aden and the Somali Basin
Speaker: Rear Admiral Scott Sanders, U.S. Navy

CLOSED

2:00 PM Exhibits Are Open from 2:00 to 6:00 PM / Exhibitor Feedback Meeting 4:30 PM to 5:30 PM >Exhibitor Lounge
OPEN
2:00 
PM
to

6:00 
PM

2:30 PM
to 

5:30 PM

Technical
Sessions:

15.
Antennas &
Systems

16.
Data Acquisition

17.
Modulation &
Coding 2

18.
Range Systems
& Applications

19.
RF Design:
Transmitters,
Receivers &

Demodulators 2

20.
Network

Telemetry 2

21.
Telemetry Systems
& Applications

Exhibits Are Open until 6:00 PM 
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8:00 AM Exhibits Are Open from 8:00 AM to 12:00 PM
OPEN
8:00 
AM
to

12:00
PM

8:30 AM 
to 

11:30 AM

Technical
Sessions:

22.
JAMI

Users Group

23.
ICTS

24.
Recording

25.
Data Processing

& Display

26.
Security

Challenges

27.
TSPI

28.
Multiple-Input
Multiple-Output

Systems

Exhibits Are Open Until 12:00 PM

CONFERENCE
AT A GLANCE

Special sessions consist of late-breaking technical presentations and will not have material in the Proceedings.
Times and locations subject to change.  Consult on-site program for latest information.
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Special

Session
Special

Session

Special

Session
Special

Session
Special

Session
Special

Session

Free!
All Welcome!

Free!
All Welcome!

Fun!

Food!

Prizes!



SHORT COURSES

*Short course certificates provided upon request.  

SHORT COURSES
>MONDAY, OCTOBER 24, 2011 | 9:00AM–5:00PM
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Short Course Description Instructor

Advanced Modulation
& Demodulation
Techniques for

Telemetry

Explores modulation techniques currently employed or proposed for telemetry.  Material covers the legacy PCM/FM waveform, SOQPSK, and Multi-h
CPM.  Demodulation techniques for these waveforms are also addressed with particular emphasis on synchronization techniques and performance. 

Terry Hill, 
Quasonix, LLC

Basic Signals
& Modulation

This course is directed towards beginning technical personnel or telemetry personnel with limited experience in communications and modulation sys-
tems. The course will cover basic concepts necessary to understanding the data communications process within the telemetry system.  This will include
signal descriptions, the Pulse Code Modulation (PCM) process, concepts of analog and digital modulation and demodulation, and signal bandwidth repre-
sentations.  Emphasis will be on graphical representations with minimal mathematical requirements.

Dr. Stephen
Horan, 

NASA Langley
Research Center

Intermediate 
Concepts

This course is designed for the more experienced user.  It includes a discussion on technology covering the entire system - from signal conditioners to
recorders, workstations, and software.  Specific topics include systemic implementations of Nyquist and its hidden impacts, recorder architectures (both
hardware and software), RAID implementations (DAS, NAS, SAN) and performance issues of Windows and Unix system architectures, Range Commu-
nications, and the use of the new Chapter 10 Data formats, with a review of how the new iNET architecture will impact the ranges through 2025.

Tim Gatton, 
Wyle Telemetry &

Data Systems

Performance Based
Sensor Selection

This one-day tutorial is intended for engineers, program managers and technicians who want a better understanding of transducer characteristics and
specifications. It is presented from the viewpoint of a user who also has experience marketing transducers, rather than from that of a manufacturer.
Participants will learn how to interpret transducer specifications, define necessary performance characteristics for specific applications, and how to
select the best transducer for their applications.

Jon S. Wilson, 
Jon S. Wilson

Consulting, LLC

iNET Telemetric
Networks

This course introduces participants to telemetric networks as applicable to the integrated Network Enhanced Telemetry (iNET) project. Participants will
gain an understanding of telemetric networking principles, applicable networking technologies, trade-offs in applying networks to telemetry, and end-to-
end telemetric applications. Specifically, the iNET Telemetry Network System (TmNS) demonstration system will be presented illustrating the test article
network, radio access network, range operations network, mission control network, system management operations, and telemetric applications. This
course is intended for anyone who needs an introduction to iNET technologies and system capabilities. It will be useful for participants to have a basic
knowledge of networking concepts. This short course is particularly beneficial for persons responsible for or involved in flight test instrumentation and
telemetry systems. 

Thomas Grace,
NAVAIR &
Ben Abbott,

SwRI

Principles &
Implementation of
the IRIG 106-11

Chapter 10 Standard

This course offers an in-depth tutorial presentation of the new IRIG 106-11 Chapter 10 standard for airborne, ground, and playback software, with
recording and playback and debrief systems from Eglin AFB IDIQ IRIG-106 Chapter 10 compliant systems. The workshop leaders have pioneered IRIG-
106 Chapter 10 throughout developmental test, operational test and operational fleet users.

Al Berard,
Eglin AFB &

Mark Buckley,
JDA Systems

Basic Systems 
Engineering

This course studies end-to-end telemetry systems with their signal and noise characteristics. It concentrates on analysis of data streams for efficient
transfers over the communication link. Sampling, filtering, commutation, and RF link characteristics are studied. Line Coding (NRZ-L, BIΦ-L, etc.) with
their spectral (Fourier) characteristics, bandwidth and filtering requirements are analyzed.  Benefits of using Forward Error Correction (FEC) for data
transmission is explained (Block, Convolutional, and Turbo Coding concepts are discussed).  Modulation techniques such as AM, PCM/FM (CPFSK), BPSK
and QPSK are analyzed; their Eb/N0 and BER performance characteristics are compared.  Learn dB/dBm concepts better. Course relies on the basic
mathematical principals of the system.

Halil Altan,
Honeywell
Aerospace

Introduction to GPS

This short course will present the fundamental communications theory that makes GPS possible as well as the common digital signal processing algo-
rithms that are used to make it practical and effective.  Based on this fundamental background, the course will then carefully catalog the limitations of
GPS, separating out those which are due to fundamental theoretical constraints from those which are due to processing limitations inherent in the cur-
rent technological implementations of the system components.  In addition, there will be a discussion of some of the many current applications of GPS
technology in both the military and commercial worlds.

Chuck Creusure, 
New Mexico

State University

Telemetry Metadata

The purpose of this course is to look behind the scenes of the vast amounts of telemetry data being processed today and consider the information needed
to describe it. Participants will be given an understanding of the current state of metadata for telemetry as well as its future direction. The Telemetry
Attributes Transfer Standard (TMATS, found in Chapter 9 of the RCC IRIG 106 Telemetry Standards), the current common means for describing telemetry
data, will be covered in some detail. Metadata dealing with other aspects of telemetry data will also be discussed. The course will conclude with a look at
the metadata being developed to describe network telemetry.

Ted Takacs,
NAVAIR Patuxent

River

Fundamentals
of Microwaves

and RF

The course begins with a brief review of the history of Microwaves, an overview of the microwave spectrum, basic physics of microwave propagation
and reflection theory, standing waves, power density, phase and polarity. The second section of the course discusses various microwave component
design and their applications. Consideration of antennas, transmissions lines, couplers/splitters, hybrids, RF amplifiers, VCOs, isolators, attenuators, modu-
lators, etc is given. The use of the Smith Chart and microwave test instrumentation is briefly discussed. The final section of the course discusses the gen-
eral design and application of a complete digital TLM transceiving system, from airborne component to ground station including trade-offs impacting
performance such as bit error performance, noise and consideration of multipath fading effects.

Mark
McWhorter,
Lumistar, Inc.

Basics of Aircraft
Instrumentation

This course is an introduction to the full measurement chain, from sensor to graphic display. The course will cover modern airborne data acquisition,
recording, RF telemetry, and data reduction/processing systems. Emphasis is on practical application of instrumentation devices, their operations, and
best practices.

Mike Golackson
& Jim Alich,

AFFTC/Edwards

Intermediate Flight
Test Principles

This course provides intermediate level coverage of the details of the flight test engineering discipline. The principles covered include flight test planning,
test points, maneuvers, civil and military certification requirements and specifications, first flight, envelope expansion, data acquisition and analysis, the
role of simulation, resource requirements, flight test safety, risk analysis, and program management.

Marle David
Hewett, Spiral

Technology, Inc.

Spectrum and
Signal Analysis

This course explores the range of measurements that can be made with a vector spectrum analyzer, from swept measurements of the RF spectrum
through spur searches and pulsed signal measurements and on to more advanced measurements like phase noise, noise figure and demodulation of
communications signals.  The material presented is suitable for beginners, but can also serve as a useful survey for more experienced users.

Donald
Vanderweit,

Agilent
Technologies

Information
Assurance Workforce

Structure and
Certifications

This half-day course discusses the DoD Policy and Instruction 8570 referencing the Information Assurance Workforce (IAWF) structure and the
industry-standard certifications that are required for the IAWF.  The primary audience is IWAF management and supervisors.  Topics include a
background on DoD 8570; why IA training and certification is required for the IAWF and how it affects the management’s organization; technical and
management personnel that require certification; a description of the certifications; IAWF certification deadlines; continuing education requirements;
and IAWF metrics reporting.

Sherry Brown,
Wyle, Inc.
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The Blue Ribbon Panel will be moderated by Edward R. Greer, and will feature panelists
discussing Information Assurance: Managing Data Risks in a Digital Environment.

Chairman:
Edward R. Greer – Deputy Assistant Secretary of Defense,
Developmental Test and Evaluation

Edward Greer is the Deputy Assistant Secretary of Defense for Developmental Test
and Evaluation. Sworn in March 15, 2010, he serves as the principal advisor on
developmental test and evaluation (DT&E) to the Secretary of Defense and the

Under Secretary of Defense for Acquisition, Technology and Logistics. Mr. Greer is responsible
for DT&E policy and guidance in support of the acquisition of major Department of Defense
(DoD) weapon systems. 

Prior to this political appointment and since 2002, Mr. Greer served as the Deputy Assistant
Commander for Test and Evaluation, Naval Air Systems Command, and Executive Director, Naval
Air Warfare Center Aircraft Division (NAWCAD), Patuxent River, MD. As the senior civilian for
Naval Aviation Test and Evaluation, he was responsible for planning, executing, analyzing and
reporting of all Naval Aviation test and evaluation, spanning a workforce of 6,600 and an
operating budget of $1B. 

In 1998, Mr. Greer joined the Senior Executive Service as Director of the Atlantic Ranges and
Facilities, NAWCAD, responsible for development, maintenance and operation of the range and
test facility components of the Navy’s principal Air Combat Systems test activity. From 1995
to 1998, Mr. Greer served as Principal Deputy Program Manager for the E-6B Aircraft; Program
Executive Office for Air, Antisubmarine Warfare, Assault & Special Mission Programs. He was
responsible for all aspects of acquisition including Systems Engineering, Logistics, Training
Systems and Test and Evaluation. From 1993 to 1995, Mr. Greer took an assignment in the
Pentagon as a Staff Specialist in the Office of Under Secretary of Defense for Acquisition and
Technology, Test, Systems Engineering and Evaluation; Test Facilities and Resources. Prior to
1993, Mr. Greer served in various leadership and engineering positions within the Naval Air
Systems Command. 

Mr. Greer represented the Navy on the 2007 Defense Science Board Task Force on
Developmental Test and Evaluation and is a past President of the Southern Maryland Chapter
of the International Test and Evaluation Association. He earned his Bachelor of Science Degree
in Electrical Engineering from the University of Maryland, College Park and received a Master
of Science Degree in Management from the Florida Institute of Technology. 

Tom Frey – Vice President, Intelligence and Cyber, Aerospace
Group, Wyle

Tom Frey retired from the Navy with the rank of Captain, after 24 years as a
Bombardier/Navigator flying the A-6 E Intruder. Mr. Frey has a Bachelor's of
Science (Chemistry) from the U.S. Naval Academy, and a Master's of Science in
Electrical Engineering (Space Systems Engineering) from the Naval Postgraduate

School.  As part of his thesis, he built a solid-state digital recorder flown aboard the Space
Shuttle to collect data from experiments carried in the cargo bay.

While on active duty with the Navy, Mr. Frey served as a Requirements Officer with the Navy
Space Systems Division (OPNAV N63), conducted flight, weapons, and systems testing in sup-
port of the A-6E Intruder and High Speed Anti-Radiation Missile (HARM), and was the Deputy
for Programs (AIR 1.0B) at the Naval Air Systems Command.

In his last assignment he was responsible for the Operational Test and Evaluation (OT&E) of
all Command, Control, Communications, Computers, Intelligence, Surveillance, and
Reconnaissance (C4ISR) systems in the Navy at Commander, Operational Test and Evaluation
Force (COMOPTEVFOR).

He is a proven sub-specialist in Space Systems Engineering, a graduate of the Defense Systems
Management College Level III Program Management course, and a Certified Information
Systems Security Professional (CISSP).

OPENING CEREMONY & BLUE RIBBON PANEL
>Tuesday, October 25, 2011 8:00am – 11:00am | Skyview 5/6

In 2001, Mr. Frey joined Veridian Engineering as an Account Manager for Information
Technology Risk Reduction.  He is currently the Vice President of the Intelligence and Cyber
Operating Unit for Wyle's Aerospace Group.

(Invited) David J. Aland – Staff Assistant, OSD Director
of Operational Test & Evaluation (NetCentric, Space &
Missile Defense Systems)

Dave Aland is an Information Technologies subject matter expert within the
testing community of the Department of Defense.  Mr. Aland is a graduate
of the United States Naval Academy as well as the U. S. Naval War College

and retired from Naval Service in 2002, with the rank of Captain.  He has published sev-
eral articles and contributed to a number of studies, all on the topic of cyber defenses
and network performance testing.

Mr. Aland's nearly thirty years of military service were spent in large part at sea, on ships
ranging from frigates and destroyers to aircraft carriers and a hydrofoil, and he command-
ed both USS GEMINI (PHM-6) and USS STEPHEN W GROVES (FFG-29) during his career.  Mr
Aland's final military tours of duty included directing the development of Link-16/Tadil-J
equipments, as the Director of Communications for the U. S. Sixth Fleet, and as the prin-
cipal deputy to the Navy Chief Information Officer.  In these last two assignments; Mr. Aland
had overall responsibility for all naval communications and information networks in the
Mediterranean theater.  Mr Aland led and sponsored the Navy's flagship "Navy Marine Corps
Intranet", and spearheaded the overseas Base Level Information Infrastructure upgrades
worldwide.  He also led the Navy's task force to reduce and consolidate legacy software.

Since his transition from active duty, Mr. Aland has worked as a contractor supporting the
Office of the Secretary of Defense's Director of Operational Test and Evaluation, Net-Centric,
Space, and Missile Defense Systems before converting to government service in April 2011.
Mr. Aland specifically supports a Congressionally-mandated initiative to improve and stream-
line assessments of Information Assurance and Interoperability at the Combatant Commands,
and has been instrumental in the technical design of methods and measures used by this
program as well as the aggregate analysis and data-sharing with other DoD stakeholders.

Joe Cupano – Solution Architect, EMC Global Alliances

Joe Cupano is a recognized Information Security thought leader and trusted
advisor to Global 100 and government sector (U.S. and abroad) clients
through 15 years' experience in risk assessment, development and execution
of IT security solutions. Mr. Cupano began his career developing Ernst &

Young's internal Information Security program and contributing to the development of what
has become Ernst & Young's Technology and Security Risk Services practice. He was also devel-
oper and first webmaster of EY.COM. Mr. Cupano was a Director with UBS (aka Swiss Bank)
serving as the Global Technology Manager for Security and eCommerce responsible for the
architecture, engineering, and execution of security and eCommerce infrastructure solutions
globally across divisions. He also supported the Corporate Finance and Global Equities busi-
ness lines as a security industry subject matter expert. Mr. Cupano joined EMC in 2006 sup-
porting the company's entry into the security marketplace starting with the acquisition of
RSA, development of the Information Security Practice, led a number of security services
engagements globally, and then identifying focused solutions with various Federal agencies.
He currently works for EMC in Global Alliances developing market-defining cloud and securi-
ty solutions as joint ventures with well-branded partners.

GUEST SPEAKERS
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ITC/USA 2011 TECHNICAL SESSIONS AND SESSION CHAIRS

>Tuesday, October 25
Session 1. C-Band
Implementation
Ronald Pozmantier, AFFTC

Session 2. iNET Topics
Bruce Lipe,  AFFTC

Session 3. Modulation &
Coding 1
Dr. Gerhard Mayer, GVM Consulting

Session 4. Sensor Systems &
Networks
Lee Eccles, Boeing

Session 5. RF Design:
Transmitters, Receivers &
Demodulators 1
Gene Law, CSC Range and
Engineering Services

Session 6. Range Safety
Lance Self, Air Force Research
Laboratory

Session 7. Data Management
Archie Moore, Spiral Technology Inc.

>Thursday, October 27
Session 22. JAMI Users Group *
Steven Meyer, NAVAIR China Lake

Session 23. ICTS *
Mike Ryan, Chair, ICTS

Session 24. Recording
Lorin Klein, Air Armament Center

Session 25. Data Processing &
Display
Tim Gatton, Wyle Telemetry and Data
Systems

Session 26. Security Challenges
Dr. Yacob Astatke, Morgan State
University

Session 27. TSPI
Jamie Reyes, White Sands Missile
Range

Session 28. Multiple-Input
Multiple-Output Systems
Darryl Burkes, NASA Dryden Flight
Research Center

Session 8. TSCC /C-Band Working
Group *
Steve Nicolo, Chair Telemetering Standards
Coordination Committee

Session 9. Airborne Instrumen-
tation Systems & Concepts
Joe Bilodeau, Boeing

Session 10. Metadata Applications
Ted Takacs, NAVAIR Pax River

Session 11. Network Protocols
Thomas Grace, NAVAIR Pax River

Session 12. Imaging & Video
Jesus Benitez, White Sands Missile Range

Session 13. Network Telemetry 1
Jon Morgan,  JT3 - AFFTC

Session 14. Space Applications
Kevin Crawford, NASA Marshall Space
Flight Center

Session 15. Antennas & Systems
Daniel Skelley, NAVAIR Pax River

Session 16. Data Acquisition
Dr. Nikki Cranley, ACRA Controls

Session 17. Modulation & Coding 2
Mark Geoghegan, L-3 Nova Engineering

Session 18. Range Systems &
Applications
James Yates, L-3 Telemetry & RF Products

Session 19. RF Design:
Transmitters, Receivers &
Demodulators 2
Ed Bukowski, Army Research Laboratory

Session 20. Network Telemetry 2
Brian Keating, NAVAIR Pax River

Session 21. Telemetry Systems and
Applications
Mike Golackson, AFFTC

>Wednesday, October 26

* Special Session  

CONFERENCE LUNCHEON GUEST SPEAKER

CONFERENCE LUNCHEON
>Wednesday, October 26, 2011
12:00pm – 2:00pm | Skyview 5/6

Relax during lunch as you enjoy Rear Admiral Scott Sanders’ speech on leading the counter-piracy task force in the most dangerous pirate-
infested waters of the world.

U.S. Navy “Counter-Piracy” Operations in the Gulf of Aden and the Somali Basin

KEYNOTE SPEAKER:
Rear Admiral Scott Sanders

U.S. Navy

In August of 2009, U.S. Navy Rear Adm. Scott E. Sanders assumed command of Combined Task Force 151

in a ceremony aboard the coalition counter-piracy flagship USS Anzio in Bahrain. Sanders became the

Navy’s first selective reserve admiral to command a combined task force at sea. CTF 151 was created in

January to actively deter, disrupt and suppress piracy in order to protect global maritime security and

secure freedom of navigation for the benefit of all nations. It operates in the Gulf of Aden and the east

coast of Somalia, covering about 1.1 million square miles. Admiral Sanders will provide insight into the

challenges of leading a multi-national team to effectively tackle the scourge of piracy.



International Foundation for Telemetering (IFT) 

The International Foundation for Telemetering (IFT) is a nonprofit organization dedicated 
to serving the professional and technical interests of the "Telemetering Community." The 
IFT was confirmed as a nonprofit corporation in accordance with the applicable laws of 
the State of California on May 11, 1964. Our "Articles of Incorporation" are on file with 
the State of California. 
The basic purpose of the IFT is the promotion and stimulation of technical growth in 
telemetering and its allied arts and sciences. This is accomplished through sponsorship 
of technical forums, educational activities, and technical publications. The Foundation 
endeavors to promote unity in the "Telemetering Community" it serves, as well as ethical 
conduct and more effective effort among practicing professionals in the field. 
All activities of the IFT are governed by a Board of Directors selected from industry, 
science, and government. Board members are elected on the basis of their interest and 
recognition in the technical or management aspects of the use or supply of telemetering 
equipment and services. All are volunteers who serve with the support of their parent 
companies or agencies and receive no financial reward of any nature from the IFT. 
The IFT Board meets twice annually--once in conjunction with the annual ITC and, 
again, approximately six months from the ITC. The Board functions as a senior 
executive body that hears committee and special assignment reports and reviews, 
adjusts, and derives new policy as conditions dictate. A major Board function is that of 
fiscal management, including the allocation of funds within the scope of the Foundation's 
legal purposes. 
Participation in the IFT and the ITC does not require membership in the traditional 
sense; dues or membership fees are not required. 
The IFT sponsors the annual International Telemetering Conference (ITC). Each annual 
ITC is initially provided working funds by the IFT. The ITC management, however, plans 
and budgets to make each annual conference a self-sustaining financial success. This 
includes returning the initial IFT subsidy as well as modest earnings, the source of funds 
for IFT activities such as its education support program. The IFT also sponsors the 
Telemetering Standards Coordination Committee and the International Consortium for 
Telemetry Spectrum. 
In addition, a notable educational support program is carried out by the IFT. The IFT has 
sponsored numerous scholarships and fellowships in telemetry-related subjects at a 
number of colleges and universities since 1971. Student participation in the ITC is 
promoted by the solicitation of technical papers from students with a monetary award 
given for best paper at each conference. The IFT has established and continues to 
support programs at New Mexico State University, Brigham Young University, University 
of Arizona, University of Missouri – Rolla, and University of California Santa Barbara. 
The Foundation maintains master mail and email lists of personnel active in the field of 
telemetry for its own purposes. These lists include personnel from throughout the United 
States as well as from many other countries since international participation in IFT 
activities is invited and encouraged. New names and addresses or corrections can be 
added to these lists by visiting the IFT/ITC web site, www.telemetry.org. The web site 
also provides information about the ITC and other telemetry and IFT related activities. 



International Telemetering Conference (ITC) 

The International Telemetering Conference (ITC) is the primary forum through which the 
purposes of the International Foundation for Telemetering (IFT) are accomplished. It is 
the only nationwide annual conference dedicated to the subject of telemetry. The 
conference generally follows an established format which includes presentation of 
tutorial courses and technical papers, and exhibition of equipment, techniques, services 
and advanced concepts provided, for the most part, by the manufacturer or the 
supplying company. To complete a user-supplier relationship, each ITC often includes 
displays from major test and training ranges and other government and industrial 
elements whose mission needs serve to guide manufacturers to tomorrow's products. 

Each ITC is normally two and one half days in duration preceded by a day of tutorials 
and standards meetings. A Keynote Technical Session, to which all conferees are 
invited, is generally the initial event. A Moderator and Panel Members prominent in their 
respective fields form the Keynote Technical Session which addresses a particular 
theme and is also available for questions from the audience. The purpose of this event 
is to highlight and further communicate future concepts and equipment needs to system 
developers and suppliers. From that point, papers are presented in four half-day periods 
of concurrent Technical Sessions that are organized to allow the attendee to choose the 
topic of primary interest. The Technical Sessions are conducted by voluntary Technical 
Session Chairmen and include a wide variety of papers both domestic and international. 
Additionally, the program offers a Keynote Luncheon featuring a distinguished speaker 
who will discuss a topic of direct interest to the telemetry community. 

Each annual ITC is organized and conducted by a General Chair and a Technical 
Program Chair selected and appointed by the IFT Board of Directors. Both chairmen are 
prominent in the organizations they represent (government, industry, or academia) and 
are generally well-known and command technical and managerial respect. Both have 
most likely served the previous year's conference as Vice Chairs. In this way, continuity 
between conferences is achieved and the responsible individuals can proceed with 
increased confidence. The chairs are supported by a standing Conference Committee of 
over twenty volunteers who are essential to the conference organizational effort. Both 
chairs and all who serve in the organization and management of each annual ITC do so 
without any form of salary or financial reward. The organizational affiliate of each 
individual who serves not only agrees to the commitment of their time to the ITC but also 
assumes the obligation of that individual's ITC-related travel expenses. This, of course, 
is in recognition of the technical service rendered by the conferences.  

Those companies and agencies that exhibit at the ITC pay a floor space rental fee which 
provides the major financial support for each conference. Although the annual chairs 
and the standing committee are credited for successful ITCs, the exhibitors also deserve 
high praise for their faithful and generous support. 

A major feature of each annual ITC is the proceedings in DVD-ROM format. The DVD 
contains proceedings and technical papers from multiple prior conferences as well as 
the current conference and is included with a paid regular conference registration. The 
DVD is also is available for purchase after the conference through the IFT/ITC web site, 
www.telemetry.org. 



Telemetry Learning Center at 
Missouri S&T 

 
The IFT established a Telemetry Learning Center at the Missouri University 
of Science and Technology to introduce telemetry and system design 
projects into the curriculum, and to support a wide range of projects which 
use telemetry.  Many of the projects have been in non-DoD related areas, 
including alternative/green energy applications, transportation systems, and 
infrastructure health monitoring. 
 
One of the projects which frequently receives learning center support is the 
“Solar Miner” vehicle entry into the American Solar Challenge race.  This is 
an over-the-road race with varying routes, typically covering many hundreds 
of miles.  The automobiles are powered only by the photovoltaic panels 
which cover their exterior, and usually travel at or near posted speed limits.  
 
 

 
 
 
The most recent telemetry package was described at ITC 2010 in the paper 
“Telemetry System for the Solar Miner VII” by Clinton Guenther, Robert 
Mertens and Adam Lewis. 
 
Another semi-annual competition that S&T participates in is the Solar 
Decathlon challenge.  Selected universities are invited to design a house 
which is as comfortable and attractive as a modern apartment – but which 
relies exclusively on renewable sources of energy.  The homes must also be 
constructed using currently available technology – and then transported to 
the National Mall in Washington D.C. for judging. A variety of students 
working on this project have also been supported by the IFT. 



 
 
To introduced students to system level design earlier in the curriculum, the  
Telemetry Learning Center is working with the IFT and Rolla Engineered 
Solutions to develop an inexpensive robotics platform, the LabRat™.  Early 
in their academic career students purchase the components for the robot, and 
learn how to identify, handle, and assemble the parts.  In subsequent 
laboratories the platform is used to introduce students to the equipment, 
theories, and experimental procedures needed in the electrical and computer 
engineering program.  Students are encouraged to develop their own 
additions and modifications to the platform. 
 

 



Other projects supported by the TLC include: Multiple-Input Multiple 
Output Channels for air-to-ground telemetry systems, cognitive radio 
systems, nanosat support, structural health monitoring of civil engineering 
structures, sensor networks, health monitoring and performance analysis of 
composite materials, telemetry for autonomous vehicles, and SAE formula 
race cars. 

 
 
The technical breadth of the telemetry community, combined with the 
flexibility of the IFT support, has made the TLC a particularly useful and 
adaptable center. The TLC is often used to support projects initiated outside 
the center.  This support has provided welcome relief to many teams who 
have discovered that they overlooked, or failed to allocate enough resources 
for, the telemetry and data logging aspects of their designs. 
 
Faculty specializing in communications, image processing, electromagnetic 
compatibility and power distribution all participate in the TLC activities. A 
distance education curriculum has been developed at Missouri S&T in 
cooperation with the University of Southern California (USC) and the 
Boeing Company to offer a Master of Science degree in Systems 
Engineering to non-traditional graduate students. Using the world wide web, 
and other means of electronic delivery, students from across the U.S., and 
throughout the world, can participate in selected courses taught on the MST 
and USC campuses. 
 
The IFT funds have been used to leverage additional support from a variety 
of public and private sources, providing students with improved test 
equipment including high frequency signal sources, scopes, spectrum 



analyzers, printed circuit board fabrication equipment, SMT assembly and 
rework stations, and assorted test equipment. 
Travel funding has also been supplied by the IFT, to allow students to attend 
the ITC conferences.  In addition to providing technical stimulation for the 
students, it has given some Midwestern students their first taste of Las Vegas 
and Southern California (and some have never been the same since). 
 
The faculty, staff, and students at Missouri S&T would like to thank the IFT, 
and the ITC participants for their many years of support, guidance and 
encouragement. 
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TELEMETERING AT THE UNIVERSITY OF ARIZONA 2010-11 
 

Michael W. Marcellin 
Department of Electrical and Computer Engineering 

The University of Arizona 
 

This has been a very productive year for telemetering at the University of Arizona. Four 
undergraduate capstone projects have resulted in undergraduate papers being submitted for ITC 
2011. Three graduate student papers have also been submitted for ITC 2011. Twenty-seven 
students and three faculty from the UofA were in attendance at ITC 2010, where we received the 
awards for both the Best Undergraduate Student Paper and Best Graduate Student Paper.  
 

CAPSTONE PROJECTS 
 

All capstone projects at the University of Arizona are performed by inter-disciplinary teams 
consisting of seniors from various departments in the College of Engineering and Optical 
Sciences. Capstone design projects can be proposed and sponsored by external organizations 
and/or university faculty. Projects are typically sponsored by engineering companies. In the 
2010-11 academic year, two projects were sponsored by the International Foundation for 
Telemetering. Several additional projects related to telemetering were carried out. Four of these 
projects have been submitted for presentation at ITC 2011. These include: Wireless Sensor 
Network for the BioSphere2, Low Altitude Aerial Reconnaissance Kit (LAARK), Rapid-
prototyped Polymer Structures for THz Operation, and NASA RISA Imager.  
 
The wireless sensor network for the BioSphere2 project focused on telemetering of 
environmental information within the BioSphere2. The BioSphere2 is a fully enclosed artificial 
environment for studying interactions between various earth environments. This project focused 
specifically on the rainforest section of the BioSphere2. Several sensors were designed and built 
to monitor temperature, humidity, and soil moisture. A wireless network was developed to 
transmit measurements to a base station where they are recorded for use in scientific studies.  
The team members for this project are: Tyler Lacy, Christopher Lee, Shailendra Simkhada, 
Miranda Tyree, and David Vanderwerf. The faculty advisors are: Michael Marcellin and Hao 
Xin. 

 
Shailendra Simkhada, Tyler Lacy, David Vanderwerf, Miranda Tyree, and Christopher Lee 
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Low Altitude Aerial Reconnaissance Kit (LAARK) project focused on building a small 
unmanned aircraft. This aircraft is to be capable of autonomous GPS waypoint navigation and 
intelligent target recognition. The aircraft designed in the LAARK project will participate in  
The Association for Unmanned Aerial Systems International (AUVSI) competition. This 
competition requires student built aircraft to carry out missions consisting of intelligence, 
surveillance, and reconnaissance objectives. The avionics package designed by the students 
contains a GPS unit, two dual-gimbal cameras, a sophisticated computational package, and bi-
directional telemetry link. The team members are:  Hans Hony, Malcolm Gibson, Elliott Liggett, 
James Dianics and Michael Palmer. The faculty advisor is: Hermann Fasel. 

 
Dimitri Ververelli, Joshua Tolliver, James Powell, Jun Li, Chris Poole, Malcolm Gibson, 

Michael Palmer, James Dianics, Hans Hony, and Elliott Liggett 
 

The project on Rapid-prototyped Polymer Structures for THz Operation has developed a method 
to produce low-cost high quality optics. The method employs a 3-dimensional printer. This 
printer operates in a scanning mode and deposits one of two polymers in layers to build up a 3-
dimensional structure. By alternating the polymers at varying densities, the index of refraction 
can be changed in spatially varying way. Team members are: William Duncan, Alexander Miles, 
Brian Klug, Colton Holmes, Wanglei Han. Faculty advisors are: Michael Gehm and Hao Xin. 

 
Wanglei Han, William Duncan, Colton Holmes, Alexander Miles, and Brian Klug 
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The NASA RISA Imager project is part of an ongoing multi-year development effort.  The focus 
of the development is the design of a camera based on a liquid lens to achieve electronic 
focusing with no movable parts. Team members are: Laura Choate, Kevin Lundstrom, Kevin 
Pounds, Garret Richards, and Eli Vinal. The faculty advisors are: Elmer Grubbs, S. Doug 
Holland, and Michael Marcellin. 

 
Kevin Lundstrom, Kevin Pounds, Garret Richards, Eli Vinal, and Laura Choate 

 
INTERNATIONAL FOUNDATION FOR TELEMETERING FELLOWSHIPS 
 
The International Foundation for Telemetering has graciously provided funding for graduate 
fellowships at the University of Arizona. Through a combination these funds, endowment funds, 
and National Science Foundation support, four IFT Fellows were named for 2010-11. Han Oh, 
Steven Feng, Dung Nguyen, and Daisy Yu are all PhD students in the Department of Electrical 
and Computer Engineering at the University of Arizona. They are working on theses in the areas 
of perceptual image coding, 3-dimensional image coding, graphical code design, and antenna 
design. Between them, they will present three papers at ITC 2011.  

 
Dung Nguyen, Steven Feng, Han Oh, and Daisy Yu 
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ITC 2010 ACTIVITIES 
 
The University of Arizona was well represented at the 2010 International Telemetering 
Conference. Professor Marcellin serves as the alternate to Shelia Horan as the representative to 
the Telemetering Standards Coordination Committee on coding and data compression. He could 
not attend the 2010 meeting, as he taught his short course the same day, which largely 
overlapped the TSCC meeting. His short course on “Image Compression with JPEG2000” has 
been offered for several years at ITC. Attendance has been moderate, and reviews from students 
are very good. The most recent offering saw lower attendance. We will take a break for a couple 
of years to see if demand returns.  
 
Twenty-seven students and three faculty members from the University of Arizona attended ITC 
2010. We had three graduate student papers and three undergraduate student papers. One of our 
undergraduate student papers won first prize in the undergraduate student paper contest. One of 
our graduate student papers won first prize in the graduate student paper contest. 
 

 
University of Arizona students and faculty at ITC 2010 

Alphabetical: Ben Carpenter, Laura Choate, William Duncan, Hsin-Chang Feng, Dr. Elmer 
Grubbs, Wanglei Han, Colton Holmes, Kristin Jagiello, Yookyung Kim, Brian Klug, Tyler 
Lacy, Christopher Lee, Adrian Lizarraga, Kevin Lundstrom, Brittany Lynn, Dr. Michael 

Marcellin, Alexander Miles, Shivhan Nettles, Dung Nguyen, Han Oh, Shiva Planjery,  Kevin 
Pounds, Robert Richards, Anas Salhab, Shailendra Simkhada, Miranda Tyree, David 

Vanderwerf, Eli Vinal, Dr. Hao Xin (not pictured), Xiaoju Yu.                                               
Photo by: Cliff Aggen 

 
CONCLUSIONS 
 
The telemetering activities at the University of Arizona have increased dramatically over the past 
year. We are actively participating in the International Telemetering Conference. We are 
vigorously pursuing undergraduate and graduate level projects of relevance to telemetering. Our 
involvement would not be possible without the generous support of the International Foundation 
for Telemetering.  



NMSU Report to the IFT Board of 

Directors – May 2011

Dr. Charles D. Creusere, Frank Carden Chair in 
Telemetering & Telecommunications

Klipsch School of Electrical and Computer 
Engineering

http://www.bbc.co.uk/northernireland/yourplaceandmine/images/helpabout/keyboard_250x145.jpg
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Staff

• Faculty

– Drs. Phillip Deleon, Deva Borah, and Charles 

Creusere, and Joerg Kliewer continue on the 

faculty

– Dr. Charles Creusere Frank Carden Chair in 

Telemetering & Telecommunications

– IFT Professorship is currently vacant



Staff

 Dr. Laura Boucheron has been hired as a tenure-track 

faculty, effective August 2011

 Laura received her B.S. and M.S. degrees from NMSU and her PhD from 

UCSB

 She has been working at NMSU since 2007 first as a post-doc and later as a 

Research Professor on biomedical and astronomical signal processing 

problems

 She was hired as part of NMSU’s effort to land the National Solar 

Observatory

 A search is currently underway to hire a replacement for Dr. 

Eric Johnson who retired last Summer

 The search is focused in the general area of computer engineering
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Staff

• Dr. Vojin Oklobdzija started his tenure as 

department head for the Kilpsch School of Electrical 

& Computer Engineering in January of 2011

• He came here most recently from U.T. Dallas where he 

was the head of a Center

• He started his career doing research for IBM and spent 

most of his academic career at U.C. Davis

• Amongst his many accomplishments, he is a Fellow of the 

IEEE and has been a co-founder of three startup 

companies



Staff

• Status of IFT Professorship search:

• Applications were finally solicited in mid April with 

a due date of May 9

• A committee selected by Patricia Sullivan, the 

Associate Dean for Advancement, will make the 

selection

• At least two highly-qualified candidates have 

applied
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Educational Programs

• This year’s student capstone projects:

• ARAV Motor Pressure Simulation Module

• Electrical stimulator and recorder systems

• High dynamic range video system

• PLASMA—perceptive light automation system 

for musical applications

• OSU Robot Competition

• Radiometer
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Educational Programs

• ARAV Motor Pressure Simulation Module

• Mentor:  Dr. Paul Furth

• Synopsis: Students working at PSL designed a 

Students working at PSL designed a project that will increase testing 

fidelity of a rocket telemetry system. Their module will simulate the 

signals that would be created in a rocket motor after launch. Extensive 

qualification testing is required before the system ever mates with the 

booster; this module will allow for more accurate telemetry in those 

tests.



9

Educational Programs

• High Dynamic Range Video System

• Mentor:  Dr. Phillip Deleon

• Synopsis: Students working at PSL designed a 

Digital video and photographic imaging has a limited dynamic range; 

bright or dark areas of the scene are sacrificed to compromise on an 

average signal. This project will capture a wide range of exposure 

values and allow for a selection after the fact without missing the 

original action or scene that was desired.



10

Educational Programs

• PLASMA—Perceptive Light Automation 

System for Musical Application

• Mentor:  Dr. Laura Boucheron

• Synopsis: Students working at PSL designed a 

The project is geared toward music performance or DJ light shows 

where the lighting reacts to the music. This Capstone will expand the 

current market by reacting not only to intensity but will real-time 

process the input audio and create a lighting response based on 

tempo, meter, chord changes or other parameters of the individual 

songs.
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Educational Programs

• OSU Robot Competition

• Mentor:  Dr. Heather Pfeiffer

• Synopsis: Students working at PSL designed a 

Oklahoma State University sponsors a robot competition, which 

NMSU won in April 2010. This team will compete under the 2011 rules: 

the robot must be controlled remotely by a human via the internet 

through an obstacle course in the least amount of time. The robot 

must provide sufficient information to the operator to allow them to 

accurately maneuver it. The operator cannot see the robot, only the 

output of cameras and sensors on the device.
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Educational Programs

• Radiometer

• Mentor:  Dr. David Voelz

• Synopsis: Students working at PSL designed a 

This project aids the All-Sky network in monitoring and tracking meteor 

burn-up activity using radiometry to detect and analyze different 

spectra of light. This optical device will look skyward at night to view 

meteor events and measure their calibrated brightness level.
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Educational Programs

• Electrical Stimulator and recorder system

• Mentor:  Dr. Jeanine Cook

• Synopsis: Students working at PSL designed a 

Working with researchers in biology, this system will advance the 

ability to make muscle stimulation and response measurements in 

water; a medium that presents its own difficulties for electronics. The 

system will not be directly used on living tissue or organisms, it will be 

tested for functionality in the prescribed environment.
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Robot Design: Microcontroller 

Workshop
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Research Programs

• Research Programs
– Deva Borah: NSF sponsored project on hybrid RF/laser 

communications; AFRL sponsorship on optical communications

– Phillip DeLeon: Multiple grants from Army High-Performance 

computing center for GPU-based speaker identification systems

– Joerg Kliewer: 3 NSF sponsored research grants

– Charles Creusere: NSF medium-size research grant awarded:  

CIF:Medium:Assessment and modeling of temporal variation in 

perceived audio and video quality using direct brainwave 

measurement
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Research Programs

• Submitted proposals related to telemetering:

– FAA Commercial Space Center Project:

– Title of our subproject:  The implementation of advanced concepts 

in sensing and communications using COTS system component

– Investigators:  Charles Creusere, Deva Borah, and Joerg Kliewer

– Status: Center at NMSU (through the Space Grant) was funded 

but our project was not selected for funding at the current time

– NASA EPSCOR: 

– Title: Proximity operations for near earth asteroid exploration

– Investigators: Led by Eric Butcher (ME/Aerospace Dept.)

– Status: Funding decision due in June 2011
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Research Programs

• Submitted proposals related to telemetering:

– Semiconductor Research Corporation (SRC):

– Title: Implementing an ADC that directly incorporates 

compressive sampling principles

– Investigators:  Charles Creusere and Jaime Ramirez-Angulo

– Status: Pre-proposal white paper not accepted



IFT Sponsored Research

• Chair funds were used to support research 

into compressive sensing for remote 

transmission applications

– We have studied the problem of reformulating the basic 

analog to digital converter so that compression (required 

to make transmission over a data link more efficient) is 

applied directly in the analog domain

– Results will be presented at this year’s ITC, assuming that 

our paper is accepted
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IFT Sponsored Research

• Chair funds were also used to support 

research by Dr. Deva Borah

– The results produced will also be presented at 

this year’s ITC, assuming again that his paper is 

accepted
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IFT Scholarship Winners

• Ryan Vordermann, Grad, CS (3.7 GPA)

• Richard Gutierrez, Grad, ECE (3.2 GPA)

• Adam Parker, Senior, ECE (3.6 GPA)

• Ashel Michalenko, Senior, ECE (3.3 GPA)

• Umama Tasnia, Sophomore, ECE (3.9 GPA)

• Ugochukwu Ogbue, Junior, ECE (3.7 GPA)
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Graduate Certificate Program in 

Telemetering
• Process was almost completed for putting this in 

place

• It has been stalled since our new department head 

has taken over; it is not clear that he sees any value 

in this program

• If the board members believe that such a program 

might be worthwhile, I would recommend contacting 

Vojin and letting him know that you support the idea.
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ITC 2011

• Dr. Creusere will again be teaching a short course 

on GPS systems

• NMSU should have three technical papers at this 

years conference, up dramatically from zero papers 

at last years!

• See you all in Las Vegas!!!
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Telemetry Laboratory 
Brigham Young University 

 
Summary 

The BYU Telemetry Laboratory was established in 
1992 with a generous grant from the International 
Foundation for Telemetering (IFT). Subsequent 
grants and donations from the IFT, industry, and 
private donations were used to create the Jim Abrams 
Professorship in 2003. Professor Michael Rice, 
director of the BYU Telemetry Laboratory is the 
current recipient of the Professorship. 

The research focus of the BYU Telemetry Laboratory 
is aeronautical telemetry. Research projects include 
error control coding for aeronautical telemetry, 
multipath channel models for aeronautical telemetry, 
multipath mitigation techniques such as adaptive 
equalization and OFDM, theoretical analyses of 
ARTM Tier-0, Tier-1, and Tier-2 waveforms, and 
multi-antenna communications for aeronautical 
telemetry. 

Validation Tests for Space-Time Coding 
for Aeronautical Telemetry 
Space-time coding is a method of applying spatial 
diversity on the transmit side of the link. The 
motivation for this application is to solve the “two 
antenna problem:” the awful composite radiation 
pattern when using two transmit antennas on an 
airborne transmitter. Theoretical considerations 
showed space-time coding should work, but no 
system was available for testing the concept. The 
space-time coding system developed at BYU was 
tested at Edwards AFB in October 2010. The 
transmitter and two antennas were mounted on the 
top and bottom of the fuselage of a C-12 aircraft. The 
tests showed dramatic link improvement. More 
information is available in papers by Michael Rice 
and Kip Temple in these Proceedings.  

Multipath Modeling and Mitigation Using 
Multiple Antennas 
This research project focused on the helicopter-to-
ground telemetry link. The goal is to model the 

 
Michael Rice with the space-time demodulator at Edwards AFB.  

multipath interference on the telemetry link and 
devise ways to mitigate the multipath interference. In 
anticipation of a diversity solution involving multiple 
antennas, multiple transmit and receive antennas 
were incorporated into the test. In cooperation with 
the Spectrum Efficient Technologies focus area of 
TRMC’s S&T/T&E Program, a BYU/Edwards AFB 
team equipped an Army UH-1H helicopter with a 
channel sounding source and four antennas capable 
of operation at upper L- and C-bands.  

 

The crew at the completion of Patuxent River NAS channel 
sounding tests, 26 June 2010. On the floor, left-to-right: Glen Wolf 
(Tybrin-EAFB), Michael Rice (BYU), Nick Walters (Ft. Rucker), 
Dave Hodack (Pax River), Mike Fox (Wyle, Ft. Rucker), Mark 
Radke (Tybrin, EAFB), Andy Weed (Ft. Rucker), Pat Hardman 
(Pax River).  On top: Lloyd Thomlinson (Ft Rucker). 



Channel sounding tests were conducted at the Cairns 
Army Airfield at Ft. Rucker, Alabama, the Patuxent 
River Naval Air Station, Maryland, and Edwards 
AFB, CA. 

Analysis of the L-band data collected at Cairns Army 
Airfield showed the possibility of significant 
diversity gain using multiple antennas. Simulations 
using the channel propagation data and multi-channel 
equalizers show that good performance is achievable. 
More details are available in papers by Michael Rice, 
Michael Jensen, Mohammed Saquib in these 
Proceedings. 

 
The multi-antenna helicopter to ground link model used in the 
diversity and multipath mitigation studies. 

Random Randomizers 
I was once asked the question, “What happens when 
one derandomizes unrandomized data: can the 
original data be recovered using a randomizer?” I 
wasn’t sure, so I formed an undergraduate student 
team to investigate the answer. The team has been 
using software simulations, FPGAs, and real 
hardware on loan from Edwards AFB to answer the 
question. It turns out that the answer is not as simple 
as it might seem at first. 

 
Niraj Sharma, Matt Manwaring, and Raymond Barrier are working 
on an answer to question, “What happens when unrandomized data 
is derandomized?” 

An All Digital Channelizer for Aeronauti-
cal Telemetry 
The current state-of-the-art for channelizers in 
aeronautical telemetry applications rely on a super-
heterodyne receiver using an analog IF filter. Most 
receivers have a limited number of IF filters (say 3-6) 
to accommodate a variety of bandwidths. This project 
pushes the A/D converter in front of the IF 
processing and uses an efficient polyphase filterbank 
to provide variable IF filter bandwidths in 1 MHz 
steps. (The current frequency plan in IRIG 106 
defines a minimum 1 MHz channel spacing.) 

 
Brian Swenson is developing a the all digital channelizer for 
aeronautical telemetry. 

Processing the Data from the Channel 
Sounding Experiments 
A student team has been processing the data collected 
during the channel sounding experiments described 
above. The models will be used to assess multipath 
mitigation techniques such as equalization and 
diversity. It is a huge effort: we have collected over 5 
TB of data! 

 
Nate Kellis, Brett Steenblik, Niraj Sharma, and Ryan Bowden after 
an exhausting day of data processing and channel modeling. 
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•  IFT Fellowships 
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•  ITC 2011 and ITC 2010 



•  IFT Fellowships for Fall 2010/Spring 2011 
» Tristan Bull 
» Justin Rohrer 
» Egemen Cetinkaya 
» Ehsan Hosseini 
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IFT-Sponsored Senior Design Project 



DETECT, SENSE, AND AVOID 
RADAR SYSTEM 
Audrey Seybert, Jay Fuller, Bryan Townley, Ben Trombold 

1 



Final Functional Block Diagram 
2 

-27 dBm 
24 dBm 

10 dBm to  
-75 dBm 

-43 dBm to  
-131 dBm 

  Cable loss not included in these calculations. 
  Tx: 2.5 dB loss 28 ns delay 
  Rx: 4 dB loss, 31 ns delay 



The Final Product 
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Waveform generator and 
data acquisition module 

Power Module 

Transmitter 

Receiver 
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Band Pass Filter Solution 

  5th order Chebychev 
Microstrip coupled line 
filter design  

  50 dB goal for 
attenuation at 1.2 GHz 
and 1.6 GHz 
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DDS Output Waveform 

  Frequency spectrum at output 
of waveform generator. 

  -27 dBm power output 

  Frequency spectrum after BPF 
  1 dB pass band loss 
  Signals at 1.2 Mhz and 1.6 

MHz are 20 dB down from 
desired Nyquist zone 



Results of Loopback Test 

  Start frequency = 1.425 GHz 

  Stop frequency = 1.55 GHz 

  Band width = 1.25 MHz 

  Pulse duration = 120 µs 

  108 ns delay line connected 
between transmitter and 
receiver 

  Delay corresponds to a beat 
frequency of 113 kHz. 

  Distance (one way) is 16.5 m 

  Useful for system 
characterization. 

  SNR approximately 55 dB 
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Time (10’s of ns) 
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60 dB 

108 ns 

  NOTE:  This test was not performed using final flight test setup.  Transmitter lacking 
approximately 25 dB gain and receiver lacking approximately 40 dB gain. 



Summary of Current Research 



• “High-Rate High-Speed Forward Error Correction 
Architectures for Aeronautical Telemetry” 

» 2-year project, sponsored by the Test Resource 
Management Center (TRMC) T&E/S&T Program 

» 5 graduate students, 2 KU EECS faculty, 3 technical staff 
• Opportunity to apply new hardware description language 

(HDL) technology to the problem of communications 
algorithm implementation 

• Project Deliverables 

» Soft-output SOQPSK demodulator 
» LDPC decoder 
» SCCC-SOQPSK decoder 



 

 

RT Logic Tlemetrix 400 Telemetry Signal Simulator 
(RTL-T400TSS) 



BINARY 
ENCODER MAPPING SOQPSK 

MOD 

CHANNEL 

SOQPSK 
SISO 

DE- 
MAPPING 

BINARY 
DECODER 

MAPPING 





•   



• Both codes within 1.0 dB of capacity 



•  Register Exchange --> 141 MHz, 1488 slices, 3764 registers, 8.6% utilization 
•  Two-step                 --> 130 MHz, 2003 slices, 4058 registers, 11.6% utilization 



ITC 2011 and ITC 2010 



ITC 2011 
•  Five+ student papers 

» Two in the undergraduate category (a first for us) 
» Three+ in the graduate category 

•  Topics included 
» Forward error correction codes for telemetry 
» Performance of hardware prototypes 
»  iNET network and transport protocols 

•  Expected attendance 
» Two undergraduate students 
» Three graduate students 
» Two faculty 
» One staff member 



ITC 2010 
•  Seven student papers submitted from KU 

» All seven in Graduate Student category 
•  Three faculty advisors 
•  Conference Attendance: 

»  10 students 
»  2 faculty 
»  2 engineering staff 



 
Telemetering Standards Coordination Committee (TSCC) 

The Telemetering Standards Coordination Committee (TSCC) is chartered to serve as a 
focal point within the telemetering community for the review of standards documents 
affecting telemetry proposed for adoption by any of the various standards bodies 
throughout the world. It is chartered to receive, coordinate, and disseminate information 
and to review and coordinate standards, methods, and procedures to users, 
manufacturers, and supporting agencies. 
The tasks of the TSCC include the determination of which standards are in existence 
and published, the review of the technical adequacy of planned and existing standards, 
the consideration of the need for new standards and revisions, and the coordination of 
the derivation of new standards. In all of these tasks, the TSCC's role is to assist the 
agencies whose function it is to create, issue, and maintain the standards, and to assure 
that a representative viewpoint of the telemetering community is involved in the 
standards process. 
The membership of the TSCC is limited to 16 full members, each of which has an 
alternate. Membership of technical subcommittees of the TSCC is open to any person in 
the industry who is knowledgeable and willing to contribute to the committee's work. The 
16 full members are drawn from government activities, user organizations, and 
equipment vendors in approximately equal numbers. To further ensure a representative 
viewpoint, all official recommendations of the TSCC must be approved by 10 of the 16 
members. 
Since its beginning, a prime activity of the TSCC has been the review of standards 
promulgated by the DoD Range Commanders' Council (RCC)--formerly those of the 
Inter-Range Instrumentation Group (IRIG) and later, those of the Telemetry Group (TG). 
These standards, used within the Department of Defense, have been the major forces 
influencing the development of telemetry hardware and technology during the past 30 
years. In this association, the TSCC has made a significant contribution to RCC 
documents in the fields of Radio Frequency (RF) telemetry, Time Division (TD) 
telemetry, Frequency Modulation (FM) telemetry, tape recording and standard test 
procedures. 
As the use of telemetering has become more widespread, the TSCC has assisted 
international standards organizations, predominately the Consultative Committee for 
Space Data Systems (CCSDS). In this relationship, the TSCC has reviewed standards 
for telemetry channel coding, packet telemetry, and telecommand. 
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Report 

 
 
To:  Directors of the International Foundation for Telemetering 
Date: May 2011 
Subject: 2010-2011 Annual report 
 
 
 
The Telemetering Standards Coordination Committee (TSCC) is chartered to serve as a focal 
point within the telemetering community for the review of standards documents affecting 
telemetry proposed for adoption by any of the various standards bodies throughout the world.  
With a diverse membership, representing government, aerospace industry, academia and 
manufacturers, the TSCC offers a forum for discussion of issues for the telemetry community. 
 
The TSCC held two general meetings during this reporting period. The first was held in 
October 2010 in conjunction with the 2010 International Telemetering Conference (ITC) in 
Las Vegas, Nevada.  The second meeting was a joint meeting with the RCC-TG in March 
2011 in Sanata Ynez Valley, California (Vandenberg AFB).  Additionally, the TSCC was 
represented at the European Telemetry Conference in Hamburg  Germany in May 2010.  The 
TSCC will also be represented at the ETSC (European Telemetry Standards Committee) 
meeting at the 2011 ETTC Show in Toulouse France in June.  The next TSCC meeting will 
be at the 2011 ITC Show followed by a spring meeting with the RCC-TG in early 2012.   
 
Over the past report period the TSCC has had 3 members resign and we have added 2 new 
members which brings the TSCC total up to 15 members (one less then our full number of 16 
members).  We currently have 7 members from industry/manufacturers, 6 members from 
government agencies, and 2 from the academic area.  We are looking for 1 new member and 
have several candadites under consideration. We have also lost our TSCC web master 
(retired) and we must rehost our website. We are looking for a new volinteer web master and 
we are working on rehosting our site. 
 
The TSCC presented the fith annual “Best Paper for Telemetry Standards” award at ITC 2010 
in San Diedo, CA.   The paper was: “IHAL AND WEB SERVICE INTERFACES TO 
VENDOR CONFIGURATION ENGINES” by John Hamilton, Timothy Darr, Ronald 
Fernandes (Knowledge Based Systems, Inc.),  Joe Sulewski (L-3 Telemetry East) and Charles 
Jones (Edwards AFB, CA). 
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Telemetering Standards Coordination Committee – 50th Annual 
Report – page 2 

 
The TSCC members & committees reviewed (and commented where necessary) on the 
following standards/Pink Sheets:  

 RCC TG Pink Sheet release for IRIG 106-11, IRIG 118, and TMATS Handbook 
 STANAG CST  
 TMATS Handbook 
 RCC 218-08 standard 
 TG IRIG-106-6, -9, -10 and 118 pink sheet changes  
 IRIG 106-11 Chapter 10 release update to IRIG 118  

 
The TSCC has been granted access to the INET working groups to enable us to make 
comments on work before it is open to the public.  TSCC subcommittees chairs are reviewing 
iNET standards to see which standards apply to their particular subcommittees. 
 
At  ITC 2010 in San Diego, the TSCC co-sponsored a joint special session with the Range 
Commanders Council – Telemetry  Group (RCC-TG) to allow for disseminating information and 
stimulating discussion about future telemetry standards.  For the TSCC portion, three TSCC members 
presented information about their connection with and application of Draft iNET standards.  Dan 
Skelley presented from prospective of  a TSCC member of iNET,   Lee Eccles discussed a like system 
in use (Boeing) and Lorin Klein discussed Eglin’s perspective of iNET. 

At ITC 2011 in Las Vegas later this year, the TSCC is working on a joint session with the C-Band 
Working Group.  This session will include guest presenters from the C-Band Working Group, industry 
and academia.  It will also include an open panel discussion on C-Band.  
 
The TSCC would once again like to request $1000 in funds from the IFT to support this years 
efforts. 
 
 
Respectfully submitted, 
Stephen Nicolo 
Chairman, TSCC 
 
 



 
 
INTERNATIONAL CONSORTIUM FOR TELEMETRY SPECTRUM 

 
The frequency spectrum allocated for telemetry purposes is increasingly at risk of 
reallocation to other purposes. For the aeronautical and astronautical 
communities, the main present threats are from the mobile satellite services 
(MSS), the personal communication services (PCS) and the digital audio 
broadcast satellite services (DBS). Other safety critical telemetry applications, 
such as missile termination, launch vehicle command/destruct, bio-medical and 
industry use are also under threat from terrestrial broadcasting applications. 
 
For the users, the application of radio telemetry is safety-critical or mission critical 
to the development and sustainment of the economic and security imperatives of 
many nations. But the importance of telemetry is little known or understood 
outside the user, engineering and test community. Strong political backing is not 
existent and a cohesive advocate group at regional and world radio-
communications conferences is lacking. 
 
Currently, the impacts of potential spectrum losses to the telemetering 
community are not adequately considered, consolidated or represented. This 
needs to change. Therefore an international group has been established to help 
consolidate impact statements and to advocate the protection of spectrum that is 
critical to continuing telemetry application. 
 
The initial steps taken to establish the International Consortium on Telemetry 
Spectrum (ICTS) were presented at a special workshop of the European Test 
and Telemetry Conference (ETTC) in Paris on 10 June 1999 and this was 
followed by a special workshop of the European Telemetry Conference held 30th 
May 2000 at Garmisch- Partenkirchen in Germany. The Charter and Bylaws 
were formally accepted and approved by the International Foundation for 
Telemetering Oct 25, 2001. The IFT at that time became the ICTS sponsoring 
organization. 
 
 
 
 
 



 

 

INTERNATIONAL CONSORTIUM  
FOR TELEMETRY SPECTRUM 
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Submitted by the ICTS Officers: 
 

Mr Mikel R. Ryan (USA), Chairman 

Mr. Jean-Claude Ghnassia (France), Vice-Chairman 

Mr. Darryl Holtmeyer (USA), Secretary/Treasurer 
 

Regional Coordinators: 
 

Mr. Jean-Claude Ghnassia (France), (Acting) Region 1 Coordinator 

Mr. Ray Faulstich (USA), Region 2 Coordinator 

Mr. Darrell Ernst (USA), (Acting) Region 3 Coordinator 
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Highlights 

 

The ICTS held Business Meetings and General Sessions in October 2010 (San Diego USA) 

and in June 2011 (Toulouse France).  At the ITC 2010 we reiterated the core values and 

missions of the ICTS to the satisfaction of the IFT Board of Directors: 

   

 The ICTS is an information gathering and distribution forum.  

 The ICTS is funded to gather and distribute information only via their website, 

newsletters, and member networking. 

 The ICTS/IFT does not fund, nor endorse the activities of any corporate entities.  

 While "outreach" is something the ICTS can report on, it is not performed by the 

ICTS.  The ICTS can support those who do this with information and data but the 

ICTS avoids any appearance of political decision-making or persuasion efforts. 

In addition we conducted the 2010 ICTS Officer elections.   Results are as follows: 

 

Chairman:     Mr. Mikel Ryan (USA) 

Vice Chairman:      Mr. Jean-Claude Ghnassia (FR) 

Secretary/Treasurer:    Mr. Darryl Holtmeyer (USA) 

Region 1 Coordinator:   Mr. Jean Isnard (FR) 

Region 2 Coordinator:   Mr. Ray Faulstich (USA) 

Region 3 Coordinator:   Mr. Darrell Ernst (USA) (acting)  

  

There are several World Radiocommunication Conference (WRC)-2012 Agenda Items (AI) 

that, if left unchallenged, will adversely affect the worldwide telemetry community by 

targeting our prime telemetry bands: 

 

 • AI 1.3 – Command & Control for Unmanned Aircraft Systems flying in civil 

airspace: Some countries are still thinking about using 5091-5150 MHz. 

• AI 1.4 – Airport ground network for ground aircraft safety: Designated co-

primary with telemetry in 5091-5150 MHz at WRC-2007.  WRC-2012 is considering 

additional spectrum. 

• AI 1.5 – Electronic News Gathering (ENG): ENG often requests operations in 

telemetry bands. 

• AI 1.25 – Expansion of Mobile Satellite Services (MSS) into new bands in the 4-

16 GHz range: One proposed MSS band, 5150-5250 MHz, would cause severe interference 

in the internationally-allocated 5091-5150 MHz telemetry band.  In a related coup for both the 

USA telemetering community and our efforts to augment, not just defend, our spectrum assets 

the USA DoD successfully negotiated the pending reallocation of the 5150-5250 MHz band 

for telemetering purposes.  This brilliant subterfuge was made necessary by the looming 

migration of telemetering operations from the 1755-1850 MHz band to accommodate future 

commercial 4
th

 and 5
th

 Generation Wideband Systems nationwide.  At the WRC-2012 the 

USA Delegation will propose “No change to the Radio Regulations” because (among other 

factors) their “Military systems should be protected from any new MSS allocation.”  These 

military systems include: “5 150-5 250 MHz – Future Aeronautical Mobile Telemetry 

Systems.” 
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• AI 8.2 – Additional Broadband Wireless Access allocations in 400-4400 MHz: 

As the development of Mobile Broadband Systems will likely be the dominant issue for the 

foreseeable future the USA’s NTIA has proposed this as an AI for WRC-2015. 

 

Unfortunately though, due to severe budget cuts to both members and sponsoring 

organizations ICTS members will not attend the WRC-2012 to work our usual magic with the 

delegates.  In the past, to intercept inaccuracies, bad ideas and incomplete sharing studies 

before they get to the ITU Working party level, ICTS members would personally participate 

in numerous telemetry-crucial International Conferences involving the regional alliances 

(CEPT, CITEL, APT, etc.) and some key administrations where we have ICTS contacts 

(France, USA, Germany, South Africa, Australia, Korea, India, Indonesia, Brazil, etc).  

Otherwise, by the time the incompatible sharing idea gets to the Working Party it has usually 

gathered a certain degree of support within an administration and/or regional alliance and is 

more difficult to address or quell.  But lack of funding has curtailed member travel (the 

famous “ICTS Road Warriors”), severely limiting efforts to gather and distribute information, 

intercept and challenge harmful proposals, and educate telemetry practitioners around the 

world.  While we still have the ICTS website, newsletter, and network our considerable past 

successes proved the importance of face-to-face interaction with telemetry policy-makers 

worldwide.  If these policy-makers are not equipped to take active positions to protect both 

the new bands allocated in 2007 and the existing AMT bands, these new AIs could lead to the 

introduction of incompatible services to the existing and future AMT bands.  The risk of the 

international telemetering community losing what it gained is high. 

 

Summary 

 

The vital mission of the ICTS has just begun.  We have excellent membership numbers from 

Regions I and II and are getting the message out to the international community through the 

IFT, the International Test and Evaluation Association, and the Society of Flight Test 

Engineers.  Members regularly offer papers at technical conferences, trade journals and 

newsletters that bring the ICTS and its mission forward.  As many national bodies are still 

unaware of the threats and the issues, ICTS members (like Mr. Jean-Claude Ghnassia and Dr. 

Gerhard Mayer) continue to make concerted yet largely unfunded efforts to inform their 

national regulatory bodies and ITU representatives of the AMT encroachment issue.  Our 

inability to fund and expand their efforts will directly impact their effectiveness. 

 

Commercial interests such as mobile Satellite Communications, Digital Audio Broadcasting, 

Personal Communication Services, Long Term Evolution Networks and many, many others 

will continue to seek additional airwaves for their services at our expense.  We need to 

prevent further erosion and interference from these services to protect vital telemetry 

capability.  The ICTS will continue to closely monitor work in ITU Working Parties 8B and 

8D with regards to telemetry spectrum encroachment.  The ICTS will pay a major role in 

distributing studies and technical reports to members in support of AMT defence as they need 

to ensure this information is in the right hands within their governments to gather support for 

favorable spectrum allocations.  The coming years, filled with domestic and global threats to 

telemetry spectrum, will be crucial to the international telemetering community.  The inability 

of the ICTS and its membership to effectively inform the international community of the 

potential impact of these threats can put the future of telemetering at risk.  
 

 



Lawrence Rauch Best Standard's Paper Award Winners: 

 

 2006: 

“CHAPTER 10 RECORDING STANDARD UPDATE” 

Michael T. Lockard, James A. Garling, EMC Corporation, Solutions Engineering Group, Irvine, 

CA 

 

2007: 

“RANGE COMMANDER'S COUNCIL (RCC) TELECOMMUNICATIONS AND TIMING 

GROUP (TTG) UPDATE ON TM OVER IP STANDARD DEVELOPMENT” 

Brian Eslinger, Bob Kovach, TYBRIN Corporation 

 

2008: 

“CONSIDERATIONS FOR DEPLOYING IEEE 1588 V2 IN NETWORK-CENTRIC DATA 

ACQUISITION AND TELEMETRY SYSTEMS” 

Todd Newton, Evan Grim, Myron Moodie,  Southwest Research Institute Automation and Data 

Systems Division, San Antonio, TX USA 

 

2009: 

“KEY COMPONENTS OF THE INET TEST ARTICLE STANDARD” 

Thomas B. Grace (Naval Air Systems Command (NAVAIR)Patuxent River, Maryland), Joshua 

D. Kenney, Myron L. Moodie, Ben A. Abbott, Southwest Research Institute,  San Antonio, 

Texas 

 

2010: 

“IHAL AND WEB SERVICE INTERFACES TO VENDOR CONFIGURATION ENGINES” 

John Hamilton, Timothy Darr, Ronald Fernandes,  Knowledge Based Systems, Inc , Joe 

Sulewski, L3 Communications - Telemetry East, Charles Jones, Edwards AFB 
 



ITC Student Paper Winners 
 
 
Year Awardee 
1989 Leonard T. Lee, Cornell University,   Liverpool, New York,  
 Jitter  Sampling of Deterministic Signals and Noise 
 

Daniel A. Durbin, California Polytechnic State University,  
San Luis Obispo, CA 
IBM PC Voice Mail Cards 

 
 Troy Gammill, New Mexico State University, Las Cruces, New Mexico, 
 Apache Telemetry Antenna Analysis 
 
 
1990 No known awardee 
 
 
1991 Julliette Lyn Moser, New Mexico State University, Las Cruces, New Mexico, 
 Subcarrier Placement in  PCM-FM-FM/FM Modulation Scheme 
 
 
1992 First Place - Stanley Hirsch, University of Texas at El Paso,  
 A Biotelemetry Unit For Monitoring Nocturnal Bruxism 
 
 Second Place - Anna Marie May, New Mexico State University, Las Cruces, New 
 Mexico,  
 TDRSS Availability From The Lunar Surface 
 
 Third Place - Henry D. Jacobsen, Brigham Young University, Provo, Utah,  
 Some Measured Performance Bounds And Implementation Considerations For The 
 Lempel-Ziv-Welch Data Compaction Algorithm 
 
 
1993 First Place, Graduate Student - Christopher E. Loebner, New Mexico State University, 
 Las Cruces, New Mexico,  
 Bit Error Problems With DES 
 
 First Place, Undergraduate Student - Michael W. Josie, Brigham Young University, 
 Provo, Utah,  
 An Alternative Soft-Decision Decoder 
 
 
1994 First Place Graduate Student – Timothy O. Minnix, New Mexico State University, 

CCSDS Data Link Service Allocation for MIL_STD_1553B Bus Architecture on Small 
Payloads. 

 
 Second Place Graduate Student, N. Thomas Nelson, Brigham Young University, 

Probability of Bit Error on a Standard IRIG Telemetry Channel Using the Aeronautical 
Fading Channel Model. 

 



 First Place Undergraduate Student, Dawnielle C. Baca, New Mexico State University, 
Data Acquisition, Analysis, and Simulation System (DAAS). 

 
 
1995 First Place Undergraduate Student – Brian J. Mott and Kevin D. Wise, Brigham Young 

University,  
 An ACTS Mobile Receiver Simulation 
 
 
1996  First Place, Graduate Student  - Ruben Caballero,   New Mexico State University, 
 8PSK Signaling Over Non-Linear Satellite Channels. 
 
 Second Place Graduate Student – Monica Sanchez, New Mexico State University, 

Doppler Extraction for a Demand Assignment Multiple Access Service For NASA’S 
Space Network. 

 
 First Place Undergraduate Student – Navid Sabbaghi, University of California, Berkeley, 

Overcoming The Constraints On Modeling Telemetry In VR Systems. 
 
 Second Place Undergraduate Student – Christopher S. Gardner, New Mexico State 

University, ACTS Propagation Experiment And Solar/Lunar Intrusions. 
 
 

1997 First Place, Graduate Student - Eric S. Otto, New Mexico State University, Digital 
CPFSK Transmitter and Non-Coherent Receiver/Demodulator Implementation 

 
Second Place, Graduate Student - Ali Ghrayeb, New Mexico State University,  
On Symbol Timing Recovery in All-Digital Receivers 

 
Honorable Mention, Graduate Student - Michael A. Swartwout and Christopher A. Kitts, 
Stanford University,  
Automated Health Operations for the Sapphire Spacecraft 

 
Undergraduate Paper Award - Kenneth Welling, Brigham Young University,  
Analysis of JDAM Tests at China Lake 

 
 
1998    First Place Graduate Student - Paul C. Haddock, 

Advisor: Stephen Horan, New Mexico State University, 
Telemetry Data Collection from Oscar Satellites 

 
Second Place Graduate Student - Kenneth Welling, Advisor: Michael Rice, 
Brigham Young University,  
A Narrowband Model for Aeronautical Telemetry Channels 

 
First Place Undergraduate Student - Brent L. Bachim, Advisor: Stephen Weis, 
Texas Christian University,  
Design and Testing of a Single Optical Fiber Telemetry Link for Use in Rugged 
Environments 

 



Second Place Undergraduate Student - Donald E. Crockett, David V. Arnold, 
Michael A. Jensen, Advisor: Michael Rice, Brigham Young University,  
The Design and Construction of a C-Band Rail–SAR and an S-Band Doppler 
Radar 

 
 
1999 First Place Graduate Student – Kenneth Welling, Brigham Young University,  
 Coded Orthogonal Frequency Division Multiplexing for the Multipath Fading Channel  
 

Second Place Graduate Student – Atle Borsholm, New Mexico State University, 
Modeling of the Surface Attenuation Effects of Rain on Composite Antenna Structures at 
Ka-Band 

 
First Place Undergraduate Student – David Landon, Brigham Young University,  
Doppler Bandwidth Characterization of ARTM Channel Sounding Data 
 
Second Place Undergraduate Student – Jed Kelsey, Brigham Young University, 
Autonomous Soccer-Playing Robots  

 
 
2000 First Place Graduate Student – Adam T. Davis, Brigham Young University,  
 Dynamic Behavior of Multipath Interfernce in ARTM Channel Sounding Data 
 

Second Place Graduate Student – David Landon, Brigham Young University,  
Parametric Estimation of the Scattering Function for ARTM Channel Sounding Data 

 
 
2001 First Place Graduate Student – Michael Grubinger and Felix Strohmeier, University of 

Salzburg, Austria,  
 Autonomous Acquisition of Environmental Data in a Global Network Environment 

  
Second Place Graduate Student – Vilas Uchil, University of Missouri – Rolla,  
Feasibility of a Bluetooth Based Structural Health Monitoring Telemetry System 

 
First Place Undergraduate Student – Kyle Hittle and Joel Coleman, The University of 
Arizona,  
A Small Satellite for Measuring Atmospheric Water Content; Part II, Crosslink and Data 
Collection 

  
 

2002 First Place Graduate Student – Srivatrsan Kandadai, New Mexico State University, 
 Object Detction and Localization in the Wavelet Domain 
  

Second Place Graduate Student – Anirban Chadraborti, New Mexico State University, 
Using MDP for Telemetry Data Transfers 

 
First Place Undergraduate Student – Rob Franklin and Walter Johnson, Brigham Young 
University,  
Effective Ball Handling and Control in Robot Soccer 
 



Second Place Undergraduate Student – Steven Olson, Chad Dawson, and Jared 
Jacobson, Brigham Young University,  
Design and Development of an Autonomous Soccer-Playing Robot 

 
 
2003 First Place, Graduate Student – Erik Perrins, Brigham Young University,  
 Multi-Symbol Noncoherent Detection of Multi-H CPM 

 
Second Place, Graduate, - Joseph Dagher,  The University of Arizona,   
Compression for Storage and Transmission of Laser Radar Measurements. 

 
First Place, Undergraduate Student – Kendall Mauldin, New Mexico State University, 
Satellite Ground Station Security Using SSH Tunneling 

 

2004 First Place Graduate -Erik Perrins, Advisor: Michael Rice, Brigham Young University, 
An Alternate Proposal for ARTM CPM. 

 
Second Place Graduate - Clayton W. Commander, Advisors: Panos Pardalos and Carlos 
Oliveira, Texas A&M University and University of Florida,  
Reactive Grasp with Path Relinking for Broadcast Scheduling. 

 
First Place Undergraduate - Chad DeConink, Sarah DeConink, James Dean, Brad Martin, 
Advisor: Kurt Kosbar, Univerfsity of Missouri – Rolla,  
EMI and Software Improvements to the Solar Miner IV Telemetry Processor. 

 
Second Place Undergraduate - Daniel Doonan, Mei-Su Wu, Michael Lee, Advisors: Hua 
Lee and Leroy Laverman, University of California, Santa Barbara,  
Design and Development of Wireless Flourometry Networks. 
 
 

2005 First Place Graduate Student – Christopher Potter, Adam Panagos, William Weeks, 
Advisor: Kurt Kosbar, University of Missouri – Rolla,  

 Optimal Training Parameters for Continuously Varying MIMO Channels. 
 

Second Place Graduate Student – Mason Wardle, Advisor: Michael Rice, Brigham 
Young University,  
EFTS Receiver with Improved Performance. 
 
Undergraduate Student – Martin Hinterseer, Christoph Wegscheider, Advisor: Gerhard 
Mayer, University of Salzburg,  
Acquisition and Transmission of Seismic Data Over Packet Radio. 

 
 
2006 First Place Graduate Student - Adam Panagos, Advisor: Kurt Kosbar, University of 

Missouri – Rolla, Analytic Solutions for Optimal Training on Fading Channels 
 

Second Place Graduate Student - Tom Nelson, Advisor: Michael Rice,  Brigham Young 
University,  
Reduced Complexity Trellis Detection of SOQPSK-TG 

 



First Place Undergraduate Student - Nicholas Clark, Fiona Dunne , Advisors ; Hua Lee 
and Maurice Chin, University of California, Santa Barbara,  
Integrated Cameras As A Replacement for Vehicular Mirrors 

 
Second Place Undergraduate Student - Brian Kirkpatrick, Chris Prounh, Clarence 
Rowland, Raymond Ryckman, Elizabeth Winton, Advisor: Erik Spjut, Harvey Mudd 
College, Design and Construction Of An Optical Telemetry System 

 
2007 

First Place Graduate Student - Xiaoyu Dang, Advisor: Michael Rice, Brigham Young 
University, An Optimum Detector for Space-Time Trellis Coded Differential MSK 

 
Second Place Graduate Student - Prashanth Chandran, Advisor: Erik Perrins, University 
of Kansas, Symbol Timing Recovery for SOQPSK 

 
Honorable Mention Graduate Student - Olusola Babalola, Advisor: Richard Dean, 
Morgan State University,  
Optimal Configuration for Nodes in Mixed Cellular and Mobile Ad Hoc Network for 
INET 

 
Undergraduate Student Paper Winners - NONE in 2007  

 
 
2008 First Place Graduate Student - Yacob Astatke, Advisor: Richard Dean, Morgan State 

University, Distance Measures for QOS Performance Management in Mixed Networks. 
 

Second Place Graduate Student - Ricardo Luna, Hrishikesh Tapse, Advisor: Deva Borah, 
New Mexico State University, 
An Analysis on the Coverage Distance of LDPC-Coded Free-Space Optical Links. 

 
First Place Undergraduate Student - Kristin Jagiello, Mahmut Zafer Aydin, Wei-Ren Ng, 
Advisors: William Ryan, Michael Marcellin, and Ali Bilgin, Univefrsity of Arizona, 
Joint JPEG2000/LDPC Code System Design for Image Telemetry. 

 
Second Place Undergraduate Student  - Andrea Chaves, Bruno Mayoral, Hyun-Jin Park, 
Mark Tsang, Sean Tunell, Advisors: Michael Marcellin and Hao Xin, Wireless Sensor 
Networks: A Grocery Store Application. 

 
 
2009 First Place Graduate Student - Gino Rea, Advisor: Erik Perrins, University of Kansas, A 

System-Level Description of a SOQPSK-TG Demodulator for FEC Applications 
 

Second Place Graduate Student - Abhishek Gupte,, Advisor: Kurt Kosbar, Missouri 
University of Science and Technology,  
A Method for Tracking The Accuracy of Channel Estimates in MIMO Receivers. 

 
First Place Undergraduate Student - Wade  Lichtsinn, Evan McKelvy, Adam Myrick, 
Dominic Quihuis, Jamie Williamson, Advisors: Elmer Grubbs and Michael Marcellin, 
University of Arizona,  
Remote Imaging System Acquisition (RISA). 

 



Second Place Undergraduate Student - John Seaber, Jacob Barkley, Tony Ngo, Adam 
Poettgen, Advisor: Kurt Kosbar, Missouri University of Science and Technology, A 
Programmable Dual Modulator Testbed for MIMO Applications. 
 
 
 

2010 Undergraduate First Place:  Adrian Lizarraga, Britanny Lynn, and Jeremiah Lange, 
Authors.  REMOTE IMAGING SYSTEM ACQUISITION (RISA) SPACE 
ENVIRONMENT MULTISPECTRAL IMAGER.  Faculty Advisors: Dr. Elmer Grubbs and 
Dr. Michael Marcellin.  University: University of Arizona 

 
 

Undergraduate Second Place: Clinton Guenther, Robert Mertens, and Adam Lewis, 
Authors.  TELEMETRY SYSTEM FOR THE SOLAR MINER VII.  Faculty Advisor: Dr. 
Kurt Kosbar.  University: Missouri University of Science and Technology 

 
 

Graduate First Place:  Han Oh, Author. VISUALLY LOSSLESS COMPRESSION BASED 
ON JPEG 2000 FOR EFFICIENT TRANSMISSION OF HIGH RESOLUTION COLOR 
AERIAL IMAGES.  Faculty Advisors:  Dr. Michael Marcellin and Dr. Ali Bilgin.  
University: University of Arizona 
 

  
Graduate Second Place:  Yacob Astatke, Author. QoS PERFORMANCE 
MANAGEMENT IN MIXED WIRELESS NETWORKS.  Faculty Advisor: Dr. Richard 
Dean.  University: Morgan State University 
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Tuesday, October 25

th
, 1:30 – 4:30 p.m.                                                        

 

Session 1 C-Band Implementation 

Chair Ronald Pozmantier, Air Force Flight Test Center, Edwards AFB 

  

  

1:30 p.m. “A Comparison of L-Band and C-Band Multipath Propagation at Edwards AFB” 

11-01-01 Michael Rice and Michael Jensen, Brigham Young University 

  

 L- and C-band propagation data based on multiple transmit and receive antennas in 

the flight-line environment at Edwards AFB are summarized and compared. 

  

  

2:00 p.m. “C-Band Telemetry an Aircraft Perspective” 

11-01-02 Bruce Johnson, Naval Air Warfare Center Aircraft Division Patuxent River, MD 

  

 Aircraft specific issues and impacts of utilizing a C-band telemetry system on a new or 

existing instrumentation system are explored. 

  

  

2:30 p.m. 

11-01-03 
“Design and Development of a Thin Conformal C-Band Telemetry Antenna for a 

Small Diameter Missile” 

 Tony Cirineo, Rick Davis, Marvin Boyd, and Scott Kujiraoka, Naval Air Warfare 

Center Weapons Division, China Lake and Point Mugu, CA 

  

 Various design studies and options that were explored for the preliminary design of a 

C-band telemetry antenna mounted conformal to a small diameter missile are 

presented. 

  

  

3:00 p.m. “Initial Efforts in Augmenting a Missile Telemetry Unit to Operate in C-Band” 

11-01-04 Scott Kujiraoka, Russell Fielder, and Robert Troublefield,  Naval Air Warfare Center 

Weapons Division, Point Mugu and China Lake, CA 

  

 The efforts required to augment a missile telemetry unit from S-band operations to C-

Band is described. 
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th

, 1:30 – 4:30 p.m.                                                        

 

Session 2 iNET Topics 

Chair Bruce Lipe, Air Force Flight Test Center, Edwards AFB 

  

  

1:30 p.m. “iNET System Design Concepts” 

11-02-01 Ben Abbott,  Maria Araujo, Myron Moodie, and Todd Newton, Southwest Research 

Institute, and Thomas Grace, Naval Air Systems Command, Patuxent River, MD 

  

 Decisions about the iNET Telemetry Network System‟s behavioral design and other 

decisions affecting the selection and design of systems components are presented. 

  

  

2:00 p.m. “iNET Interoperability Tools” 

11-02-02 Maria Araujo, Ray Seegmiller, Patrick Noonan, Todd Newton, Chris Samiadji-Benthin 

and Myron Moodie, Southwest Research Institute, and Thomas Grace and William 

Malatesta, Naval Air Systems Command, Patuxent River, MD 

  

 Discussed are the tools that are being developed by the iNET program which 

implement the technologies and protocols specified in the iNET standards. 

  

  

2:30 p.m. “Accomplishing Seamless IP Mobility in iNET Systems” 

11-02-03 Myron Moodie,  Maria Araujo, Todd Newton, and Ben Abbott, Southwest Research 

Institute, and Thomas Grace, Naval Air Systems Command, Patuxent River, MD 

  

 The iNET program has developed a specialized communication link management 

control.  The paper describes the construction of a „virtual router‟ and explains the 

performance issues that required it. 

  

  

3:00 p.m. “Control System Analysis of a Telemetry Network System (TmNS)” 

11-02-04 Maria Araujo, Myron Moodie, and Ben Abbott, Southwest Research Institute, and 

Thomas Grace, Naval Air Systems Command, Patuxent River, MD 

  

 The hierarchy of the iNET Telemetry Network System control loops is discussed with 

an analysis of how these loops interact. 

  

  

3:30 p.m. 

11-02-05 
“Challenges of Implementing an iNET Transceiver for the Radio Access Network 

Standard (RANS)” 

 Mark Geoghegan, L3-Nova Engineering 

  

 The challenges (including: modulation and coding, burst TDMA structure, spectral 

containment, waveform acquisition and efficient data recovery) of implementing the 

wireless RF transceiver portion on the iNET RANS are addressed. 
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4:00 p.m. 

11-02-06 
“Telemetry Network System (TmNS) Link Management Modeling and 

Simulation” 

 Ray O’Connell and Lyle Webster, RoboComAI 

  

 The TmNS employs a novel channel access approach.  At the heart is the Link 

Manager which performs real time adjustments to the transmission windows as it 

senses changes in the network. 
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Tuesday, October 25
th

, 1:30 – 4:30 p.m.                                                        

 

Session 3 Modulation and Coding 1 

Chair Gerhard Mayer, GVM Consultants 

  

  

1:30 p.m. 

11-03-01 
“Methods of Searching for Trapping Sets of Quasi-Cyclic LDPC Codes and their 

Applications in Code Construction” 

 Dung Viet Nguyen, University of Arizona 

  

 A methodology that searches for harmful subgraphs or trapping sets that cause 

degradation to LDPC codes is presented along with its use in the construction of good 

LDCP codes. 

  

  

2:00 p.m. “Novel BICM HARQ Algorithm Based on Adaptive Modulations” 

11-03-02 Kuldeep Kumar, Javier Perez-Ramirez, and Deva Borah, New Mexico State University 

  

 A novel type-II hybrid automatic repeat request algorithm using adaptive modulations 

and bit-interleaved coded modulations is presented.  The proposed approach, when 

compared to a reference technique, exhibits improved performance. 

  

  

2:30 p.m. 

11-03-03 
“On the Simulation of FEC SOQPSK-TG Systems with Symbol by Symbol and 

SOVA Decoding Methods” 

 Wenshuai Hou, University of Kansas 

  

 A number of encoding (serial concatenated convolution code and low-density parity-

check) and decoding (soft-output Viterbi algorithm and symbol by symbol) methods for 

SOQPSK-TG are evaluated with simulated performance under additive white 

Gaussian noise. 

  

  

3:00 p.m. 

11-03-04 
“Performance of Coded 16-QAM OFDM Modulation with Equalizer Over an 

Aeronautical Channel” 

 Wannaw Assegu and Ibrahim Fofanah, Morgan State University 

  

 The performance of OFDM with 16-QAM over an aeronautical channel is evaluated.  

Techniques are employed to meet the challenges of high mobility and a time varying 

channel. 

  

  

3:30 p.m. 

11-03-05 
“Telemetering Method Using Delayed Frame Time Diversity (DFTD) and Reed-

Solomon Code” 

 Kwang-Ryul Koh and Sang-Bum Lee, Agency for Defense Development, Daejeon, 

Korea  and Whan-Woo Kim, Chungnam National University 

  

 The performance of a method consisting of delayed frame time diversity as the inner 

code and Reed-Solomon as the outer code is compared to traditional methods for 

applications in environments exhibiting deep fades. 
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th

, 1:30 – 4:30 p.m.                                                        

 

Session 4 Sensor Systems and Networks 

Chair Lee Eccles, Boeing Commercial Aircraft 

  

  

1:30 p.m. “3-D Direction of Arrival Estimation with Two Antennas” 

11-04-01 Xiaoju Yu and Hao Xin, University of Arizona 

  

 Inspired by the human auditory system, an improved direction of arrival technique 

using only two antennas with a scatterer in between them to achieve additional 

magnitude cues is proposed. 

  

  

2:00 p.m. 

11-04-02 
“Using Analog Telemetry to Measure Equipment Mission Life and Upgrade 

Factory Equipment ATP” 

 Len Losik, Failure Analysis 

  

 For equipment and systems that are too expensive and too important to fail such as 

launch vehicles and spacecraft, the actual reliability is dominated by infant mortality 

failures that occur soon after dynamic environmental acceptance test procedures,  The 

equipment with accelerated aging that is present after ATP can be replaced, stopping 

infant mortality failures. 

  

  

2:30 p.m. “Residential Telemetry Applications for HVAC Control” 

11-04-03 Cassie Unruh, Austin Johnson, and Lisa Nordman, Missouri University of Science and 

Technology 

  

 Much of the energy consumed in developed countries is for resident heating and 

cooling.  A low data rate, wireless ad hoc network of sensors and dedicated 

microcontroller system is deployed to control a residential HVAC system.  

  

  

3:00 p.m. 

11-04-04 
“Image Reconstruction and Resolution Enhancement Algorithm for FMCW 

Medical Ultrasound Imaging Systems” 

 Michael Lee, University of California Santa Barbara 

  

 An overview of the research on the design and development of the high-performance 

image reconstruction and resolution enhancement algorithm for an advanced medical 

ultrasound imaging system is presented. 

  

  

3:30 p.m. “Wireless Sensor Network” 

11-04-05 Shailendra Simkhada, Christopher Lee, David Venderwerf, Miranda Tyree, and Tyler 

Lacey, University of Arizona 

  

 The design and implementation of a wireless sensor network realized as part of a 

Senior Design Project is described.  The project implemented a low power, reliable 

environmental wireless sensor network that can function autonomously for an extended 

period of time requiring very low or no maintenance. 
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Tuesday, October 25
th

, 1:30 – 4:30 p.m.                                                        

 

Session 5 RF Design: Transmitters, Receivers , and Demodulators 

Chair Gene Law, CSC Range and Engineering Services 

  

  

1:30 p.m. “A Blind Partially Coherent Multi-H CPM Receiver for Aeronautical Telemetry” 

11-05-01 Shaheen Samad, Lumistar Inc. 

  

 Multi-H Continuous Phase Modulation is a highly bandwidth efficient constant 

amplitude modulation scheme.  This paper presents a receiver design that implements 

a hybrid, partially coherent detection scheme that takes advantage of the positive 

aspects of both coherent and non-coherent detection. 

  

  

2:00 p.m. “ARTM Telemetry Receiver Architecture Analysis and Design” 

11-05-02 Paul Dourbal, Ivan Goranov, Val Fleyshman, L-3 Telemetry-East 

  

 Fundamental concepts of a recursive analytical method for characterizing receiver 

architectures based on component parameters are introduced.  Using the proposed 

techniques, any receiver architecture can be accurately characterized and architecture 

effects on performance figures for receivers of different ARTM waveforms and data 

rates can be shown. 

  

  

2:30 p.m. “Multipath Mitigation on an Operational Telemetry Link” 

11-05-03 Arnaud Gueguen, David Auvray, Zodiac Data Systems  

  

 An analysis of mobile multipath propagation in telemetry based on recorded 

operational signals, both at the transmitter and receiver sides is presented.  The focus 

is on typical environments at a flight test center that exhibits critical multipath channel 

characteristics. 

  

  

3:00 p.m. “The Effects of Phase Noise on Trellis FM & SOQPSK Data Links” 

11-05-04 Douglas O’Cull, SEMCO 

  

 This paper addresses how phase noise outside of the current IRIG standard affects the 

performance of a FM data link when using a trellis demodulator, as well as the 

performance of a SOQPSK data link in a high noise environment, 
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th

, 1:30 – 4:30 p.m.                                                        

 

Session 6 Range Safety 

Chair Lance Self, Air Force Research Laboratory 

  

  

1:30 p.m. “Cost Effective COTS Microphone Array for Range Safety Applications” 

11-06-01 Ryan Goodlin, Brad Grafelman, and Troy Wolz, Missouri University of Science and 

Technology 

  

 In range safety and surveillance applications, it is helpful to have an array of sensitive 

directional microphones.  Using beamforming and feature extraction, one can use such 

an array to locate, track, and identify a variety of targets.  This paper shows how one 

can construct such an array from sub-arrays of small inexpensive, COTS microphones. 

  

  

2:00 p.m. “The Subminiature Flight Safety System” 

11-06-02 Tracy Woodard, Eglin AFB and Chris Dehmelt, L-3 Communications -Telemetry East 

  

 SFSS is a universal, small, and low cost redundant flight termination that incorporates 

encoding, processing, and TSPI capacities that provide critical health/safety/welfare 

monitoring and allows for highly efficient telemetering of all weapon application and 

FTS data. 

  

  

2:30 p.m. 

11-06-03 
“Failsafe Performance and Design Principles of Redundant Cross Strapped RCC 

319-07 Flight Termination Receivers in a FTS System” 

 Gregory Moul, Herley Industries, Inc. 

  

 The RCC 319-07 compliant Flight Termination Receiver when configured in a dual 

cross strapped Flight Termination System can provide enhanced fail safe condition 

monitoring and automatic fail safe condition response capabilities in missile, rocket, 

or target platforms. 

  

  

3:00 p.m. 

11-06-04 
“Using Telemetry to Measure Equipment Mission Life on the NASA Orion 

Spacecraft for Increasing Astronaut Safety” 

 Len Losik, Failure Analysis 

  

 The surprise failure of two NASA Space Shuttles and the premature failure of satellite 

subsystem equipment on NASA satellites are motivating NASA to adopt an engineering 

discipline that uses telemetry specifically developed for preventing surprise equipment 

failures. 
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3:30 p.m. “Development of a Subminiature Enhanced Flight Termination Receiver” 

11-06-05 Tracy Woodard, Eglin AFB, Jeff Vetter and Jason Rodzinak, L-3 Communications 

Cincinnati electronics 

  

 This paper presents a novel approach for the design, implementation and test of an 

Ultra-Miniature Flight Terminate System Receiver for use in the Subminiature Flight 

Safety System (SFSS). This receiver implements the new Enhanced Flight Termination 

System (EFTS) protocol, while maintaining a volume of less than 1 cubic inch with 

power consumption of less than 2 watts and meeting the rigorous requirements of the 

Range Commanders Council (RCC) specifications. 
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th

, 1:30 – 4:30 p.m.                                                       

 

Session 7 Data Management 

Chair Archie Moore, Spiral Technology 

  

  

1:30 p.m. “Examining the Duplication of Flight Test Data Centers” 

11-07-01 Stephen Vickers, Lockheed Aeronautical 

  

 Today, each new aircraft program builds a separate data center for post flight 

processing to include operations, system administration, and management.  This paper 

is a condensed form of research on how the methodology of continuing to build data 

centers cost the aircraft company millions of dollars in development. 

  

  

2:00 p.m. 

11-07-02 
“Contributions to Data Post-Processing in Sending Sampled Parameters at 

Critical Moments on Unmanned Aerial” 

 Manuel Sanchez Rubio and Rafael Armengod, INTA - National Institute of Aerospace 

Technology, Luis de-Marcos, Jose-Javier Martinez, University of Alcala, Spain 

  

 This paper investigates the different stages to allow creation of a model to provide a 

better understanding of what happens to parameters that measure physical quantities 

related to the behavior of both burst and reaction based on a data transmission via 

radio modem. 

  

  

2:30 p.m. “A Service-Based Approach for Intelligent Agent Frameworks” 

11-07-03 Randall Mora and Jerry Hill, Avum Inc. 

  

 A service-based Intelligent Agent approach for machine learning and data mining of 

distributed heterogeneous data streams is described 

  

  

2:30 p.m. 

11-07-04 
“Use of Multi-Threading, Modern Programming Language, and Lossless 

Compression in a Dynamic Commutation/Decommutation System” 

 Mark Wigent and Scott Matsumura, SAIC and Dr. Andrea Mazzario, Kauai Software 

Solutions 

  

 Dynamic Commutation and Decommutation System (DCDS) optimizes telemetry data 

transmission in real time. The goal of DCDS is to improve spectrum through changing 

and optimizing contents of the telemetry stream during system test. When compared to 

serial streaming telemetry, real time re-formatting of the telemetry stream does require 

additional processing onboard the test article. Performance gains of the system have 

been achieved by significant multi-threading of the application, allowing it to run on 

modern multi-core processors.   
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Wednesday, October 26
th

, 8:30 – 11:30 a.m.                                                        

 

Session 8 Joint Telemetry Standards Coordinating Committee (TSCC) and C-Band 

Working Group: “C-Band: Requirements to Implementation”  

Special Session 

Chair Steve Nicolo, GDP Space Systems, TSCC Chairman 

  

  

 This session will provide an overview as well as status of the C-Band effort as it relates 

to the telemetry community.  This is a joint Telemetry Standards Coordinating 

Committee (TSCC) /C-Band Working group secession sponsored by the TSCC.  At the 

end of the session there will be open panel discussion in which the audience can ask 

questions.  
 Intro/Agenda Review (TSCC) …………………………………….…...………Steve Nicolo 

 Opening Remarks - Test Resource Management Center……….…….…. Gerald Christeson 

 C-Band Spectrum Regulatory Status- AFSMO …………………………….Fred Moorefield 

 C-Band Working Group (DoD) ……………………….…………….………..Patrick Feeley  

 C-Band Channel Characteristics ………………………………...…………Dr Michael Rice 

 BREAK 

 C-Band Hardware Overview  (Transmitters, Receivers, Antennas)…….Vendors Presenting  

o L-3  

o Lumistar…………...Kalyan Farrington 

o Orbit……………… Yosi Avraham     

o Quasonix………….Terry Hill  

o SEMCO..…………..Doug O’Cull  

o TCS 

o TTC………………..Paul Cook 

o ViaSat……………..Ed Payne 

 TSCC ……………………………………………….…….….[State of C-Band Standards] 

 Open Panel Discussion [Q & A Session] 
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Session 9 Airborne Instrumentation Systems and Concepts 

Chair Joe Bilodeau, Boeing 

  

  

8:30 a.m. “AIRBUS Generic Flight Test Installation” 

11-09-01 Jean-Pascal Caturla, AIRBUS  

  

 Due to a large number of parallel aircraft developments, Airbus has designed and 

standardized new test processes for development and production aircraft.  The first 

goal is to generate significant time and cost saving benefits by simplifying installation 

and reusing test installation components. 

  

  

9:00 a.m. “Challenges and Solutions for Complex Gigabit FTI Networks” 

11-09-02 Nikki Cranley, ACRA CONTROL 

  

 This paper presents a case study of a flight test instrumentation system with complex 

requirements in terms of the data acquisition, recording, and post-analysis.  Recording 

in a Gigabit Ethernet environment raises a fresh challenge to perform fast data 

acquisition and data mining for post-flight analysis. 

  

  

9:30 a.m. 

11-09-03 
“The Implications for Network Switch Design in a Networked FTI Data 

Acquisition System” 

 Nikki Cranley, ACRA CONTROL 

  

 Switches are a critical component in any networked data acquisition system in order to 

allow the forwarding of data from the DAU to the target destination devices.  This 

paper describes a hardware implementation of a crossbar switching architecture that 

meets the reliability and performance requirements. 

  

  

10:00 a.m. “The F-22A Quick Response Package-QRP” 

11-09-04 Louis Natale, Lockheed Martin Aeronautics, and John Roach, Teletronics Technology 

Corporation 

  

 The F-22 Quick Response Package was designed to efficiently solve aircraft anomalies 

in the field.  This new design concept includes a data acquisition and recording system 

on a single pallet call the QRP.  This paper describes the design requirements, concept 

and packaging details. 

  

  

10:30 a.m. “Wireless Rotor Data Acquisition System” 

11-09-05 Elias Kpodzo, Marc DiLemmo, Wearn-Juhn Wang, L-3 Communications, Telemetry-

East 

  

 Flight test data acquisition systems have been widely deployed in helicopter 

certification programs for a few decades.  Until recently, it has been difficult to collect 

flight test data from helicopter rotors in motion.  This paper describes a novel solution 

to address this challenge. 
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Session 10 Metadata Applications 

Chair Ted Takacs, Naval Air Warfare Center Aircraft Division 

  

  

8:30 a.m. “Design Considerations for XML-Based T&E Standards” 

11-10-01 Tim Darr, John Hamilton, Ronald Fernandes, Knowledge Based Systems, Inc. and 

Charles H. Jones, Air Force Flight Test Center 

  

 The next generation of telemetry systems will rely heavily on XML-based standards.  

Multiple standards are currently being developed and reviewed by the T&E 

community.  In this paper, considerations for developing XML-based T&E standards 

gained for IHAL and DDML experience is shared. 

  

  

9:00 a.m. “Where Next for XIDML” 

11-10-02 Alan Cooke, ACRA CONTROL 

  

 XidML is an open, vender neutral, XML based standard for the flight test 

instrumentation community used to capture the metadata associated the FTI and data 

acquisition networks, This paper discusses the difference between metadata and meta-

metadata and how these concepts apply to XidML and an optional schema XdefML. 

  

  

9:30 a.m. 

11-10-03 
“Complete Vendor-Neutral Instrumentation Configuration with IHAL and 

TMATS XML” 

 John Hamilton, Timothy Darr, Ronald Fernandes, Knowledge Based Systems, Inc.,  

Joe Sulewski, L-3 Telemetry East, and Charles Jones, Air Force Flight Test Center 

  

 Previously, an approach to achieving standards-based multi-vendor hardware 

configuration using the Instrumentation Hardware Abstraction language and an 

associated Application Programming Interface specification was presented.  These 

concepts are extended to include support for configuring PCM formats. 

  

  

10:00 a.m. “Utilizing IHAL Instrumentation Descriptions in INET Scenarios” 

11-10-04 John Hamilton, Timothy Darr, Ronald Fernandes, Knowledge Based Systems, Inc.,  

Joe Sulewski, L-3 Telemetry East and Charles Jones, Air Force Flight Test Center 

  

 Explored are ways in which the iNET program can benefit from the hardware 

descriptions supported by the Instrumentation Hardware Abstraction Language.  Uses 

of IHAL at the beginning and end of the instrumentation configuration processes are 

addressed. 

  

  

10:30 a.m. “Vendor Interoperability through MDL” 

11-10-05 Greg Willden, Ray Seegmiller, Maria Araujo, and Ben Abbott, Southwest Research 

Institute, and William Malatesta, NAVAIR 

  

 Describing data formats has gone a long way in proving a common thread for moving 
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test programs from one test range to another without incurring massive code rewrites.  

The iNET Metadata Description Language extends the concept to include descriptions 

of the equipment configuration and setup. 

  

  

11:00 a.m. 

11-10-06 
“Implementation of an iNET-Enabled End-Node Utilizing and MDL-Based 

Telemetry System Architecture” 

 Xianghong Yin and Joe Sulewski, L-3 Telemetry East 

  

 Today‟s telemetry systems need to be highly configurable and easily extensible to 

support a constantly growing number of data acquisition / transmitting components 

from different manufacturers.  One way to achieve this goal is through a standardized 

description language that can define the structure as well as end-node devices. 
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Session 11 Network Protocols 

Chair Thomas Grace, Naval Air Warfare Center Aircraft Division 

  

  

8:30 a.m. 

11-11-01 
“Performance Analysis of Aero RP with Ground Station Updates in Highly-

Dynamic Airborne Telemetry Networks” 

 Hemanth Narra and Egemen Cetinkaya, University of Kansas 

  

 Highly dynamic airborne telemetry networks pose unique challenges for data 

transmission.  Domain specific multi-hop routing protocols are necessary to cope with 

these challenges and AeroRP is one such protocol.   

  

  

9:00 a.m. 

11-11-02 
“Performance Analysis of the AeroTP Transport Protocol for Highly-Dynamic 

Airborne Telemetry Networks” 

 Kamakshi Sirisha Pathapati, Truc Anh Nguyen, and Justin Rohrer,  University of 

Kansas 

  

 Due to the challenging network conditions posed by a highly-dynamic airborne 

telemetry environment, it is essential for the transport protocol to provide automated 

mechanisms that dynamically adapt to changing end-to-end performance on any path.  

The AeroTP multi-mode transport protocol provides service tailored to the 

requirements. 

  

  

9:30 a.m. 

11-11-03 
“Performance Comparison of Routing Protocols for Transactional Traffic over 

Aeronautical Networks” 

 Yufei Cheng and Egemen Cetinkaya, University of Kansas 

  

 Emerging airborne telemetry networks present several challenges such that traditional 

MANET protocols do not perform well.  Transactional application traffic performance 

has not been studied for domain-specific scenarios.  A simulation model used in a 

highly-mobile environment compares the domain specific AeroRP protocol with two 

reactive and two proactive routing protocols. 

  

  

10:00 a.m. “Research of Protocol Stacks for Future Space Networks” 

11-11-04 Huang Wei, Wan Peng, and Song Shijie, Beijing Institute of Tracking and 

Telecommunication Technology, and Liu Feng, Beihang University 

  

 The increase in space exploration requires space communication protocols to provide 

capabilities such as dynamic routing, adaptive data transformation, and automatic 

resource allocation.  Potential protocols at all layers are compared and analyzed, and 

a suggestion for a space communication protocol stack is proposed. 
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Session 12 Imaging and Video 

Chair Jesus Benitez, White Sands Missile Range 

  

  

8:30 a.m. “Low-Complexity Perceptual JPEG2000 Encoder for Aerial Images” 

11-12-01 Han Oh and Yookyung Kim, University of Arizona 

  

 A highly compressed image inevitably has visible compression artifacts.  To minimize 

these artifacts, many compression algorithms exploit the varying sensitivity of the 

human visual system.  A low-complexity JPEG 2000 encoder is described that 

significantly reduces encoding time while maintaining superior visual quality. 

  

  

9:00 a.m. “Transitioning from NTSC to HD Digital Video” 

11-12-02 Paul Hightower, Instrumentation Technology Systems 

  

 As video systems move from analog NTSC to HD digital video, it is also important to 

move with them accurate time stamping, real time text, and graphics capabilities.  

Explored are the impact transmission infrastructure has on time accuracy and the 

positional control and data recovery when transporting HD-SDI video. 

  

  

9:30 a.m. 

11-12-03 
“Rapid Prototyped Terahertz-Domain Gradient Index Optics:  Computational 

Design, Simulation, and Manufacture” 

 Alexander Miles, William Duncan, Brian Klug, and Colton Holmes, University of 

Arizona 

  

 The current state of the art fabrication of terahertz lenses is an expensive and time 

consuming process.  This paper describes a project that demonstrates an inexpensive 

and quick process that could reduce production investment by more than three orders 

of magnitude. 

  

  

10:00 a.m. 

11-12-04 
“Remote Detection and Geolocation of Breathing Subjects by High-Performance 

FMCW MIMO Microwave Imaging System” 

 Mei-Su Wu and Hua Lee, University of California Santa Barbara 

  

 This paper presents the remote detection and geolocation of breathing subjects, for the 

purpose of effective search and rescue.  The key objective is to detect and locate micro 

oscillatory movement through high-performance sensing. 

  

  

10:30 a.m. “Remote Imaging System Acquisition Multispectral Imager” 

11-12-05 Laura Choate, Kevin Lundstrom, Kevin Pounds, Garrett Richards, and Eli Vinal, 

University of Arizona 

  

 The NASA Remote Imaging System Acquisition camera will integrate the 

functionalities of existing space cameras.  The implementation of a liquid lens uses 

electrical focus adjustments, allowing wireless operation and reducing mechanical 

failure. 
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11:00 a.m. 

11-12-06 
“Machine Vision and Autonomous Integration for an Unmanned Aircraft 

System” 

 James Dianics, Malcom Gibson, Hans Hony, Jun Li, Elliott Liggett, Michael Palmer, 

Christopher Poole, James Powell, Joshua Tolliver, and Dimitri Ververelli, University 

of Arizona Aerial Robotics Club   

  

 The Aerial Robotics Club team entered a competition to design, construct, and test a 

vehicle for the 2010 AUCSI Student Unmanned Aerial Systems competition.   Two 

subteams were assembled to design and build a complete composite flight vehicle, and 

to develop a comprehensive avionics system within a ten month period. 
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Session 13 Network Telemetry 1 

Chair Jon Morgan, JT3, Air Force Flight Test Center, Edwards AFB 

  

  

8:30 a.m. “Aeronautical Channel Modeling for Packet Network Simulators” 

11-13-01 Sandarva Khanal, Morgan State University 

  

 The introduction of network elements into telemetry systems brings a level of 

complexity that makes performance analysis difficult.  Packet simulation is a well 

understood tool that enables performance prediction This paper presents a method for 

developing a Markov Model simulation for aeronautical channels for use in packet 

simulators such as OPNET modeler. 

  

  

9:00 a.m. “ANTP Protocol Suite Software Implementation Architecture in Python” 

11-13-02 Mohammed Alenazi, Santosh Ajith Gogi, Dongsheng Zhang, Egemen Cetinkaya, and 

Justin Rohrer, University of Kansas 

  

 Due to the highly-dynamic nature of airborne telemetry networks, the ANTP protocol 

suite consisting of AeroTP, AeroRP, and AeroNP was developed.  Presented is a 

preliminary architecture for the protocol stack implemented in the Python 

programming language. 

  

  

9:30 a.m. 

11-13-03 
“Link Validation and Performance Measurement with the NASA Space 

Network” 

 Amit Puri, Kirill Lokshin, and Felix Tao, Ingenicomm, Inc., David Cunniff and David 

Glasscock, ITT Corp, and Raj Ramlagan, ASRC Aerospace Corp. 

  

 Traditional methods of latency and performance measurement across the component 

links of a network have relied on the use of simplified test patterns and basic data 

formats that are often specific to the instruments providing the measurements. This 

paper discusses an alternative approach to performance measurement within the 

Space Network. 

  

  

10:00 a.m. “Telemetry Network for Ground Vehicle Navigation” 

11-13-04 Christopher Moore, Dylan Crocker, Garret Coffman, and Bryce Nguyen, Missouri 

University of Science and Technology 

  

 This paper describes a short distance telemetry network, which measures and relays 

time, space and position information among a group of ground vehicles.  Ultrasonic 

and infrared signals will be relayed between the vehicles, to enable position location 

and tracking of the lead vehicle. 
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10:30 a.m. “To Determine Networked Telemetry Resynchronization Time” 

11-13-05 Daniel Laird, Air Force Flight Test Center 

  

 The iNET program is testing networked telemetry transceivers using the Internet 

Protocol for telemetry channels.  One of the key measures of the IP telemetry 

transceiver reliability is link availability and a key element is the time to resynchronize 

after a RF link loss. 
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Session 14 Space Applications 

Chair Kevin Crawford, NASA Marshall Space Flight Center 

  

  

8:30 a.m. 

11-14-01 
“Stopping Launch Vehicle Failures Using Telemetry to Measure Equipment 

Usable Life” 

 Len Losik, Failure Analysis 

  

 Launch vehicle equipment reliability is driven by infant mortality failures, which can 

be eliminated using a prognostic analysis prior, during and/or after exhaustive and 

comprehensive dynamic environmental acceptance testing. 

  

  

9:00 a.m. 

11-14-02 
“Design Considerations for a Launch Vehicle Development Flight 

Instrumentation System” 

 Martin Johnson and Kevin Crawford, NASA Marshall Space Flight Center 

  

 This paper discusses design features that need to be considered when developing a 

development flight instrumentation system for a flight vehicle.  It will briefly review the 

data acquisition units, sensors, multiplexers, recorders, telemetry components and 

harnessing.  A reasonable set of requirements which should be implemented from the 

beginning of a program are presented. 

  

  

9:30 a.m. 

11-14-03 

 

“Using Telemetry to Measure Equipment Reliability and Upgrading the Satellite 

and Launch Vehicle Factory ATP” 

 Len Losik, Failure Analysis 

  

 Prognostic technology uses pro-active diagnostics, active reasoning, and proprietary 

algorithms that illustrate deterministic data for prognosticians to identify items that 

will fail within the first year of use allowing this equipment to be repaired or replaced 

while still on the ground. 

  

  

10:00 a.m. “An Analysis of FTI DAUs and Recorders in Space” 

11-14-04 Milos Melicher, ACRA CONTROL 

  

 In recent years there has been a trend towards the wider use of COTS products in 

space missions.  One obvious source of COTS solutions is flight test instrumentation 

equipment.  Issues associate with even greater reliability demands and tolerance to 

radiation effects have to be considered. 
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10:30 a.m. 

11-14-05 
“Establishment of a NASA Temporary Tracking Station on Bermuda’s Cooper’s 

Island” 

 Robert Keith Hurley, Steven Kremer, and Joseph Jimmerson, NASA Wallops Flight 

Facility 

  

 Described is the process undertaken to secure an agreement with the Government of 

Bermuda to establish a temporary tracking site and the technical approach and 

analysis that justifies that action. 
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Session 15 Antennas and Systems 

Chair Dan Skelley, Naval Air Warfare Center, Aircraft Division 

  

  

2:30 p.m. “A Smarter Antenna” 

11-15-01 Juan Guadiana, Fil Macias, and Chris Braun, White Sands Missile Range, NM 

  

 Ideally, only one receiving system is ever needed to acquire an omnidirectional 

antenna, no matter the vehicle orientation, given the range is not excessive.  This 

paper proposes abandoning this paradigm.  If a vehicle knows where the ground is 

why radiate energy up into the sky, where there are no receiving stations.  Integrating 

some instrumentation with a discrete antenna array can achieve this goal. 

  

  

3:00 p.m. “High Performance S and C-Band Autotrack Antenna” 

11-15-02 Ray Lewis, ViaSat, Inc. 

  

 A novel dual-band S and C-band antenna for high performance autotracking 

applications is described.  The antenna provides simultaneous dual band coverage for 

targets with circular or linear polarization. 

  

  

3:30 p.m. “In-Flight Auto-Tune of an Airborne Synthetic Beamforming Antenna” 

11-15-03 Norm Lamarra, Anand Kelkar, and Thomas Vaughan, Creative Digital Systems 

  

 Analysis has shown that the most significant factor affecting operational performance 

of an airborne synthetic beamforming telemetry system was day-to-day variation in the 

relative phase of the elements.  As an alternative to a hardware solution, a dynamic 

auto-tuning capability that optimizes phase calibration using the actual signal being 

tracked is described. 

  

  

4:00 p.m. “New Developments in Integrated Airborne Antennas” 

11-15-04 Marv Ryken, Microwave Subsystems, Inc. 

  

 New developments in miniaturized integrated film bulk acoustic resonator filters and 

low noise amplifiers have resulted in the possibility of extremely small integrated 

antenna, filter, and low noise amplifier subsystems for use in airborne telemetry 

systems. 
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Session 16 Data Acquisition 

Chair Nikki Cranley, ACRA 

  
  

2:30 p.m. 

11-16-01 
“Multichannel Telemetry Data Acquisition Using a Synchronous DSP Filtering 

Approach” 

 Paul Dourbal, Ivan Goranov, and Chris Dehmelt, L-3 Communications, Telemetry East 

  

 The typical analog signal sampling approach used in current systems is compared with 

a flexible system architecture that is based on digital signal processing, allowing for 

precise synchronization and simultaneous sampling. 

  

  

3:00 p.m. “Performance of Voice-Over-IP Over iNET Telemetric Networks” 

11-16-02 Myron Moodie and Todd Newton, Southwest Research Institute, Thomas Grace and 

William Malatesta, NAVAIR 

  

 Voice over IP is ubiquitous in the workplace and in homes, but it presents unique 

challenges when used to communicate between test articles.  This paper presents some 

issues to be considered and test results to help aid deployment of VoIP systems. 

  

  

3:30 p.m. “Quantifying the Gains of Compressive Sensing for Telemetering Applications” 

11-16-03 Philip Davis, New Mexico State University 

  

 A new streaming compressive sensing technique aims to replace high speed analog to 

digital converters for certain classes of signals and reduce the artifacts that arise from 

block processing when conventional compressive sensing is applied to continuous 

signals. 

  

  

4:00 p.m. “The Implications for DAU Design in a Networked Data Acquisition System” 

11-16-04 Nikki Cranley, ACRA CONTROL 

  

 The higher bandwidth capacities available with the adoption of Ethernet technology 

for networked flight test instrumentation systems enable more data to be acquired.  

Ethernet offers increased flexibility, interoperability, and simplicity in terms of the 

system topology.  However, there are implications for the design and operations of 

data acquisition units. 

  

  

4:30 p.m. “Uncertainty Determination with Monte-Carlo Based Algorithm” 

11-16-05 Nelson Paiva Olivera Leite and Lucas Benedito dos Reis Sousa, , CTA- IPEV 

  

 Uncertainty evaluation becomes a very complex mathematical model whose solution 

can be cumbersome.  Efforts to get a simpler solution lead to the use of the Monte-

Carlo based algorithm. 
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5:00 p.m. “A Futurist Vision for Instrumentation” 

11-16-06 Charles Jones, Edwards Air Force Base 

  

 All the technologies needed for a fully automated instrumentation support system 

integrated into flight test instrumentation domain are not currently present.  This 

paper looks at why they are not present and where we stand on getting there. 
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Session 17 Modulation and Coding 2 

Chair Mark Goeghegan, L-3 Communications Nova Engineering 

  

  

2:30 p.m. “Space-Time Coding for Aeronautical Telemetry:  Part I – System Description” 

11-17-01 Michael Rice, Brigham Young University 

  

 This paper described the design and implementation of a prototype transmitter and 

prototype demodulator/decoder for space-time coded SOQPSK-TG for aeronautical 

telemetry 

  

  

3:00 p.m. “Space-Time Coding for Aeronautical Telemetry:  Part II – Experimental Results 

11-17-02 Michael Rice, Brigham Young University and Kip Temple, Air Force Flight Test 

Center 

  

 Experiments involving side-by-side comparisons of traditional two-antenna 

transmissions and space-time coded transmissions confirm theoretical predictions that 

space-time coding is effective in removing signal dropouts caused by the “two-antenna 

problem.” 

  

  

3:30 p.m. 

11-17-03 
“Turbo Equalization for OFDM over the Doubly-Spread Channel using 

Nonlinear Programming” 

 Ronald Iltis, University of California 

  

 Demodulating OFDM on the doubly-spread channel remains a challenging problem, 

as time variations within a symbol generate intercarrier interference.  This paper 

presents a new Turbo Equalization decodes, detector, and channel estimator of 

OFDM. 
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Session 18 Range Systems and Applications 

Chair James Yates, L-3 Telemetry and RF Products 

  

  

1:30 p.m. “A Light Weight, RF Anechoic Chamber for EMP & RFI Shielding” 

11-18-01 Robert Ridgeway, Digi International 

  

 Using an economical conductive foam, this work demonstrates that a light weight 

shielded anechoic chamber for RF development can be constructed at about 10% the 

cost of traditional chambers. 

  

  

2:00 p.m. 

11-18-02 
“Candidate Spectrum  Assignment Manager (SAM) Solution Concepts and 

Challenges” 

 Michael Painter, Ronald Fernandes, Kalyan Vadakkeveedu, Knowledge Based 

Systems, Inc. and Charles Jones, Air Force Flight Test Center 

  

 An iNET goal is to provide for shared, two-way networked communication links 

enabling more flexible operation and more efficient use of the spectrum.  Central to 

this goal is the Spectrum Assignment Manager to support dynamic frequency 

assignment and real-time metrics adjustment. 

  

  

2:30 p.m. 

11-18-03 
“Implementing Subsystem-Level Redundancy within the NOAA Jason Ground 

System” 

 Kirill Lokshin, Amit Puri, and Felix Tao, Ingenicomm, Inc., and Shahram Tehranian, 

and Abhishek Agarwal, Avaya Government Solutions, Inc. 

  

 This paper discusses the design elements involved in the provisions of a ground station 

architecture to provide redundancy at the subsystem level.  The paper focuses on the 

interaction between primary and standby subsystems. 

  

  

3:00 p.m. “Remote-Sensed Lidar Using Random Sampling and Sparse Reconstruction” 

11-18-04 Juan Enrique Castorera Martinez, New Mexico State University 

  

 Proposed is a new, low complexity approach for the design of a laser radar system for 

use in applications in which the system is wirelessly transmitting its data from a 

remote location back to the command center. 

  

  

3:30 p.m. “Using TENA and JMETC to Enable Integrated Testing and Training” 

11-18-05 Gene Hudgins, Keith Poch, and Juana Secondine, TENA Software Development 

Activity 

  

 The Test and Training Enabling Architecture enables interoperability among ranges, 

facilities, and simulations in a timely and cost-effective manner.  TENA has been 

selected for use in the Joint Mission Environment Test Capability demonstrations and 

testing. 
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Session 19 RF Design: Transmitters, Receivers, and Demodulators 2 

Chair Ed Bukowski, US Army Research Laboratory 

  

  

2:30 p.m. “Spectrum Stewardship Through Best Source Selection” 

11-19-01 Grant Gerstner and Hans Lillevold, NAVAIR, ATR 

  

 Test ranges need to be good stewards of the RF spectrum.  One such method is Best 

Source Selection.  The system described works without the need to use pattern 

detection bypassing the need to decrypt the data. 

  

  

3:00 p.m. “Wideband Multipath Propagation for Helicopter-to-Ground Telemetry Links” 

11-19-02 Michael Rice and Michael Jensen, Brigham Young University 

  

 This paper reports the analysis of L-band channel sounding experiments conducted 

along the flight line at Cairns Army Airfield, Ft. Rucker, AL. 

  

  

3:30 p.m. “Randomizers and Derandomizers:  Is the Process Reversible?” 

11-19-03 Michael Rice, Raymond Barrier, and Niraj Sharma Chaulagain, Brigham Young 

University 

  

 Mathematical descriptions of the IRIG 106 randomizer and derandomizer are 

developed to show the impact of shift register initial conditions for normal and reverse 

order operations. 

  

  

4:00 p.m. “Realization of Fast Acquisition for Spread Spectrum Signal Based on FFT” 

11-19-04 QI Jian-zhong, Gong Yang, and Song Peng, North China University of Technology 

  

 This paper describes a real-time receiver adoption of a FGPA based FFT and the use 

of a DSP processor to control the implementation of the acquisition process. 
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Session 20 Network Telemetry 2 

Chair Brian Keating, Naval Air Warfare Center Aircraft Division 

  

  

2:30 p.m. “Dynamic End-to-End QOS Management for Advanced RF Telemetry Networks” 

11-20-01 Andrzej Cickocki, Mariusz A. Fecko, John Unger, Sunil Samtani, Larry Wong, and 

Aleksander Kolarov, Applied Research Telcordia Technologies, Mark Radke,  Tybrin 

Corporation, and Tom Young, Air Force Flight Test Center  

  

 A dynamic, end-to-end Quality of Service management system for advanced RF 

telemetry networks with red-black separation constraints is presented.  The system 

encompasses network resource monitoring allocation, and enforcement techniques. 

  

  

3:00 p.m. “Optimization of Nodes in Mixed Network Using Three Distance Measures” 

11-20-02 Yonas Woldearegay, Oumar Traore, Morgan State University 

  

 This paper presents a method for the management of mixed networks and develops a 

scheme for global optimal performance for features that include SNR, QOS, and 

Interference. 

  

  

3:30 p.m. “Simulating INET’s Protocol Stack with OPNET Modeler” 

11-20-03 Nur Jaber and Paria Moazzemi, Morgan State University 

  

 Simulation of the iNET protocol stack with OPENT Modeler is described.  The custom 

protocol is simulated and models of the test article and ground station are constructed 

as reusable components.  

  

  

4:00 p.m. 

11-20-04 
“Systems Approach to Cross-Layer Optimization of a Complex Wireless 

Environment” 

 Steven Gwanvoma, Morgan State University 

  

 This paper presents a method for the optimization of mixed networks that incorporates 

a mixed layer optimization.   The management of network elements across multiple 

layers is characterized as cross-layer optimization and the paper shows how these 

features can be combined for a globally optimal solution. 

  

  

  

4:30 p.m. 

11-20-05 
“Telemetry System as a Network Test Appliance:  A Systems, Test and Software 

Collaboration” 

 James Knuff and Eric Greene, Raytheon Missile Systems 

  

 A software application that integrates telemetry control/status into automated test and 

provides a simplified GUI to expedite manual testing is described. 
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Session 21 Telemetry Systems and Applications 

Chair Mike Golackson, Air Force Flight Test Center, Edwards AFB 

  

  

2:30 p.m. 

11-21-01 
“A Case for Waste Fraud and Abuse:  Stopping the Air Force from Purchasing 

Spacecraft that Fail Prematurely” 

 Len Losik, Failure Analysis 

  

 Changes in the manufacturing and test engineering practices for spacecraft, necessary 

to identify the equipment that will fail prematurely, include using a prognostic and 

health management program. 

  

  

3:00 p.m. “Adaptive Critic Design Techniques for Mobile Transmitter Path Planning” 

11-21-02 Grant Rivera, Missouri University of Science and Technology 

  

 In geometrically complex indoor industrial environments, it can be challenging to 

determine where to locate telemetry receivers.  This paper discusses using A* for 

transmitter path planning. 

  

  

3:30 p.m. “Patch Panels vs. Digital Switching Matrices” 

11-21-03 Mike Gilorma, Apogee Labs, Inc.  

  

 The technology benefits, return on investment, and operational improvements of 

migrating from patch panels to digital switching matrices are discussed 

  

  

4:00 p.m. 

11-21-04 
“Using Data-Driven Prognostic Algorithms for Completing Independent Failure 

Analysis” 

 Len Losik, Failure Analysis 

  

 If failed equipment had telemetry embedded, prognostic algorithms could be used to 

identify deterministic behavior in completely normal appearing data from functional 

equipment and used to identify which equipment will fail within one year of use. 

  

  

4:30 p.m. “PC-Based Frame Optimizer Using Multiple PCM Files” 

11-21-05 Kwang-Ryul Koh, and Sang-Bum Lee, Agency for Defense Development, Taek-Joon 

Hi, Danam Systems, and Whan-Woo Kim, Chungnam National University 

  

 Aside from traditional methods of detecting and correcting errors in telemetry 

communications, this paper introduces a method to effectively merge multiple PCM 

files using a PC-based frame optimizer. 
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Session 22 Joint Advanced Missile Instrumentation (JAMI) Users Group  

Special Session 

Chair Steven Meyer, Naval Air Warfare Center Weapons Division 

  

 The Joint Advanced Missile Instrumentation (JAMI) project, a project under the 

Central Test and Evaluation Investment Program (CTEIP), developed a Time Space 

Position Information (TSPI) system based on GPS for tracking missiles in real-time for 

range displays.  The JAMI TSPI system consists of a Ground Station and some 

airborne hardware that can be integrated into telemetry systems.  Post-mission 

processing tools have been developed as well.  The JAMI User Group Session is for 

those telemetry and range personnel that are or will be using the JAMI TSPI system. 

 

Presentations: 
1. “JAMI TSPI Status Report” – Steven Meyer, JAMI Project Director, NAVAIR China 

Lake, CA 

Synopsis – Status of the DoD Ranges use of the JAMI TSPI System.  Missile 

and targets that are using JAMI TSPI.  Product improvement efforts over the 

past year.   

2. “Where Are We?  A Summary of TSPI Experience at Redstone Test Center 

(RTC) Telemetry Division (TD).” – Aliva Sandberg, Telemetry Engineer, Redstone 

Test Center, Redstone Arsenal, AL 

Synopsis- Lessons learned when integrating JAMI GPS TSPI into missile 

telemetry systems. 

3. “QinetiQ’s GPS Enhancement Work” – Nick Cooper, GPS Technical Manager, 

QinetiQ Ltd., Bedfordshire, UK 

Synopsis – Recent work to enhance the GPS performance for missile TPSI. 

 

 



ITC 2011 Technical Program 

 
 

Thursday, October 27
th

, 8:30 – 11:30 a.m.                                                        

 

Session 23 International Consortium for Telemetry Spectrum (ICTS)  

Special Session 

Chair Mikel Ryan, Naval Air Warfare Center Aircraft Division 

  

 The ICTS, founded in 1999, is a non-profit organization sponsored by the International 

Foundation for Telemetering.  The ICTS was formed to facilitate international 

information exchange between telemetry practitioners and promote the benefits and 

enhancement of the electromagnetic spectrum for telemetering applications.  The ICTS 

has enjoyed notable success in both augmenting telemetry spectrum plus raising the 

awareness of, and resistance to, spectrum encroachment problems directly affecting the 

telemetry user community.  

 
 Welcome and Introduction - ICTS Chairman……………………………… Mikel R. Ryan 

 Regional Reports by the Regional Representatives 

o Region I (Europe/Africa)……………………………………Jean-Claude Ghnassia 

o Region II (The Americas)…………………..……………………..…Ray Faulstich 

o Region III (Asia/Pacific)……………………………….….………….Darrell Ernst 

 “C-Band Telemetry Usage in Europe and Threats”……………………...Dr. Gerhard Mayer 

 “Encroachment Threats to Aeronautical Telemetry in the USA: Update #4”…......M. Ryan 

 Coffee Break 

 “CEPT Positions on the WRC-2012 Agenda Items Relative to Telemetry”….J-C Ghnassia 

 “C-Band Implementation at Edwards AFB”…………………………..………Bob Selbrede 

 Final Questions, Conclusion and Closure - ICTS Chairman ………….…….…Mikel Ryan 
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Session 24 Recording 

Chair Lorin Klein, Air Armament Center, Eglin AFB 

  

  

8:30 a.m. 

11-24-01 
“The Implications for Network Recorder Design in a Networked FTI Data 

Acquisition System” 

 Nikki Cranley, ACRA CONTROL 

  

 Higher bandwidth capacities available with the adoption of Ethernet technology put 

increased demands on the network recorder.  This paper describes several approaches 

that may be adopted to facilitate data-on-demand, data mining, and data reduction 

operations. 

  

  

9:00 a.m. “The Western Aeronautical Test Range Chapter 10 Tools” 

11-24-02 Kevin Knudtson and Alice Park, NASA, Dryden Flight Research Center,  and Bob 

Downing, Jack Sheldon, Robert Harvey, and April Norcross, Arcata Associates, Inc.  

  

 NASA Dryden is developing translation software called Chapter 10 Tools in response 

to challenges posed by processing data files from various on-board IRIG 106, Chapter 

10 digital recorders that employ differing interpretations of the standard. 

  

  

9:30 a.m. 

11-24-03 
“Research About the Efficient Recording Structure of Installed Data Recording 

Devices” 

 Hyun-Kyu Lee  and  Hyun-So Lee, Danamsysems, Inc. and Jae-Hoon Song, Korea 

Aerospace Research Institute 

  

 A new data recording structure based on a condition of efficient use of memory is 

described.  The proposed structure has the equivalent function of other recorders, but 

uses less memory. 
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Session 25 Data Processing and Display 

Chair Tim Gatton, Wyle Telemetry and Data Systems 

  

  

8:30 a.m. 

11-25-01 
“Adapting Fourier Analysis for Predicting Earth Mars and Lunar Orbiting 

Satellite’s Telemetry Behavior” 

 Len Losik, Failure Analysis 

  

 Spectrum analysis can be used to understand and quantify the fundamental behavior of 

spacecraft analog telemetry and relate the behavior‟s frequency and phase to its time-

series behavior through Fourier analysis. 

  

  

9:00 a.m. 

11-25-02 
“Flight Test Evaluation of a Hi-Speed Near Real-Time 720I Image Processing 

Application” 

 Luiz Eduardo Guarino de Vasconcelos, Instituto de Pesquisa e Ensaios em Voo 

  

 To improve efficiency, safety, and effectiveness for a flight test project, a near real-

time video processing application to compute aircraft altitude from 720i video frames 

at up to 400 frames per second was developed. 

  

  

9:30 a.m. “Using COTS Graphics Processing Units in Signal Analysis Workstations” 

11-25-03 Alex Crook and Gregory Kissinger, Missouri University of Science and Technology 

  

 This paper describes a project which improves the performance of a radar telemetry 

application using COTS graphics processers and software. 

  

  

10:00 a.m. 

11-25-04 
“Results from the Prognostic Analysis Completed on the NASA EUVE Satellite to 

Measure Equipment Mission Life” 

 Len Losik, Failure Analysis 

  

 Research concludes that satellite subsystem equipment remaining usable life could be 

measured and equipment failures could be predicted with certainty. 
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Session 26 Security Challenges 

Chair Dr. Yacob Astatke, Morgan State University 

  

  

8:30 a.m. “Telemetry Post Processing the Clouds:  A Data Security Challenge” 

11-26-01 Jeff Kalibjian, Hewlett Packard Corporation 

  

 As organizations move toward cloud computing environments, data security challenges 

will begin to take precedence over network security issues. 

  

  

9:00 a.m. “Secure IP Multicasting with Encryption Key Management” 

11-26-02 Nadim Maharjan and Daryl Moten, Morgan State University  

  

 A design for secure IP multicasting using public key cryptology is presented.  The 

paper develops a means of delivering keys between two or more parties showing a 

relationship between the multicast network and the Key Management Center. 

  

  

9:30 a.m. “Secure Telemetry:  Attacks and Counter Measures on iNET” 

11-26-03 Abiola Adesanmi and Daryl Moten, Morgan State University 

  

 The nature of telemetry system security changes when elements are in an Ethernet and 

TCP/IP network configuration.  The network will require protection from intrusion and 

malware that can come internal or external to the network boundary. 

  

  

 



ITC 2011 Technical Program 

 
 

Thursday, October 27
th

, 8:30 – 11:30 a.m.                                                        

 

Session 27 TSPI 

Chair Jaime Reyes, White Sands Missile Range 

  

  

8:30 a.m. 

11-27-01 
“Advances in Telemetry Capability as Demonstrated on an Affordable Precision 

Mortar” 

 Michael Don, US Army Research Laboratory, Aberdeen Proving Ground 

  

 The paper discusses three telemetry techniques demonstrated on a precision mortar 

that allowed the guidance, navigation and control systems to be analyzed. 

  

  

9:00 a.m. “Detect Sense and Avoid Radar for UAV Avionics Telemetry” 

11-27-02 Audrey Seybert, Jay Fuller, and Bryan Townley, University of Kansas 

  

 Described is the development and test of a Frequency Modulated Continuous Wave L-

Band radar test bed designed to detect obstacles in the proximity of a UAV. 

  

  

9:30 a.m. “Analysis of a Combined Glonass/Compass-I Navigation Algorithm” 

11-27-03 Song Peng, Chen Xiao-yu, and Qi Jian-zhong, North China University of Technology 

  

 Several passive position methods are described, and a combination navigation mode 

based on GLONASS and Compass-I passive navigation algorithm is proposed. 
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Session 28 Multiple-Input Multiple-Output Systems 

Chair Darryl Burkes, NASA Dryden Flight Research Center 

  

  

8:30 a.m. “A New Approach to Multipath Mitigation In Aeronautical Telemetry” 

11-28-01 Michael Rice, Brigham Young University, Gayatri Narumanchi and Mohammad 

Saquib, The University of Texas 

  

 The bit error rate performance of a single channel equalizer is compared with the 

performance of a multi-channel equalizer using channels derived from multipath 

channel measurements at Edwards AFB. 

  

  

9:00 a.m. “Capacity Enhancement in Aeronautical Channels by MIMO Technology” 

11-28-02 Farzad Moazzami, Morgan State University 

  

 This work looks at the possibility of adapting blind MIMO equalization to the iNET 

problem.  MIMO equalization is adapted to operate as a successive interference 

cancellation scheme to improve the quality of received signals in a high interference 

environment, 

  

  

9:30 a.m. “Prototype MIMO Transmitter for Spin Stabilized Vehicles” 

11-28-03 Kyle Eckler, Missouri University of Science and Technology 

  

 This paper describes the design of an inexpensive and scalable transmitter for a 

MIMO communication system. The transmitter is intended for use on spin stabilized 

vehicles. 

  

  

10:00 a.m. “The Performance of Simple Receivers for MIMO SOQPSK-TG Systems” 

11-28-04 Cenk Sahin, University of Kansas 

  

 Two types of channel equalization methods are considered to separate the substreams 

sent by independent antennas.  The performances of various equalizer/detector pairs 

are presented.  The results show excellent BER performance at high data rates. 

  

  

 



A COMPARISON OF L-BAND AND C-BAND MULTIPATH
PROPAGATION AT EDWARDS AFB

Michael Rice and Michael Jensen
Brigham Young University

Provo, Utah, USA

ABSTRACT

This paper summarizes L- and C-band propagation data based on multiple transmit and receive
antennas in the flight-line environment at Edwards AFB. The data show that for this particular
environment, C-band propagation exhibits much less delay spread than L-band propagation. But
C-band propagation is more susceptible to complete outages due to shadowing. The main con-
tributing factors to these conclusions are the increased attenuation at the point of reflection at
C-band and the fact that the same antennas were used for both the L- and C-band experiments.
Consequently, the receive antenna beamwidths were different (the beamwidth was much narrower
at C-band) and this narrowed the angular spread of the multipath components captured at C-band.

INTRODUCTION

In the context of aeronautical telemetry, understanding multipath propagation allows engineers to
identify and evaluate the performance of multipath mitigation techniques. Because multipath prop-
agation is the dominant channel impairment for low-elevation angle air-to-ground links, effective
multipath mitigation has the prospect of improving the overall link availability. Whether or not
a multipath mitigation technique can be identified as “effective” depends on the accuracy of the
multipath propagation data used to test it. To this end, multipath propagation experiments have
been conducted to collect data for the scenarios and frequency bands of interest.

This paper reports on multipath channel sounding experiments conducted along the flight line at
Edwards AFB, California, in February 2011. The experiments were designed to address three
important issues:

1. In its current form, the typical aeronautical telemetry system comprises an airborne trans-
mitter and a ground station equipped with a large tracking antenna. The relatively narrow
beamwidth of the ground-based receive antenna tends to attenuate off-boresite reflections
in the propagation path for “up and away” flight profiles. However, low-elevation-angle



and flight-line scenarios present serious challenges. Previous work for low-elevation-angle
scenarios includes experiments conducted at the Air Force Flight Test Center, Edwards Air
Force Base in L- and S-bands [1] and at Pt. Mugu Naval Air Station over the Pacific Ocean
in X-band [2]. These experiments provided useful data for low-elevation-angle propagation
in the “up and away” scenario at test ranges in the western United States. One shortcoming
of these experiments, however, is the absence of flight-line propagation data.

2. Recent WRC allocations for aeronautical telemetry made the C-band frequencies 4400 -
4900 MHz, 5091 - 5150 MHz, and 5925 - 6700 MHz available for augmenting the current
L- and S-band allocations [3]. As a result, there have been efforts to develop RF hardware
compatible with the new allocations [4] – [7] and some initial investigations into link perfor-
mance at C-band [8]. Consequently, there is interest in understanding multipath propagation
at C-band in typical aeronautical environments. Of particular interest is the how C-band
propagation is the same and how C-band propagation is different from L- and S-band prop-
agation.

3. Multipath mitigation techniques may be broadly categorized as diversity or equalization
methods. Diversity techniques have had limited appeal in aeronautical telemetry due to cost
– the expense of using more than one (expensive) tracking antenna to realize spatial diversity
on the ground and the cost of additional bandwidth required to realize frequency and tempo-
ral diversity. Consequently, little work has been done to consider the impact of using spatial
diversity. As a result, equalization techniques have received the most attention [9] – [15].
However, the emphasis in this prior work has been on blind and adaptive techniques, and
the reported results present a relatively weak case for using such techniques in aeronautical
telemetry. This experience motivates the investigation of multiple antenna techniques that
combine diversity and equalization to overcome the multipath interference.

The experiments described in this paper were intended to “plug some of the holes” in our under-
standing of RF propagation in aeronautical telemetry. Collecting L- and C-band data from the same
transmitters and receivers in the same locations facilitates side-by-side comparisons using L- and
C-band data. This helps the community understand how C-band propagation is the same and differ-
ent from L-band propagation. For the first time, multipath propagation data is collected along the
flight line. This data will improve our understanding of multipath propagation in one of the most
difficult scenarios test engineers usually encounter and help in identifying mitigation techniques
that make reliable communication possible. Finally, multiple transmit antennas on the aircraft and
multiple receive antennas on the ground are used to provide data relevant for the analysis of both
equalization and spatial diversity mitigation techniques.

We show that in the flight line environment at Edwards AFB, multipath propagation is more pro-
nounced at L-band than at C-band, but that C-band is more prone to signal outages due to shadow-
ing than L-band.
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Figure 1: A block diagram of the transmitter system used for the channel sounding experiments.
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Figure 2: A diagram of C-12 aircraft showing the locations of the two antennas used for the channel
sounding experiments.

EXPERIMENTAL CONFIGURATION

A. System Configuration

A block diagram of the transmitter for both the L- and C-band experiments is illustrated in Fig-
ure 1. The channel sounding signal comprised 501 unmodulated tones with a 100-kHz spacing.
The occupied bandwidth was 50 MHz. The RF channel sounding signal was applied to a Herley
F9140W RF switch as shown. The dwell time for each switch position was 50 µs (5 periods of
the channel sounding signal). The two switch outputs were connected to separate RF power am-
plifiers each cabled to a transmit antenna. The transmit antennas were small blade antennas (UB
Corp. AO4459) mounted on the fuselage of the C-12 as illustrated in Figure 2. For the L-band
experiments, the channel sounding signal was centered at 1824.5 MHz (in upper L-band) and 10 W
Remec power amplifiers were used. For the C-band experiments, the channel sounding signal was
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Figure 3: Block diagrams of the ground station configurations used for the channel sounding ex-
periments: (a) the system used for the L-band experiments (1824.5 MHz); (b) the system used for
the C-band experiments (5124 MHz).

centered at 5124 MHz and 50-W Aethercomm (model SSPA 2.506.0-50) power amplifiers were
used. In both cases, the power amplifiers were backed off to meet spectral occupancy regulations.

The ground station (receiver) was located at Building 4795 at Edwards AFB. Different ground
station configurations were used for the channel sounding experiments at L- and C-bands. The
ground station configuration used for L-band is illustrated in Figure 3 (a). Here, four receive
antennas (based on three physical antennas) were used. The relative positions of the antennas is
illustrated in Figures 4 and 5. Details of the antennas are summarized in Table 1. The RF outputs
from the antennas were routed to a single receiver through an RF switch whose switching period
was synchronized with the transmit switch using disciplined Rubidium oscillators. The dwell time
for each receive antenna was 200 µs, which accommodated one 50 µs slot for each transmit antenna
and one 100 µs blank period used for synchronization during data post-processing. The RF switch
output was applied to a Cobham M/A-COM SMR-5550i microwave receiver, and the resulting
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Figure 4: An aerial view of Building 4795 showing the positions of Antennas 1, 2, 3, and 4. All
of the antennas were used for the L-band channel sounding experiments. Antennas 3 and 4 were
used for the C-band channel sounding experiments.

intermediate frequency (70 MHz) signal was sampled at 200 Msamples/s by a Wideband Systems
(DRS2200-144GB-2CHA1) data acquisition system and stored. GPS data were also recorded on
the aircraft and incorporated into the post-processing.

The ground station configuration for the C-band experiments is illustrated in Figure 3 (b). Because
a C-band feed was not available for Antennas 1 and 2, only Antennas 3 and 4 were used. Each
antenna feed was downconverted to a 70 MHz IF by separate Cobham M/A-COM SMR-5550i
microwave receivers. The IF signals were applied a switch whose dwell time in each position
was 200 µs as explained in the previous paragraph. The switch output was applied to the data
acquisition system. As before, GPS data were recorded on the aircraft and incorporated into the
post-processing.

B. Experimental Environment

The C-12 taxied along taxiways E and F at Edwards AFB. These taxiways are shown in the diagram
of Figure 6. The relative positions of the transmitter locations (taxiways) and the receiver location
(Building 4795) are shown on the map in Figure 7. Figure 8 shows the flight line from the roof of
Building 4795. Observe that at the center of the image, the flight line is obscured from view by
a small hill. Line-of-sight propagation between most of Taxiways E and F and Building 4795 is
impossible because the hangers and buildings on the Building-4795-side of the taxiways. Not only
do these structures block line-of-sight propagation, but provide ample opportunity for multiple



Figure 5: The view at Building 4795 showing the relative positions of the three physical antennas.
Antenna 4 is in the foreground on the left, Antenna 3 is on the trailer in the middle, and Antennas
1 and 2 (aka “Antenna 5”) is on the right. Note that in this image, the antennas are facing north,
away from the flight line.

Table 1: Description of the receive antennas.
Antenna diameter comments:

RX1 5 m. Building 4795 “Antenna 5” (EMT Model
150), tracking performed by conical scan,
RHCP.

RX2 5 m. same as RX 1, except LHCP is used.
RX3 8 ft. tracking performed by conical scan, RHCP
RX4 4 ft. tracking performed by steering using GPS

data downlinked from the C-12, RHCP



Figure 6: A diagram of the flight line at Edwards AFB, California, showing taxiways A – F (gray
paths) and the runways (black paths). Modified from the FAA Edwards AFB airport diagram
downloaded from http://aeronav.faa.gov/d-tpp/1107/00500AD.PDF



propagation paths. It is this feature that presents such challenge to closing the telemetry link in
these locations.

C. Data Processing

Samples of the band limited version of the channel impulse response were generated by examining
the received signal over one sounding signal period of 10 µs. Denote by s(t) the transmitted
sounding signal by r(t) the received signal. The relationship between the two is

r(t) = s(t) ∗ h(t) + w(t) (1)

where h(t) is the unknown channel, ∗ is the convolution operation, and w(t) is the additive thermal
noise. The goal is to estimate samples of h(t) from samples of one period of r(t) and s(t). Let
T be the sample time where 1/T = 200 × 106 samples/s and let r(nT ) and s(nT ) be the n-th
sample of r(t) and s(t), respectively. Because there are N = 2000 samples in a period, we have
0 ≤ n < N . The required deconvolution operation is performed in the frequency domain. Let
R(ej2πk/N) and S(ej2πk/N) be the k-th sample of the length-N DFT of r(t) and s(t), respectively,
for 0 ≤ k < N . Then the k-th sample of DFT of the channel is

Ĥ(ej2πk/N) =
R(ej2πk/N)

S(ej2πk/N)
. (2)

Notes:

1. The relationship R(ej2πk/N) = H(ej2πk/N)S(ej2πk/N) defines the frequency-domain rela-
tionship for the periodic extensions of r(nT ), h(nT ), and s(nT ). As such, the correspond-
ing time domain relationship r(nT ) = h(nT )∗s(nT ) is thought of as a circular convolution
[16]. In general, the circular convolution and linear convolution are not equivalent. However,
because the transmitted signal is periodic (and one period of the transmitted and received sig-
nals are used), the two convolutions are equivalent and (2) gives the desired result.

2. Because the samples s(nT ) define a real-valued bandpass signal, the division defined in (2)
is only performed for the indexes corresponding to the region of support for S(ej2πk/N). Let
this region of support be defined by the indexesK1 ≤ k ≤ K2. Given the bandwidth, period,
and sample rate, we have K2 −K1 = 500. Consequently, there are 501 points in the region
of support so that Ĥ(ej2πk/N) is defined by 501 samples.

3. The discrete-time impulse response ĥ(nT ) is the inverse DFT of Ĥ(ej2πk/N) for K1 ≤ k ≤
K2. The sample spacing for ĥ(nT ) is 5 ns (as determined by the sample rate).

EXPERIMENTAL RESULTS

A. Normalizations and Calibrations

In the following, Ĥ(q)
ij

(
e2πk/N

)
represents the frequency response from the jth transmit antenna to

the ith receive antenna at the qth sample time. The corresponding discrete-time channel impulse



Figure 7: A map showing the relative positions of Building 4795 and the flight line at Edwards
AFB. Building 4795 is in the upper left corner of the image.



Figure 8: The flight line as seen from the roof of Building 4795 at the spot where Antenna 4 is
located.

response is designated as ĥ(q)ij (nT ), where we emphasize that nT represents the discretized delay
variable.

The sampled channel frequency responses measured along the flight line for each pair of transmit
and receive antennas are reduced to a sample rate of 1250 samples/second, providing a sampling
in spatial displacement of the aircraft of approximately 30 samples per wavelength at 1824.5 MHz
and 11 samples per wavelength at 5124 MHz. Because of uncertainties regarding the responses of
cables and electronics for each transmit and receive antenna, it is necessary to perform calibration
on the observed channels before using them to analyze the channel behavior. This calibration
involves power normalization and temporal alignment of the channel impulse responses for each
antenna pair.

The power normalization must take into consideration the fact that the receive system uses au-
tomatic gain control (AGC) at the intermediate frequency, with the goal of ensuring that each
received waveform has the same total received power. As the switches connect different anten-
nas with varying gains, however, the AGC cannot always respond quickly enough to guarantee
achievement of this goal. To remove the impacts of the notably different gains associated with
the two receive antennas, we scale the responses observed on RXi by different values. Therefore,
we compute the total power for the qth channel transfer function from TX1 (the upper antenna) to
receive antenna i, denoted respectively as P (q)

T,i where i ∈ {1, 2, 3, 4} for the L-band experiments
and i ∈ {3, 4} for the C-band experiments as explained above. We then normalize the channel

transfer functions as Ĥ(q)
ij ← Ĥ

(q)
ij /
√
P

(q)
T,i (functional notation dropped). This preserves the rel-



ative scaling between responses for different transmit antennas, since these gains are dictated by
antenna placement and not by differences in antenna gain.

With the gains properly normalized, we compute the impulse responses using an inverse DFT. Dif-
ferences in delays observed in the responses from different transmit antennas are due to different
cable lengths to each antenna as well as the different positions of the antennas on the airframe, and
these differences are small compared to the delay spreads observed in the multipath channels. In
contrast, differences in delays observed in the responses from different receive antennas are signif-
icant due to different electronic subsystems and the long cables used to connect these subsystems.
Therefore, we align the responses observed on receive antenna i using different temporal shifts.
Specifically, for the channels between transmit antenna 1 and receive antenna i, we define the be-
ginning of the channel impulse response as the first sample at which its magnitude reaches 20% of
its peak value, denoted respectively as n(q)

i . Using this definition reduces sensitivity to noise in the
waveform and has been found to be robust for accurately detecting the beginning of each response.
We then designate sample n(q)

i as zero delay for the two impulse responses observed on RXi.

B. Power Delay Profiles

Given this waveform calibration, we are prepared to examine the multipath delay structure. Specif-
ically, we compute the power delay profile (PDP) of the impulse responses using [17]

PDPij(nT ) =
1

Qm

Qm∑
q=1

∣∣∣ĥ(q)ij (nT )∣∣∣2 (3)

where Qm is the total number of temporal channel samples over the measurement. This PDP
provides an average measure of the power as a function of delay in the multipath channel, and it
both gives an indication of the type of fading that might be observed in typical channels and helps
to define the complexity of the equalizer that can adequately compensate for the range of multipath
delay signatures observed.

Figures 9 – 11 plot the PDPs for each transmit-receiver pair for Taxiway F, Taxiway E, and the
Taxiway E turnaround, respectively. Several observations are immediately obvious from these
figures.

1. Multipath more pronounced for L-band than for C-band, as evidenced by the long tail on the
L-band PDPs but not on C-band PDPs. This is to be expected because the C-band multipath
components are much weaker relative to the line-of-sight component because reflections at
a higher frequency tend to experience more attenuation.

2. During the experiments, the authors’ anecdotal observation is that the C-band signal was
either very good or essentially non-existent during while the C-12 was on the taxiways.
In contrast, the L-band signal was sometimes very good, sometimes distorted, and rarely
non-existent during the taxiway experiments. This can be explained by the fact that the
receive antennas possessed much narrower beams at C-band than at L-band. This property,
accompanied by the increased attenuation of reflections at C-band mentioned in observation
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Figure 9: Power delay profiles for Taxiway F as the C-12 taxis from southwest to northeast: (a)
L-band PDPs, (b) C-band PDPs.
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Figure 10: Power delay profiles for Taxiway E as the C-12 taxis from south to north: (a) L-band
PDPs, (b) C-band PDPs.
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Figure 11: Power delay profiles for the north end of Taxiway F as the C-12 turned around: (a)
L-band PDPs, (b) C-band PDPs.



1, generate a “cleaner” multipath environment at C-band than at L-band. The reader should
be aware that these observations only apply to the taxiway scenario. In other environments,
these differences may not be as pronounced.

3. The PDPs for receive antennas 1 and 2 (L-band only) are, for all practical purposes, identi-
cal. This is because the signal is received by the same physical antenna but with different
polarizations. The average channel is polarization independent. It remains to be seen if
polarization impacts the instantaneous channel.

4. Receive Antenna 4 performs very poorly at L-band, but gives acceptable performance at
C-band. The L-band behavior is most likely due to the fact that the receive antennas use
different tracking mechanisms. Receive antennas 1 – 3 use a conical scan to maximize the
received signal. Therefore, if the LOS path is obscured, receive antennas 1 – 3 likely will
track on a strong multipath component, and with the higher gain and narrower beamwidth
will be less likely to see other multipath components. In contrast, receive antenna 4 tracks by
pointing to the GPS coordinates of the aircraft (communicated through a dedicated telemetry
link). This means it will point at the aircraft regardless of the quality of the LOS signal,
possibly resulting in reduced overall power but richer multipath observations. In contrast, C-
band propagation is “cleaner” as explained in observation 2. The absence of strong multipath
components means all antennas tend to point in the same direction. This renders the PDPs
more similar than different.

5. Transmit antenna 2 is clearly inferior on the taxiways. (This is evident by the higher “floor”
on the PDPs.) This is because it is located on the bottom of the C-12 and the receive antennas
are looking down on the C-12.

6. These PDP plots provide a visual indication of the extent of delay experienced for the ob-
served channels. However, we can further quantify this delay extent using the average delay
spread for each channel. The average delay spread στ,ij for each PDP can be computed
using [17]

σ2
τ,ij =

1

Pij

∑
n

(nT )2 PDPij(nT )− τ 2 (4)

where

Pij =
∑
n

PDPij(nT ) (5)

τ =
1

Pij

∑
n

(nT ) PDPij(nT ). (6)

The delay spread values are included in the PDP plots of Figures 9 – 11. As can be ob-
served, the responses average delay spread for C-band much smaller than for L-band when
the signal-to-noise ratio is high. This is to be expected given observations 1 and 2.



SUMMARY AND CONCLUSIONS

We have summarized L- and C-band propagation data using multiple transmit and receive antennas
in the flight-line environment at Edwards AFB. The data show that for this particular environment,
C-band propagation exhibits much less delay spread than L-band propagation. But C-band prop-
agation is more susceptible to complete outages due to shadowing. The main factors influencing
the differences between L- and C-band propagation are

1. The propagating electromagnetic wavefront is more severely attenuated during a reflection
at higher frequencies. Consequently, the multipath reflections are weaker relative to the
line-of-sight path (when it exists).

2. Because the same antennas were used for both the L- and C-band experiments, the receive
antenna beamwidths were different (the beamwidth was much narrower at C-band) and this
narrowed the angular spread of the weaker multipath components captured at C-band.

Differences with the performance of antenna 4 were due to the method used for tracking.
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“C” Band Telemetry an Aircraft Perspective 
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ABSTRACT 

This paper concentrates on aircraft specific issues and impacts of utilizing a “C” band telemetry 

system on a new or existing instrumentation system.  
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INTRODUCTION 

Over the past 30 years increased complexity of military aircraft has dramatically increased 

required data rates for flight testing.  To exasperate this problem the DOD has lost use of parts of 

the RF spectrum allocated for flight test due to sell off to the commercial sector. This continues 

to be a problem with the National Broadband Initiative to “Re-Purpose” 500 MHz of spectrum 

for the broadband wireless industry. At the World Radio Conference (WRC) 2007, use of the 

“C” band 4.40-4.940 and 5.091-5.150 GHz was allocated to augment the existing frequency 

bands (i.e. “L” & “S” 1.4 - 2.4 GHz). There are many initiatives underway to take advantage of 

this newly acquired RF spectrum. There are also many technical issues that must be addressed in 

the engineering, manufacturing, and integration of “C” band equipment into aircraft and ground 

stations (i.e. transmitters, receivers, antennas, splitters, amplifiers, and cable etc.). This paper 

will address telemetry systems lessons learned, systems approach to airborne telemetry, design 

considerations and programmatic issues associated with utilizing the “C” band. It will also 

discuss current and future “C” band usage at NAWCAD Patuxent River, MD.    
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 BACKGROUND – L AND S BAND LESSONS LEARNED 

In determining the path forward with “C” band, it is useful to review lessons learned from the 

use of the “L” and “S” bands. While in use for over 50 years, it is surprising how many issues 

still arise with the use of  “L” and “S” bands for aeronautical telemetry. Some recent lessons 

learned compiled from experience of Air Vehicle Modification & Instrumentation (AVMI) 

NAWCAD Patuxent River, and the aircraft prime vendors (i.e. Boeing, Lockheed Martin, 

Northrop Grumman, Bell, and Sikorsky), are listed below:  

1) Lack of awareness and understanding of the IRIG-106 (Chapter 2 & Appendix A).  

2) Link analysis not performed or understood. 

3) Poor cable choices (i.e. small diameter cable which is easy to install but has much higher 

loss than large diameter cable) and  poor workmanship on RF connectors.  

4) Antenna placement (i.e. Interference from production RF sources).  

5) PCM data not randomized (i.e. long strings of 1’s & 0’s cause data dropouts), spectrum 

analyzer not utilized to verify TM signal 99% bandwidth.  

To mitigate these common TM problems, AVMI developed formal & practical (lab) telemetry 

training and procedures. These procedures and training must all be updated for the use of C 

Band. However, first the characteristics of C band telemetry must be determined.  

Many of the issues listed above are directly the result of not taking a complete systems view of 

the telemetry system. To have a viable telemetry system, you must have a complete 

understanding of the entire system, both the airborne and ground based components. At most 

DOD facilities and aircraft prime vendors, the aircraft instrumentation and ground station 

personnel do not work in the same organization. Because of this fact, and cultural differences 

between organizations, a thorough system view of the telemetry system is not always realized or 

appreciated. The airborne instrumentation organization makes sure they have appropriate RF 

energy from the antenna and can lock up the PCM on a ground cart. At  that point they are done 

and the ground station takes over. The assumption is made, “if we have appropriate RF at the 

cart, the  ground station can acquire the signal”. It is surprising how often in the design and 

checkout that the entire telemetry system (transducer to strip chart) is not considered. Often 

when a problem occurs, the aircraft personnel assume it’s a ground station problem, and the 

ground station personnel assume it’s an aircraft problem.  Figure 1.0 is an example of a typical 

telemetry system. 
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Figure 1.0 Typical Telemetry System 

In the engineering of an airborne telemetry system all requirements must be completely 

understood.  A link analysis on the ENTIRE system (airborne and ground station) must be 

performed to baseline design requirements. The Signal to Noise Ratio (SNR) for the desired data 

quality is a function of the modulation method, data type, data bandwidth, and receiver. A 

conservative SNR is 12 dB to achieve a BER of 10
-5

. So the goal in system design is to have a 

link margin greater than12 dB to ensure a quality signal is received at the ground station.  

 

The link margin calculation needs to be performed for each aircraft integration, because the RF 

losses can vary greatly depending on the aircraft type, size, location of antennas, transmitter, etc.  

 

In most cases the ground station equipment is fairly consistent. However in ground stations that 

support multiple flights simultaneously, equipment allocations can be changed mid flight 

depending on demands of the day. For example: An 8 foot dish receive antenna, has a much 

higher gain than a 4 foot dish antenna. This would have a significant impact on the overall 

system link margin.  
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Link Margin Calculation: The predicted signal is equal to transmitter power - cable loss  

+ transmitting antenna gain - path loss - multipath loss - atmospheric attenuation + receiving 

system antenna gain. The predicted noise is equal to Boltzmann's constant + receiving system 

temperature + receiver IF bandwidth (all quantities in dB). Combining the receiving system 

antenna gain and noise temperature into one term (G/T), we get the following equation for 

predicted SNR:  

SNR= PT - LC + GT - Lp - LM - LA + G/T – kB 

PT = Transmitter Power 

 LC = Cable and connector loss between the transmitter and transmitter antenna  

GT = Gain of the transmitting antenna 

 Lp = Path loss in dB 

LM = Estimated multipath loss in dB      

LA = Estimated atmospheric loss in dB 

G/T = The receiving system figure of merit in dBi per degree Kelvin 

  kB = Boltzman’s constant times the equivalent noise power bandwidth 

 

Staying mindful of these lessons learned, AVMI established a goal and plan for implementing  

“C” band telemetry.  

 

AVMI’s GOAL FOR IMPLEMENTATION OF  C BAND TELEMETRY 

 

Uncertainty of frequency allocations for flight test programs is driving airborne telemetry 

systems design. A design approach for maximum flexibility is required. Telemetry transmitters 

need to be interchangeable between L, S, and C band with no modifications to the aircraft. 

Ideally, cabling, antennas, and RF power splitters would also provide sufficient performance in 

all bands without modification to the aircraft.  
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“C” BAND TELEMETRY SYSTEM DESIGN CONSIDERATIONS 

Transmitters: The following specifications should be evaluated when choosing a transmitter: 

Physical size, RF power, operating voltage, operating current, modulation method, encryption 

certification requirements, data interface (PCM and clock), cockpit controls, frequency 

adjustment method, and heat dissipation requirements. Overheating of the transmitter is the most 

common cause of transmitter failure. When evaluating heat dissipation, consider the following: 

Surface area where the transmitter will be mounted, location on aircraft (i.e. environmentally 

controlled bay, cooling air only active while engines are turning etc.), use of heat sink, use of a 

fan, flight clearance issues with any of these heat dissipation methods. “C” band transmitters are 

not as efficient as “L” & “S” band, therefore “C” band transmitters generate more heat. A 

detailed thermal analysis for aircraft integration should be performed, as well as lab testing in a 

temperature chamber. The instrumentation engineer needs to understand the thermal limits of the 

system. For example, an aircraft on the ground, refueling and waiting to take off can be exposed 

to ambient ground temperatures in excess of 110 Degrees F. How long can the transmitter 

operate under these conditions without exceeding the manufacture’s specified temperature 

limits?   

Cabling: There are many choices for cables that can be utilized in aircraft TM system integration. 

The following specifications need to be evaluated on a case by case basis for each installation: 

Cable diameter, impedance, loss over specific frequency bands, EMI shielding effectiveness, 

weight, bend radius, connector types available, temperature, etc.  

A comparison was performed with Multiband cable used in all new aircraft TM integrations at 

NAWCAD, and legacy TM cable still installed in many active flight test aircraft. 
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For completeness, here is a review of a, “Typical Airborne TM link analysis”  

10 Watts

↓

Upper Antenna
0.48 Watts

↑

↓ 25 Feet

1 Foot

10% 0.943844 →

Watts -0.091 dB/ft

       → 9.438435

Watts

90% 8.494592 -0.091 dB/ft

Watts →

30 Feet

↓

Lower Antenna
3.92 Watts

Transmitter

Splitter

dB/ft
-0.25

-0.18 dB

-0.15 dB

-1.5dB

-0.15 dB

-0.18 dB

 

Figure 2.0 Typical Airborne TM System Link Analysis 
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Using this “Typical Airborne TM Link Analysis”, the following was calculated for a C Band 

implementation.  

Multi Band Cable 

Freq Band

Cable Loss/Ft                       

(0.184 in. Dia Cable)            

Thermax 930-OG

Cable Loss/Ft                       

(.488 in.  Dia Cable)       

Thermax 930-OK Upper Antenna Lower Antenna

"L" 0.134 dB 0.049 dB 0.63 Watts 5.34 Watts

"S" 0.165 dB 0.059 dB 0.58 Watts 4.88 Watts

"C" 0.251 dB 0.091 dB 0.47 Watts 3.84 Watts

 

Legacy Cable 

Freq Band

Cable Loss/Ft                       

(0.170 in. Dia Cable)     

RG-303

Cable Loss/Ft                       

(.390 in.  Dia Cable)             

RG-393 Upper Antenna Lower Antenna

"L" 0.162 dB 0.093 dB 0.49 Watts 3.94 Watts

"S" 0.203dB 0.118 dB 0.42 Watts 3.29 Watts

"C" 0.326 dB 0.205dB 0.25 Watts 1.75 Watts

 

The data above illustrates that the losses in the “C” band for both cable types is higher than the 

“L” & “S” bands. Particularly concerning is the RG-393 cable which has a loss factor 2.25 times 

higher when compared to the multiband Thermax 930-OK used in the “C” band. Because of the 

high losses in the legacy cable, an aircraft currently using the “L” or “S” bands would not be able 

to convert to the “C” band without changing the TM cabling in the aircraft. For an active flight 

test aircraft this can be quite a challenge, depending on the cable run in the aircraft, a 

modification down time could be as much as 4-6 weeks. 

Antennas: The following specifications should be evaluated when choosing an airborne antenna: 

Frequency range, polarization, gain, maximum power, VSWR, physical size, impedance, 

radiation pattern, material, ground plane requirements. The mounting location needs to be 

carefully considered to account for interference with production aircraft RF sources. Current 

flight test programs have specially designed conformal antennas to ensure minimal impact to the 

airflow on the skin of the aircraft. The conformal antennas also minimize impact to the aircraft’s 

radar cross section (RCS) signature. These antennas currently only support one band, either the 

“L” or “S” band. To design conformal antennas to operate in the “C” band would be a costly 

endeavor. The goal of utilizing multiband antennas may be difficult to achieve. Preliminary 

evaluation of antenna patterns indicates performance degradation compared to dedicated single 

band antennas. More investigation needs to be done in this area.  
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RF Splitters: The following specifications should be evaluated when choosing an airborne RF 

Splitter: Power split ratio (i.e. 90/10, 75/25 etc.), frequency range, insertion loss, VSWR, 

maximum power input, and physical size. Mounting of the RF splitters in the aircraft should 

account for maximum permitted bend radius of RF cable on the input and outputs of the splitter. 

Electromagnetic Interference: EMI is a serious concern for all aircraft integrations. This is a 

complex problem that is different for each test platform. Several key factors need to be 

evaluated: Antenna placement, proximity to production systems, frequency bands of production 

systems, maximum RF power of production systems. EMI from a production system can cause 

degradation of the telemetry data. More of a concern is that telemetry data can interfere with 

production system operation, possibly degrading flight critical systems, posing a safety concern. 

Because of these safety concerns, EMI testing is required on each platform integration utilizing 

“C” band telemetry prior to a flight clearance being issued. This process can have a significant 

impact on a program’s budget and schedule. 

Test Equipment: Before moving into the “C” band, evaluate your test equipment to ensure it is 

capable of operating in the 4-6 GHz range. At a minimum, the following equipment is required 

to validate a “C” band telemetry system: Spectrum analyzer, telemetry receiver, low loss cable, 

& RF power meter. 

PROGRAMMATIC ISSSUES MOVING TO THE “C” BAND 

As telemetry engineers, we frequently forget the Programatic Issues associated ith the 

introduction of a new technology. Often these Programmatic issues can prove to be more 

difficult to overcome than technical issues. Unfortuantely converting a legacy flight test aircraft 

to a “C” band telemetry system is not just a swap of the transmitters. In most cases it will require 

new cabling and antennas.  Depending on the installation, this could take from a few days to 

several weeks. This affects program schedules and budgets. Most flight test programs operate 

under extremely tight schedules 24hrs/7 days a week. Scheduling time on the aircraft for multi-

day modifications is extremely difficult. Typical program pushback:  

 Why should my program make this change?  

 Why does the latest fighter jet test program dominate the “L” band usage? Make them 

move! 

 Who is going to pay for this?  

 What happens if I don’t do anything?  

 What are the TM rules and guidelines that drive frequency allocation decisions? 

  What guarantees do I have that “C” band will work as well as the “L” or “S” bands?  

 What testing has been done?  

 What programs of record are using “C” band telemetry?   

 Does the “C” band interfere with any production equipment on my aircraft? 
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CURRENT/PLANNED USE OF “C” BAND AT NAWCAD PATUXENT RIVER, MD 

AVMI is currently utilizing a “C” band telemetry system for carrier suitability testing. This 

project was chosen to utilize “C” band telemetry for the following reasons: “L” band usage for 

this test could not be scheduled; the legacy telemetry system used a non-adjustable “L” band 

transmitter, the carrier suitability instrumentation system is self contained, and integration had 

minimal impact to the aircraft. The telemetry receiving van is parked on the side of the runway, 

approximately 100 Ft from the aircraft during the critical data collection events (i.e. arrestments 

and catapults). NAWCAD and the Air force Flight Test Center (Edwards) have both successfully 

conducted limited “C” band flight tests. Based on this rationale, the use of the “C’ band was 

considered a moderate risk to the program.  

AVMI is planning to modify the carrier suitability instrumentation systems utilized on multiple 

aircraft based on the successful use of “C” band on the first system. 

AVMI is currently integrating “C” band telemetry systems into a helicoptor and jet. The 

helicoptor will be transmitting data in the “L” and “C” band for comparison purposes. Both 

aircraft will be test beds utilized to support multiple “C” band related flight test events. The data 

obtained from these aircraft will be used as risk reduction for the developmental/operational test 

squadrons at NAWCAD. A helicopter and jet were specifically chosen to satisfy each 

community’s concern over using the “C” band. Flight tests are scheduled to take place in 

July/August 2011. 

 

CONCLUSIONS 

The loss of telemetry spectrum will continue to be a challenge for the foreseeable future. The 

efficient use of the “L”, “S”, and “C” bands will require aircraft instrumentation organizations to 

design systems that are flexible in all frequency bands while minimizing impacts to aircraft 

modifications. Availability of the “C” band provides welcome relief to congestion in the “L” and 

“S” bands; however one should be aware of all the technical tradeoffs and impacts before 

transitioning to the “C” band. Flight test organizations must develop policies to ensure the fair 

efficient use of the spectrum. As more organizations utilize the “C” band, lessons learned will 

emerge, sharing of this information will be critical to the future of flight testing.  Lastly, the 

technical and operational issues associated with the change to “C” Band will most likely pale in 

comparision to the programmatic challenges of getting  programs to embrace the new spectrum.  
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ABSTRACT 

This paper will present the preliminary design of a C-Band telemetry antenna mounted 
conformal to a small diameter missile. Various design studies and options will be explored 
leading to a preliminary design that best meets system requirements. Simulation results are 
presented for various options and the rationale for down selection to final configuration is 
discussed. 

1.0 INTRODUCTION 

This paper will describe the preliminary design and development of a thin conformal mounted C
Band telemetry antenna designed for use on a small diameter missile. Since C-Band has become 
available for airborne telemetry applications, there has been interest in developing replacement 
telemetry antennas for missile applications. This paper will describe the design process used to 
develop a new telemetry antenna for use on a small diameter supersonic air launched missile. 
The operating band for this design is 4400 to 5150 MHz, which covers both the lower ( 4400 to 
4940 MHz) and mid C-Band telemetry frequencies (5091 to 5150 MHz). The design of a 
telemetry antenna for C-Band is of interest to the test and evaluation community because C-Band 
is a new band available whereas L and S Band were commonly used for this purpose. The 
design challenges of implementing the antenna at these higher frequencies will be described in 
this paper. 

This paper will first describe the requirements for the C-Band telemetry antenna, which are the 
same for the legacy antenna, except the frequency band is now 4400 to 5150 MHz instead of 
2200 to 2290 MHz. The traditional approach has been to utilize some type of microwave patch 
or slot as the radiator either alone or as part of an array with a feed network to a common port. 
The paper will then describe various radiating elements that were considered and present some 
simulation results. Also, various options for the feed network will be described. Finally, a 
candidate design will be selected from among the various options and future prototyping efforts 
will be described. 

Distribution: Statement A- " Approved for public release; distribution unlimited" 
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2.0 REQUIREMENTS 

The antenna design requirements are usually derived from the weapon specification, link budget 
calculations or legacy antenna specifications. This design presents significant challenges on 
account ofthe physical configuration and environmental factors. The general performance 
requirements are listed in Table 1. 

Table 1: General performance requirements 
Parameter Requirements 
Bandwidth 2:1 VSWR or less from 4400 to 5150 MHz 
Gain Roll plane: greater than -7 dBiL for 90% oftheta = 90 and phi 

varied from 0 to 360 degrees. 
Greater than -7 dBi dBiL over 90% of the sphere excluding 10 
degree cones off the nose and tail. Greater of either vertical or 
horizontal polarization. 

Polarization Linear 
Size Cylindrical in shape with a 5 inch outside diameter and a 4. 7 

inch inside diameter. 1.55 inches in width along the 
circumference. 

Environmental Operating temperature: -40 to + 175 degrees Centigrade. 
Random vibration, shock, acceleration, humidity, salt fog, sand 
and dust. 

Bandwidth 
The impedance bandwidth ofthe antenna is specified in terms of the 2: 1 Voltage Standing Wave 
Ratio (VSWR) over the frequency range of 4400 to 5150 MHz. Generally, these types of 
antennas are not tuned after manufacturing and therefore sufficient bandwidth is required to 
allow operation in either low or mid C-Band over the expected operating temperature range as 
well as variations in production of antenna laminates (e.g. board thickness, relative dielectric 
constant). 

Gain 
The minimum gain ofthe antenna while mounted on the missile is given in Table 1. Generally, 
omni-directional coverage is desired with sufficient gain to provide link margin at the maximum 
expected range. In this case coverage off the nose and tail ofthe missile is not required since the 
missile is not expected to be traveling directly towards or away from the telemetry receiving 
antennas. The angle phi is taken to be zero degrees at the top center of the missile (umbilical 
location) and measured clockwise as viewed from the tail of the missile. The angle theta is zero 
at the missile nose and measured clockwise when viewed from above. See IRIG 253-93, Figure 
3-4, for a diagram ofthe aerodynamic vehicle coordinate system [1]. 

Polarization 
The polarization of the antenna is specified as linear. It is assumed that the receiving antenna 
polarization will be circular or dual orthogonal polarized and therefore the maximum 
polarization miss match loss will be 3 dB with the appropriate receive combiners. 
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Size 
The antenna is required to be conformal to the missile body so that the antenna does not cause 
unwanted aerodynamic effects. The inside diameter is determined by how deep of a cut can be 
made in the missile section were the antenna is mounted. Generally, the maximum depth is a 
few tenths of an inch as to not affect the structural integrity ofthe missile; consequently the 
antenna ends up being somewhat thin. This thinness makes large bandwidth a challenge to 
achieve. 

Environmental 
The operating environment ofthe antenna is the same as the missile. The antenna must meet the 
performance requirements under any natural combination of the environments listed in Table 1. 

In addition to the requirements stated in Table 1, there are other considerations, such as the 
method of mounting the antenna to the missile, any obstructions from a cable-way cover or 
launch rail and the location of the antenna RF connector that the designer must take into 
consideration. 

3.0 DESIGN APPROACH 

There are many constraints the designer must consider when starting a new design in order to 
achieve an optimal result. The design was broken down into a number of sub-tasks, first 
considering various element types, then the number of elements needed to meet the radiation 
pattern requirements and finally various feed options. Several candidate designs are later 
described. 

The final antenna configuration will consist of an array of elements with the outer surface 
conformal to the missile body. However, the design will initially look at various element types 
in a flat configuration of individual elements. The individual elements must meet the impedance 
bandwidth requirement, which is more easily checked if the element is simulated or prototyped 
in a flat configuration. 

Based on previous design experience and the environmental conditions, the material RT/duroid 
6002 from Rogers' Corporation was chosen as the dielectric for the antenna [2]. The material 
RT/duroid 5870 was chosen as the cover layer for the antenna since this material has been used 
successfully on many other antennas for air launch missile applications. 

Various configurations were simulated using a three dimensional electromagnetic time domain 
simulator, Empire XCcel from IMST GmbH, which is an electromagnetic field simulator based 
upon the Finite-Difference Time-Domain Method (FDTD) [3]. Other tools were used such as 
Ansoft Designer and HFSS [4]. The various designs simulated were parameterized and either 
optimized by hand or automatically by the simulation software. 
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4.0 CANDIDATE ELEMENT DESIGNS 

For this effort the designers considered two types of radiating elements, rectangular shaped patch 
elements and slot elements. Several variations of each type are presented along with a short 
discussion and simulation results. These types of elements were chosen as candidates because 
they could be fabricated using printed circuit board technology and then formed to be conformal 
to a cylinder. Other radiating structures were also briefly evaluated and, in fact, the possibilities 
are almost endless as to what might be considered as a radiator that could be fabricated to be thin 
and conformal to a cylinder [5] . The structures considered in this paper were the ones that the 
authors felt had the best chance of meeting all of the requirements in Table 1. 

All of the elements described in the following sections have the same layer stack up. Each 
design consists oftwo layers ofRT/duroid. The first layer is RT/duroid 6002 which is the 
dielectric layer with metallization on the bottom side which serves as the ground plane and either 
a patch or slot on the top surface which is the radiating element. The height ofthis layer is 0.12 
inches. The second layer is RT/duroid 5870 and this layer is the cover layer for the antenna, 
which has a height of0.02 inches. The cover layer provides the needed protection from the 
flight environment. The total height ofthe antenna which includes both layers ofRT/6002 and 
RT/5870 with allowances for copper and bonding film is estimated to be 0.14 inches. During the 
simulation ofthe antenna, the element size was adjusted to compensate for the loading effects of 
the cover layer. 

4.1 RECTANGULAR SHAPED PATCH ELEMENTS 

Rectangular shaped patch elements have been used for many years in commercial and defense 
applications. They are thin, light weight, low profile and can be manufactured using printed 
circuit board technology. Their main draw back is the narrow bandwidth. However, there are 
techniques which can increase it with a large number of research papers devoted to this topic 
[5,6,7]. The following sections describe various rectangular patch configurations considered. 

Traditional Rectangular Element 
A traditional rectangular element can be designed using equations such as those given in various 
text books on the subject [6]. These equations can serve as a starting point for the design. The 
design can then be entered into an electromagnetic field simulator for analysis and then re
analyzed as various parameters are changed leading to a final design. This design approach 
works well with a fast simulator. Figure 1 shows a drawing of the element with a probe type 
feed. 
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(a) 
Figure 1: Traditional rectangular element, not drawn to scale. (a) Top view ofthe element and 

(b) side view, showing the layer stack up. 

Figure 2: Smith chart, Sll plotted from 4 to 6 GHz. 

As can be seen in Figure 2, this element does not meet the 2:1 VSWR requirements. The blue 
line is the S parameter, S11, plotted from 4 to 6 GHz. The 4.4 and 5.12 GHz frequencies are 
indicated at the blue diamond shaped markers. Only about 50% of the required band is 
contained inside the VSWR 2:1 circle. This element has a bandwidth sufficient to cover either 
the lower or middle C-hand telemetry frequencies, but not both at the same time. 
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Extended Width Rectangular Element 
This element is a microwave patch that has a larger bandwidth because the increased width will 
support an additional mode. A diagram ofthis element is shown in Figure 3. The width ofthe 
element is approximately twice the length. In the simulation, this element is driven with a probe 
type feed. The final feed type, either probe or edge driven, will be determined by the way the 
elements are tied together in the array . 

RT5870 
Q) 

RT6002 .a 
0 
It 

• 
(b) 

(a) 
Figure 3: Extended width rectangular element, not drawn to scale. (a) Top view ofthe element 

and (b) side view, showing the layer stack up. 

The simulation results of this element are shown in Figure 4. The blue line is the S parameter, 
S11, plotted on a Smith chart and the red line is the required VSWR limit. As can be seen in 
figure 4, element matching and tuning need to be adjusted to bring more of the S 11 curve within 
the VSWR 2:1 circle. 

Figure 4: Smith chart, S 11 plotted from 4 to 6 GHz. 
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Multi-Resonator Rectangular Element 
This element consists of a planar multi-resonator structure in which a patch is driven and another 
patch is coupled to by a small gap. This arrangement can support wider bandwidths with careful 
adjustment ofthe dimensions ofthe elements. Figure 5 shows a drawing ofthe element and 
layer stack up with a probe type feed at the edge ofthe driven element. This element structure 
has been successfully used in many antenna designs and was invented by Mo Kaloi of the Naval 
Air Warfare Center, Point Mugu, California. 

RT5870 

I~ RT6002 

(b) 

(a) 
Figure 5: Multi-resonator rectangular element, not drawn to scale. (a) Top view ofthe element 

and (b) side view, showing the layer stack up. 

Figure 6 shows a plot ofthe scattering parameter, S11, plotted on a Smith chart. The blue line is 
the S parameter, S11, plotted on a Smith chart and the red line is the required VSWR limit. As 
shown in the Smith chart, the VSWR 2:1 bandwidth requirement is being met by this element, 
since the frequencies from 4.4 to 5.12 GHz is contained within the 2:1 circle. 

Figure 6: Smith chart, S 11 plotted from 4 to 6 GHz. 
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4.2 SLOT ELEMENTS 

Slot antennas are common at microwave frequencies and in this section we examine various 
apertures in a ground plane that can serve as conformal radiators. 

Rectangular Slot Element 
This element consists of a rectangular shaped opening in the top conductor layer. There is a 
picket fence of vias surrounding the opening as shown in Figure 7. Both the top and bottom 
metal layer are at ground potential and the vias form a cavity. The element is driven by a lumped 
port that spans the slot at its center. 

-

-

(b) 

(a) 

Figure 7: Rectangular slot element, images exported from Empire XCcel. (a) Top view ofthe 
element and (b) isometric view, showing the layer stack up. 

As can be seen in figure 8, this element will require some additional work to bring the resonant 
frequency into the required band offrequencies. The blue line is the simulated Sll and the red 
line is the required limit VS WR limit. 
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Figure 8: Smith chart, S 11 plotted from 4 to 6 GHz. 

Bowtie Slot Element 
This element consists of a bowtie shaped opening in the top conductor layer. There is a picket 
fence of vias surrounding the opening as shown in Figure 9. Both the top and bottom metal layer 
are at ground potential and the vias form a cavity . The element is driven by a lumped port that 
spans the slot at its center. 

r·rr1 
~ ~ i . . 
0 • 
O::IO GoO OOO O<I O CQ 

(a) (b) 

Figure 9: Bowtie shaped slot element, images exported from Empire XCcel. (a) Top view ofthe 
element and (b) isometric view, showing the layer stack up. 

As can be seen in figure 10, this element will require some additional work to bring the resonant 
frequency into the required band offrequencies. The blue line is the simulated S11 and the red 
line is the required limit VSWR. 
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Figure 10: Smith chart, S11 plotted from 4 to 6 GHz. 

1-shaped Slot Element 
This element consists of a I shaped opening in the top conductor layer. There is a picket fence of 
vias surrounding the opening as shown in Figure 11. Both the top and bottom metal layer are at 
ground potential and the vias form a cavity. The element is driven by a probe type port that 
drives one side ofthe structure as shown in Figure 11. 

0 -

0 
0 
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0 
0 

0 

r-"---1 

(a) (b) 

Figure 11: I shaped slot element, images exported from Empire XCcel. (a) Top view ofthe 
element and (b) isometric view, showing the layer stack up. 

As can be seen in figure 12, this element will require some additional work to bring the resonant 
trequency into the required band of trequencies. The blue line is the simulated S 11 and the red 
line is the required VSWR limit. 
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Figure 12: Smith chart, Sll plotted from 4 to 6 GHz. 

5.0 ELEMENT DOWN SELECT CRITERIA 

Among the elements presented above, there are several that have the potential of meeting the 
bandwidth requirement. Choosing one or two of the candidate elements involves evaluating 
what might be the final design in terms of cost, manufacturability and performance. 

Cost 
The cost of materials and assembly labor is important to consider. No one wants to pay more 
than they have to for an antenna. After the initial design cost (non-recurring engineering), the 
cost for labor is probably greater than for the materials. Labor to manufacture and test the 
antenna is probably the largest cost component. 

Manufacturability 
A simple, easy to manufacture antenna is the design goal. When looking at layer stack up and 
element feed networks, we would like to avoid complicated structures requiring critical 
alignments or tight tolerances. Elements fed by probes or those requiring cavity type structures 
composed of fence vias are examples of structures which might require more manufacturing 
steps. The final shape ofthe antenna needs to be conformal to the missile and manufacturing 
steps performed while the antenna is cylindrical versus flat (prior to forming) need to be 
carefully considered. 

Performance 
At the beginning of the design it is important to establish what the core performance 
requirements are and how these requirements are to be evaluated. These performance 
requirements should be realistic and based on overall systems engineering requirements. 
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Assuming the proposed antenna design meets the minimum performance requirements with 
some acceptable level of margin, cost is the second most important factor in selecting a candidate 
antenna design. 

6.0 FUTURE WORK 

Future work involves a re-check ofthe simulation results presented here and building some 
prototypes to verify the simulations with actual measured results. One or two of the candidate 
elements will be fabricated in the flat. A feed network will be required to drive all the elements 
ofthe array from a common RF connection. Simulations ofthe entire feed network and elements 
will be performed, both in the flat and conformal to a cylinder. 

Finalizing Element Designs and Feed Network 
There are several elements that show some promise of meeting the bandwidth requirements and 
some additional work is needed to center the resonant frequency and optimize the performance 
ofthe elements. The elements must be put into an array and driven by some type of feed 
network from a common RF port. Designing the feed network involves several decisions such 
as: determining how many elements are needed to meet the radiation pattern requirements, 
choosing the impedance at which to drive the elements and feed routing. 

Thermal analysis 
Thermal analysis will be performed to predict the maximum bond line temperature. Since the 
antenna will be used on a missile traveling at supersonic speed, some aerodynamic heating is to 
be expected during the course of the flight. The antenna cover layer, in this case RT/5870 acts as 
an environmental shield and some analysis is necessary to show that the maximum bond line 
temperature will not be exceeded. 

Import element structure into a PCB layout tool and generate GERBER files 
When the design and simulations are complete and the designer is confident that the element will 
meet the various design requirements, the dimensions of the structure can be exported to a 
GERBER tool or PCB tool to generate artwork for PCB manufacture of the various layers of the 
antenna. 

Design of the bonding mandrels 
Bonding mandrels will be designed. The mandrels are used to bond and form the various layers 
ofthe antenna into a cylinder. 

Building a prototype 
The process of building a prototype first involves having the various antenna layer fabricated at a 
PCB manufacturing facility. The flat circuit boards are then formed into a cylindrical shape on a 
mandrel and the various layers are bonded together using heat and pressure. Some machining of 
the antenna maybe required to remove alignment tabs or drill mounting holes. After this an RF 
connector or cable is attached to the feed point and the antenna is then ready for testing. 
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Chamber testing and pattern measurements 
The testing usually involves measuring the S-parameter, 811 at the RF connector and full pattern 
measurements while the antenna is mounted on the weapon or a mockup ofthe weapon. The 
performance parameters ofTable 1 can be verified in this configuration. 

Qualification testing 
Ifthe antenna then goes into production, qualification testing will be done on several first articles 
to verify that the antenna can meet the environmental and performance requirements. 

7.0 CONCLUSION 

In this paper, the preliminary design of a conformal C-Band telemetry antenna for a small 
diameter missile was presented. Several types of radiating elements were presented along with 
simulation results. The unique and stringent antenna requirements for missile applications were 
presented along with the challenges of obtaining bandwidth for elements close to ground. 
Nonetheless, it seems possible that the lower and middle C-Band telemetry frequencies can be 
supported by one antenna. 
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ABSTRACT 

 
 Currently most of the missile telemetry systems operate in the lower S-Band 
frequency range (2200-2290 MHz).  Due to Federal Government plans to repurpose this 
frequency spectrum to commercial entities, missile telemetry systems will have to 
migrate to operate in the lower C-Band range (4400-4940 MHz) as well.  This move in 
the operational frequency requires the upgrading of not only the Range ground 
receiving equipment, but the airborne transmitting units as well.  This paper will detail 
the efforts required to augment a missile telemetry unit from operating in S-Band to C-
Band. 
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BACKGROUND 
 
 Under the National Broadband Initiative (NBI), the lower C-Band Frequency 
Range (4400-4940 MHz) has become available for use in airborne telemetry 
applications.  This paper will discuss the initial efforts in augmenting the telemetry 
applications currently residing in S-Band (2200-2300 MHz) into lower C-Band.  It will 
begin with a description of the required equipment, initial test setup and conclude with 
future test plans. 
 
 

REQUIRED EQUIPMENT 
 

 In order to conduct this initial test to determine if a C-Band telemetry system can 
operate at a government test range, the following components / equipment will be 
required.  On the transmitting side, a conformal wraparound antenna from a missile 
platform; a power supply; and a transmitter will be needed.  For the receiving portion, a 
mobile dish antenna; receiver; demodulator; and bit error rate (BER) tester will be used. 
 
Transmitting Portion- 
Antenna- The C-Band antenna development effort is detailed in another ITC publication  
“Design and Development of a Thin Conformal C-Band Telemetry Antenna for a Small 
Diameter Missile”.  The initial design goal is to match all of the physical (axial length, 



thickness and location of connectors), electrical (gain and polarization), and 
environmental (vibration and temperature) requirements of an existing missile S-Band 
telemetry (TM) antenna.  Below are the electrical requirements: 
 
 Frequency Bandwidth: 4400-4940 MHz 
 Gain:    -7 dBiL 

Polarization:   Linear. 
 
Transmitter /Power Supply-  A commercial off the shelf (COTS) power supply will be 
used to provide the +28V to power the transmitter.  The transmitter will be capable of 
providing five (5) watts and operate using the ARTM Tier 0 (PCM/FM- Pulse Coded 
Modulation/Frequency Modulation) or Tier 1 modulation scheme (SOQPSK- Shaped 
Offset Quadrature Phase Shift Keying).  It also requires the capability of a 15-Bit 
Pseudo Data Generator (RN- Randomizer Output).  Currently there are three vendors 
who have provided transmitters which meet this requirement and are being evaluated 
by the C-Band Working Group (CBWG). 
 
Receiving Portion- 
A mobile eight foot (8’) Dish Antenna and Telemetry Receiver will be required.  This 
setup is available and can be borrowed for the use of this test.  In addition, a SO-QPSK 
Demodulator will be needed to provide clock and data to a Bit Error Rate (BER) Tester. 
 
 

INITIAL TEST PLAN 
 

Using the components / equipment listed in the previous sections, an Over-the-Air Test 
will be conducted.  First, frequency clearance must be obtained since the C-Band 
Transmitter will be radiating into free space.  After mounting the conformal wraparound 
antenna onto a missile mockup body, the power supply and transmitter will be 
connected.  For this initial test, a 15 Bit Pseudo-random Noise Sequence will be 
transmitted.  The mobile eight foot C-Band Dish Antenna will receive the signal.  It will 
travel through the C-Band Receiver, SO-QPSK Demodulator, and finally to the BER 
Tester.  The data will be compared to the performance of a similar system operating at 
S-Band.  These tests will be used to verify both systems are operating properly.  The 
data may not be truly representative of actual flight conditions due to the multipath 
signals due to the fact the mockup will be so close to the ground. 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

FUTURE TEST PLANS 
 
After the initial test has been proven successful, a simplified telemetry (TM) section 
(modified to operate in the lower C-Band frequency range) will be integrated into a 
missile body and used for the transmitting portion of the test.  It will be flown on a F/A-
18 jet as a Captive Carry asset.  All of the equipment in the receiving portion of the 
previous test will be maintained.  The performance at C-Band will be compare with S-
Band.  The plan is to perform the Flight Testing over the Land and Sea Range to access 
the differences. 
 
 

SUMMARY  
 

Initial efforts are underway to augment telemetry applications to operate in the C-Band 
frequency range.  Funding is currently being pursued with the C-Band Working Group 
(CBWG) to support the development and testing efforts detailed in this paper.  Once 
these efforts are proven successful, the missile platforms will have more than one 
alternative in the application of missile instrumentation. 
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ABSTRACT 

One of the core philosophies of the integrated Network Enhanced Telemetry (iNET) project is to 
leverage standard networking technologies whenever possible to both reduce development cost 
and to allow standard networking applications to function.  This paper presents decisions about 
the system's behavioral design and other decisions affecting the selection and design of system 
components.  The TmNS is a network of networks that must be integrated into existing range 
processes.  An overall guiding tenet for the TmNS is enhancement rather than replacement.  As 
such, this enhancement is melded with pre-existing devices, approaches, and technologies.  
Overall, the pre-existing Pulse Code Modulation (PCM) data delivery mechanism is augmented 
with bi-directional, reliable, TmNS-provided communication. 

KEYWORDS 

Network, System, iNET, TmNS 

SYSTEM OVERVIEW 

The Telemetry Network System (TmNS) is a network system to enhance existing telemetry 
systems in order to leverage networking technologies to gain test efficiencies.  The system shall 
be designed to be a general-purpose network with a capability to meet the majority of flight test 
needs of the United States Air Force, Army, and Navy, and will be interoperable among test 
ranges. The system will efficiently support programs with both large and small (less than 100) 
numbers of measurands, and supporting Test Article (TA) components shall be small enough to 
be accommodated in fighter sized aircraft. 

Figure 1 identifies the primary operational segmentation of the TmNS to help describe the 
operation of the system.  Note that the segmentation for the Radio Frequency (RF) subsystem is 
split between the TA, the Antenna sites, and the Range Operation Center (ROC). 

 1



 

Figure 1.  TmNS Demonstrations Overview 
 

SYSTEM SEGMENTATION 

The TmNS consists of five major subsystems.  These subsystems are functional groupings to 
help communicate the functionality of the TmNS. 

Test Article (TA) Subsystem 

The airborne TA subsystem interfaces data sources with recording and telemetry transmission 
devices.  The TA subsystem consists of the resources necessary for any particular test application 
and resides in the test aircraft.  In general, the TA subsystem will consist of the following 
components: network switches, network routers, TA resource managers, network Data 
Acquisition Units (DAU) with Signal Conditioning (SC), network recorders, network encryptors, 
and other auxiliary components necessary to make the system functional.  The number and type 
of components necessary for a particular test are solely dependent upon the location, number of 
measurements, and types of data to be collected in that test.  The TA subsystem also provides the 
means to interface into existing Pulse Code Modulation (PCM) systems. 
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Radio Frequency (RF) Subsystem 

The RF subsystem connects the TA subsystem with the Range Operations subsystem.  The RF 
subsystem consists of the resources necessary for interconnecting with the range infrastructure.  
In general, the RF subsystem will consist of the following components: network radios, network 
switches, network routers, RF resource managers, and other auxiliary components necessary to 
make the system functional.  The number of components necessary for a particular range is 
dependent upon the range resources as well as the number of RF domains needed for test 
operations.  The RF subsystem relies on the Serial Streaming Telemetry (SST) signal from 
existing telemetry systems for tracking the TA. 

Range Operations Subsystem 

The Range Operations subsystem provides the means for interfacing the RF subsystem 
components within the antenna sites with the Range Operations Center (ROC).  The Range 
Operations subsystem has the ability to remotely manage the resources within the antenna sites 
(or Ground Stations) such as the tracking antennas, network devices (switches and routers) and 
the range infrastructure network which provides the means to interconnect the range facilities.  
The range operations subsystem has the ability to manage all resources located on the black-side 
of the system.  Therefore, it can communicate with components on the TA that are not behind the 
network encryptor. 

Mission Control Subsystem 

The Mission Control subsystem provides the means for interfacing into existing telemetry 
processing systems.  The Mission Control subsystem consists of the resources necessary for 
processing TmNS data messages, communicating with the red-side of the TA, and 
communicating with the telemetry processors.  In general, the Mission Control subsystem will 
consist of the following components: network switches, data servers, telemetry processing 
adaptors, network recorders, network encryptors, and other auxiliary components necessary to 
make the system functional.  The telemetry processing adaptors are specific to the existing 
telemetry processing systems. 

Ground Support Equipment (GSE) Subsystem 

The network GSE subsystem provides various support functions necessary to maintain and 
archive the TmNS metadata, to perform maintenance on the TA components, and to perform 
limited data reduction on the network data. The GSE is available to the user as deemed necessary 
to support the TA components.  The user shall have a choice of any number of the GSE 
subsystems that will provide the level of support needed.  It is envisioned that a copy of the GSE 
will reside in the Mission Control Room (MCR) to support the instrumentation engineer support 
role in the MCR. 
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SYSTEM-WIDE DESIGN DECISIONS 

The TmNS is a network of networks that must be integrated into existing range processes.  An 
overall guiding tenet for the TmNS is enhancement rather than replacement.  As such, this 
enhancement is melded with pre-existing devices, approaches, and technologies. 

Overall, the pre-existing PCM data delivery mechanism is augmented with bi-directional reliable 
communication provided by the TmNS. 

1) Networking concepts in acquisition devices and network fabric appliances are adopted rather 
than created. Some new features supporting bidirectional control are added. 

2) Prior to design of the TmNS, areas that needed enhancement were coordinated among 
stakeholders to create standards to guide vendor interoperability of components in the 
system: 

a) The Test Article Standard Working Group (TASWG) created a standard focused on the 
test article network fabric, devices, and network protocols that would aid in 
interoperability with respect to data acquisition and the acquisition control on the test 
article. The primary underlying technologies utilized are classic Internet Protocol (IP) and 
an adapted common data messaging format (TmNS data messages) based on a hybrid 
found among existing (competing) formats at the time. 

b) The System Management Standard Working Group (SMSWG) created a standard 
providing a unified approach for discovering, configuring, statusing, and controlling 
devices connected anywhere within the TmNS. The primary underlying technologies 
utilized are SNMP and FTP. 

c) The Metadata Standard Working Group (MDSWG) created a standard for describing 
system configuration (Metadata) in a common fashion. The eXtensible Markup Language 
(XML) schema defined in this standard provides an approach for describing the 
configuration of all of the components in the TmNS as well as their logical and physical 
interrelationships. The TASWG and SMSWG standards describe standardized 
mechanisms for delivery of the Metadata to individual components for system 
initialization and major reconfiguration. 

d) The RF Network Element and Communications Link standards describe the new devices 
necessary to provide the bidirectional communication utilized by the TmNS, the RF 
Network Manager (RFNM), and radio units.  This standard describes both the air 
interfaces and the wired network interfaces that these units should conform to and the 
functionality that these units should provide in order to be interoperable. 

The intent of the standards is not only to encourage interoperability across vendors, but also to 
provide components that allow for the TmNS to be an open system. That is, while particular 
demonstrations are to be shown in the early phases, the TmNS is not targeted at these particular 
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deployments alone. The intention is to provide an approach including tools and building blocks 
that will be used long into the future in ways not even foreseen by the iNET program. Success of 
the Internet as an open system inspired this goal. 

SYSTEM INPUTS AND OUTPUTS 

The TmNS utilizes an IP network.  IP is chosen based on the success and description of the 
Internet Engineering Task Force (IETF) hourglass approach.  That is, the simple (skinny) IP 
layer is the basic interoperability between networked components.  Figure 2 is a TmNS 
specialization of the classic IETF IP hourglass figure.   

 

Figure 2.  IETF Hourglass Showing IP as Interoperability Neck 
 

Advantages gleaned by utilizing this approach include: 

1) Flight test is a seamless part of the overall range network. 

2) Support is provided for a globally unique addressing scheme as well as private address 
spaces. 

3) Lower level networking protocols are isolated from and interoperate with applications (e.g. 
RF network based on communications link standard).  

4) Ample pre-existing tools and libraries for management are available. 
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5) Standardized dynamic routing can be utilized (e.g. can support range to range handoff 
switching as well as range network updates, load shifting, and partial outages). 

6) Reliable communication is supported through higher level protocols [e.g. Transmission 
Control Protocol (TCP)]. 

7) Peer-to-peer communication, point to multi-point transmission (multicast), and broadcast are 
supported. 

8) Standardized Quality of Service (QoS) via delivery mechanisms (regardless of lower level 
transport) based on Differentiated Services (DiffServ) Code Points (DSCPs) provided in the 
IP headers. 

System Behavior in Response to Inputs 

The behavior of inputs to the TmNS is primarily parallel. It has been chosen to be a network of 
networks.  At any moment it could be responding to many network requests concurrently.  The 
use of the TmNS network includes: 

1) Standardized mechanisms to load component configurations. 

a) Simple Network Management Protocol (SNMP) and File Transfer Protocol (FTP) (based 
on the System Management Standard) are the chosen technologies. 

b) FTP file to load and report configurations from network components. 

2) Standardize Metadata for component configuration. 

a) Components maintain their configurations. 

b) Components are configured from MDL instance documents. 

c) Components respond with their “As Configured” configuration in MDL instance 
documents. 

3) Hierarchies of managers are utilized in order to reduce the complexity of managing large 
systems. 

a) All managers in the TmNS are themselves manageable. 

b) The System Management Standard specifies a consolidated management approach to 
how managers can manage other managers in the system. 

c) Small deployments may not need to organize managers into hierarchies. 
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4) The TmNS uses standardized technologies for data delivery in order to encourage 
interoperability without the need for extra glue logic or software. 

a) Components producing data utilize the TmNS data message formats described in the Test 
Article Standard. 

b) Low latency message delivery is accomplished at the IP layer (common across the full 
system) utilizing User Datagram Protocol (UDP)/multicast. 

c) Data retrieval utilizes TCP/unicast (again over IP). 

5) TmNS components that queue data (e.g. routers) during the delivery process utilize IP layer 
DiffServ rules for providing Quality of Service. 

a) Industry standard DSCPs and rules utilized by typical network devices are chosen for use 
by the TmNS. 

6) Non-standard DSCPs are discouraged since they may not work correctly when TmNS data is 
transported across non-TmNS portions of a range network. 

Files and Databases 

The TmNS is primarily a network; it does not provide a large portion of database files.  A 
Metadata file describes the configuration of a system.  Each component in the TmNS is 
responsible for maintaining (and providing upon system management request) its current 
configuration in a file that complies with the Metadata Standard. 

Safety, Security, and Privacy Considerations 

Existing range network approaches for meeting safety, security, and privacy are adopted by the 
TmNS.  Components for network encryption/decryption are specifically called out and placed at 
boundaries where data protection is needed. System management concepts provide for 
authorization by way of utilizing SNMP version 3 with passwords and encryption when needed. 

Hardware / Hardware-Software Systems Design Choices 

The TmNS is composed of a set of components that work in parallel.  The portioning of 
functions into components was modeled after network appliances typically found on the Internet.  
Some TmNS components (e.g. routers and switches) are almost exact functional matches to 
network appliances that are found on the Internet.  This design choice was made to minimize the 
complexity of any one item and to aid the possibility of creating a broad array of configurations. 

The parallel nature of the TmNS is supported by autonomous components.  The components are 
connected to each other and form the system.  That is, components act autonomously, but 
because they are connected together, flows passing between them coordinate them as a system.  
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Each component’s network connection is utilized to support three basic types of flow that were 
standardized through working groups: 

1) Management: 

a) Used for configuring, statusing, and reporting. 

2) Time: 

a) Distribution of time through the network is accomplished utilizing the IEEE 1588-2008 
standard. 

3) Data (Measurements): 

a) Using two delivery mechanisms defined. 

i) Latency/Throughput Critical Data, which supports connectionless service using UDP 
and multicast mechanisms. 

ii) Reliability Critical Data, which supports connection-oriented delivery using TCP 
mechanisms. 

These flows are not explicitly tied together through state machines but do interact with each 
other.  For example, changes in time affect when and how management occurs as well as the 
marking and logging of data.  Changes in management can affect the rate and type of data that is 
flowing.  Data flowing is reflected in management status updates. 

CONCLUSION 

The TmNS provides a standardized way to leverage commercial networking technologies to 
enable the ability to conduct telemetry operations with a wide variety of operational choices.  
Leveraging standard IP networking technologies at the core of the TmNS provides the ability to 
scale the TmNS to future unforeseen applications just as the Internet has scaled.  Although the 
TmNS has specific performance challenges beyond what standard IP networking provides, the 
system segmentation partitions the challenges into smaller, more manageable 
subsystems/networks so that the challenge is contained and adequate solutions can be applied in 
ways that still maintain network compatibility. 

 8
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ABSTRACT 

The integrated Network Enhanced Telemetry (iNET) program has developed standards for 
network-based telemetry systems, which and range users of Telemetry Network 
System (TmNS) equipment can use to perability between components.  While 
standards promote interoperability, only implementations of the standards can ensure it.  This 

iNET, Interoperability, System Management, SNMP, Metadata, Tool, PTP 

INTRODUCTION 

The integrated Network-Enhanced Telemetry (iNET) project has developed standards for 
network-based telemetry systems.  Wh re based largely on the existing body 
of commercial networking protocols and were developed to promote interoperability, 

 implementers 
promote intero

paper discusses the tools that are being developed by the iNET program which implement the 
technologies and protocols specified in the iNET standards in order to ensure interoperability 
between TmNS components and provide a general framework for device development.  
Capabilities provided by the tools include system management, TmNS message processing, 
metadata processing, and time synchronization. 

KEYWORDS 

ile these standards a

implementations of the standards are necessary in order to ensure interoperability, identify 
potential issues, and address any areas of concern.  In order to accomplish this, the iNET 
interoperability tools are being developed, which implement the capabilities specified in the 
System Management Standard (SMS), Metadata Standard (MDS), and Test Article Standard 
(TAS). 
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The iNET interoperability tools are comprised of the System Management Tools (SMT), 
Metadata Description Language (MDL) Authoring Tool (MDLAT), and TmNS Message 
Processing Tools (TMPT).  The SMT implements the management capabilities specified in the 
SMS as well as a Precision Time Protocol (PTP) client for time synchronization as specified in 
TAS.  The SMT provides a tool set for performing manager functionalities as well as client 

.  Moreover, the 
flexibility of the language allows for describing test configurations in a variety of different ways, 

 
recorder simulator are provided, which incorporate capabilities from all the iNET tools (e.g. 

ement of the 
TmNS gives the Mission Control Room (MCR) and Range Operations Center (ROC) the 
capability to monitor the status, statistics, and faults as well as to control and configure TmNS 
devices across multiple ne  implementing the system 
management capabilities specified in the SMS.  The SMT is divided into the four functionality 

e use of broadcast IP addresses as well as ping 

capabilities using the Simple Network Management Protocol (SNMP).  The SMT also provides a 
sample Graphical User Interface (GUI)-based iNET Manager, which enables users to manage 
iNET devices, such as Data Acquisition Units (DAUs), recorders, switches, etc. 

The MDLAT is a GUI-based tool that allows users to generate and edit MDL instance 
documents.  While MDL is powerful for describing test configurations, it is also very complex.  
This complexity, combined with the flexibility of the language, can make generating MDL 
instance documents without the proper tools very difficult and time consuming

which can lead to interoperability problems when multiple devices need to process a given MDL 
instance document.  As such, the goal of the MDLAT is to implement a tool that abstracts the 
complexities of the language to a higher level, so that users are not required to have a deep 
understanding of MDL, but rather can describe their tests from an instrumentation perspective, 
which the MDLAT then translates to MDL.  Finally, and just as important, the MDLAT provides 
a consistent framework for creating MDL instance documents, thus promoting interoperability.   

Lastly, the TMPT provide a toolset for generating, parsing, and processing TmNS Data 
Messages, including measurement extraction capabilities.  The TMPT supports both of the iNET 
delivery protocols: the Latency/Throughput Critical (LTC) delivery protocol and the Reliability 
Critical (RC) delivery protocol, as specified in TAS.  As part of the TMPT, a DAU and a

MDL instance document parsing, SM capabilities, PTP client).  This paper discusses the iNET 
tools and how they promote interoperability for the TmNS Demonstration System. 

SYSTEM MANAGEMENT TOOLS 

The SMS defines the set of capabilities required to manage the TmNS.  Manag

tworks.  The SMT is a tool set for

categories: manager functions, SNMP agent functions, TmNS adapter functions, and TmNS 
proxy functions.  Manager capabilities include MDL instance document parsing, device 
discovery, device control, device status monitoring, device configuration, consolidated 
management, and event logging, among others. 

Device discovery involves identifying devices to be monitored and controlled by a manager.  
The SMT provides the ability to discover devices statically (e.g. IP address or other device 
identification is provided a priori) as well as dynamically via an automated method.  The SMT 
supports automatic device discovery through th
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sweep IP address ranges.  It is very useful to discover TmNS devices automatically without 
having to know each device’s configuration (e.g. IP address), especially when dynamic host 
configuration protocol (DHCP) servers are used in the networks to provide dynamic IP address 
assignments.  As part of device discovery, the SMT provides topology discovery and verification 
capabilities so that engineers can compare actual network topology (i.e. network connections) 
against the expected topology based on an MDL instance document. 

Another key SMT capability is device status monitoring.  Device status monitoring allows 
engineers to see the status and statistics of each device, such as how much data has been 
recorded on a recorder, device faults, communication problems, etc.  Status monitoring can be 
event-driven (i.e. upon user request) or can occur on a periodic basis.  The periodicity for 

rs.  It allows engineers the ability to control an entire group of devices through a 
single manager.  This single point of control provides many benefits, the primary one being the 

 Protocol (SNMP) agent that is 
capable of responding to SNMP queries and commands that are specific to the TmNS 

e for communicating with the device 
in order to keep the TMNS-MIB variables up to date.  Other common capabilities provided by 

discovering and monitoring devices can be adjusted depending on network bandwidth 
limitations.  

The SMT also provides consolidated management capabilities.  Consolidated management 
allows for hierarchical management structures to be implemented with managers controlling 
other manage

savings in bandwidth and the reduction in complexity and time when trying to, for example, 
configure devices on the Test Article (TA).  For instance, a manager in the MCR could command 
a manager on the TA to configure itself via consolidated management.  This would result in the 
TA manager configuring itself as well as configuring all its managed devices.  Once the TA 
manager and its managed devices are configured, the TA manager provides consolidated status 
about itself and its managed devices to the manager in the MCR. 

In a TmNS, managers must have a way of collecting system management information from the 
devices being managed, while also controlling these devices.  To accomplish this, each TmNS 
device is required to implement a Simple Network Management

Management Information Base (MIB).  The TMNS-MIB provides branches for both common 
and device-specific variables.  All TmNS devices implement the common branch variables; 
however, only a network data acquisition unit (DAU) would implement the device-specific 
branch variables for a DAU.  The System Management Tools (SMT) provides a suite of agents, 
each implementing a device-specific branch of the TMNS-MIB.  Additionally, each of these 
agents implements the common branch of the TMNS-MIB. 

The SMT agent handles the SNMP protocol and is capable of responding to get, set, and walk 
requests from a manager; however, the agent has no inherent knowledge of the device’s data.  
Therefore, the SMT agent provides a simple internal interfac

the SMT agent include: device configuration, notification generation, Precision Time Protocol 
(PTP) daemon interfacing, and device reset.  Additionally, the SMT agent implements 
standardized MIBs specified by the System Management Standard, such as the SNMP-
NOTIFICATION-MIB and the SNMP-TARGET-MIB, which are used to manage notification 
destinations.  Finally, the SMT agent provides configuration options for running SNMPv2c and 
SNMPv3. 
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The SMT also implements the specialized TmNS device proxy and TmNS adapter capabilities. 
TmNS proxies provide iNET interfaces for non-TmNS devices.  The SMT provides a framework 
for developing proxies and, as an example, implements a proxy that provides a TmNS system 
management

 

 interface for non-TmNS switches.  TmNS adapters allow multiple TmNS 
Manageable Applications (TMAs), each of which contain an SNMP agent, to run on the same 

es 
PTP daemon software that allows the SMT to synchronize its clock with the external master 

, each device must be configured to communicate with other devices in the system.  
Each device receives a configuration file that describes the test mission.  The configuration file is 
called an MDL instance document.  An MDL instance document is an eXtensible Markup 
Language (XML) file that conf The MDL Authoring Tool was 
developed to generate MDL instance documents. 

prone process.  An MDL instance document 
specifying a single network with only three devices and one measurement is several hundred 

he MDL Authoring Tool has been designed with different 
workflows for different users.  Each workflow employs various wizards to guide the user 

platform.  The TmNS adapter capabilities include a full implementation of a TmNS adapter.   

Finally, the SMT provides an IEEE 1588-2008, or PTP, software client for time synchronization 
to a master clock in the network.  A software implementation of the IEEE 1588-2008 standard 
can achieve sub-millisecond time synchronization accuracy, and a hardware-assisted 
implementation can achieve sub-nanosecond time synchronization accuracy.  The SMT includ

clock in the network.  The software is based on an existing open source PTPd implementation 
and was modified to allow synchronization on Windows without special time-stamping 
hardware. 

MDL AUTHORING TOOL 

In a TmNS

orms to the MDL standard.  

An MDL instance document can specify device configurations, network configurations, 
measurement specifications, manager-to-managed device relationships, descriptions of network 
message formats, and quality of service descriptions.  Manual editing and construction of an 
MDL instance document is a tedious and error 

lines of XML.  The MDL Authoring Tool uses wizards with usage rules and default values to 
help a user manage the size and intricacies of an MDL instance document.  This enables the user 
to more easily create MDL instance documents and reuse previously defined information; e.g. a 
Mission Control Room network that is unlikely to change between test missions.  The wizards 
enforce acceptable values and ensure that required portions are filled in without requiring the 
user to reference the specifications. 

Each user participating in a TmNS-enabled test mission has a different view of the system.  A 
technician may only be interested in how the devices are connected to each other in the network 
while an instrumentation engineer may only be concerned with the measurements to be taken.  
To address these different views, t

through the applicable steps.  The MDL Authoring Tool allows each user to contribute to the 
definition of a test mission in terms that are familiar to them while ensuring that the generated 
MDL instance document conforms to the Metadata Standard. 
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With any language comes the need for validation.  Each MDL instance document must follow 
the rules specified in the MDS.  The MDL Authoring Tool can analyze MDL instance documents 
and check for compliance with the standard.  Each time an MDL instance document is opened by 
or exported from the MDL Authoring Tool, the document is validated.  There are some forms of 
validation that cannot be performed by the MDL Authoring Tool (device-specific or range-
specific validation), but the MDL Authoring Tool could be extended in the future to perform 

Once a test mission has been specified in the MDL Authoring Tool, it is exported as an MDL 

 to configure itself with the same MDL instance document.  
Other tools (network analysis, TmNS data extraction, etc.) must also understand MDL instance 

nagement and configuration metadata are 
necessary for configuring and controlling devices, but it is of little value if an end device cannot 
understand the incoming data stream.  The metadata itself does more than just provide device 
configuration informatio work, from destination 
multicast address down to the order of specific measurements contained within the data packages 

overing the TCP-based RC data streams.  Each set of simulators includes one tool for data 
generation and one for data consumption.  All simulators utilize the common TmNS data 
message libraries in support of providing interoperable message processing capabilities, 
leveraging the common routines when appropriate. 

those validations. 

Use of the MDL Authoring Tool reduces the development time and the opportunities for human 
error when describing a test mission.  With a decreased time to specify a test mission, rapid 
iteration makes testing new configurations easier.  With more testing comes greater confidence 
in the correctness of the test design. 

instance document.  This document is then distributed to each consolidated manager.  The 
consolidated manager self-configures from the document and informs each device that it 
manages (as specified in the MDL instance document) of the new MDL instance document.  
Every TmNS device will be required

documents.  The correctness of the MDL instance documents and the universality of the need to 
parse them make the need for a common MDL parsing library plain.  The MDL Authoring Tool 
is built on the MDL parsing libraries.  The MDL parsing library is also in use by the System 
Management Tools and in other parts of the system. 

TMNS MESSAGE PROCESSING TOOLS  

For the user of acquired data, the ability to process and interpret data is one of the most critical 
aspects of a TmNS.  The concepts of system ma

n; it also describes the data streams on the net

within the data message.  While the metadata instance document of a certain configuration may 
describe the data messages available on the network, the metadata instance document itself does 
not handle any of the processing itself.  Thus, there is a need for TmNS data message processing 
tools. 

A suite of TmNS messaging libraries has been developed in order to provide a common 
framework for TmNS message processing.  The TMPT have taken the form of network 
application simulators that make use of the common TmNS message libraries.  Two flavors of 
simulators have been developed, one set covering the UDP-based LTC data streams, and the 
other c
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For LTC simulators, the data generator simulates a network DAU by transmitting TmNS data 
messages over the network.  Using the TmNS message libraries, the DAU simulator constructs 
the data messages described by the simulator’s configuration MDL instance document.  The 
other LTC simulator mimics the behavior of a network recorder by consuming TmNS data 
messages that it receives from the network.  The recorder simulator is able to store the received 
data messages to the hard drive of the host computer for retrieval in the future. 

The RC simulators employ a TCP-based approach to transferring data from a server to a client.  
This iNET-defined mechanism exists for the purpose of data retrieval, particularly in the case of 

quest may be for 
certain measurement IDs, package IDs, or message IDs for a given time window.  The RC 

create the tools framework that 
enhances interoperability, allows for cross-platform development, and should ultimately lead to 
reuse among TmNS components. 

The core component of the tools framework is the TmNS library.  The TmNS library was 

telemetry drop-outs at the ground processing system.  The reliability of TCP affords the ground 
processing system to request data from a server onboard the TA, allowing users in the mission 
control room to validate data that had been initially dropped during a test maneuver out of the 
live telemetry pulse-code modulation (PCM) stream.  A network recorder is a likely candidate to 
host the RC Source (server) functionality since its primary function is to store the network test 
data.  An RC Sink (client) sends a request for data to the RC Source.  The re

Source utilizes the TmNS message libraries to locate the particular parameter requested in its 
stored data, and then it uses the message libraries to construct new messages to encapsulate the 
data being sent via the RC delivery protocol.  Likewise, the RC Sink receives the messages 
delivered from the RC Source and can deconstruct the received messages with the TmNS 
message libraries in order to obtain the desired measurements.  

TOOLS FRAMEWORK 

The aim in developing all of these tools was to build an open source framework that could be 
leveraged by the iNET community and vendors to develop TmNS components.  In order to 
accomplish this goal, a decision was made early on to base the tools on publicly available 
libraries with a proven track record, such as: PyQt, PySNMP, Net-SNMP, and LIVE555.  The 
public libraries were used, and in many cases extended, to 

primarily developed in Python and provides a cross-platform application programming interface 
(API) for MDL parsing, low-level SNMP control and status monitoring, SNMP notification 
handling, TMNS-MIB translation, TmNS device discovery, control and status monitoring, and 
TmNS message processing.  The tools framework also provides a set of applications that use the 
TmNS library to implement the technologies and protocols specified in the iNET standards.  
These applications demonstrate how to use the TmNS library while also providing a framework 
for TmNS device development.  

The SMT Manager and MDL Authoring Tool were developed using Python and use PyQt to 
implement the user interface.  The Manager uses the TmNS library to parse MDL files, receive 
SNMP notifications and discover, control and monitor TmNS devices.  The MDL Authoring 
Tool uses the TmNS library to create and parse MDL files.  The core functionality of the MDL 
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parsing library was extended for the MDL Authoring Tool to enable a database to store 
information outside of MDL instance documents, increasing reusability of test mission design 
information.  The SMT includes an SNMP agent that was developed by extending the Net-
SNMP snmpd application to include TMNS-MIB functionality.  The agent uses the TmNS 
library to implement proxy agents for non-TmNS devices.  Finally, the TmNS data simulators 

The System Management Tools, MDL Authoring Tool, and TmNS Message Processing Tools 

n the iNET System Integration Lab (iSIL) in order to exercise system-level features 
and functions. 

It all starts with the MDL Authorin nd-alone, requiring only a user to 
input the test details.  Information provided to this tool includes network topology, network 

ides an example of a TmNS manager.  The MDL instance document created by 
the MDL Authoring Tool is first loaded into the SMT.  The SMT parses the file and learns the 

llows the SMT to be 
managed by another manager (such as another instance of the SMT) elsewhere in the network.  

were developed in C++ and use the TmNS library for MDL parsing and TmNS message 
processing. 

For the TmNS component developer, the tools framework provides an established library along 
with applications that already conform to the iNET standards.  This framework can easily be 
reused, extended, or used to test TmNS components for interoperability as they are being 
developed. 

TOOLS APPLICATION  

are all applications geared at exercising the iNET standards.  While they are all stand-alone 
applications, they have been designed with interfaces that allow the different tools to 
communicate and share information.  These applications have been used in conjunction with 
each other i

g Tool.  This tool truly is sta

devices, and data descriptions (i.e., message definition, package definition, and measurement 
descriptions).  This tool acquires from the user all information that describes the test, and then it 
produces an MDL instance document that is to be distributed to all TmNS devices in the network 
system.  This one file is used to configure each device described by the file. 

The SMT prov

list of devices that it is responsible for managing.  It implements a standard device discovery 
mechanism in order to be made aware of the presence of other devices on the network.  Using 
the iNET system management mechanism of SNMP, device discovery is completed, and the GUI 
is populated with a list of discovered devices.  Using SNMP, the SMT obtains the status and 
statistics of each TmNS device discovered.  It also uses SNMP to initiate device configuration of 
its managed devices.  The SMT itself also runs its own SNMP agent.  This a

The SMT also contains a PTP daemon for implementing the IEEE 1588-2008 protocol for 
precise time synchronization.  The PTP synchronization status is displayed on the GUI. 

The TmNS data simulators have been heavily leveraged in the iSIL, more than just for 
generating data on the network.   The simulators were designed with the capability to work in 
conjunction with an SNMP agent for operational control of the simulators and for retrieving 
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status and statistics from the simulator.  An LTC DAU simulator represents a single device and 
runs with a single SNMP agent.  An LTC recorder simulator and an RC Source simulator 
together represent a single device, and they run with a single SNMP agent.  The SNMP agent is 
necessary in order for the simulated device to be discovered by the SMT’s discovery protocol.  
Once discovered, the SMT can manage the different simulated devices.  This includes changing 
the transmit state of a DAU simulator or the recording state of the recorder simulator.  It also 

e TmNS demonstration system, such as the serial streaming telemetry (SST) 
Manager, RF Network Manager, Ground TA Manager, etc.  The development time and risk 
associated with those applications can be significantly reduced by using the SMT since most of 
the main functions required of tho shed through simple SMT library 
calls.  Likewise, the TMPT can be leveraged in the development of components that generate 

allows the SMT to update a simulator’s roleID and to initiate the device configuration process.  
Prior to configuration, the simulator’s SNMP agent will receive the uniform resource identifier 
(URI) location of the desired MDL instance document.  When commanded to configure, the 
SNMP agent will retrieve the file at the specified URI by means of file transfer protocol (FTP) or 
trivial file transfer protocol (TFTP).  Once the new file is retrieved, the simulated device parses 
the MDL instance document and reconfigures its simulation parameters based on the new 
configuration MDL instance document.  Also of importance to the operation of the simulators is 
that they, too, work in conjunction with a PTP daemon for precise time synchronization over the 
network.  In addition to the PTP-synchronized time being used for the data timestamps, the PTP 
status information is used by the SNMP agent for status updates and the clock synchronization 
status is put into the message header by the LTC DAU simulator for each new TmNS data 
message it creates. 

TOOL EXTENSIBILITY 

As previously discussed, the goal of the iNET tools was to build an open source framework that 
could be leveraged by the iNET community and vendors to develop TmNS components and 
applications.  The API nature of the iNET tools make them very extensible.  For instance, the 
management framework provided by the SMT can be leveraged by the many managers that will 
be developed for th

se managers can be accompli

and receive TmNS Data Messages, and the MDL Authoring Tool can be leveraged by 
components that parse and produce MDL instance documents. 

Leveraging the iNET tools in the development of TmNS components and applications provides 
many benefits, the primary one being the reduction and simplification of the development 
process.  The framework provided by the iNET tools comes with a level of testing and maturity 
that significantly reduces development risk and time.  In addition, many of the complexities 
involved in implementing the standards have been resolved.  Lastly, the incorporation of the 
iNET tools into components and applications promotes interoperability between those 
components. 
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whenever practical.  The iNET standards were written in order to identify these 
existing standard technologies and, when practical, to extend them for the TmNS environment.  
The suite of interoperability tools that is be or the iNET project implements the 
technologies and protocols specified in the iNET standards.  These tools are reference 
applications and programming libraries that implement the interfaces specified by the iNET 

 Working Groups.  We gratefully acknowledge this 
effort and the funding and guidance provided by the iNET program. 

CONCLUSION 

One of the main tenants of the iNET project is to utilize existing standardized network 
technologies 

ing developed f

standards.  They have been made available to the iNET community and vendors to promote 
system interoperability.  Capabilities provided by the tools include system management, TmNS 
message processing, metadata processing, and time synchronization.  The use of these tools 
during the development of hardware and software components provides a higher likelihood of 
interoperability during system integration. 
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ABSTRACT 

One of the core philosophies of the integrated Network Enhanced Telemetry (iNET) project is to 
leverage standard networking technologies whenever possible to both reduce development cost 
and to allow standard networking applications to function.  This also provides the best long-term 
scalability to new unforeseen applications, much as the Internet has grown through its open 
standards.  Unfortunately, the radio frequency (RF) channel characteristics do not fully lend 
themselves to the typical physical layer approaches utilized by IP technologies.  As such, the 
iNET program has developed a specialized communication link management control.  But, 
combining this specialized link management approach with the standardized IP infrastructure on 
the range and test article provides some challenges.  The program has chosen a method to 
encapsulate the special concepts within a set of components that together (at their boundaries) 
form a classic router.  Construction of this router is quite unique in that portions of it are 
geographically separate: antenna sites, test article, and mission control room.  This paper 
describes the construction of what the program calls a “virtual router” and explains the 
performance issues that required it. 

KEYWORDS 

IP routing, virtual router, iNET 

INTRODUCTION 

The integrated Network Enhanced Telemetry (iNET) project has developed standards for 
network-based telemetry systems.  While these standards are based largely on the existing body 
of commercial networking protocols, the Telemetry Network System (TmNS) has more stringent 
performance requirements in the areas of latency, throughput, operation over constrained links, 
and quality of service (QoS) than typical networked applications.  One of the goals of the iNET 
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project is to be able to leverage the openness of standard IP networking to support a wide variety 
of current and yet-unknown future applications, just as the same IP networking technology has 
supported the growth of diverse applications in the Internet. 

Unfortunately, the RF channel characteristics do not fully lend themselves to the typical physical 
layer approaches utilized by IP technologies.  As such, the iNET program has developed a 
specialized communication link management control.  But combining this specialized link 
management approach with the standardized IP infrastructure on the range and test article 
provides some challenges. 

Solving these challenges requires careful planning.  It is important that whatever solution is 
chosen does not prevent standard networking applications from functioning.  The power of using 
networks as the basis of TmNS is to be able to leverage standard networking applications, both 
current and future.  The iNET program has chosen a method to encapsulate the special concepts 
within a set of components that together (at their boundaries) form a classic router.  Construction 
of this router is quite unique in that portions of it are geographically separate: antenna sites, test 
article, and mission control room.  This paper describes the construction of what the program 
calls a “virtual router” and explains the performance issues that required it. 

INET NETWORK ENVIRONMENT 

The networks used in telemetry applications may use some of the same building blocks that are 
used in typical enterprise computer networking, but the performance requirements for telemetric 
networks require purposeful planning of architectures and interfaces to achieve success.  In 
enterprise networks, most applications can live with best effort service delivery because the 
applications rarely have tight latency requirements.  Telemetric networks have a much more 
difficult problem than enterprise networks.  Since a majority of the traffic in these networks is 
movement of acquired test data, a high percentage of the traffic has tight latency requirements 
(100s of milliseconds) due to safety of flight concerns.   

One of the key benefits of the new iNET program is the development of a two-way network 
telemetry link connecting the test article network to the ground network.  Within iNET’s 
Telemetry Network System (TmNS) architecture, the Test Article (TA) Subsystem connects to 
the Mission Control Room (MCR) Subsystem by way of the Radio Frequency (RF) Network 
Subsystem coordinated by the Range Operations Subsystem (ROS).  Like most wireless 
networks, practical constraints on available spectrum mandate that the available network 
throughput in the RF Network Subsystem is significantly smaller (in some cases two to three 
orders of magnitude smaller) than in the test article and ground networks it connects.  Managing 
this constrained RF Network Subsystem link efficiently is critical to ensuring that as much high-
priority traffic is able to pass with as little latency as possible, often with additional reliability 
constraints. 

The dynamic and distributed nature of the RF Network Subsystem presents additional 
challenges.  A test article communicates over the RF Network Subsystem to one of several 

 2



ground stations depending on the location and orientation of the test article at that moment in 
time.  The ground stations are distributed geographically across the range to provide coverage for 
the test mission.  Each test article typically has one test article radio to communicate to a ground 
station or another test article (in the relay case).  Each ground station may have one or more pair 
of ground radios and tracking ground antennas to communicate with test article(s) on the range.  
Since the radios utilize a time-division multiple access (TDMA) method for channel access, the 
channel is also subdivided by time in addition to the geographical, spatial beam pattern, and 
frequency subdivisions from the distributed directional antenna infrastructure.  This complexity 
has to be managed by a combination of the Link Manager (LM), RF Network Manager (RFNM), 
and RF Network Operations (RFNO) manager. 

MAINTAINING NETWORK COMPATIBILITY 

It is important that all of this complexity in the RF Network Subsystem is hidden from the 
applications in the test article and MCR that use the TmNS to communicate.  If these 
applications have to become aware of the specifics of the RF Network Subsystem, then they have 
to be specialized for at least use in TmNS, and possibly for a specific mission or range.  While 
this could still achieve the technical goals of iNET, it would sacrifice the ability to leverage the 
wealth of standard current and future network applications for capability expansion and cost 
reduction of telemetry. 

The key to “hiding” the complexity is to maintain a standard network interface to the test article 
and MCR networks.  IP networking is implemented through a combination of interconnected 
routers to direct and control network data flow.  Standard routers are able to interoperate because 
they provide a standard interface according to a collection of Internet Engineering Task Force 
(IETF) standards.  The core of this interface is covered by IETF Request for Comments (RFC) 
1812.  Likewise, if all of the TmNS specifics of the RF Network Subsystem can be contained 
within the boundary of the RF Network Subsystem with an RFC 1812-compliant interface at the 
edge, the connected test article and MCR networks will see the RF Network Subsystem as 
another standard router in the network.  Even though the RF Network Subsystem is composed of 
numerous distributed physical components, it can logically appear as a single “virtual router” to 
the rest of the system.   

DRIVING PERFORMANCE REQUIREMENTS 

The iNET TmNS has several challenging technical performance measures (TPMs) that are 
expected to require capabilities beyond what can be achieved by only using standard networking 
technology.  The wireless portion of the TmNS combined with moving test articles lead to the 
need for the network to adjust to changing topologies.  Topology changes in IP networks are 
handled by routers that implement a wide variety of standards-compliant routing protocols.  This 
concept is typically referred to as mobility in standard networks.  The tight latency and reliability 
requirements of the iNET TmNS challenge traditional routing technologies.  Standard routing 
technologies have been purposely built to be stable over a wide mix of Internet-scope networks 
even if it means brief losses of connectivity.  In general purpose networks this is fine because 
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higher-level protocols resend data and general network traffic does not have tight latency 
requirements.  Consequently, the fastest achievable mobility handoffs using standard routing 
technologies are in the 2-10 seconds range.  While standard routing is insufficient for TmNS 
required performance, the virtual router approach described in this paper appears to be capable of 
achieving the following three Technical Performance Measures (TPMs) related to Antenna to 
Antenna handoff: 

• TPM 3.3.1 – Time to handoff shall be less than 400 ms while sustaining a packet rate 
greater than 1000 IP packets per second. Time to handoff is specified as the time period 
from when a decision is made to handoff until all data is flowing to the new antenna and 
data is no longer flowing from the previous antenna. 

• TPM 3.3.2 – The amount of data lost during an antenna to antenna handoff shall be zero 
(0) bytes while sustaining a packet rate greater than 1000 IP packets per second. 

• TPM 3.3.4 – After antenna to antenna handoff is complete, it shall be possible to initiate 
another antenna to antenna handoff within zero (0) seconds while sustaining a packet rate 
greater than 1000 IP packets per second. 

VIRTUAL ROUTER APPROACH 

The virtual router concept is to “virtualize” a portion of an existing network so that it appears as 
a single logical router to the rest of the network.  This can be accomplished by adding a small set 
of specialized nodes to key locations in the existing network.  By “virtualize”, we mean that the 
collection of network components (both the existing range network equipment and the added 
specialized nodes) will present a single overall RFC 1812-compliant router interface to the other 
portions of network outside the virtual router.  This is similar in concept to how a virtual 
machine presents a single logical CPU interface to an operating system through use of a 
combination of hardware and software. 

The virtual router is implemented by adding a few specialized network nodes to key locations in 
the network determined by the topology of the network being “virtualized” and the particular 
performance improvements being sought compared to the standard network.  These nodes 
establish communications among themselves to both tunnel data through the virtual router and to 
adapt to dynamics in the underlying network connectivity of the devices “contained” within the 
virtual router.  The tunneling would adapt to conditions and connectivity in the infrastructure 
encapsulated by the virtual router so that the rest of the devices outside the bounds of the virtual 
router will only see one fixed route.   

The virtual router approach can improve performance in latency, throughput, and robustness of 
the network by effectively “hiding” the performance impacts of standard routing protocols.  For 
example, the virtual router provides a mechanism to transform the end-to-end quality of service 
by performing adaptive traffic engineering based on observed measurements of throughput and 
latency.  Based on these measurements, the virtual router can adaptively reshape and reprioritize 
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traffic as needed to achieve performance.  The virtual router approach also provides a 
mechanism for achieving the iNET TPMs for Antenna to Antenna handoffs while still 
maintaining a standard network interface so that applications see “just a network”. 

Figure 1 shows a typical TmNS network with associated complexity and performance issues in 
the RF Network Subsystem and range network.  Figure 2 shows how the virtual router “hides” 
the complexities and “heals” the associated performance issues and presents a standard router 
interface to the devices/applications in the test article and MCR that are connected to the virtual 
router. 

 

Figure 1. Logical Network View of a Typical TmNS 
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Figure 2. Logical Network View of Typical TmNS with Virtual Router 

CONCLUSION 

The iNET TmNS promises to open the door to a variety of new capabilities to telemetry systems.  
Leveraging standard IP networking technologies at the core of the TmNS should lead to the 
ability to scale the TmNS to future unforeseen applications just as the Internet has scaled.  The 
TmNS-specific performance challenges that exceed what IP networking provides need to be 
solved in ways that still maintain network compatibility.  The virtual router approach provides a 
pathway to achieving this.  The virtual router concept is an emerging approach that is currently 
being developed.  Tangible results are expected to be available in time for presentation at ITC 
2011. 
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ABSTRACT 

On the surface, network-based telemetry systems would appear to be simple, stateless, 
information collecting entities.  Unfortunately, the reality of networking technologies brings a 
hierarchy of control loops into the system setup.  At the top level, the command and status 
collection data loop that users manipulate the system with is a feedback loop.  The commands 
themselves are transmitted across the network through competing streams of data, which are 
guided and controlled by Transmission Control Protocol (TCP) mechanisms.  TCP mechanisms 
themselves have control loops in order to avoid congestion, provide reliability, and generally 
optimize flow.  These TCP streams flowing across a network fabric compete at choke points, 
such as network switches, routers, and wireless telemetry links – all of which are also guided by 
control loops.  This paper discusses the hierarchy of control loops present in a TmNS, provides 
an analysis of how these loops interact, and describes key points to be considered for telemetry 
systems. 
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INTRODUCTION 

Network-based telemetry systems are not simple, stateless, information collecting entities. The 
reality of networking technologies brings a hierarchy of control loops into the system setup.  At 
the top level, the command and status collection data loop that users manipulate the system with 
is a feedback loop.  The commands themselves are transmitted across the network through 
competing streams of data, which are guided and controlled by TCP mechanisms.  TCP 
mechanisms themselves have control loops in order to avoid congestion, provide reliability, and, 
from a fairness perspective, optimize flow.  These TCP streams flowing across a network fabric 
compete at choke points, such as network switches, routers, and wireless telemetry links – all of 
which are also guided by control loops.   
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With the recent completion of the integrated Network Enhanced Telemetry (iNET) standards, it 
is important to conduct a control system analysis of the TmNS to determine whether areas of 
counteracting systems exist, which could degrade the end-to-end throughput and latency of the 
TmNS, and whether the TmNS can be optimized in ways that are simple, yet not considered.  
Before exploring the iNET details, it is important to review control theory concepts. 
 

CONTROL SYSTEMS BACKGROUND 

Control theory is concerned with the behavior of dynamic systems and how to control the inputs 
to those systems to achieve the desired outputs. Examples of control systems include 
thermostats, cruise control systems, electric motor controllers, flight and propulsion systems in 
aircrafts, among others. In fact, control systems are part of life itself.  For instance, maintaining 
appropriate blood pressure, body temperature, and metabolism require control systems. Given 
their wide range of applications, it is no surprise that control systems are also present in network-
based systems. Not only are control systems present in communication networks, they are at their 
core. 
 
A clear example of control systems applied to communication networks is the Internet. One of 
the most common protocols used for the Internet is known as TCP/IP, which is based on two of 
the most important protocols in it: the Transmission Control Protocol (TCP) and the Internet 
Protocol (IP). TCP is a classical example of a control system.  To motivate this discussion, 
Figure 1 shows the throughput of a TCP/IP network versus time.  This graph was obtained using 
Wireshark during an iNET Reliability Critical (RC) data transfer session between two end nodes. 

 

Figure 1.  TCP Instantaneous Throughput Graphs over a 500-millisecond and 350-millisecond periods 

 
It is clear from Figure 1 that there are complex dynamics involved in IP-based networks.  
Because the underlying mechanisms supporting IP-based networks are control systems, it is 
critical that those control mechanisms and their impact on overall latency and throughput be 
analyzed as a network-based system is designed.  Failure to look at those mechanisms closely 
may result in an inefficient, poorly planned system.  For instance, if a certain type of data has a 
latency requirement of 100ms and it will be transferred with protocols having the throughput 
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characteristics shown in Figure 1, it might be a good idea to understand the causes for the many 
areas of low link utilization and how to eliminate them. 
 

CONTROL THEORY BASICS 

Before delving into the details of the control loops present in the TmNS, it is important to 
establish a basic foundation in control theory. Over the past centuries, many control techniques 
have been developed, including classical feedback control [e.g. Proportional, Integral, Derivative 
(PID) Controller; optimal control, where a cost functional is defined and the controller tries to 
either maximize or minimize that cost; adaptive control, in which the controller must “adapt” to a 
controlled system with varying parameters; fuzzy control, where the controller is based on fuzzy 
logic; among others]. Controllers can be open-loop, feedback, or feed-forward. The control loops 
described in this paper will be primarily feedback control loops, where the measured output of 
the system is used in the computation of the control actions, in addition to other parameters.  A 
basic feedback control system is depicted in Figure 2. The reference signal is the desired set 
point for the system.  The difference between the reference signal and the measured output (i.e. 
error) is computed and fed into the controller. The control law in the controller then governs the 
system to achieve the desired system output.  Control theory is concerned with system modeling, 
control law specification, system stability, controllability, and observability. 

 

Figure 2.  Basic Control System Diagram 

 
CONTROL SYSTEMS IN THE TMNS 

The TmNS is an IP-based telemetry network that uses the same building block concepts as 
typical enterprise networks and the Internet. The TmNS, however, has stringent performance 
requirements that are not otherwise present in typical networks, such as low latency constraints 
and high levels of available bandwidth utilization.  Furthermore, the available bandwidth in the 
TmNS is significantly constrained (around 8Mbps), when compared to typical networks, due to 
the radio frequency (RF) link.  The TmNS can be viewed as a big control system.  Referring 
back to Figure 2, possible outputs of interest could be latency and throughput, with the reference 
points being the desired latency and throughput, for example. 
 
The TmNS consists of multiple control loops operating autonomously, possibly in competition 
with each other.  Data transfer in the TmNS is accomplished using two transport protocols: 1) the 
Latency/Throughput Critical (LTC) protocol, which transfers data using the User Datagram 
Protocol (UDP), and 2) the Reliability Critical (RC) Protocol, which uses the TCP protocol.  
While it is envisioned that LTC will be largely used for transporting data within the Test Article 
(TA), most data transfer occurring over the bi-directional RF link will use the RC protocol.   
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One of the key concepts of iNET is correcting pulse-code modulation (PCM) dropouts using the 
RF network. To achieve this, telemetry processors on the ground receiving PCM data will 
identify dropouts and initiate RC sessions with the recorder on the TA in order to request the 
missing data.  The data will then be transferred to the ground (telemetry processors) using the 
RC protocol, which is TCP-based. Because TCP transfers are at the core of the TmNS, it is 
important to analyze them in more detail.  There are several variants of TCP implementations 
(Tahoe, Reno, Vegas, NewReno, etc).  The concepts presented in this paper will focus on the 
Tahoe and Reno versions, which are the most common TCP implementations, unless otherwise 
specified. 
 

TCP FLOW CONTROL 

TCP is composed of two main control systems: flow control and congestion control. Flow 
control prevents the sender from sending amounts of data that are too large for a given receiver 
to receive and process.  An example of a situation where flow control is needed is when 
machines of different network speeds are involved in the data transfer.  The data flow is then 
“controlled” in order to prevent the receiver from getting overwhelmed.  In summary, the sender 
keeps transmitting TCP segments to a receiver as long as the receiver has enough capacity in its 
buffer to receive the segment (which is conveyed in the rwnd field in the TCP ACK).  If the 
receiver’s buffer is full (which is conveyed through zero window advertisements), the sender 
pauses transmission until the receiver’s buffer can receive more data.  Clearly, TCP’s flow 
control mechanism is a feedback control system. The sender sends data to a receiver and waits 
for feedback from the receiver to determine how much data to send next [1]. 
 
It has been shown that the connection rate or throughput of TCP based on flow control alone is [1] 

  1 min ,   

1

 min 1 , 1 /
/

    (1) 

where RTT is the round trip time of the connection, Bo is the receiver’s buffer capacity, and PR 
is the processing rate of the receiver (i.e. the rate at which it can empty its buffer).  Equation (1) 
implies that the flow control mechanism in TCP consists of an integral controller (from PID 
control theory), in which the TCP throughput rate is dependent solely in its deviation from the 
processing rate of the receive node [1].  Now, the application processing rate is, in general, not a 
constant.  In fact, it is a varying parameter.  Assuming a processing rate at the receiver of PR = 

 (where  is the frequency of oscillations in radians and  is the amplitude of 
the oscillations), it can be further shown that [1] 

sin   (2) 

From (2), the TCP rate will be a constant Bo/RTT or will grow as demanded by the receiving 
node.  The key takeaway is that the TCP rate is dependent not only on the receiving buffer size, 
but also on the receiving node’s processing frequency fluctuations and the amplitude of the 
fluctuations.  One of the obvious limitations observed from (1) and (2) is the integral only aspect 
of flow control.  Integral only controllers present very slow responses to errors/disturbances.  
Another key limitation is that if the receiver’s buffer capacity (Bo) is not large enough to 
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accommodate the processing rate of the receiving node, the TCP throughput cannot exceed 
Bo/RTT.  It is then of utmost importance that these constants be characterized in the TmNS in 
order to better understand the end-to-end performance and possible problem areas. 
 

TCP CONGESTION CONTROL 

The other control mechanism present in TCP is congestion control. Congestion control in TCP 
consists of sources slowly “probing” the network for available capacity by linearly increasing 
their transmission rates and exponentially reducing those rates when congestion is detected, as 
depicted in Figure 1 [2]. TCP “senses” network congestion through the detection of packet 
losses.  This is very important to consider when analyzing throughput and latency across the 
TmNS. 
 
The TCP connection can be analyzed in phases. The first phase, called slow-start, is the phase 
where the source slowly starts transmitting packets (with a small congestion window size) and 
then increases the window size linearly as acknowledgements (ACKs) of those packets are 
received. Again, it is clear from this description that a feedback control system is in place, with 
the congestion window size being controlled based on feedback on the state of the system (i.e. 
acknowledgements from the receiver, which are an indication of network congestion).  As ACKs 
are received, the receive window continues to increase linearly until a threshold is reached, at 
which point the second phase of the TCP connection, the congestion avoidance phase, starts. 
 
During the congestion avoidance phase, the window size continues to increase, but in a much 
slower fashion, as long as ACKs continue to be received.  Whenever a loss is detected, the 
protocol adjusts the congestion window (i.e. reduces it) and enters the slow-start phase again 
(TCP Tahoe). Refinements in TCP Reno improve this process to allow for a faster recovery after 
a loss is detected [2].  It is important to note, however, how packets losses (or timeouts caused by 
a slow network) can significantly impact the performance of a TCP connection. 
 
Now that the basic congestion control concepts of TCP are clear, let us analyze the control 
system involved in more detail.  We can model the network as L communication links shared by 
N sources.  Each source i transmits at a rate yl(t), so that the aggregate flow at each link is [2] 

yl(t) = ∑  (3)  

1              
0                                

where Rli =   (4) 
 

It is convenient to analyze this system as an optimal control problem.  The optimal control 
problem comprises of finding a control law for a certain system that minimizes a pre-determined 
cost functional (or maximizes a utility functional). The cost functional is a function of the states 
of the system and the control law. As such, the cost index serves the purpose of penalizing 
deviations of the system states and control law from a previously defined operating point. In the 
TCP control problem, the goal is to maximize the combined utilization of a link across all 
sources while being subject to certain link constraints (2). Equation (5) depicts the control 
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problem, where  can be interpreted as the benefit the source obtains for transmitting at rate 
, and  is the price the source “pays” for using the link.  As such, the optimal control problem 

maximizes the “profit” for the source [2]. 
max  

Figure 3.  TCP/AQM Models [2] 

 
he source control model captures how sources adjust their rates based on link prices, where qi(t) 

OTHER CONTROL MECHANISMS 

Clearly, TCP control systems are of critical importance when analyzing network performance in 

he TmNS is a heterogeneous network, as it needs to support different types of applications and 
diverse traffic shapes and characteristics. This heterogeneity may require that appropriate QoS 

  (5) 
Therefore, as we look at the TCP congestion control problem, the network resources represented 
by the links l assign a price (pl) to each link based on the aggregate rate of the link.  The prices 
associated with each link can then in turn be used by the sources to set their transmission rates 
xi(t).  Thus, in order to implement the congestion control mechanisms, the following need to be 
accomplished: sources need to adjust their rates based on the link prices, and links must adjust 
their prices based on their aggregate rates [2]. In real networks, the price assignment of each link 
pi is accomplished through Active Queue Management (AQM) algorithms present in routers.  
The setting of the transmission rates xi for each source is accomplished using the TCP protocol 
[3]. 
It can be shown [2] that the average model for TCP Reno is (please refer to [2] for derivation details). 

 

T
are the end-to-end loss probabilities.  The link control model captures how the links adjust their 
prices based on link aggregate rates, using, in this example, the Random Early Detection (RED) 
AQM mechanisms.  Finally, the utility model captures the utility functional that is to be 
maximized in the optimal control problem (i.e. congestion control problem).  Similarly to flow 
control, the constants associated with the congestion control models need to be characterized for 
the TmNS.  That characterization will in turn assist in the identification of areas that could 
improve the end-to-end performance of the TmNS. 
 

the TmNS. However, many other control systems exist, such as Quality of Service (QoS), 
memory management, scheduling mechanisms, among others.  Some of these control systems 
will be briefly discussed in this section. 
 
T
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mechanisms be in place in order to support acceptable end-to-end network performance (i.e. 
latency).  While many QoS mechanisms exist, they all can be modeled using the basic control 
elements: sensors, controllers, and actuators. The main QoS mechanism used in the TmNS is 
Differentiated Services (DiffServ) technology. DiffServ uses a field in the header of IP packets 
(Differentiated Services Code Point field) in order to classify packets.  This classification of 
packets can then be used by network devices (such as routers) to prioritize certain classes of 
traffic over others.   
 
Examining QoS in the TmNS as a control system, routers are clearly the key components in the 

stem.  Sensor data in the system include queue length, loss rate, bandwidth sensors, among 

. Scheduling involves 
eciding how to allocate system resources between multiple applications and threads. Scheduling 

a time division 
ultiple access (TDMA) controller.  The Link Manager is responsible for optimized control and 

NOISE AND PERTURBATIONS 

It is clear that many control lo e are additional control loops 
existent in the TmNS, the control systems discussed in this paper are the ones that ultimately 

he RF link introduces losses, 
nd therefore noise, that would otherwise not happen in wired networks. In wired networks, 

sy
others.  Based on sensor data and DiffServ rules, routers compute forward and drop decisions 
and subsequently take the appropriate action. Referring to Figure 1, the sensor data (queue 
length, etc.) is the feedback data in the system.  The controller is achieved by the DiffServ rules, 
which then act upon the system (the queues in the router) to determine which packets are 
forwarded (or dropped) and in what order of priority they are forwarded. 
 
Another type of control system in the TmNS is real-time scheduling
d
can also involve network scheduling.  There are many examples in literature showing not only 
how control theory applies to scheduling, but how it can optimize scheduling [4]. 
 
Yet another control system present in the TmNS is the Link Manager, which is 
m
coordination of radio operation across multiple ground and airborne radios in the Radio Access 
Network (RAN). It dynamically allocates the RF network capacity provided to all tests using one 
TDMA domain using one frequency, so as to efficiently share the constrained RF resource. The 
Link Manager allocates slots for RF transmission among all uplinks and downlinks between 
radios located in Ground Stations and on Test Articles.  The dynamic allocation of RF network 
capacity is a control system. Based on several types of sensor data, such as queue lengths in the 
radios, and a given set of rules, such as priorities, the link manager needs to control the allocation 
of slots for RF transmissions. 
 

ops coexist in the TmNS. While ther

may impact end-to-end performance of the TmNS.  It is important to now consider sources of 
noise in the system, as they perturb the control loops in the TmNS. 
 
A key source of noise in the TmNS is the bidirectional RF link.  T
a
losses are caused almost exclusively due to congestion.  The introduction of the wireless link 
introduces losses and errors that are native to the wireless medium.   
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Competition among TCP streams is another source of perturbation. It has been shown [5] that the 
ongestion control mechanisms of some TCP implementations have scalability problems as the 

er Automatic Repeat reQuest (ARQ) 
nd the TCP protocol; encryption mechanisms, which add delay and overhead to all packet 

R THE TMNS 

Now that the main contro  have been identified, the 
obvious question comes to mind: What does this all mean when it comes to developing the 

ns between the RF link and the TCP protocols.  As 
iscussed in previous section, TCP determines network congestion based on packet losses.  That 

key consideration is how packet losses occur.  Typical AQM router techniques, such as 
ropTail, drop packets once they arrive at a full buffer.  However, this can lead to TCP global 

 

c
number of connections increase.  Furthermore, without proper design, a network with multiple 
TCP connections may experience a phenomenon called TCP global synchronization, in which 
sources will simultaneously enter the slow-start phase in highly congested networks (i.e. 
whenever a loss is detected) and then enter the congestion-avoidance phase and cycle back and 
forth in this fashion, significantly impacting network performance and utilization.   As a result, 
tests need to be conducted to determine the amount of parallel TCP connections the TmNS can 
support, and, in the event the number of parallel connections is not sufficient for the TmNS 
needs, appropriate mitigating strategies need to be devised. 
 
Other sources of noise include interactions between link lay
a
transmissions; IP stack perturbations; among others. 
 

CONSIDERATIONS FO

l loops and sources of noise in the TmNS

TmNS demonstration system (or any network-based instrumentation system) and why should we 
be concerned with these control loops? 
 
A first consideration is the interactio
d
is because, in wired networks, packet losses occur almost exclusively due to network congestion. 
However, once the RF link is introduced into the picture, misinterpretations of packet losses (or 
timeouts due to a very slow connection) over RF links as congestion losses may lead to 
significant network throughput degradation [6].  Recalling the congestion control mechanism 
discussion, anytime a loss is detected, certain TCP implementations will exponentially decrease 
the window size and return to the slow-start phase of the connection.  If many losses/timeouts are 
incurred in the RF link of the TmNS, those losses could significantly affect network throughput 
and end-to-end latency of PCM dropout recovery data. While there are many TCP 
implementations that improve on this issue, through fast recovery and other mechanisms, it is 
important to look at which TCP implementation (Tahoe, Reno, Vegas) best suits the needs of the 
TmNS. 
 
Another 
D
synchronization issues.  A possible alternative is to use RED queuing disciplines on the routers, 
which drop packets based on probabilities that increase based on queue length [7].  As such, 
router queuing disciplines need to be investigated to optimize the performance of the TmNS. 
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Yet another consideration related to TCP is how it “senses” congestion.  Since the congestion 
control of the most widely used TCP implementation (Reno) relies on packet loss to “sense” 
ongestion, by the time congestion is detected, packet losses must already have occurred.  In 

ror rate seen by the TCP layer can be improved by the use of Forward Error 
orrection (FEC) and ARQ at the link layer.  However, suitable parameters for ARQ need to be 

ing 
tes.  However, these issues can be more easily mitigated by ensuring end nodes, such as 

r achieving end-to-end performance requirements for low 
tency data, such as Voice over IP (VoIP), studies need to be conducted in order to ensure those 

his paper exposes a network as a variety of control systems, some of which are in competition 
ight appear that ed networking technologies available 

today, building and setting up a network is not very complex.  However, once the low-level 

c
other words, TCP reacts to packet losses versus preventing them.  In order to improve on this 
shortcoming, the use of Explicit Congestion Notification (ECN) can be considered. ECN is an 
optional feature of the TCP/IP suite that is only used when both endpoints support it and are 
willing to use it. When ECN is successfully negotiated, an ECN-aware router may set a mark in 
the IP header instead of dropping a packet in order to signal impending congestion. The receiver 
of the packet echoes the congestion indication to the sender, which must react as though a packet 
was dropped [8].  If congestion becomes frequent over the TmNS RF link, the use of ECN may 
be beneficial. 
 
Directly related to effects of RF links on TCP connections is link layer ARQ.  It has been shown 
[9] that the er
C
considered in order to achieve performance enhancements. In fact, inappropriate ARQ settings 
could be detrimental to overall TCP performance [9].  As such, the use of ARQ at the link layer 
simultaneously with TCP at the transport layer in the TmNS needs to be further investigated. 
 
TCP flow control could also affect the overall network performance of the TmNS due to 
fluctuating application processing rates, zero window advertisements and network fluctuat
ra
telemetry processors, have the appropriate resources to handle the required amounts of data.  
Nevertheless, it is important to ensure that those resources are allocated appropriately, as 
inappropriate buffer sizes at receiving nodes have been shown to introduce more than 60% 
degradation in TCP throughput [1]. 
 
Finally, another key point to consider in the TmNS is QoS mechanisms.  While DiffServ 
presents a promising mechanism fo
la
requirements can be met with DiffServ alone. If not, the use of more refined QoS mechanisms, 
such as QoS controllers (as discussed in [10], [11]), that aim at maximizing performance across 
multiple applications based on high level priority requirements specified by a user, may need to 
be considered. 
 

CONCLUSION 

T
with each other.  It m , given the advanc

systems that “power” networks are analyzed, it should be clear that designing a network with 
limited bandwidth (i.e. RF link) and harsh end-to-end latency constraints (100ms – 200ms) 
requires a deep understanding and mitigation of the limitations of the underlying processes. 
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erred 
om an end node to another across that network in a time not to exceed 150ms. Figure 1 should 

g 
ontrol system analysis study being performed will provide information that is critical to 

he work described in this paper would not have been possible if not for the contributions from 
the many members of the iNET We gratefully acknowledge this 
effort and the funding and guidance provided by the iNET program. 
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Let us take a look again at an instantaneous TCP throughput graph of RC sessions across a 
constrained link (e.g. RF link), as shown in Figure 1.  Imagine that data needed to be transf
fr
clearly indicate that, unless the significant drops in throughput are mitigated, the 150ms end-to-
end latency requirement may be jeopardized.  As such, a proper analysis of the control systems 
involved needs to be conducted, which would aid in identifying the root causes of throughput 
drops and implementing the proper mitigation techniques to achieve the required performance. 
 
The success of iNET depends on a system that delivers data and does so in a timely fashion.  
Data delivery will include RC data (to fix PCM dropouts), VoIP data, etc. As such, the ongoin
c
understanding the capabilities of the TmNS in providing the resources for data to be delivered on 
time.  The study will also identify areas of possible shortcomings, along with recommendations 
to address them. 
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ABSTRACT 
 
The Radio Access Network Standard (RANS) is one of the key standards that govern the 
operation of the iNET Telemetry Network System (TmNS).  It defines the network 
infrastructure over which Test Articles and the Ground Control Stations communicate 
using the RF network.  In the Aeronautical environment, the RAN segment supports the 
sharing of one RF frequency using a TDMA (Time Division Multiple Access) scheme 
and provides the mechanisms for antenna handoff and relay capabilities.   This paper 
examines the challenges of implementing the wireless RF transceiver portion of the 
RANS in support of an upcoming 2012 TmNS demonstration system.  Specific topics 
include the modulation and coding, burst TDMA structure, spectral containment, 
acquisition of the burst waveform, and efficient data recovery. 
 
 

KEY WORDS 
 
integrated Network Enhanced Telemetry (iNET), Telemetry Network System (TmNS), 
Radio Access Network Standard (RANS), Radio Component, C-band, SOQPSK 
 
 

INTRODUCTION 
 
The iNET project is tasked with upgrading the architecture for flight test telemetry to 
address the trend in increasing data requirements and decreasing spectrum resources.  
This represents the first major change to the flight test telemetry architecture in over 50 
years.  The objectives are to decrease the time and cost associated with test and 
evaluation, increase system flexibility, make more efficient use of the spectrum, provide 
two-way connectivity to the test article, and leverage the commercial wireless and 
networking revolution.  The TmNS architecture is the core component of iNET and 
consists of a Test Article and Ground Station segment which are connected using a bi-
directional wireless communication link.   
 
A TmNS demonstration system is being constructed to validate its effectiveness in 
addressing the list of identified user needs for meeting both current and future flight 
testing requirements.  It is defined by a set of documents outlining the required 
capabilities, system specification, system design, and test verification.  The design 
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identifies a number of system components including the wireless transceiver units for the 
Test Article and Ground Station.  The majority of the TmNS wireless and networking 
protocol is contained in the Radio Access Network Standard (RANS).   
 
Figure 1 shows a high level documentation summary of the TmNS Demonstration system 
which includes the top level system documents, a description of the radio related system 
components and test plans, and the applicable DOD and iNET standards.  This paper 
identifies some of the key challenges in implementing a RANS compliant radio 
component and provides analysis to ascertain the high risk areas. 
 

 
Figure 1. TmNS System Requirements and Standards 

 
RADIO ACCESS NETWORK STANDARD (RANS) DESCRIPTION 

 
The RANS describes the interfaces, protocols, and message definitions for the wireless 
and network processing in the Test Article and Ground Station Radio Components.   A 
block diagram illustrating a Test Article communicating with a Ground Station is shown 
in Figure 2.  Control and data are exchanged over a single wired Ethernet connection and 
wireless communications take place over a coaxial RF connection to an antenna.  The 
radios are networked devices and can be individually configured, controlled, and 
interrogated using the TmNS.  Due to differences between the two Radio environments, 
the TA and GS units each have separate component specifications although a large 
percentage of the processing is identical. 

 
Figure 2. Simplified Block Diagram of RANS Radio Components 
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Figure 3 shows the layers of messaging described in the RANS.  Ethernet frames carry 
both control and data information.  Some of the messages get processed locally, while 
others get encapsulated into WLAN and HDLC formatted frames, encrypted and 
presented to the RANS physical layer for wireless transmission via a bi-directional single 
frequency TDMA RF communication link.  The physical layer attaches synchronization 
segments, performs LDPC forward error correction encoding, and creates a TDMA burst 
sequence that is transmitted over the air using the spectrally-efficient SOQPSK-TG 
modulation format.  The RANS describes an OFDM modulation mode as well, but for 
cost and schedule purposes, the demonstration will only include the single carrier mode.   
 
For received bursts, the process is essentially reversed resulting in control and data 
messages that are either processed locally or passed to either the vehicle network or 
ground network, depending on whether the unit is on the Test Article or at the Ground 
Station.   Although there are many software challenges in the networking portion of this 
component, this paper focuses on the performance requirements and risks for 
implementing the RANS physical layer.    
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Figure 3. Message processing flow in RANS 
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RANS PHYSICAL LAYER CHALLENGES 
 
Now that the basic system has been presented, several key challenges for the radio 
components have been identified and are shown below in Table 1.  In addition to the 
specific items, the table also describes the associated risks.  Addressing these potential 
issues will likely require some specification changes and resolution of certain values that 
are currently identified but not yet defined. It is envisioned that the standards will 
continue to be updated through a working group process that is currently ongoing.  The 
following sections examine each of these areas with regard to the specification and 
whether or not the desired performance is attainable. 
 

Table 1. Key Challenges for the TmNS RANS Radio Component 
 
Challenges Potential Concerns 
RF Band Strong desire to move TmNS to C-band to avoid further 

congestion of L and S bands.  The higher propagation loss is 
approximately compensated for by the larger antenna gain.  
Potential issues include signal fidelity and burst operation. 

Transmitter Spectral 
Containment 

Transmitter will not be permitted to operate if spectral emissions 
are not controlled.  Burst TDMA operation and monitoring are 
new for this community. 

Packet Error Rate High PER may cause network data outages and decrease the 
operating range. 

• Receiver Acquisition Burst acquisition may limit the ability to recover packets causing 
data communication outages. 

• Receiver Sensitivity Receive sensitivity may limit the ability to recover packets 
causing data communication outages. 

Timing Accuracy Precision of TDMA burst timing impacts size of required guard 
times which affect overhead and efficiency. 

Channel Impairments Multipath fading and interference may cause data outages. 
Antenna pattern variation and tracking error lead to signal 
variations. 

 
 

RF BAND CHALLENGES 
 

Several RF related challenges confront the TmNS Radio component design.  In contrast 
to the traditional serial streaming telemetry, the TmNS Radio must quickly switch 
between transmit and receive operation on a common frequency and a single antenna 
port.  In addition to designing a high-performance architecture that supports fast R/T 
turnaround and RF settling, many challenges accompany C-band operation.  These 
include increased attention to EMI/EMC control, minimization of RF trace lengths, 
budgeting for higher frontend losses, increased roll-off for active components, and design 
for low phase noise to stay under the IRIG 106 / RANS phase noise mask limits.  
Fortunately, C-band devices and designs have been shown to provide adequate 
performance for meeting the RANS performance goals.  For example, the sensitivity 
budget assumes a 5 dB Noise Figure for the Radio component.  Current projections and 
measured data verify that this level of performance is attainable. 
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TRANSMITTER SPECTRAL CONTAINMENT CHALLENGES 
 
One of the primary issues with a TDMA scheme is controlling the spectral splatter 
generated when the transmitter ramps up to full power.  Design objectives, such as fast 
channel access to minimize overhead, directly conflict with a controlled slow ramp up 
period for spectral control.  Although the current RANS transmitter ramp-up and ramp-
down times are not yet finalized, evidence from actual measurements imply that 
reasonably short values, in relation to the preamble length, can be used and still meet the 
IRIG-106 SOQPSK-TG spectral mask for continuous systems.  Figure 4 shows how the 
uncontrolled ramp-up of a periodic burst signal can contaminate the output spectrum, 
while more controlled transitions can virtually eliminate the unwanted emissions.  
 
Although, using the current IRIG-106 mask is a logical first step, it is recommended that 
a test method be added to the RANS that is capable of validating the spectral 
performance of burst signals at rated power output.  This would insure that the 
component performs well dynamically in addition to just statically.  Such a test could 
also assist with system troubleshooting if the TmNS burst equipment causes any 
unforeseen issues.  For demonstration purposes, channel separation can be increased if 
problems arise. 

 

Figure 4. Example of fast rise time with spectral splatter (left) and controlled rise time 
with no spectral splatter (right). 

 
 

RECEIVER CHALLENGES 
 
Another key challenge is to recover transmitted messages at less than or equal to the 
desired Message Error Rate (MER).  Failure to do so will result in degraded network 
performance and loss of operating range. The RANS calls out a receive sensitivity of 
approximately -92.75 dBm at the input to the Radio component to achieve an effective 
packet loss of less than or equal to 1x10-4 for an Ethernet packet size of 1000 bytes which 
requires a corresponding LDPC codeword error rate (CWER) of less than or equal to 
5x10-5.  This assumes a receiver noise figure of 5 dB, implementation losses of 2 dB, and 
an adjacent interference loss allowance of 1 dB.  Assuming that the Noise Figure is 
within its 5 dB allocation, and that filtering can be added to reduce the effect of the 
adjacent channel at a cost within the 1 dB loss allocation, that leaves the question of 
whether or not the core modem sensitivity can achieve the desired MER at a Channel bit 
to Noise ratio (Ec/No) of 2.5 dB.   
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The basic transmission format consists of an alternating phase portion (Preamble) for 
burst synchronization, an Asymmetric Sync Marker (ASM) for codeword framing, and 
from one to eight LDPC Codeblocks as shown in Figure 5.  In an attempt to gain insight 
into the specification, it is instructive to model the modem in several pieces including an 
Acquisition, Detector, Demodulator, and LDPC Decoder function as shown in Figure 6.  
Again, the intention of the specification is to achieve a MER of less than or equal to 
1x10-4 with an Ec/No of less than or equal to 2.5 dB.   
 

  
Figure 5. Burst Transmission Structure from RANS 

 
 

 
 

Figure 6. Receiver Model for analyzing RANS Performance Specifications 
 

Fundamentally, the receiver must synchronize, detect, demodulate and decode the 
transmitted burst with sufficient reliability to meet the desired MER.  A mathematical 
model was constructed to characterize the behavior of each function for purposes of 
gauging whether or not the specification is acceptable in its current form or needs 
modification.  Based on the synchronization error probability distributions at a particular 
Ec/No, the distribution for loss in performance due to timing and phase offset can be 
calculated and used to compute the probability that the channel error probability (Pc) is 
less than the maximum allowable Pcmax that yields the desired 1x10-4 MER.  This 
calculation provides insight into how much margin is needed to account for 
synchronization. 
 
The calculation process is shown in Figure 6 and uses the Cramer’ Rao bound to 
calculate the statistical performance of the ability of the acquisition function to estimate 
frequency, timing, and carrier phase as a function of Ec/No and preamble structure 
assuming Maximum Likelihood parameter estimation. 
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Figure 6. Calculation procedure for determining the performance margin versus SNR 
 
In addition to achieving the MER based solely on this type of transfer function approach, 
other issues must be considered including the probability of an outlier frequency 
estimate, missed detection, or a false alarm as any of these will likely result in a message 
failure.  The likelihood of these events has to be much smaller than the desired MER to 
not degrade system performance.  Table 2 shows the calculation details and rationale.  
 

Table 2. Details of Receiver Model Calculations 
 

Calculation Method Comments 
Cramer Rao Bound gives the 

minimum variance of 
frequency, phase, and time 

estimates given Ec/No and the 
specified observation interval  

                                          

Ls = symbols in observation 
Es = Energy per symbol 
Ts = symbol time 
Tobs = observation length 
No = Noise spectral density ⁄ = Normalized timing error 

Probability of Outlier 1 ! 1! ! exp 0 1
 

 

Probability that Acquisition estimate will be an 
outlier due to nonlinear threshold effect. 

Loss due to static phase and 
timing offsets 

cos  sin ⁄ ⁄⁄      20 10
Loss due to phase offset. 
Approximate loss due to small normalized timing 
offset.  
Loss due to imperfect synchronization. 

Resulting Channel Error 
Probability Q 1.6γ γ EN Q 2.59γ γ EN   

 

Approximation for resulting channel error 
probability with synchronization loss and no 
differential encoding. 
Modification to RANS D.1.4.1. 

Probability of Detection, Miss, 
and False Alarm 1  

1/2  

Pd, Pm = 1-Pd based on assuming a correlator 
architecture with threshold n1 out of n channel 
bits with n1 selected based on n and Pcmax for a Pd 

 0.99999. 
False alarm based on threshold with no signal 
present.

LDPC Codeblock Error 
Probability 

Achieving desired 5x10-5 CBER requires 
input channel error rate to be less than or 
equal to Pc < 0.067 ( Pcmax). 

From RANS reference curves (Figure 12-63) and 
Table 12-12 stating that ideal demodulator needs 
2.25 Eb/No to achieve desired 1x10-4 MER. 

Message Error Probability 
from Codeblock Probability 

Standard assumes 5e-5 CBER is required to 
achieve desired 1e-4 MER based on  1 √1 From RANS 5.1.1.1 
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Figure 7 illustrates the relationship between the channel error and decoder codeblock 
error probability and shows an example of loss versus synchronization error.  The red 
vertical line identifies the Pcmax that corresponds to the maximum allowable channel error 
rate that can still meet the specified 5x10-5 CBER and corresponding 1x10-4 MER.  
Figure 8 shows the probability of Pc exceeding Pcmax versus Ec/No for the currently 
specified preamble length (64 symbols) as well as the results for 32 and 96 to get an idea 
of how the required Ec/No margin changes as a function of preamble length.  The curves 
show that it requires an additional 0.54, 0.8, and 1.43 dB from the reference curve for a 
respective 96, 64, and 32 symbol length preamble.  With a channel error rate of Pcmax, an 
acceptable probability of detection, miss, and false alarm are possible at 64 symbols as 
well as a very small outlier probability that are low enough not to adversely impact the 
desired MER.  
 

Figure 7. Uncoded Pc and Coded CBER (left), Sync error surface (right)  
 

 
Figure 8. Probability that Pc > Pcmax versus Ec/No for various preamble lengths  

 
With a total implementation loss allowance of 2 dB in the current specification, and at 
least 0.8 dB of loss due to synchronization, there is only 1.2 dB of margin to account for 
the non-ideal transmitter, RF front end imperfections, loss of usable preamble due to 
ramp-up, and deviations from the receiver maximum likelihood processing assumptions 
due to size, weight, and power trade-offs.  The consequence of not meeting the sensitivity 
specification is a reduction in range. This analysis is primarily intended to assist in the 
effort to finalize the RANS and help provide insight into some of the performance versus 
size, weight, and power trade-offs.    
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TIMING ACCURACY CHALLENGES 
 

The RANS specifies a timing accuracy of +/- 1 us for generation of the TDMA burst at 
its designated time.  This requirement demands better than 1 part per million (PPM) 
timing accuracy which is provided by an external IEEE-1588 timing source.  Although 
this is a mature standard with available off-the-shelf implementations, it is a challenge to 
maintain this level of timing accuracy throughout the various digital and analog 
processing components.   In addition to achieving the required burst and epoch timing, 
other system level architectural challenges include pushing timing between red/black 
boundaries and maintaining alignment of multiple IEEE-1588 sources.   The consequence 
of having to increase the allowable timing error would be larger guard times resulting in a 
small reduction in network efficiency.  It is suggested that the RANS be updated to 
include the desired behavior if it is determined that the timing accuracy is degraded 
beyond the current requirement if outages or flywheeling degrade performance.  It should 
also specify the maximum error such that a Radio will not be permitted to transmit in the 
TDMA network.  Since the radio is a networked device, it can report error conditions to 
the Network manager as soon as a problem is detected. 
 

 
CHANNEL IMPAIRMENT CHALLENGES 

 
Channel impairments due to multipath, blockages, or pointing loss were not included in 
the previous analysis, but are treated as a loss allocation in the link budgets presented in 
the RANS.  Currently, 3 dB is allocated for antenna gain variation/multipath and 1 dB for 
ground station antenna pointing loss.  Antenna pattern variations can be relatively large 
on the Test Article due to the pattern itself, blockage due to the airframe, orientation 
between transmit and receive antennas, and potential interaction between top and bottom 
antennas if applicable.  With relatively low link margins, compared to a standard serial 
streaming telemetry link budget, this could be an area of concern.  Testing will be 
conducted in the lab using the multipath parameters specified in the RANS.  This level of 
testing will help uncover any algorithmic or RF related vulnerabilities early on and 
increase the confidence of successful flight testing. 
 
A recent addition to the RANS is the ability to perform ARQ (Automatic ReQuest repeat) 
of failed packets at the MAC layer.  This feature may help alleviate the impacts of 
intermittent communication outages.  Lab and flight testing in 2012 will be conducted to 
assess the overall effectiveness of this capability and determine if any radio or system 
level issues arise due to channel related impairments. 
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CONCLUSIONS 
 

This paper examined the challenges in realizing and specifying iNET transceivers for the 
upcoming TmNS system.  It identified key risk areas and investigated whether or not the 
desired performance levels were attainable along with the potential system consequences.  
Items presented included the top-level system and component documents, a description of 
the Radio components, and analysis and recommendations regarding the RANS 
document.  In general, the Radio component should be able to meet or exceed its key 
performance objectives.  With the exception of an antenna tracking failure or the 
presence of severe multipath fading, the TmNS radio component should perform well.  
Areas that still need to verified experimentally at the PHY level include system operation 
at C-band, spectral emissions and timing of the burst signal generation, received message 
reliability with and without ARQ, and sensitivity to channel impairments. Suggested 
modifications to the existing RANS include:  
 
RANS Item Section Comments 
Spectral Containment 5.1.2.1 Add method for spectral validation of burst TDMA 

signals. 
Sensitivity 5.1.3.1.1.3 

5.1.3.1.2.3
Possibly increase implementation margin due to SWAP 
trades. Specify a confidence level for packet loss rate 
(PLR) for test purposes. 

Preamble 5.1.6.1.1.2 Possibly increase preamble/ASM lengths due to RF 
settling time or SWAP trades. 

ARQ New Details of an ARQ approach are current being addressed 
through the RANS working group. 

Link Budget B.1.6.3 Review of the margins allocated for antenna gain 
variation/multipath and pointing loss. 

Timing Accuracy 5.1.3.1.1.6 Add description of desired behavior when timing 
accuracy exceeds allowance. 
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ABSTRACT 

The TmNS system employs a novel channel access approach to achieve efficient use of the 

available spectrum while still providing a reliable bi-directional telemetry link.  At the heart of 

this process is the Link Manager which performs real time adjustments to the transmission 

windows of radios as it senses changes in network connectivity, transmit queue loading, and 

network management input.  Dynamic network capacity control based on radio queue loading is 

presented as an example of an operation to be verified by modeling and simulation. 

KEYWORDS 

Link Management, TDMA, TmNS, iNET 

I. INTRODUCTION 

The TmNS uses a TDMA based channel access architecture to provide reliable links for test 

articles communicating with ground stations.  Traffic from ground-to-air (upstream) and air-to-

ground (downstream) is time multiplexed on an allocated frequency channel as shown in Figure 

1 for a network containing two active test articles.  The TmNS network provides bidirectional 

network capability using much of the same communications infrastructure already present in 

Serial Streaming Telemetry networks.   
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Figure 1: TmNS TDMA Channel Access 

In the TmNS network ground radios receive Link Manager transmission control messages over 

the range ground network.  These messages define the start and stop times of upstream 
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transmissions to the test articles.  The airborne test articles receive their link manager transmit 

control messages from the ground radio during upstream transmissions. These messages define 

the transmission start and stop times for test article data sent to the ground radio. The 

downstream traffic messaging process is shown at a high level in Figure 2.   
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Figure 2: High Level Downstream Traffic and Control Flow in TmNS  

 

Traffic received from sources on a test article are sorted by QoS markings and queued for 

transmission.  Using a quality based servicing process, packets are selected from the QoS queues 

for transmission by the test article radio filling the transmit window which it is currently 

allocated by the Link Manager.  The queue level information contained in the test article radio is 

relayed to the Link Manager on the ground.  The combination of queue level messages to the 

Link Manager and the transmit window control messages to the Test Article represent a dynamic 

control loop.  At a rate up to the TDMA epoch time, the spare capacity of the network is 

distributed in the form of extra transmit time to each of the test article radios.  In addition to the 

capacity allocation effectiveness when servicing multiple test articles, of additional interest is 

how effectively can the quality of service be maintained for traffic flows under various network 

scenarios.  
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II. DYNAMIC NETWORK CAPACITY CONTROL 
 

The central control of radio transmit start and stop times by the Link Manager gives the TmNS 

network the ability to share the limited data capacity resource for frequencies allocated on a test 

range.  This approach allows traffic burst to be serviced with lower delay and reduced probability 

of messages loss due to buffer overflow conditions.  The alternative to dynamic control is to 

have each link provisioned with its peak capacity rate leading to limited support for multiple 

simultaneous tests. Using a centralized Link Manager to compute and distribute the dynamic 

transmission windows, also avoids the inherent delay issues when each node arbitrates 

individually for transmit opportunities usage.  The control loop consists of feedback to the Link 

Manager in the form of queue levels and a control output based on the amount of time allocated 

to the radio for transmit.  In Figure 3 the path between the feedback and control messages are 

shown at a high level.   
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Figure 3:  TmNS Dynamic Network Downstream Capacity Control  

There are multiple delay blocks that need to be considered between the source and destinations 

of queue level status and transmit control messages.  When a radio experiences a burst traffic 

increase, the rise and fall in queue levels will lag the increase in traffic capacity given to the 

radio as shown in Figure 4 for low and high rate updates.  Some of the factors which determine 

the response to queue levels are: 1) the size and duration of increase in traffic beyond what can 

be handled by the currently allocated capacity, 2) the amount of dynamic capacity that the Link 

Manager can allocate to the radio, 3) the delay from queue level sensing to adjustments in the 

radio transmit window.  These factors should be investigated under test scenarios which are 

representative of traffic, mobility, and link conditions typically found on a test range.  
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Figure 4: Queue Level Response vs. Radio Capacity Changes from the Link Manager  
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III. MODELING AND SIMULATION  

 

As a shared-code software system deployable in the OPNET simulation environment, the Link 

Manager Software will natively execute within OPNET, providing the developer full control and 

visibility into the execution of core Link Manager protocol algorithms.  Deployed together with 

OPNET models representative of TmNS RAN networking elements, OPNET simulations can be 

run in accordance with TmNS concept of operations (CONOPS) and system goals to verify 

network system performance and scalability.   

The developed shared-code Link Manager OPNET model serves as a tool during software 

development to validate and verify key design choices and address any potential faults in the 

system design and/or CONOPS. 

A. LM Node Model 

The TmNS Link Manager has been designed to run on top of existing, OPNET supplied 

workstation class IP node models.  Facilitated by the Link Manager OPNET OS Abstraction 

Layer, the native LM software is able to execute seamlessly within the OPNET simulation 

environment as a shared-code process as shown in Figure 5. 

 

Figure 5:  TmNS Link Manager Node Model (Update) 

To enable the Link Manager software to execute within OPNET, the LM OS Abstraction Layer 

provides a unified and flexible interface to the Link Manager for accessing key system facilities 

and resources. 
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As shown in Figure 5, Link Manager specific modules are contained within the illustrated green 

block.  The module “tpal_lm_intf” provides the necessary message transform logic to enable the 

Link Manager process to embed link management protocol messages within OPNET formatted 

TCP/UDP/IP packets, hence enabling it to exchange messages with other nodes in the network. 

The module “lm” in the green block is the actual Link Manager component.  As depicted in 

Figure 5, at initialization, the Link Manager process spawns a number of child processes where 

appropriate to simulate the parallel processing effect of critical Link Manager events and 

messages.  With this organization, the Link Manager main process communicates with its child 

processes via shared-memory blocks. As designed, each one of the Link Manager functionality 

may be exercised during the course of a simulation.  Generally, the model Link Manager main 

process monitors and handles events related to IPC with its child processes, timer events, and 

handling of messages from/to its external interface. 

B. Radio Node Models  

The Ground and Test Article radio OPNET models provide functional models of the TmNS radio 

systems to the extent needed to support the simulation goals.  The models implement each of the 

major functional components present in the Ground and Test Article radios such as the RF 

Transceiver, Ethernet Transceiver, Link Agent Functionality, Radio Agent Functionality, Link 

Management Functionality, Queue Management Functionality, the RF Network Management 

Functionality, and general simulation support functions.  The Ground and Test Article radio 

models are custom designed and built to meet the functional requirements of the actual TmNS 

radio systems with the highest fidelity. 

 

Figure 6:  TmNS Ground and Test Article Radio Node Models  
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C. Simulation Framework  

This Link Manager OPNET modeling and simulation effort focuses on the Radio Access 

Network portion of the TmNS, with specific emphasis on the link management functionality of 

the network system.  The goal of the simulation is to verify and validate system-level use cases 

and design choices pertaining to scalability and performance.  Figure 7 provides an overview of 

the simulation framework, capturing each participating component in the TmNS RAN segment, 

as well as supporting simulation components related to system configuration, traffic generation, 

statistics collection, and node mobility management. 

 

 

Figure 7:  TmNS Simulation Framework 

As a critical component in the TmNS RAN, the Link Manager is responsible for the control and 

coordination of radio operations in the network.  The Link Manager relies on information 

received from network and link management entities pertaining to uplink and downlink RF links 

and queue status of ongoing tests to dynamically allocate channel capacities.   To simulate the 

flow of application traffic from the vehicle network to the ground network and vice-versa, the 

simulation framework provides a Traffic Generator component that can be configured to 

generate representative traffic flows from DAUs and flight recorders onboard Test Articles, as 

well as command and query messages from the ground network.  
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During the TmNS RAN Link Manager modeling and simulation, network performance statistics 

will be collected at the system, node, and local process levels.  Statistics related to system health, 

status, throughput and latency of application and background traffic flows, uplink/downlink 

capacity assignments, queue loading and servicing, and delivery of time critical control messages 

will be collected and made available for post-simulation analysis.  In addition, a live simulation 

monitoring and capturing support application will facilitate rendering of in-process simulation 

data, providing information corresponding to link tables, bearer tables, and queue fullness tables.  

A configuration model provides the interface necessary for setting system level configuration 

parameters that globally affect the behavior of nodes in the network.  Example of global 

parameters affecting radio models are RF channel settings related to bandwidth, center 

frequency, transmit data rate, default transmit power, and receiver sensitivity level.  Node 

specific configuration interfaces such as for setting MAC addresses, static IP addresses, and 

traffic filtering settings will be provided at the node-level or via external input files to uniquely 

configure each node to match the elements in the TmNS network. 

To simulate the physical movement of Test Article models, the simulation framework will 

provide a Node Mobility Manager component that will facilitate definition and provision of node 

trajectory commands to independently control the movement of each node in the simulation 

environment. 

D. TmNS Verification Scenarios  

When verifying the system-level use cases and network scalability and performance qualities 

related to dynamic control and coordination of radio operations, the TmNS Link Manager 

modeling and simulation effort will utilize networking scenarios configured specifically to stress 

the capability of every critical component involved in fulfilling the Link Manager’s roles. 

A baseline scenario will be provided to verify the process of network device discovery, topology 

verification, and nominal traffic injection to simulate network commands, queries, and response 

message delivery performance.  This baseline scenario will also serve to verify the proper 

functioning of the link management algorithms. 

A typical network usage scenario will be used to ascertain the system’s ability to perform under 

nominal conditions.  The scenario will be designed to import real capture data for its traffic 

generation and capture statistics for later comparison to actual system traffic statistics data. 

Worse-case scenarios will be developed to stress the system beyond its steady state operation.  

These scenarios will include conditions where the system experiences sudden and sustained 

simultaneous surge in various bursts configurations.  The burst conditions include: long bursts, 

random bursts, and periodic bursts of traffic. These conditions will place a high demand on the 

dynamic allocation of available transmit channel capacity.  The scenarios should provide insights 

into the ability of the Link Manager to efficiently allocate prioritized traffic in the range network. 
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IV. CONCLUSION 

The TmNS RAN Link Manager Modeling and Simulation framework was presented with a focus 

on the Link Manager portion of the TmNS.  The Link Manager software under development 

provides a layered architecture with an operating system abstraction layer that enables the Link 

Manager software to natively execute within the OPNET simulation environment.  As a shared-

code OPNET model, the Link Manager provides a high degree of fidelity to the network 

simulation.  Subjected to different networking scenarios, the Link Manager model is designed to 

operate very similarly to the Link Manager platform software in development.  The ground and 

Test Article radios have been modeled at the functional level, whereby key functionalities of the 

actual radio system are implemented in the model.  To verify the scalability and reliability of the 

TmNS network, three specific OPNET simulation scenarios have been proposed.  A 

baseline/verification scenario is intended to simulate network device discovery, topology 

verification, and other basic system operations.  Typical network usage scenarios are designed to 

test the TmNS under normal network usage and traffic conditions, ultimately using actual 

lab/captured network traffic data as input for verification purposes.  Worse-case scenarios aim to 

stress the network system beyond its steady state operation.  Abnormal and sustained sporadic 

traffic bursts will be introduced from multiple sources to test the Link Manager’s ability to react 

and respond to changing network conditions in a timely manner. 

In addition to the dynamic capacity sharing process outlined in this paper, the model can be used 

to investigate other key technical performance measures.  One example is maintaining channel 

capacity efficiently across two ground radios when handoffs occur.  During a ground radio 

handoff upstream traffic is depleted from the current ground radio while the network begins to 

route traffic to the new ground radio.  During this time the Link Manager assumes the role of 

providing an efficient allocation of the available channel capacity across the radios involved in 

the handoff as well as other radios in the network.   

The simulation model described here is currently being designed and implemented along with 

the Link Manager Reference model.  Some of the results from the modeling process will be 

included in this paper presentation at ITC in October 2011. 
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Abstract

We present a methodology to search for harmful subgraphs in the Tanner graph of a regular column-weight-
three low-density parity-check (LDPC) code. These harmful subgraphs, which are more commonly known under
the name “trapping sets,” cause a degradation in the error correcting performance of LDPC codes in the high
signal-to-noise ratio (SNR) region. Our method of searching for trapping sets utilizes the Trapping Set Ontology, a
database in which trapping sets are arranged according to their topological relationships. Based on the topological
relationships, larger trapping sets are searched for by expanding smaller ones. This reduces the complexity and
the run-times of the search algorithms and allows large trapping sets to be searched for efficiently. Besides, if
the LDPC code is quasi-cyclic then our search algorithms can be futher simplified. Our method of searching for
trapping sets is useful in the performance analysis of LDPC codes and in the construction of good LDPC codes.
In this paper, we demonstrate the use of the method in the construction of good LDPC codes.

I. INTRODUCTION

Low-density parity-check (LDPC) codes [1], discovered by Gallager in the 1950s, are error correcting
codes with remarkable performance under iterative decoding. Many of these codes have become error
correcting codes in standards for various communication systems such as satellite transmission of
digital television and 10 Gigabit Ethernet. LDPC codes are also the most promising candidates to
be used in many recently developed high speed communication systems such as flash memory, optical
communication and free space optics. Much research effort has been invested in LDPC codes in the
last decade. Nevertheless, there remain many challenging problems, among which the ones related to
the error floor phenomenon are most important. This paper addresses one such problem.

The error floor phenomenon can be described as an abrupt degradation in the error correcting
performance of LDPC codes in the high SNR region. For example, let us consider Figure 1 which
shows the frame error rate (FER) performance of an LDPC code on the binary symmetric channel
(BSC), decoded with the Gallager A algorithm. One can observe that as the cross over probabilty α of
the channel decreases, the probability of a frame error (or the FER) also decreases. However, once α is
less than 0.02, the decreasing rate slows down significantly. This abrupt change in the slope of the FER
curve equates to a performance loss. The range of α for which this performance loss can be observed
is called the error floor region.

It is now well-known that the error floor is caused by certain harmful subgraphs in the Tanner graph
representation of the code. These subgraphs are commonly known as trapping sets. The performance
of a code in the error floor region depends on the types of trapping sets which are present in the
Tanner graph, as well as the number of each type. As a result, enumerating trapping sets is an important
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Fig. 1. The error floor of an LDPC code.

problem. Firstly, if the most harmful types of trapping sets that are present in the Tanner graph of a
code can be identifed and enumerated, then the performance of the code in the error floor region can
be estimated. Secondly, being able to search for trapping sets enables the construction of good LDPC
codes. This will be demonstrated later in the paper.

The problem of enumerating trapping sets is NP hard [2], [3]. Previous work on this problem includes
exhaustive [4], [5] and non-exhaustive approaches [6], [7]. The main drawback of existing exhaustive
approaches is high complexity. Consequently, constraints must be imposed on trapping sets and on
the Tanner graph in which the search for trapping sets is carried out. For example, the method in [4]
can only search for certain trapping sets in a Tanner graph with less than 500 variable nodes. The
complexity is much lower for non-exhaustive approaches. However, these approaches can not guarantee
that all trapping sets are enumerated.

The search method proposed in this paper is exhaustive. However, it utilizes the topological relation-
ships among trapping sets to reduce complexity. The topological relationships among trapping sets are
given in a database of trapping sets known as the Trapping Set Ontology (TSO) [8]. In our method,
trapping sets are searched for in a way similar to how they have evolved in the TSO. A larger trapping
set can be found in a Tanner graph by expanding a smaller trapping set. This approach is especially
efficient for quasi-cyclic codes, a class of practical codes which we will now discuss.

Practicality requires that an LDPC code is a quasi-cyclic code. An LDPC code is quasi-cylic if its
parity check matrix can be represented as an array of circulant permutation matrices. The quasi-cyclicity
property of a code allows simple hardware implementation. Conveniently, this property also reduces
the complexity of searching the Tanner graph of a code for trapping sets. In this paper, we utilize the
quasi-cyclicity property in our trapping set searching techniques. To demonstrate the efficiency of these
techniques, we apply them in the construction of a good regular column-weight-three quasi-cyclic LDPC
code.

The rest of the paper is organized as follows. Section II gives preliminaries. Section III presents the
search method. In Section IV, we discuss the use of the search method in code construction. Finally,
Section V presents numerical results.
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II. PRELIMINARIES

In this section, we give the necessary background on LDPC codes. Then, we define and discuss the
notion of trapping set. Finally, we describe the Trapping Set Ontology.

A. LDPC Codes
LDPC codes belong to a class of codes that can be represented by sparse graphs. Let C denote an

(n, k) LDPC code over the binary field GF(2). C is defined by the null space of H , an m × n parity
check matrix of C. H is the bi-adjacency matrix of G, a Tanner graph representation of C. G is a
bipartite graph with two sets of nodes: n variable (bit) nodes V = {1, 2, . . . , n} and m check nodes
C = {1, 2, . . . ,m}. A vector y = (y1, y2, . . . , yn) is a codeword if and only if yHT = 0, where HT is
the transpose of H . The support of y, denoted as supp(y), is defined as the set of all variable nodes
(bits) v ∈ V such that yv 6= 0. A dv-left-regular LDPC code has a Tanner graph G in which all variable
nodes have degree dv. Similarly, a dc-right-regular LDPC code has a Tanner graph G in which all check
nodes have degree dc. A (dv, dc) regular LDPC code is dv-left-regular and dc-right-regular. Such a code
has rate R ≥ 1− dv/dc [1]. The degree of a variable node (check node, resp.) is also referred to as the
left degree (right degree, resp.) or the column weight (row weight, resp.). The length of the shortest
cycle in the Tanner graph G is called the girth g of G. C is defined by the null space of H , a parity
check matrix of C. H is the incidence matrix of G, a Tanner graph representation of C.

B. Trapping Sets and Trapping Set Ontology
A trapping set for an iterative decoding algorithm is defined as a non-empty set of variable nodes in

a Tanner graph G that are not eventually corrected by the decoder [9]. A set of variable nodes T is
called an (a, b) trapping set if it contains a variable nodes and the subgraph induced by these variable
nodes has b odd degree check nodes.

For the Gallager A/B algorithm on the BSC there is no explicit combinatorial characterization of
trapping sets. However we can characterize fixed sets, as defined below, which form a subclass of
trapping sets. These have been studied in [10]–[13] and shown to be the cause of the error floor
phenomenon in this setting.

Consider an iterative decoder on the BSC. Assume the transmission of an all-zero codeword1. With
this assumption, a variable node is correct if it is 0 and corrupt if it is 1. Let y = (y1, y2, . . . , yn) be
the input to the decoder. Let F(y) denote the set of variable nodes that are not eventually correct.

Definition 1 ( [11]): For transmission over the BSC, y is a fixed point of the Gallager A/B algorithm
if the messages passed from variable nodes to check nodes along the edges are the same in every iteration.
If F(y) 6= ∅ and y is a fixed point, then F(y) = supp(y) is a fixed set. A fixed set (trapping set) is an
elementary fixed set (trapping set) if all check nodes in its induced subgraph have degree one or two2.
Otherwise, it is a non-elementary fixed set (trapping set).

The following theorem gives necessary and sufficient conditions for a set of variable nodes to be a
fixed set. Note that condition (b) is trivially satisfied for elementary sets.

Theorem 1 ( [11]): Let C be a code with Tanner graph G in the ensemble of (3, dc) regular LDPC
codes. Let T be a set of variable nodes with induced subgraph I. Let the check nodes in I be partitioned
into two disjoint subsets; O consisting of check nodes with odd degree and E consisting of check nodes

1The all-zero-codeword assumption can be applied if the channel is output symmetric and the decoding algorithms satisfied certain
symmetry conditions (see Definition 1 and Lemma 1 in [14]). The Gallager A/B algorithm, the bit flipping algorithms and the SPA all
satisfy these symmetry conditions.

2This classification was given in [15].
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(a) (b)

Fig. 2. Graphical representation of the (5, 3){1} trapping set: (a) Tanner graph representation, (b) Line-point representation.

with even degree. Then T is a fixed set iff: a) every variable node in I is connected to at least two
check nodes in E and b) no two check nodes of O are connected to a common variable node outside I.

Before presenting the method of searching for trapping sets, we need a complete list of trapping sets
up to a certain size and also the topological relations between them. In the following subsection we
give some details of how this database, the Trapping Set Ontology (TSO), is represented. From now
on we will only be studying fixed sets and for the sake of simplicity will refer to them by the more
general term trapping sets.

1) Graphical representation: The induced subgraph of a trapping set (or any set of variable nodes)
is a bipartite graph. In the Tanner graph (bipartite graph) representation of a trapping set, we use  
to represent variable nodes, � to represent odd degree check nodes and 2 to represent even degree
check nodes. There exists an alternate graphical representation of trapping sets which allows their
topological relations to be established more conveniently. In this lines and points (henceforth line-
point) representation of trapping sets, variable nodes correspond to lines and check nodes correspond
to points. A point is shaded black if it has an odd number of lines passing through it, otherwise it
is shaded white. An (a, b) trapping set is thus an incidence structure with a lines and b black shaded
points. To differentiate among (a, b) trapping sets that have non-isomorphic induced subgraphs when
necessary, we index (a, b) trapping sets in an arbitrary order and assign the notation (a, b){i} to the
(a, b) trapping set with index i.

Depending on the context, a trapping set can be understood as a set of variable nodes in a given
code with a specified induced subgraph or it can be understood as a specific subgraph independent of a
code. To differentiate between these two cases, we use the letter T to denote a set of variable nodes in
a code and use the letter T to denote a type of trapping set which corresponds to a specific subgraph.
If the induced subgraph of a set of variable nodes T in the Tanner graph of a code C is isomorphic to
the subgraph of T then we say that T is a T trapping set or that T is a trapping set of type T . C is
said to contain T trapping set(s).

Example 1: The (5, 3){1} trapping set T1 is a union of a six cycle and an eight cycle, sharing
two variable nodes. The Tanner graph representation of T1 is shown in Fig. 2(a) and the line-point
representation is shown in Fig. 2(b).

2) Topological relationships: The following definition gives the topological relations among trapping
sets.

Definition 2: A trapping set T2 is a successor of a trapping set T1 if there exists a proper subset
of variable nodes of T2 that induce a subgraph isomorphic to the induced subgraph of T1. If T2 is a
successor of T1 then T1 is a parent of T2. Furthermore, T2 is a direct successor of T1 if it does not have
a parent T3 which is a successor of T1.

The topological relation between T1 and T2 is solely dictated by the topological properties of their
subgraphs. In the Tanner graph of a code C, the presence of a trapping set T1 does not indicate the
presence of a trapping set T2. If T1 is indeed a subset of a trapping set T2 in the Tanner graph of C
then we say that T1 generates T2, otherwise we say that T1 does not generate T2.
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(a) (4, 4) (b) (6, 4){2} (c) (7, 5){1} (d) (7, 5){2} (e) (8, 6){1} (f) (8, 6){2} (g) (8, 6){3}

Fig. 3. The (4, 4) trapping set and its direct successors of size less than 8 in girth 8 LDPC codes (excluding the (5, 3){1} and (6, 4){1}
trapping sets shown in Fig. 2(b) and 5(a), respectively).

(a) (5, 3){2} (b) (6, 2){1} (c) (7, 1){1} (d) (8, 2){1} (e) (7, 3){1} (f) (8, 2){2} (g) (8, 4){1}

Fig. 4. The (5, 3){2} trapping set and its successors of size less than 8 in girth 8 LDPC codes.

Example 2: The trapping sets of size less than 8 in regular column-weight-three LDPC codes of girth
g = 8 are listed in Fig. 3, 4 and 5. For a more complete list of trapping sets in the TSO, readers are
referred to [8], [16]. Note that if y is a codeword of C with a = |supp(y)| then T = supp(y) is an
(a, 0) trapping set. Thus we can determine the minimum distance of a code by looking at which (a, 0)
trapping sets it contains.

III. SEARCHING FOR TRAPPING SETS

In this section, we describe our techniques of searching for elementary trapping sets from the TSO
in the Tanner graph of a regular column-weight-three LDPC code and describe how the quasi-cyclicity
property can be used to reduce complexity. An efficient search of the Tanner graph for trapping sets
relies on the topological relations among trapping sets defined in the TSO and/or carefully analyzing
their induced subgraphs. Trapping sets are searched for in a way similar to how they have evolved in
the TSO. A bigger trapping set can be found in a Tanner graph by expanding a smaller trapping set.
More precisely, given a trapping set T1 of type T1 in the Tanner graph of a code C, our techniques
search for a set of variable nodes such that the union of this set with T1 form a trapping set T2 of type
T2, where T2 is a successor of T1. Our techniques are sufficient to efficiently search for a large number
of trapping sets in the TSO. They can be easily expanded to search for other trapping sets as well.

A. Subroutines
We assume that the following simple subroutines are used in our search algorithms.

(a) (6, 4){1} (b) (7, 3){2} (c) (8, 2){3} (d) (7, 3){3} (e) (8, 2){4} (f) (8, 2){5}

(g) (8, 4){2} (h) (8, 4){3} (i) (8, 4){4}

Fig. 5. The (6, 4){1} trapping set and its successors of size less than 8 in girth 8 LDPC codes.
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• Y = RowIntersectIndex(X1,X2, ϑ).
Let X1 and X2 be matrices. Y is a matrix of two columns. If (i1, i2) is a row of Y then the i1th

row of X1 and the i2th row of X2 share ϑ common entries.
• Y = OddDegreeChecks(H,X).

Let H be the parity check matrix corresponding to a Tanner graph G of an LDPC code. Let X be
a matrix with each row of X giving a set of variable nodes. Assume that all the subgraphs induced
by variable nodes in rows of X have the same number of odd degree check nodes. Y is a matrix
with the same number of rows as X. Elements of the ith row of Y are odd degree check nodes in
the subgraph induced by the variable nodes in the ith row of X.

• Y = TotalChecksOfDegreeK(H,X, ϑ).
Let H be the parity check matrix corresponding to a Tanner graph G. Let X be a matrix whose
elements are variable nodes in G. Y is a one-column matrix with the same number of rows as
X. The element in the ith row of Y is the number of check nodes with degree ϑ in the subgraph
induced by the variable nodes in the ith row of X.

• Y = IsTrappingSet(H,X).
Let H be the parity check matrix corresponding to a Tanner graph G. Let X be a matrix whose
elements are variable nodes in G. Y is a one-column matrix with the same number of rows as X.
The element in the ith row of Y is 1 if the variable nodes in the ith row of X form a trapping set
and is 0 otherwise.

The above subroutines can be implemented using simple sparse matrix operations and hence are of
low complexity.

B. Searching for Cycles of Length ϑ
Since every trapping set contains at least one cycle, the search for trapping sets always starts with

finding cycles in the Tanner graph. All cycles of length ϑ that contain variable node v can be found by
performing the following steps.

1) Construct the tree of depth ϑ/2− 1, taking v as the root using the breadth-first search algorithm
[17]. Let N1, N2, . . . , Ndv be sets of leaf nodes of depth ϑ/2 − 1 such that all the nodes in Ni

are descendants of the ith neighbor of v. It can be shown that |Ni| ≤ (dv − 1)t1(dc − 1)t2 where

t1 =
ϑ

4
− 3

2
, t2 = t1 + 1 if ϑ/2 is odd

t1 = t2 =
ϑ

4
− 1 if ϑ/2 is even.

2) For every pair of nodes oi ∈ Ni, oj ∈ Nj and i 6= j, determine if they share a common neighbor.
If so then a cycle of length ϑ has been found. If oi and oj are check nodes then the cycle is
induced by the variable nodes that are ancestors of oi and oj and their common neighbor. If oi and
oj are variable nodes then the cycle is induced by oi and oj as well as the variable nodes that are
ancestors of oi and oj . The maximum number of possible pairs oi, oj is

∑
i 6=j dv(dv − 1)|Ni||Nj|.

The two steps described above are executed for every variable node. To further simplify the search,
after all the cycles containing v are found, v can be marked so that it is no longer included in Step
1 of the search at other variable nodes. The complexity of searching for cycles is polynomial in the
degree of the variable nodes and check nodes but increases only linearly in the code length. Note that
our search algorithm not only counts the number of cycles but also records the variable nodes that each
cycle contains. For this reason, existing efficient algorithms to count number of cycles in a bipartite
graph (for example those proposed in [18], [19]) can not be applied directly.
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(a) (b) (c) (d) (e) (f) (g) (h) (i)

Fig. 6. Possible incidence structures formed by u new lines for elementary trapping sets.

C. Searching for (a+ 1, b− 1) Trapping Sets Generated by (a, b) Trapping Sets
Let T1 be an (a, b) trapping set, T2 be an (a+1, b−1) trapping set and let T1 be a parent of T2. Further,

let T1 be a trapping set of type T1 in the Tanner graph of a code C and assume that T1 generates
a trapping set T2 of type T2. T2 is obtained by adjoining one variable node to T1. The line-point
representation of T2 is obtained by merging two black shaded nodes in the line-point representation of
T1 with two ~ nodes in Fig. 6(b). Therefore, to search for T2, it is sufficient to search for a variable
node that is connected to two odd degree check nodes in the subgraph induced by variable nodes in
T1.

Let X be a matrix whose each row contains variable nodes of a T1 trapping set in the Tanner graph
G. H is the parity check matrix which defines C. All T2 trapping sets can be found by performing the
following steps.

1) Find all odd degree check nodes of all T1 trapping sets:
Y1 = OddDegreeChecks(H,X).

2) Form X1, a one-column matrix with n rows where the element in the ith row is variable node i.
3) Form a matrix Y2 whose ith row gives all check nodes neighboring to the variable node i:

Y2 = OddDegreeChecks(H,X1).
4) Find all pairs (i, j) such that the ith row of Y1 and the jth row of Y2 share 2 common entries.

Y3 = RowIntersectIndex(Y1,Y2, 2).
5) If (i, j) is the lth row of Y3, adjoin variable node j to the ith row of X to form the lth row of

Y4.
6) Determine the number of degree one check nodes in the subgraph induced by variable nodes in

each row of Y4 and eliminate the rows of Y4 that do not have b − 1 degree one check nodes.
The matrix Y obtained has each row containing variable nodes that induce a T2 trapping set in
the Tanner graph of the code.
Y = Y4(TotalChecksOfDegreeK(H,Y4, 1)== b− 1).

D. Searching for (a+ 2, b) Trapping Sets Generated by (a, b) Trapping Sets
Let T1 be an (a, b) trapping set, T2 be an (a+2, b) trapping set and let T1 be a parent of T2. Further,

let T1 be a trapping set of type T1 in the Tanner graph of a code C and assume that T1 generates a
trapping set T2 of type T2. Consider two variable nodes that share a check node. T2 is obtained by
adjoining these two variable nodes to T1. The line-point representation of T2 is obtained by merging
two black shaded nodes in the line-point representation of T1 with two ~ nodes in Fig. 6(c). Therefore,
to search for T2, it is sufficient to search for a pair of variable nodes that share a common neighboring
check node and each node is connected to one odd degree check node in the subgraph induced by
variable nodes in T1.

The search for (a + 2, b) trapping sets is very similar to the search for (a + 1, b − 1) trapping sets
described in the previous subsection. In particular, the following modifications should be made:
• In Step 2, X1 is a two column matrix, each row contains a pair of variable nodes that share a

common neighboring check node.
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• In Step 3, the ith row of Y2 gives all degree one check nodes in the subgraph induced by variable
nodes in the ith row of X1.

• In Step 5, variable nodes in the jth row of X1 are adjoined to the ith row of X.
• In Step 6, b− 1 is replaced by b.
Since Step 4 does not take into account the case in which two check nodes of a new variable node

are merged with two odd degree check nodes of T1, the subroutine IsTrappingSet is used afterward
to eliminate rows of Y that do not contain variable nodes that form a trapping set.

E. Using the Quasi-Cyclicity Property to Reduce the Complexity of the Search Algorithms
In this subsection, we discuss how to use the property of a quasi-cyclic LDPC code to reduce

the complexity of the search algorithms. Let C be a quasi-cyclic LDPC code with a Tanner graph
representation G. Then the bi-adjacency matrix H of G can be represented as an array of circulant
permutation matrices. It can be shown that H takes the following form:

H =


I I I · · · I
I P22 P23 · · · P2dc

I P32 P33 · · · P3dc
...

...
... . . . ...

I Pdv2 Pdv2 · · · Pdvdc

 , (1)

where Pij is a circulant permutation matrix of size p× p for 2 ≤ i ≤ dv, 2 ≤ j ≤ dc.
Let π be a function from V × {0, 1, . . . , p− 1} to V defined as follows:

π(v, s) = q(v)× p+ (r (v) + s)mod p (2)

where q(v) and r (v) are the quotient and remainder after the devision of v by p, respectively.
From properties of the parity check matrix, one can show the following:
Quasi-cyclicity property Let S = {v1, v2, . . . , v|S|} ⊂ V be a subset of variable nodes, then the

subgraph induced by all the variable nodes in S is isormorphic to the subgraph induced by all the
variable nodes in Ss = {π(v1, s), π(v2, s), . . . , π(v|S|, s)}, ∀0 ≤ s ≤ p− 1.

Now we can use this property to reduce the complexity of the search algorithms. Let T be a trapping
set of type T which is present in the Tanner graph of a code C then one can obtain p − 1 other type
T trapping sets, namely T1,T2, . . . ,Tp−1, by shifting variable nodes of T using the map π. Assume
that we want to find all trapping sets of type T ′ by expanding trapping sets T,T1,T2, . . . ,Tp−1.
Instead of expanding every single trapping set, one can choose to expand only one trapping set in the
set {T,T1,T2, . . . ,Tp−1} to obtain T ′ trapping sets. The map π can then be used on the variable
nodes of the obtained type T ′ trapping sets to obtain the other type T ′ trapping sets. This significantly
reduces the complexity of the search algorithms since the complexity of expanding a trapping set is
much greater than the complexity of shifting variable nodes.

F. Remarks
The above search procedures may not differentiate among different (a, b) trapping sets. For example,

all (5, 3){1} and (5, 3){2} trapping sets are found if they are searched for as trapping sets generated by
the (4, 4) trapping sets. Similarly, all (7, 3){2} and (7, 3){3} are found as trapping sets generated by the
(6, 4){1} trapping sets. If searching for a specific type of trapping set is required, then it is necessary to
further analyze the induced subgraph. For example, notice that the (5, 3){1} trapping set is a union of
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a 6-cycle and an 8-cycle, sharing two variable nodes while the (5, 3){1} trapping set is a union of two
8-cycles, sharing three variable nodes. Therefore, to search for all (5, 3){2} trapping sets from a list
of (4, 4) trapping sets, one would find all pairs of (4, 4) trapping sets that share three variable nodes,
using the RowIntersectIndex subroutine. The union of each pair of (4, 4) trapping sets is then a set of
five variable nodes. Each set of variable nodes forms a (5, 3){2} trapping set if its induced subgraph
contains three degree one check nodes. Similarly, all (7, 3){2} can be found by noticing that they are
unions of two (6, 4){1} trapping sets, sharing five variable nodes.

IV. APPLICATIONS IN CODE CONSTRUCTION

The method of searching for trapping sets can be utilized to construct quasi-cyclic codes which are
free of harmful trapping sets by progressively building the Tanner graphs. The algorithm is based on a
check and select-or-disregard procedure. Let τ specify which graphical structures should not be present
in the Tanner graph G. τ may specify the girth of G and may also specify the minimum distance of
the code. The Tanner graph of a code is built progressively in ρ stages, where ρ is the row weight of
the parity check matrix. Usually, ρ is not pre-specified, and codes are constructed to have rate as high
as possible. At each stage, a set of q variable nodes are introduced, initially not connected to check
nodes of the Tanner graph. Blocks of edges are then added to connect the new variable nodes and the
check nodes. Each block of edges corresponds to a circulant permutation matrix. A circulant matrix
may be chosen randomly, or it may be chosen in a predetermined order. After a block of edges is added,
the Tanner graph is checked for condition τ . If the condition τ is violated, then that block of edges
is removed and replaced by a different block. The algorithm proceeds until no block of edges can be
added without violating condition τ .

V. NUMERICAL RESULTS

To illustrate the search algorithms, we list the number of cycles and trapping sets in the popular
Tanner code, as well as the run-times of the algorithms on a 2.4 GHz computer in Table I.

TABLE I
NUMBER OF CYCLES AND TRAPPING SETS OF THE TANNER CODE AND RUN-TIME OF THE SEARCHING ALGORITHMS ON A 2.4 GHZ

COMPUTER

Trapping Sets Total Run-time without QC Property(Seconds) Run-time with QC Property(Seconds)
6-cycles 0 < 10−9 < 10−9

8-cycles 465 0.003 0.001
10-cycles 3720 0.027 0.003
(5, 3){2} 155 0.004 0.001
(6, 4){2} 930 0.023 0.001
(7, 3){1} 930 0.008 0.002

(8, 2){1} and (8, 2){2} 465 0.008 0.001

As mentioned before, one can construct good LDPC codes using the proposed search algorithms. As
an example, Figure 7 shows the frame error rate (FER) performance vs cross-over probability (α) of a
quasi-cyclic code constructed so that its Tanner graph does not contain (5, 3) and (8, 2) trapping sets.
It is a (3856, 3135) code with column weight 3, row weight 16, minimum distance dmin = 12 and rate
R = 0.81. The figure shows the FER performance under the sum-product algorithm with 100 iterations
on the BSC. For comparison, Fig. 7 also shows the FER performance of a (3856, 3133) progressive
edge growth (PEG) constructed code [20]. This code has girth g = 8. It can be seen that the quasi-cyclic
code has a better performance than the PEG code.
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ABSTRACT
A novel type-II hybrid automatic repeat request (HARQ) algorithm using adaptive modulations
and bit-interleaved coded modulation (BICM) is presented. The algorithm uses different optimized
puncturing patterns for different transmissions of the same data packet. The proposed approach
exploits mapping diversity through BICM with iterative decoding. The modulation order is changed
in each transmission to keep the number of symbols transmitted constant. We present new bit error
rate and frame error rate analytical results for the proposed technique showing good agreement with
simulation results. We compare the throughput performance of our proposed HARQ technique with
a reference HARQ technique that uses different mapping arrangements but keeps the modulation
order fixed. By using optimized puncturing patterns and adaptive modulations, our method provides
significantly better throughput performance over the reference HARQ method in the whole signal-
to-noise ratio (SNR) range, and achieves a gain of 12 dB in the medium SNR region.

KEY WORDS
Automatic Repeat Request, Bit-Interleaved Coded Modulation, Iterative Decoding, Packet combin-
ing.

INTRODUCTION
Hybrid automatic repeat request (HARQ) techniques are used in wireless communication systems to
achieve reliable communication links by combining automatic repeat request (ARQ) with forward
error correcting (FEC) codes [1]. In a conventional ARQ technique, when an uncoded data packet
is received in error, the receiver simply discards the packet and sends a negative-acknowledgment
(NACK) signal to the transmitter requesting a retransmission. This process is repeated until the
frame is detected free of errors. In contrast, in HARQ algorithms, the transmitter encodes data using
an FEC code so that the receiver can correct many of the possible errors, and the receiver requests
retransmission only if the FEC fails to correct all the errors in the data packet. HARQ technique has
been used in latest-generation wireless systems such as IEEE 802.16e and third generation partner-
ship project - long term evaluation (3GPP-LTE) [2]. There are two main HARQ schemes, classified
as type-I and type-II [1], [3]. In a type-I HARQ scheme, the receiver sends an acknowledgment
(ACK) signal to the transmitter if the data packet is decoded correctly. Otherwise, the receiver
discards the received data packet and asks for retransmission by sending a NACK signal. In the
type-II HARQ technique, if the decoded data packet is in error, the receiver asks for retransmission,
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but keeps the previously received erroneous data packets. During subsequent retransmissions, the
receiver jointly decodes the received data packet with the erroneously received data packets from
previous transmissions. This process is repeated until the data packet is received correctly or the
retransmission reaches a maximum number, in which case the data packet is considered lost [4]. In
addition to type-I and type-II HARQ techniques, there is also a less known third category of HARQ
technique, called the type-III HARQ. In fact, type-III HARQ can be considered as a special case of
type-II HARQ with the additional property that each transmission is self-decodable [5].

Both type-I and type-II HARQ techniques have been studied extensively. The error performance of
type-I HARQ scheme with adaptive code rate is studied in [6]. A type-I HARQ technique has also
been considered in [7], where the importance of combining ARQ with FEC is discussed. A sig-
nificant improvement in throughput in the low signal-to-noise ratio (SNR) region of type-I HARQ
scheme over the traditional FEC and ARQ schemes is shown. The works in [1] and [8] consider
a type-II HARQ technique using convolutional codes and different puncturing patterns for each
transmission. Similarly, a HARQ technique using turbo codes has been investigated in [9], where
parallel concatenated convolutional code with two recursive systematic convolutional encoders is
used. In the first transmission, only systematic and the first parity bits are sent and the received bits
are decoded using a convolutional decoder at the receiver. In subsequent retransmissions, the parity
bits from the second encoder, the systematic bits and parity bits from first encoder are sent con-
secutively, performing turbo decoding at the receiver. Type-II HARQ technique using turbo codes
is also studied in [10], where decoded data packets are split into segments, and the segments with
low averaged log-likelihood ratio (LLR) are identified and asked for retransmission. Consequently,
in this approach, an erroneous decoded data packet not only generates a NACK signal, but also a
signal identifying the segment to be retransmitted.

Both conventional ARQ and HARQ techniques produce delay due to data packet retransmission.
One way to reduce the delay and hence to improve the throughput is to use higher order modula-
tions. However, higher order modulations using the classical trellis coded modulation (TCM) with
symbol level interleaving do not provide good performance in the presence of fading. Instead, bit-
interleaved coded modulation (BICM) is found to outperform TCM that uses symbol interleavers
[11], [12]. In BICM, data after an FEC encoder are interleaved using a bit interleaver to extract
bit level diversity of the fading channel. The interleaved data is modulated and transmitted. At the
receiver, the demodulator calculates soft information about the coded bits from the received sym-
bols. The soft information is propagated between the demodulator and the decoder to decode the
data. The information rate and error probability analysis of BICM was illustrated in [13]. Later,
Li and Ritcey [14] proposed the BICM with iterative decoding (BICM-ID) which gives significant
error performance improvement over non-iterative BICM decoding. BICM is found in many of the
wireless standards, such as high-speed packet access (HSPA), IEEE 802.11 a/g, IEEE 802.16 and
high-speed downlink packet access (HSDPA).

Several authors have studied HARQ algorithms with higher order modulations. A type-II HARQ
technique with higher order modulation and mapping rearrangement without using BICM has been
studied in [15]. The work in [16] considers a type-III HARQ algorithm using turbo code and BICM
with mapping diversity. It uses different symbol constellations for subsequent retransmissions, but
keeps the same modulation order. Effect of changing the modulation order in retransmission of data
packets in HARQ technique without using BICM is studied in [17].
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The goal of this paper is to develop a novel BICM HARQ algorithm. In our algorithm, we propose
to employ optimized puncturing patterns for each data packet transmission and then use changing
modulation order to improve the overall throughput of a type-II HARQ algorithm. The changes
in the puncturing patterns and the modulation order are carried out in such a way that the number
of transmitted symbols is maintained constant in each transmission. We also develop new bit error
rate (BER) and frame error rate (FER) performance analysis results for our technique showing good
agreement with simulation results. Finally, we compare the throughput of our proposed technique
with a fixed modulation BICM HARQ reference technique, which changes the bit-to-symbol map-
ping during retransmissions. Our method provides significant throughput improvement over the
reference technique and achieves a gain of about 12 dB in the medium SNR region.

SYSTEM DESCRIPTION
The block diagram of our proposed HARQ BICM system is shown in Fig.1. Each group of K
information bits is encoded using a cyclic redundancy check (CRC) code. The CRC adds q addi-
tional bits so that each group of (K + q) bits is next encoded using a convolutional code of rate R
and constraint length L, and is stored in the transmitter’s buffer. The encoded bits are next punc-
tured, interleaved, and mapped into complex symbols. In our method, each transmission uses a
separate optimized puncturing pattern and a separate pseudo-random bit interleaver [14]. During
the i-th transmission of a data packet, each group of mi consecutive bits of interleaved data are
mapped into a complex transmitted signal xi ∈ χi via a memoryless mapper, where χi is the energy
normalized 2mi- ary constellation, and I is the maximum number of allowed transmissions for a
given packet. We consider 16-QAM, 8-PSK and QPSK modulations for the first, second and third
transmissions of the data packet respectively. The constellation diagrams for these modulations are
shown in Fig. 2.

FEC Encoder

 & Buffer

Puncturing &  

Interleaver-1

Puncturing &  

Interleaver-2
Modulator-2

Puncturing &  

Interleaver-I

Information

 Bits

Fading 

Channel

DemodulatorDeinterleaverSISO FEC

Decoder

Decoded 

Bits

Interleaver

Buffer Control

Transmit Mode

 Control

Noise

Buffer & 

Packet combiner

CRC

Encoder

CRC

Decoder

.

.

.

.

.

.

.

.

.

.

Modulator-1

Modulator-I

Fig. 1. Block diagram of the proposed HARQ system.
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The received signal due to transmitted signal x is modeled as

y = hx+ η (1)

where h is complex channel gain with zero mean and normalized power E{|h|2} = 1, η is addi-
tive white Gaussian noise (AWGN) with variance σ2, and σ2 = No/2 is also the two sided noise
power spectral density. The received signal is then demodulated and decoded using BICM-ID [11],
[14]. At the demodulator, the most likely information about the bits corresponding to the received
complex symbols is calculated [13]. The demodulator uses posterior probability given by

P (bk = b|y) =
∑
x∈χk

b

p(y|x)P (x) (2)

where bk is the k-th labeled bit of the symbol, b ∈ {0, 1}, χkb is the set of complex symbols with
the k-th labeled bit being b, and P (x) is the a priori symbol probability. The logarithm of the
conditional probability density function p(y|x) is given by

log p(y|x) = log

(
1

πNo

)
− 1

No

||y − hx||2 (3)

After deinterleaving, this information is passed through the soft-input-soft-output (SISO) decoder
which uses an additive log-map algorithm [14]. Soft information values about the most likely bits
at the input of the encoder and the corresponding coded bits are generated. This information is
exchanged between the demodulator and the decoder until the incremental growth of the extrinsic
information is negligible and then the final decision is made for the decoded bits.
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Fig. 2. Constellation diagram of anti-Gray mapping for QPSK, semi-set partitioning (SSP) mapping for 8-PSK [14]
and modified-set partitioning (MSP) mapping [11] for 16-QAM modulation

PROPOSED HARQ ALGORITHM
Our proposed HARQ algorithm differs from existing algorithms. In our method, we change the
modulation order for different retransmissions of a data packet. Although [16] uses BICM-ID, it
does not change the modulation order in packet retransmissions. In [17], different modulation or-
ders are used for different transmissions of the same data packet, but BICM-ID is not considered.
So our novel method integrates BICM-ID with changing modulation order to give better match-
ing to the channel conditions. Besides, we use different optimized puncturing patterns for each
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transmission to maintain the number of symbols constant during each transmission of a given data
packet.

For every U input bits to the channel encoder, the output bits are punctured using the optimized
puncturing pattern shown in Table I. An example of puncturing pattern from Table I is shown in
Fig. 3, where ‘X’ denotes a punctured output bit, ‘O’ denotes an unpunctured output bit, and U
denotes the puncturing period or window. Let Hi be the number of coded bits transmitted per punc-
turing window in the i-th transmission and ρi = U/Hi be the code rate during that transmission.
The effective code rate is given by Ri = U/(

∑i
n=1(Hn), and the spectral efficiency is defined as

Ci = ρimi [18]. To keep the number of symbols constant for each transmission, the spectral effi-
ciency also has to be kept constant. We select the values of ρi andmi such that C1 = C2 = ... = CI .
In the first transmission of a data packet, we choose a high code rate with high order modulation.
The idea is to get the highest data transfer possible right in the first transmission. If retransmissions
are required (which indicates that the channel is weaker), both the number of retransmitted bits and
the modulation order are reduced to take care of the weaker channel conditions. In this paper, for
the first transmission, we always consider H1 = U + 1. The proposed algorithm is summarized as
follows:

1) For all the transmissions i, 1 ≤ i ≤ I , choose a modulation index set Z = {m1,m2, ...,mI},
with m1 ≥ m2 ≥ ... ≥ mI .

2) Find ρi for each transmission of a given data packet, keeping the number of symbols in each
transmission constant. Equivalently, keep the spectral efficiency constant i.e., ρ1m1 = ρ2m2 =
... = ρImI .

3) In the first transmission, find the coefficient A(w, d1) of the convolutional encoder correspond-
ing to a code of rate ρ1 as described in [19], [20], where A(w, d1) is the number of codewords with
input weight w and output weight d1 corresponding to the first transmission. Compute the BER
using (9), given in the next section, for all possible puncturing patterns with code rate ρ1. Select the
combination with the lowest BER, which corresponds to the optimized puncturing pattern for the
first transmission.

4) For the i-th transmission, with i > 1, find the coefficientsA(w, d1, d2, ..., di) of the convolutional
encoder corresponding to a code rate Ri keeping A(w, d1, d2, ..., di−1) fixed from previous trans-
missions. Compute the BER (9) using the coefficientsA(w, d1, d2, ..., di) for all possible puncturing
pattern combinations with code rateRi. Select the one with the lowest BER, which is the optimized
puncturing pattern for the i-th transmission.

The obtained puncturing patterns are similar to those found in [21], and are given in Table I for two
different convolutional codes with polynomial generators [5, 7] and [15, 17], given in octal notation,
using U = 7, m1 = 4, m2 = 3 and m3 = 2.

ERROR ANALYSIS OF THE PROPOSED ALGORITHM
We now present an asymptotic error analysis of our scheme based on the concept of error-free
feedback [11], [13]. Let X

¯
be the true and X̂

¯
be the erroneous symbol sequences with a Hamming
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TABLE I
OPTIMIZED PUNCTURING PATTERNS IN OCTAL NOTATION.

i Ri Encoder Puncturing
Polynomials Pattern

1 7/8 [5, 7] [137 140]
[15, 17] [102 175]

2 1/2 [5, 7] [040 037]
[15, 17] [075 002]

3 7/18 [5, 7] [000 053]
[15, 17] [074 000]

1 -  -  -  -  -  -  -  -  -  - 7

Coded output bits corresponding to [15]

Input bit number

 

o x x x x o x
o o o o o x o

o x x x x o x
o o o o o x o

8  -  -  -  -  -  -  -  -   - 14

U

Coded output bits corresponding to [17]

. . .

U

. . .

X   Punctured bit

O  Unpunctured bit

Fig. 3. Puncturing pattern in the first transmission for [15,17] code with U = 7.

distance d between the true and the erroneous codeword sequences. Let h
¯
=[h1, h2, ..., hd] denote

the complex channel values corresponding to the d symbols. Then the conditional pairwise error
probability (PEP) between the true and the erroneous symbol sequences given h

¯
is [22]

P (X
¯
→ X̂

¯
|h
¯
) = Q


√√√√ 1

2No

d∑
l=1

|hl|2||Xl − X̂l||2

 (4)

where Xl and X̂l are the true and erroneous symbols at the l-th position of the true and erroneous
symbol sequences respectively, and Q(γ) = 1/

√
2π
∫∞
γ

exp(−y2/2)dy is the Gaussian tail proba-
bility. For an ideal interleaver, hl with 1 6 l 6 d, can be assumed to be independent and identically
distributed (i.i.d) random variables [13]. To further simplify the PEP expression for Rayleigh fading
channels, we use the Gaussian probability integral given as

Q(τ) =
1

π

∫ π/2

0

exp(−τ 2/2 sin2 θ)dθ (5)

As discussed in [22], we can average (4) over the i.i.d. Rayleigh random variable sequence h
¯

by
using (5) as follows

P (X
¯
→ X̂

¯
) = Eh

¯
[P (X

¯
→ X̂

¯
|h
¯
)] =

1

π

∫ π/2

0

 d∏
l=1

(
1 +

1

4No

||Xl − X̂l||2

sin2 θ

)−1 dθ (6)

where Eh
¯
[.] denotes averaging over the vector h

¯
. Averaging over only one channel coefficient h

of the vector h
¯
, we get Eh[exp(−τh2)]=1/(1 + τ). To find the average PEP, we assume that the
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symbols in X
¯

and X̂
¯

differ in only one bit. Also, the average pairwise probability depends upon
the Hamming distance, mapping and constellation of the symbols. For the i-th transmission, let
X(i) denote the symbols in 2mi-ary constellation χi and let X̂(i) denote the corresponding symbols
which differ in one bit position. Taking the average over all the symbols, the average PEP is

P̄i 6
1

π

∫ π/2

0

E

(

1 +
1

4No,i

||X(i) − X̂(i)||2

sin2 θ

)−1
di dθ (7)

where

E


(

1 +
1

4No,i

||X(i) − X̂(i)||2

sin2 θ

)−1 =
1

mi2mi

∑
X(i)∈χi

(1 +
1

4No,i

||X(i) − X̂(i)||2

sin2 θ

)−1 (8)

Please note that in our proposed HARQ BICM method, the modulation order changes in the subse-
quent transmissions of a data packet, and hence the SNR and the output weight di of the convolu-
tional code also change. The bound on BER for HARQ BICM-ID with a maximum transmissions
of I for any data packet is obtained as

Pb 6
∑
w

∑
d1

∑
d2

....
∑
dI

(w
K

)
× A(w, d1, d2, ..., dI)× P̄1 × P̄2.....× P̄I (9)

where A(w, d1, d2, ..., dI) is the number of codewords with input weight w and output weights
d1, d2, ..., dI corresponding to 1, 2, ..., I-th transmissions respectively. With no retransmission, i.e.,
for I = 1, the BER expression for HARQ BICM-ID reduces to the simple BER expression for
BICM-ID. Similarly, the bound on FER is given by

FER 6
∑
w

∑
d1

∑
d2

....
∑
dI

A(w, d1, d2, ..., dI)× P̄1 × P̄2.....× P̄I (10)

NUMERICAL RESULTS AND DISCUSSIONS
A rate 1/2 convolutional code with encoder polynomial [15, 17] in octal notation is used. We
consider uncoded data packets of 2002 bits, which include information, flush-out and CRC bits.
We use optimized puncturing patterns given in Table I.

The performance of our proposed HARQ algorithm can be affected by several factors such as the
number of iterations used in BICM-ID, the maximum number of transmissions allowed for a data
packet, and the method of packet combining at the receiver. In order to understand the effect of
iterations used in BICM-ID, we present the analysis and simulation results for 8-iterations in Fig.
4. After 5 iterations of BICM-ID, BER is improved by a factor of nearly 106 at 4 dB SNR. Equiv-
alently, more than 3 dB gain in SNR is obtained. Although in the low SNR range, a considerable
improvement in BER is observed by increasing the iterations beyond 5, the BER floors after 4 dB
SNR. In other words, there is no improvement in BER if we increase the iterations beyond 5 for
SNR higher than 4 dB. Our asymptotic error analysis agrees well with the simulation results.

In Fig. 5, we show the effect on FER when the number of retransmissions allowed for a data packet
is increased. The case I = 1 allows no retransmission, whereas I = 2 and 3 allow a maximum
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Fig. 5. FER performance of the proposed type-II HARQ technique with I=1, 2 and 3.

of 2 and 3 transmissions respectively. More than 14 dB gain in SNR is achieved by increasing the
maximum allowed transmissions of data packet from I = 1 to I = 2. The effective code rate for
I = 2 decreases from R1 = 7/8 to R2 = 1/2, and since none of the coded bits is repeated in the
second transmission in the optimized puncturing pattern, the FER improves significantly. A further
gain of about 2.5 dB in SNR is observed by increasing I from I = 2 to I = 3. Please note that in
every transmission of the same data packet, we decrease the modulation order. Consequently, the
number of transmitted coded bits is reduced to keep the number of transmitted symbols constant.
Hence, the gain in FER performance is reduced as we keep increasing the maximum number of
transmissions I .
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Finally, Fig. 6 shows the throughput performance of the proposed method. We compare the
throughput of our method with a reference HARQ scheme that keeps the modulation order and
puncturing patterns unchanged during retransmissions, but changes the symbol mapping arrange-
ment. This reference technique is similar to the type-III HARQ technique discussed in [16]. For
each SNR value, 5000 data packets are transmitted. The throughput is obtained as N(K − q −
L)/(K(

∑I
i=1Ni/ρi)), where N is the total number of successfully transmitted frames, and Ni is

the total number of i-th transmissions of the same data packet over all packets. In the reference
HARQ technique with fixed modulation using minimizing bound on BER (MBER) symbol map-
ping given in [16], we use the same optimized puncturing pattern given in Table I for i = 1, equal to
[102, 175] in octal notation, and mi = 4 for all the transmissions. Different mapping arrangements
for each transmission as given in [16] are considered and I = 3 is used. We send the same number
of symbols in every transmission of the same data packet in both our method as well as in the ref-
erence scheme. The results show that our scheme outperforms the reference HARQ technique with
fixed modulation order in the whole SNR region, offering a maximum throughput gain of about 12
dB in the medium SNR and a throughput gain of about 5 dB in the high SNR regions.
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Fig. 6. Throughput performance comparison of the proposed HARQ technique with a HARQ scheme that uses a fixed
modulation order in retransmissions.

CONCLUSIONS
In this paper, we propose a novel type-II HARQ technique using convolutional codes and BICM-ID.
To obtain high spectral efficiency and throughput, we use different optimized puncturing patterns
in each transmission and also change the modulation order. We begin with a high modulation order
in the first transmission. If retransmissions are required, modulation order is reduced along with
changing puncturing patterns to more effectively accomodate the channel conditions. The opti-
mized puncturing patterns are obtained by minimizing the BER for each transmission. We derive
new analytical expressions for the BER and FER. In both BER and FER results, good agreement
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between analysis and simulation in the medium to high SNR region is obtained. Throughput per-
formance of our technique is compared to a reference HARQ technique that keeps the modulation
order unchanged in retransmissions. In this reference technique, although the modulation order is
unchanged over all the transmissions, the symbol mappings are changed as reported in [16]. The
results show that our proposed method achieves a throughput gain of about 12 dB in the medium
SNR region and about 5 dB in the high SNR region over the reference HARQ technique.
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ABSTRACT

A number of encoding and decoding methods for SOQPSK-TG are evaluated with their simulation per-
formance under additive white Gaussian noise (AWGN) channel. The two forward error correction (FEC)
codes are serial concatenated convolutional code (SCCC) and low-density parity-check code (LDPC).
Two decoding methods are applied: soft-output Viterbi algorithm (SOVA) and symbol by symbol (SxS)
detection. Pulse amplitude modulation (PAM) and pulse truncation (PT) filters are designed for SOVA
decoding, and numerically optimum (NO) and integrate and dump (I&D) filters are employed for the SxS
methods. We discuss the performance of these schemes by comparing and analyzing their Matlab simu-
lation. The LDPC and SOVA with PAM filter outperforms over all the other combinations. We also use
timing and phase recovery with various loop bandwidths. The system structures and the synchronization
technique are discussed in this paper.

INTRODUCTION

Shaped offset QPSK (SOQPSK) carefully selects the shape of the I and Q channel waveforms so that
the signal has a constant envelope even during its signal transition. This is the reason why SOQPSK can
be viewed as a binary continuous phase modulation (CPM) with modulation index h = 1/2. Due to the
smoothed phase transition, SOQPSK is a bandwidth-efficient constant-envelope modulation technique.
SOQPSK-TG is a bandwidth-efficient partial-response version of SOQPSK, which was adopted as an in-
teroperable alternative to FQPSK in the IRIG 106-04 standard for aeronautical telemetry [1].

The CPM point of view of SOQPSK sufficiently simplifies the complexity of iterative detection of
full-response coded SOQPSK. For partial-response SOQPSK-TG, the optimal detector requires 512 trellis
states and 511 matched filter (MF) outputs [2], which is highly complex. Addtional complexity reduction
approaches are fully described in [3]. The popular pulse amplitude modulation (PAM) and pulse trunca-
tion (PT) techniques are employed to reduce the detection complexity.

With the CPM viewpoint of SOQPSK, the fact that CPM can be optimally detected by maximum
likelihood sequence detection (MLSD) implies a satisfactory performance of using MLSD scheme to de-
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modulate SOQPSK. In our application, the soft-output Viterbi algorithm (SOVA) is adopted as a MLSD
scheme to estimate and recover the unknown received information sequence. To further simplify the detec-
tion, the popular pulse amplitude modulation (PAM) and pulse truncation (PT) techniques are employed
as two matched filters for SOVA detection.

On the other hand, SOQPSK can be regarded as a offset QPSK (OQPSK), which can be demodulated
by a simple architecture that consists of a detection filter followed by a sampler and a comparator. This
design is called symbol by symbol (SxS) detection. The selection of the detection filter is significant to
the detection performance. Although the integrate and dump (I&D) filter is well-known to be the optimum
detector for OQPSK with the non-return to zero (NRZ) pulse shape, the optimum filter for SOQPSK de-
pends on the features of the selected I and Q channel waveforms [4]. In this paper, two filters are applied:
I&D filter and numerically optimum (NO) filter.

The telecommunication and information industry has been actively researching on forward error cor-
rection (FEC) code in recent years. With the cost of redundancy, an FEC code allows the receiver to detect
and correct a certain number of error in the received information sequence. The main types of FEC are
block codes and convolutional codes. In this paper, we choose low-density parity-check (LDPC) code as
a representative of the block code family, and serially concatenated convolutional code (SCCC) for the
convolutional codes.

LDPC is a linear error correcting code proposed by Robert G. Gallager in his doctoral dissertation at
MIT in 1960 [5]. Its performance approaches the Shannon limit with low complexity. For rate 1/2, the best
code found has a threshold within 0.0045 dB of the Shannon limit of binary-input additive white Gaussian
noise channel.[6]. Background information for the SCCC code can be found in [7].

To sample the received signal at the correct instant, the clock signal generally is not transmitted due to
the spectrum constraint, the clock must be recovered from the received signal itself. The time and phase
synchronization adopted in the paper are based on the maximum likelihood (ML) principle, which is fully
discussed in [8].

BACKGROUND AND SYSTEM ARCHITECTURE

In this paper, we will focus on a system-level view how to construct a SOQPSK modulation and de-
modulation system using using a number of individually published techniques. The block diagram of the
system is shown in Fig. 1. At the transmitter side, The information sequence is coded by FEC coding,
and modulated by SOQPSK, sent through an additive white Gaussian noise (AWGN) channel. At the re-
ceiver side, the received signal is demodulated by two demodulation schemes with proper time and phase
synchronization methods. The recovered data is compared with the original data to compute the bit error
rate (BER) with respect to the transmitted signal to noise ratio (SNR) for different methods. The detailed
discussions of each block is presented in the following.

2



Information
source

FEC Encoder Modulator +

AWGN

Demodulator FEC Decoder

BER Testing
Module

Figure 1: Block Diagram of simulation

The FEC encoder applies two FEC codings to the information sequence generated by the information
source block. The two FEC codings are LDPC and SCCC. The LDPC applied in this simulation is the
rate 2

3
code with information length 4096 and code length 6144, the details is discussed in [9]. The basic

information about LDPC can be found in [10]. The SCCC code we used in the simulation is the (7,5)
convolutional code, punctured to a rate of 2

3
, its detailed information can be found in [3].

The Modulator modulates the information sequence as an SOQPSK-TG signal. The SOQPSK signal
is described in detail in [11]. It has the following form

s(t;α) =

√
Es
Ts
ejψ(t;α)

where Es is the symbol energy, Ts is the symbol duration and ψ(t;α) is the signal phase.

The signal transmitted in the channel is impaired by AWGN, the received signal can be described as

r(t) =

√
Es
Ts
ejψ(t−τ ;α)ejφ + w(t)

where w(t) is a zero-mean complex AWGN stochastic process with one-sided power spectral density N0.
In this expression, the data symbol α, symbol delay τ and carrier phase φ need to be recovered by the
demodulator. Two different demodulation schemes are implemented in this application to recover the data
symbol α, they are: SOVA and SxS.

SOVA is a variant of the Viterbi algorithm. It calculates the path metric difference between the opti-
mum path and deleted pathes. This difference is a soft output that indicates the reliability values for each
decoded information bit. The decoder that follows that SOVA can take advantage of this soft output to
improve the decoding performance. The details of the SOVA can be found in [12] and [13]. Two types of
matched filters adopted in this simulation are the PAM filter and the PT filter. They are presented in detail
the appendix of [3].

SxS method is a simple implementation using a detection filter followed by a data sampler and a
threshold comparator. Its construction and detection with NO and I&D filter are described thoroughly in
[4].
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The time and phase synchronization is based on the ML principle, which is discussed in [8]. Timing
synchronization is realized by a phase lock loop (PLL) with a normalized loop bandwidth BTs = 1

2L0
,

where L0 is 64, 128, 256, and 512 in the simulation.

SIMULATION RESULTS AND ANALYSIS

The eight simulation results are presented in two groups. The first group is the results using the SOVA
decoding method, while the second is using the SxS decoding. The results are shown from Fig. 2a to Fig.
3d.
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(a) Performance of LDPC code with SOVA PAM decoding method.
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(b) Performance of LDPC code with SOVA PT decoding method
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(c) Performance of SCCC code with SOVA PAM decoding method
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Figure 2: Simulation performance with SOVA decoding method
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(a) Performance of LDPC with SxS IND decoding method
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(b) Performance of LDPC with SxS NO decoding method
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(c) Performance of SCCC with SxS IND decoding method
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(d) Performance of SCCC with SxS NO decoding method

Figure 3: Simulation performance with SxS decoding method

The first noteworthy fact is that a larger L0 will result in a better bit error rate (BER) performance,
because a larger L0 results in a narrower BTs. The disadvantage of a narrower BTs is the reduction in
speed and longer settling time. The simulation show that L0 = 64 is too small to achieve satisfactory
performance. The performance improves as the signal to noise ratio (SNR) increases. Comparing Fig. 2a
and Fig. 2b, it is clear that the PAM filter outperforms over the PT filter. Due to the same reasoning, a
similar result can be obtained from Fig. 3a to Fig. 3d that NO filter is superior to the IND filter when the
SxS decoding method is adopted. As presented from Fig. 2a to Fig. 3d, the LDPC code and SOVA method
yields smaller BER as opposed to the one of the SCCC code and SxS decoding. consequently, LDPC and
the SOVA perform better than the SCCC code and SxS method.
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CONCLUSIONS

A number of popular encoding and decoding methods have been studied and evaluated to the SOQPSK-
TG in this paper. The two adopted codes are LDPC and SCCC code. The two decoding methods are SOVA
and SxS. The simulation results show that, in general, the LDPC code results in a smaller BER than the
SCCC code, and the SOVA method has a better performance than the SxS scheme.
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ABSTRACT 

The main objectives of iNET (Integrated Network Enhanced Telemetry) are increased data rate 

and improved spectral efficiency [1]. In this paper we propose that transmission scheme for the 

physical layer is coded 16-QAM OFDM (Quadrature Amplitude Modulation-Orthogonal 

Frequency Division Multiplexing) which enables high data rate and spectrum efficiency. 

However in high mobility scenarios, where the channel is time-varying the receiver design is 

more challenging. Therefore in this paper pilot-assisted channel estimation is used at the 

receiver, with convolutional coding and error correction to enhance the performance; while the 

effect of inter symbol interference (ISI) is mitigated by cyclic prefix.  

The focus of this paper is to evaluate the performance of OFDM with 16-QAM over an 

aeronautical channel. The 16-QAM with OFDM enables 4 bits/symbol and provides a higher 

data rate than QPSK hence it is chosen in this paper. The implementation of OFDM is done 

using Inverse Fast Fourier Transform (IFFT) and the Fast Fourier Transform (FFT). In this paper 

we simulate how the performance of Coded 16-QAM OFDM is enhanced using equalization to 

compensate for inter symbol interference, convolutional coding is used for error correction, 

puncturing for improving data rate and the insertion of cyclic prefix (CP) to avoid inter carrier 

interference.  

         KEY WORDS 

 

 OFDM, CP,  CODING, EQUALIZATION, 16-QAM. 

 

1. INTRODUCTION 

 

The Integrated Network Enhanced Telemetry (iNET) study was proposed by the Director of the 

Central Test and Evaluation Investment Program (CTEIP) with the aim of improving networking 

and telemetry technologies. The proposed system aims to increase and enhance data transfer 

between aircrafts and base stations and air –to –air communication [1]. 

mailto:waass1@morgan.edu
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The demand for high speed wireless systems dictates the use of bandwidth efficient modulation 

schemes. This paper discusses the performance of 16-QAM OFDM over an aeronautical channel. 

It analyzes the performance of OFDM over an aeronautical channel and shows how the addition 

of a good equalizer, cyclic prefix and coding scheme [2] can greatly improve its performance. 

16-QAM OFDM with convolutional encoding is shown here to be suitable for such applications. 

The performance of this scheme over a multipath channel is improved by using pilot-assisted 

channel estimation and equalization, cyclic prefix and convolutional coding. Comparisons 

between the coded and un-coded system is simulated and the coding gain is calculated. 

This paper addresses the radio link aspect of the iNET program. The aeronautical channel, which 

is time-varying, is utilized primarily for communication between aircrafts and ground stations 

and for air-to-air communication. This channel in practice is far from perfect, it is characterized 

by multipath, doppler spread, doppler shift and noise; which results in channel distortion at the 

receiver. The iNET program seeks to address the critical issues related to the optimization of the 

limited bandwidth and performance enhancement of the aeronautical channel under adverse 

channel conditions. The program proposes the use of OFDM in the physical layer of the 

Telemetry Network System because of its high spectral efficiency and its resilience to poor 

channel conditions. The organization of the paper is as follows: In section 2 the system model for 

the proposed Coded 16-QAM OFDM system is given. The proposed pilot-assisted channel 

estimation approach for 16-QAM OFDM based on comb-type pilot insertion method is 

introduced in section 3. In section 4 the system architecture is discussed and in section 5, the bit 

error rate (BER) performance of the proposed technique is evaluated through (MATLAB) 

computer simulation results. 

2. SYSTEM MODEL 

 

The OFDM system transmission scheme is shown in figure 1 below. 

 

 

 

  

 

  

 

 

 

 

 

 

Figure1: Coded 16-QAM OFDM system with pilot assisted channel estimation 

 

Noise 

Transmitter 

Binary 

Data 

Channel 
Estimation+ 
Equalization 

 

 

ation 

P/S+ FFT Demodulator 

Receiver 

Decoding 
 

Cyclic Prefix 
+P/S 

IFFT + 
Pilot Insertion 

S/P+16-QAM 
Modulation 

Coding 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Channel 

 CP Removal 
+S/P  

Received 

Data 



3 
 

 

2.1. TRANSMITTER OVERVIEW 

 

Error correction codes allow for reliable communication of an information sequence over a 

multipath channel with additive noise, which introduces bit errors or distorts the signal. 

Convolutional coding is one type of error-correcting code where the coded data is obtained by 

using a linear finite-state register [3]. In general the shift register consists of k-bits (stages) and n 

linear algebraic function generators. The binary input data to the encoder is shifted into and 

along the shift register k bits at a time [3]. The number of output bits for each k-bit input 

sequence is n bits. Consequently, the code rate is defined as R=k/n [4]. In this work the input 

data, which is a serial binary digital stream, is encoded by rate ½ convolutional coding for error 

correction. The encoded data will then be modulated using one of the digital modulation scheme. 

 

The modulation scheme in an OFDM system can be selected based on the requirements of power 

or spectrum efficiency. The type of modulation used in this work is 16-QAM since it allows 

higher spectral efficiency than BPSK or QPSK. 16-QAM is a digital modulation technique where 

both amplitude and phase are changed [3], and we achieve an increased data rate by increasing 

the number of bits per symbol to 4 bits/symbol.  

OFDM is multicarrier modulation which uses a large number of narrow band sub-carriers to 

transport data instead of using a single wide-band carrier. OFDM is spectrally efficient and with 

coding, it is robust against frequency-selective fading [2]. The QAM  modulated signal is placed 

on N orthogonal subcarriers; N is chosen to be 64 (64-point FFT) for this work following the 

IEEE 802.11a standard. The implementation of OFDM modulation/demodulation is done using 

the FFT and IFFT.  

 

The insertion of a cyclic prefix (CP) is one of the critical steps that have to be implemented at the 

OFDM transmitter to reduce inter-carrier interference (ICI) caused by overlapping between 

symbols of an OFDM signal [3]. A CP of length N/8 is applied as a guard band between the 

OFDM signals to remove ICI. CP is done by pre appending the last part of the OFDM frame to 

the beginning of the OFDM frame [3]. The necessary length of the CP depends on L, the order of 

the FIR channel. Since the channel order may vary in practical systems, the OFDM transmitter 

must be aware of the maximum channel delay spread. The major disadvantage of inserting a 

longer-than-necessary CP is the waste of channel bandwidth. To understand this drawback, in 

OFDM transmission the CP makes possible the successful transmission of N data symbols with 

time duration of (N+L) T; where N is the size of FFT, L is the length of CP and T is the duration 

of one data symbol. The L cyclic prefix symbols are introduced by OFDM as redundancy to 

remove ISI in the original frequency selective channel because (N+L) symbol periods are now 

being used to transmit the N information data, the effective data rate of the OFDM equals 

TLN

N 1

  
                                   (1) 

 

As we can see if L is too large the effective data rate is reduced, so the transmission of an 

unnecessarily long cyclic prefix wastes channel bandwidth. For this reason, OFDM transmitters 

require accurate knowledge about the channel delay spread to achieve good spectral efficiency 

[5]. 

  



4 
 

 

Data sent through a communication channel is affected by several factors such as noise, 

multipath, interference and fading, which causes distortion at the output. In this research, we 

minimize noise and multipath effects by applying mechanisms such as coding, OFDM with 

cyclic prefix and equalization. The experimental results show how the performance of OFDM, 

which is degraded by additive white Gaussian noise (AWGN) and multipath channel, can be 

improved.  

                                                             3. RECEIVER OVERVIEW 

At the receiver side, the convolved signal has been affected by noise and multipath causing inter-

symbol interference (ISI), and so we use an equalizer to compensate for inter symbol 

interference. Subcarriers are removed using the FFT and an estimate of the channel response is 

produced. The signal is then demodulated and decoded using the very efficient Viterbi decoding.  

       

3.1. CHANNEL ESTIMATION AND EQUALIZATION 

In OFDM systems, the transmitter modulates the message bit sequence using PSK and/or QAM 

then performs IFFT on the symbols and sends them out through a (wireless) channel. The 

received signal is usually distorted by the channel characteristics. In order to recover the 

transmitted bits, the channel effect must be estimated and compensated for in the receiver. Each 

subcarrier can be regarded as an independent channel, provided ICI is suppressed thus 

maintaining the orthogonality among subcarriers. The orthogonality allows each subcarrier 

component of the received signal to be independently expressed as the product of the transmitted 

signal and channel frequency response at the subcarrier. Thus, the transmitted signal can be 

recovered by estimating the channel at each subcarrier. In general, the channel can be estimated 

using symbols known to both transmitter and receiver. Various interpolation techniques are 

employed to estimate the channel response between subcarriers. Channel estimators are 

introduced at the receiver to generate a moderate estimate of the channel impulse response. With 

this channel estimate, an equalizer can be developed and applied at the receiver for minimizing 

inter-symbol interference. In OFDM the channels being estimated for each subcarrier are 

narrowband, so the equalizer is simply the inverse of the channel. The channel estimate might 

not be an exact equivalent to the actual channel; however, it possesses enough of the behaviour 

of the actual channel to reduce errors in the signal demodulation. The closer the estimated 

channel is to the actual channel, the more accurate is the equalizer and hence the lower the error 

in the received data. 

Based on the principle of OFDM transmission it is easy to assign the pilots both in the time-

domain and/or frequency-domain. There are two major types of pilot arrangements as shown in 

figure 2, which are comb-type and block-type pilot insertion methods. In this paper, we consider 

comb-type pilot insertion method since it provides good channel estimation for the fast time- 

varying channels. In this scheme, the pilots are inserted uniformly at selected sub carriers and 

transmitted at every time instant as shown in figure 2. In the standards, certain sub-carriers are 

reserved for pilot symbols in the form of Np pilot signals uniformly inserted in input data X(k). 
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Figure 2: Comb-Type and Block-Type Pilot Insertion Scheme  

An OFDM symbol spans all sub carriers in the available bandwidth as shown in figure 2. Using 

comb-type estimation the pilot symbols are inserted uniformly within each OFDM symbol and 

transmitted on all symbols. Since pilots are inserted in every symbol, the channel is estimated at 

every instant making this scheme ideal for fast time-varying channels as the pilots will be able to 

continuously track the channel variation [6]. The receiver has information on the location and 

values of the pilot symbols and of course, the received signal.  OFDM symbol transmission is 

shown in figure 3 below: 

 

Figure 3: Block Diagram showing signal transmission 

 The received data symbols can then be expressed in the frequency domain by 

                                                                          (2) 

The channel impulse response at the pilots can be estimated by 

    
 
 
    
 

    
                   (3) 

                                           

where     
  

 is the channel estimate of the pilot at the n
th

 time on the k
th

 sub-carrier. 

    
 

 is the received pilot  at the n
th

 time on the k
th

 sub-carrier. 
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 is the transmitted pilot  at the n

th
 time on the k

th
 sub-carrier. 

The channel conditions at the data sub carriers can be estimated using the pilot sub carriers by 

dividing the received pilot tones by the transmitted pilot tones. More details on equations (2) and 

(3) could be found in [6].   

Frequency domain interpolation is done by using the FFT to find the frequency response of the 

estimated channel. Once the frequency response of the estimated channel is determined, an 

equalizer is developed by simply taking the inverse of the estimated channel. 

 

4.SYSTEM ARCHITECTURE 

In current and future mobile communication systems, data communication at higher data rate is 

essential. When the data is transmitted at higher bit rates over aeronautical channels, inter 

symbol interference (ISI) occurs [5]. ISI is caused by multipath and it is the spreading and 

smearing of symbol such that one symbol affects the next ones in such a way that the received 

signal has a higher probability of being interpreted incorrectly. 

Input data streams that are coded at the code rate ½, convolutional code are frequently used to 

correct errors in noisy channels. They have good correcting capabilities and perform well even 

on very bad channels. Convolutional codes are commonly specified by three parameters (n,k,m) 

where n=number of output bits, k= number of input bits and m=number of memory registers and 

code rate =k/n is a measure of efficiency of the code. The constraint length    L=k(m-1) 

represents the number of bits in the encoder memory that affects the generation of the n output 

bits.  

Puncturing can be applied for code rates 1/2 ,1/3 ,1/4 and 1/7 to produce punctured codes which 

give us higher code rates other than 1/n for example, by using two rate ½ codes together and just 

not transmitting some of the output bits we can convert this rate ½ implementation into 2/3 code 

rate [3]. Rates can be changed dynamically depending on the channel conditions which is an 

advantage.   

After modulation, the modulated output is divided orthogonally to N carriers; N is chosen to be 

64 (with a 64-point FFT) for this analysis. IFFT is used to convert the modulated data in the 

frequency domain to the time domain and pilot tones are inserted for equalization purposes. An 

OFDM signal offers an advantage in a channel that has a highly frequency-selective response. 

OFDM system is also more resilient in multipath environment. It can efficiently overcome 

interference and frequency selective fading caused by multipath. The effect of ISI is suppressed 

by virtue of a longer symbol period (by addition of a cyclic prefix) and equalization. 

At the receiver, the inverse operations are performed (see figure 1) and the data is finally 

decoded. There are two types of decoding algorithms which can be used with convolutional 

encoding; they are Viterbi decoding and sequential decoding. In this paper, hard decision 
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decoding based on Viterbi is used. It compares the received sequence to all permissible sequence 

and picks the one with the smallest Hamming distance.  

                                              5. EXPERIMENTAL RESULTS 

 

Monte Carlo simulations using Matlab are carried out to evaluate the performance of the 

proposed pilot-assisted equalizer for OFDM symbols with coding and cyclic prefix. For the 

simulations, the 16-QAM OFDM is transmitted and the evaluation is done by measuring the 

symbol error rate (SER) over Eb/No (dB).  

In this section two simulation results are presented in which the performance of the  proposed 

16-QAM OFDM is evaluated over a range of Eb/No ranging from 0 dB to 27 dB. In this 

simulation 64-bit data is randomly generated and encoded using rate ½ convolutional coding 

.The multipath channel used is [1, 0, 0.5, 0, 0.25] and the data is modulated over an FFT size of 

64. The cyclic prefix, which is used as a guard band is of length 8, which is one eighth of the 

FFT size. A pilot spacing of 8 is used and there were 500 iterations for each evaluation. 

 

The average symbol error rate (SER) for four scenarios, are shown in figure 4. The scenarios 

compared are uncoded with no equalizer, with equalization alone, with equalization and coding 

and the theoretical curve with no multipath. As we can see from the figure 4 at higher Eb/No 

values the SER ratio of equalization with coding is lower than that of equalization with no  

coding. Moreover, we note that the coding gain at a SER of 10
-4

 from the (equalized but uncoded  

to the equalized and coded output)  is approximately 4 dB, which is a significant improvement. 

Thus there is an improvement in the SER from adding an equalizer and then including coding. 

 

The frequency response of the actual channel and the estimated channel, at 20 dB Eb/N0 is shown 

in figure 5a. We note the small error in the frequency response of the estimated channel when 

compared to that of the actual channel. The frequency response of the actual channel and the 

estimated channel at 27dB Eb/No is shown in Figure 5b. We note that the frequency response of 

the estimated channel is very close to that of the actual channel. 

The mean square error between the actual and the estimated channel is shown in Figure 6. We 

observe that this is error is lower at higher values of Eb/No with a value of 4e-2 at Eb/No of 27 

dB. 
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Figure 4:  Comparison of SER of different scenarios for 16-QAM OFDM 
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. Figure 6:  Mean square Channel estimation error between the actual and estimated channel. 

6. CONCLUSION 

 

In this paper pilot-assisted equalization has been presented for a spectrally efficient 16-QAM 

OFDM system. Moreover the improvement due to the addition of an equalizer with coding has 

been shown to be significant. To minimize the symbol error rate for the 16-QAM OFDM system, 

three methods are applied which are equalization, convolutional coding and the addition of cyclic 

prefix. From the results of figure 4, we show that coding with equalization provides better bit 

error performance than with equalization only. By applying these methods to the 16-QAM 

OFDM data transmitted over the aeronautical channel, the reduction of bit error rates to the 

desired level is demonstrated. The incorporation of equalization and coding with OFDM for the 

channel selected not only enables operation on this difficult channel, it brings the performance to 

within 1 dB of the theoretically performance. 
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ABSTRACT

This paper proposes a telemetering method consisting of delayed frame time diversity (DFTD)

as the inner code and Reed-Solomon (RS) code as the outer code. DFTD is used to transmit

a real-time frame together with a time-delayed frame which was saved in the memory during

a defined period. The RS code is serially concatenated with DFTD. This method was applied

to the design of telemetry units that have been used for over ten flight tests. The data results

of the flight test for four cases with no applied code, with DFTD only, with the RS code

only, and with both DFTD and the RS code are used to compare the number of error

frames. The results also show that the proposed method is very useful and applicable to

telemetry applications in a communication environment with a deep fade.

KEY WORDS

Delayed frame time diversity (DFTD), Reed-Solomon code, merging telemetry data

INTRODUCTION

Primarily due to its simplicity and robustness, PCM/FM(Pulse Code Modulation /Frequency

Modulation), which has PCM frame format based on IRIG standard-106 Class I for RF links,

has been used as the main modulation scheme for over 30 years [1]. Consequently, most

telemetry facilities have invested significant capital in equipment specifically for use with

PCM/FM.
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One of the primary goals of telemetry engineering is to provide better received data for

review and analysis, and there have been many approaches to reduce the number of erroneous

frames in telemetry data as a result of flight tests.

One approach is to improve the performance of RF data links with the use of modern

modulation techniques such as ARTM Tier I &II [2]. While these methods have helped to

accomplish this goal, this approach is not easily applicable as it requires a significant

investment of new equipments.

Another approach is to apply FEC (Forward Error Correction) such as Reed-Solomon (RS)

codes, Turbo codes and low-density parity-check (LDPC) codes by which the additional

information is used to recover the original data. In a communication environment with only

AWGN (Additive White Gaussian Noise), to apply FEC is the obvious and inevitable solution

to reduce the number of frame errors. However, these channel codes will have no effect if

severe drops in the channel SNR (Signal to Noise Ratio) occur continuously over the order

of msec due to reasons such as multipath fading, a vehicle shadowing the transmitting

antenna, or nulls in the transmitting antenna pattern [3] as the multipath immunity capability

of FEC is under the order of msec [4]. Therefore, a spatial diversity technique is used with

the FEC approach in which telemetry data are merged from several receiving sites [5][6][7].

However, running multiple sites is not always possible as this requires significant manpower

and high costs.

This paper introduces an approach, a type of time diversity technique, which is added to the

implementation of the FEC technique, and shows that this new approach can significantly

reduce the amount of errors in telemetry data.

The proposed telemetering method consists of DFTD as the inner code and RS code as the

outer code as shown Figure 1. DFTD defined in this paper is a variant of the PCM/FM

inner code [2], which is used to transmit a PCM frame [8] and its time-delayed frame. The

outer code is a serially concatenated RS coded block code and is implemented after

additionally encoding image signal.

In addition FM (Frequency Modulation) is used for the RF link. The channel environment

includes AWGN, multipath fading, a vehicle shadowing the transmitting antenna, the effect of

the transmitting antenna null pattern, etc.

The RF strength recorder records the AGC output signal of the ground receiver. The output

signal of the receiver video connector is sent to the RS decoder and stored in the data

recorder through a bit synchronizer at the same time. The RS decoder performs outer

decoding before separating the image signal. The processing system displays only real-time

frames while saving both real time frames and delayed frames into a PCM file, which uses

the filename extension of .pcm and assigns 16 bits to each word of PCM frame. Inner

decoding is used to divide the PCM file into a PCM file consisting of only real-time frames

and the other file consisting of only delayed frames as one of the telemetry post processing
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activities. The telemetry data for engineering analysis are finally attained by merging each

separate PCM file on the same time basis.

Figure 1: Block diagram of the overall scheme.

In Figure 1, the real path is the data flow for the flight test, and the test path is used for

obtaining data to analyze this new scheme after the flight test. The onboard telemetry unit,

RS decoder, and processing system are not commercial products, but are the prototypes that

have been independently developed.

DFTD SCHEME

In a traditional PCM encoder, the output of the digital multiplexer, a real time frame, is

converted from parallel data to a PCM stream. However, in the DFTD scheme, as shown in

Figure 2, the time-delayed frame saved in the memory during the defined period(T [msec]) is

converted into a PCM stream along with the orignal real-time frame. Its frame structure is

shown in Figure 3.

Figure 2: Implementation of DFTD.
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Figure 3: DFTD frame structure.

A real time frame and delayed frame exist internally with the same configuration and size. If

one frame consists of the number of A words, a delayed frame has the same number of

words. Therefore, a DFTD frame has 2-times the number of A words. However, only the

internal frames have different values of the FC (Frame Counter) and Sub_ID (Sub_frame

identification).

In the case of a real-time frame, the FC has the present time and Sub_ID always has the

value '1'. In the other case, the FC has the past time and Sub_ID always has the value '2'.

FC, Sub_ID, checksum, and SYNC (Synchronization code) pattern are used as references in

order to divide a file of DFTD frames into a file of real-time frames and file of delayed

frames during post-processing as inner decoding. Only if all of these four words have a

reasonable value, each frame is accepted; otherwise, they are discarded (substituted with zero

frames in which the measurement words all have zeros). The FC is incremented by one every

frame and regarded as time included in the telemetry data only if multiplying the frame

period time. A 30bit word is allocated, giving the FC enough bits to count the frames during

the whole test period without recycling. Sub_ID is intended to distinguish between a real-time

frame and delayed frame. A checksum word is appended to each frame as an extra word to

check the integrity of each frame using a so-called longitudinal parity check algorithm. The

SYNC pattern is one of the recommended frame synchronization patterns of IRIG 106 [8].

Figure 4: DFTD verification.
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Figure4 shows that the FC value of real time data is ahead of the value of delayed data by

the defined amount of delay time to verify the proper implementation of the telemetry unit

with DFTD.

Noise power is increased by 0.8 [dB] because the overall bandwidth including the image data

is increased 1.2 times by implementing DFTD.

SERIALLY CONCATENATED RS CODE

The application of even more effective FEC coding is possible, but will result in only a

small improvement. Therefore, the RS (n, k) = (255,239) code operating on 8-bit symbols has

been selected as the outer code [9]. This code has k = 239 data symbols plus 16 parity

symbols in an n = 255 symbol block, and is capable of correcting up to 8 symbol errors per

block.

Verification of the telemetry unit (TLM) with RS code is performed, as shown Figure 5. In

this test configuration, inserting an attenuator between the telemetry unit and ground test unit

and connecting each with a cable, the PCM data file does not include errors unless noises

are added into the system. A pin of the RS decoder is additionally assigned for error

insertion, and a square wave signal with an amplitude of 3V and offset of 1.5V is applied to

the pin using a function generator. Considering the error correcting capacity, occurrence of

SYNC errors in the data is checked while increasing the frequency of the wave signal.

Figure 5: RS code verification.

In the test results, no errors are found up to the frequency corresponding to the 8 symbol

errors. Also, the time of 85 [usec], as the reciprocal of this frequency, implies the multipath

immunity capability of the designed RS code, in which 8 symbol errors can be corrected.

PERFORMANCE RESULTS USING FLIGHT TEST DATA

We compare the number of error frames for four cases with no applied codes, with DFTD

only, with RS code only, and with both DFTD and RS code.

First, an RS decoded data file named 'RS' and a bypassed data file named 'noRS' are

obtained as the recorder replays the saved data following the test path of the Figure 1. Next,

these two data files are divided into real time frame data files and delayed frame data files,

and therefore there are four files, a real-time data file without RS decoding named 'noRS1',

time-delayed data file without RS decoding named 'noRS2', real-time data file with RS

decoding named 'RS1', and time-delayed data file with RS decoding named 'RS2'. The two
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data files without RS decoding, 'noRS1' and 'noRS2' are merged into a file named

'noRS&DFTD', and the other two data files with RS decoding, 'RS1' and 'RS2' are merged

into a file named 'RS&DFTD'.

The preparation steps obtaining telemetry data for analysis have been conducted until now by

dividing and merging PCM files on the same time basis. In the process of this

post-processing, a 'frame optimizer' program [10][11] is used.

Figure 6: A comparison of the numbers of error frames.
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Figure 6(a) shows the SNR (Signal to Noise Ratio) measured from the receiver output during

the flight test. The figure shows that a real communication environment has a strong

destructive interference, referred to as a deep fade, which may result in a temporary failure of

communication due to a severe drop in the channel SNR. Figure 6(b) shows the frame errors

in the case of 'noRS1' to which both DFTD and RS-code are not applied, where frame errors

indicate that there are invalid values in specific words such as sub_ID, FC, SYNC pattern,

and checksum. Figure 6(c) shows the frame errors in the case of 'noRS2', which has the

similar amount of errors and is delayed by the delay time in comparison with Figure 6(b).

Figures 6(d) and (e) show the frame errors in the case of 'RS1' and 'RS2', respectively, to

which only an RS code is applied, and which have 36% of the errors shown in Figure 6(b).

Figure 6(f) shows the frame errors in the case of 'noRS&DFTD', to which only DFTD is

applied by merging the data in Figures (b) and (c), and which has 23.3 % of the errors

shown in Figure 6(b). Figure 6(g) shows the frame errors in the case of 'RS&DFTD', to

which both DFTD and RS-code are applied by merging the data in Figures (d) and (e), and

which has 3 % of errors shown in Figure 6(b). The comprehensive results of several cases

are shown in Figure 7 in the form of a Venn diagram and are shown in Table 1.

Figure 7: Venn diagram of the error frames.

PCM data　
error #

[ea]

error rate

[%]

normalization to

noRS1 [%]
case

noRS1 2192 2.8542 100
no applied code

noRS2 2163 2.8164 98.7

RS1 785 1.0221 35.8
the RS code only

RS2 771 1.0039 35.2

DFTD only 511 0.6654 23.3 DFTD only

RS & DFTD 65 0.0846 3.0 both DFTD and the RS code

Table 1: Frame error table (* the number of total frames : 76,800 [ea]).
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Figure 8: RS code performance. Figure 9: DFTD performance.

Figure 8 to Figure 10 have the same time period but represent different performances.

When comparing 'noRS1' with 'RS1', applying only the RS code has a good effect if the

SNR is greater than 12 [dB], but has no effect if SNR drops below 12 [dB], as shown in

Figure 8. When comparing 'noRS1' and 'noRS2' with 'noRS1&DFTD', applying only DFTD

has a good effect if a real time frame and delay frame have errors at different times, but no

effect if the errors of these frames occur at the same time, as shown in Figure 9.

Figure 10: RS code & DFTS performance. Figure 11: remaining errors

When comparing 'RS1' and 'RS2' with 'RS&DFTD', which represents the performance of the

method proposed in this paper, applying both DFTD and RS-code has a much better effect

than the other cases because the errors outside of the fading period are primarily removed by

RS code, and the errors in the fading period are secondarily removed by DFTD, as shown in

Figure 10. Some errors may still remain, as shown in Figure11, while a deep fade lasts

longer than the designated delay time of DFTD. However, these errors will obviously be

removed only if the delay time is reassigned with 4/3 times the value of the above case. In

addition, it is no wonder that a combination of the proposed method and space diversity with

several receiving sites is more effective [10].
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CONCLUSIONS

A new telemetering method was introduced and its performance evaluated by analyzing the

acquired data from a flight test. An RS code is effective in removing the errors affected by

an AWGN channel, while DFTD is effective on deep fading errors that might occur by a

multipath, shadowing, or transmitting antenna pattern, and which last relatively longer than

AWGN channel errors.

The scheme of the proposed method has DFTD as the inner code and RS code as the outer

code, and the effectiveness of these codes appears independent of each other. Therefore, the

new scheme makes it possible to remove almost all errors for AWGN and deep fading

environments, as shown in the analysis results in this paper.

This new proposed method is one possible approach to meet the goal of telemetering

engineers in gaining errorless data, although the quality of real-time monitoring can be

degraded slightly due to the increased bandwidth from implementing DFTD, and its efficiency

can be accomplished only through post-processing.
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ABSTRACT 

 

Inspired by human auditory system, an improved direction of arrival (DOA) technique using 

only two antennas with a scatterer in between them to achieve additional magnitude cues is 

proposed. By exploiting the incident-angle-dependent magnitude and phase differences between 

the two monopole antennas and applying 2-D / 3-D multiple signal classification algorithms 

(MUSIC), the DOA of an incident microwave signal can be estimated. Genetic algorithm is 

applied to optimize the scatterer geometry for the 3-D DOA estimation. The simulated results of 

both the azimuth and three-dimensional DOA estimation have shown an encouraging accuracy 

and sensitivity by incorporating a lossy scatterer. 

 

Key Words: 3-D Direction of Arrival, Biological Inspired, Scatterer, Magnitude and Phase 

Difference 

 

 

INTRODUCTION 

 

Direction of arrival (DOA) estimation of an electromagnetic signal is important for many 

commercial and military applications including electronic warfare [1], mobile communications 

[2]. Most attention has been paid on arrays consisting of a large number of antennas and 

sophisticated algorithms to achieve high degree of accuracy [1]. However, as the number of 

antenna elements increases, the power consumption, size and cost of the system increase as well, 

which would be impractical especially for portable and commercial applications. Therefore, 

accurate DOA estimation technique with reduced number of antennas is highly desirable. 

 

Passive direction finding for microwave signal is very analogous to the direction finding of 

acoustic wave by human ears. Figure 1 illustrates the analogy between a microwave direction 

finding system and the human auditory system. The microwave antennas are similar to the 

pinnae, which are natural directional antennas for acoustic waves; the band-pass filters, 

amplifiers, mixers and detectors provide similar functions as the guiding and detecting parts of 

the human auditory system; and the signal processing component can be thought as the brain. 
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Figure 1. Comparison of a passive microwave direction finding system (left) and the human 

auditory system (right). 

 

The remarkable localization (mainly in the azimuth plane) capabilities of human ears for both 

continuous waves (CW) and transient signals have long been recognized and studied quite 

extensively [3-8].  Many intriguing facts and phenomena were experimentally observed and 

underlying mechanisms were proposed and proved.  As early as 1936, Stevens and Newman 

reported free space experimental data on localization of sound sources by human ears which 

revealed the two main mechanisms of binaural sound localization, one operating best at high 

frequency and the other at low frequency [6].  Later on, more studies in anechoic chambers 

confirmed the earlier results [7-8].  For most of the audible frequency range (20 Hz – 20 KHz), 

human ears have the amazing ability of estimating arrival angle with accuracy up to 1° without 

ambiguity under binaural (utilizing two ears) conditions.   

 

For low frequency sound (f <1.5 – 3.0 KHz), the phase difference between the acoustic signals 

received by the two ears (referred to as the binaural case) serves as the most important cue. To 

avoid the phase ambiguity of multiples of 2π, the antenna elements should be spaced less than 

half a wavelength, /2.  The front-back ambiguity is eliminated by the directivity of human ears 

(analogous to an antenna radiation pattern) [3].  For higher frequency sound (f > 3.0 KHz), the 

head can be thought as a low-pass filter. For most incident angles, one ear receives without the 

influence of the head while the other receives after the incident signal goes through (or around) 

the low-pass filter - human head, whose response function is incident angle dependent and can 

have an attenuation as much as 20 dB [5].  This effect is often referred to as the head-related-

transfer function (HRTF), which leads to both a phase and a magnitude difference between the 

received signals at two ears.  The combination of the phase (or time for transient signals) and 

amplitude information enables the human auditory system to have great localization capabilities 

for both low and high frequency ranges.   

 

Both of the binaural mechanisms mentioned above have analogies or may be directly applied to 

microwave systems. The low-frequency phase difference method is widely used in microwave 

direction finding [1].  The high-frequency scheme utilizing an effective low-pass filter (the 

shadowing effect of human head) for azimuth-plane direction finding has been reported in 

[9][10]. By introducing a carefully designed scatterer in between two adjacent antennas, accurate 

direction finding without phase ambiguity for high frequency signals may be achieved.  

Furthermore, because of the spacing between the adjacent antenna elements can now be much 
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larger than /2, the mutual coupling issue that is common to antenna array systems can be 

greatly reduced.  In this paper, more comprehensive and improved design for 2-D direction 

finding is described.  In addition, 3-D (azimuth and elevation) direction finding technique is 

proposed by optimizing the scatter geometry and material parameters.  

 

 

2-D DIRECTION FINDING 

 

To evaluate the feasibility of applying some of the human sound localization mechanisms in 

microwave direction finding, a simple two-antenna (omni-directional monopoles are used here 

for simplicity) configuration is considered.  Take an electromagnetic (EM) signal coming from 

an azimuth direction  that is impinging on two monopole antennas separated by a distance d, as 

shown in Figure 2, the phase difference  between the received signals at these two antennas is, 

 = 2π
λ

dsinθ
, where λ is the wavelength of the signal. It can be derived that for both EM and 

acoustic DOA, if d is greater than half wavelength, there may be ambiguities in the estimated 

DOA.  To avoid this kind of ambiguity at high frequency, it is proposed here that a lossy 

scatterer is placed between the two antennas, providing the similar low-pass filtering function as 

the human head between two ears. Without the scatterer, the phase difference  of the signals 

measured at the two antennas is the key information to estimate the DOA.  With the scatterer, the 

magnitude difference M provides an additional important cue in the DOA estimation, 

eliminating the phase ambiguity issue. 

 

 

Figure 2. A finite-element model illustrating the geometry of the two-monopole/scatterer 

configuration with an incoming signal from an azimuth angle. 

 

To evaluate the DOA performance of the two-monopole / scatter system, phase differences ΔΨ 

and magnitude differences ΔM between the two monopoles as a function of incident angle from 

0° to 360° are first simulated in full-wave finite-element EM solver High-Frequency-Structure-

Simulator (HFSS) and saved as the calibration steering vectors.  Then, for an arbitrary incident 

d 

Ant#1 
Ant#2 

ϴ Plane Wave 

Scatterer 
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angle , assuming a phase error (2˚) and magnitude error (0.25dB), the multiple signal 

classification (MUSIC) algorithm [11] is used to estimate the DOA. The simple configuration in 

Figure 2 (with / out a lossy scatterer) works at X-band (8 – 12 GHz) with monopole length 7 mm 

and monopoles spacing d 15 mm (λ/2 at center frequency 10 GHz). The scatterer used here is a 

lossy material, ARC-LS-10211 (made by ARC Technologies Inc.), with ε = 2.05 and tanδ = 1.15 

and dimensions of 15 mm x 12.8 mm x 10 mm.  

 

 
 

Figure 3. simulated magnitude (left) and phase (right) differences at 10 GHz for the three cases: 

No scatterer (red line); Symmetric scatterer (blue line); Un-symmetric scatterer (black line). 

 

 
Figure 4. simulated magnitude (left) and phase (right) differences at 12 GHz for the three cases: 

No scatterer (red line); Symmetric scatterer (blue line); Un-symmetric scatterer (black line). 

   

Figures 3-4 plot the simulated  ΔΨ and  ΔM at 10 and 12 GHz, without the lossy scatterer, with 

symmetric and asymmetric scatterer.  It can be pointed out that with the lossy scatterer, the 

magnitude difference is much larger as expected.  In addition, the phase difference versus 

incident angle curve with the scatterer is significantly steeper than that without the scatterer, 

which indicates increased sensitivity in the DOA estimation. Although the phase ambiguity issue 

seems to be more severe for the case with the scatterer, the large magnitude differences will be 

sufficient to overcome the ambiguities. However, both the phase and magnitude differences 
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without the scatterer and with symmetric scatterer are the same for supplementary incident 

angles (e.g., front / back ambiguity), which is due to the symmetry respect to the y-axis (refer to 

Figure 2).  This can be solved by either using directional antennas just as the human ears or 

breaking the symmetry of the scatterer. By shifting the two monopoles toward one side of the 

scatterer block by 7.5 mm, the case with asymmetric scatterer is also represented in Figures 3-4. 

The results with asymmetric scatterer show a promising improvement against the front-back 

ambiguity. 

 

 
Figure 5. Simulated MUSIC output of the three scenarios with a 12GHz signal incident from the 

80° direction (left figure) and the 0° direction (right figure): without a scatterer (red line), with a 

symmetrically positioned rectangular scatterer (blue line) and with an asymmetrically positioned 

rectangular scatterer (black). 

 

In Figure 5, the MUSIC output for the simulated case with a 12 GHz signal coming from the 80° 

and 0° direction is plotted for the three scenarios mentioned above (without scatterer, symmetric 

scatterer and asymmetric scatterer). It is clear that the addition of the attenuating scatterer 

(similar to the low-pass-filter function of the human head) in between the two antennas 

eliminates the ambiguity caused by the 2 phase wrapping. Moreover, it can be observed from 

Figure 5 that the asymmetrically placed scatterer breaks the front / back symmetry and eliminates 

the corresponding ambiguity at some angle as well.  For the no scatterer case at incident angle of 

80°, there are four peaks near 80° (100°) and 222° (319°) that can be observed, for which the 80° 

and 222° ambiguity is due to the greater than /2 spacing of the monopoles.  With the scatterer, 

this ambiguity is clearly eliminated by the added magnitude information, which can be seen from 

both the symmetric and asymmetric cases in Figure 5.  The 80° and 100° ambiguity manifested 

in the no scatterer and symmetric scatterer cases is due to the front / back symmetry of the two-

antenna system, which is absent in the asymmetric configuration. When the incident angle is 0°, 

however, there are two peaks near 0° and 180° for both without and with scatterer case. Figure 4 

shows that both the magnitude difference and phase difference are zero at 0° and 180° without / 

with scatterer. In order to eliminate this ambiguity, the symmetry respect to x axis has to be 

broken. Thus a new configuration named “scatter3” is offered in Figure 6 with Block#1 of ε = 

2.05, tanδ = 1.15 and dimensions of 15 mm x 10 mm x 10 mm and Block#2 of ε = 2.05, tanδ = 

20 and dimensions of 15 mm x 2.8 mm x 10 mm. 
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Figure 6. Schematic of scatter3. 

 

 

 
Figure 7. Root mean square of DOA estimation errors of the incident signal at 8GHz (left), 

10GHz (middle) and 12GHz (right) for 4 cases: no scatterer (blue), symmetric scatterer (green), 

asymmetric scatterer (red) and scatter3 (light blue). 

 

Figure 7 shows the root mean square of DOA estimation errors with a Gaussian distributed phase 

difference error (μ=0, ζ=2˚) and magnitude difference error (μ=0, ζ=0.25dB) of the incident 

signal at 8GHz, 10GHz and 12GHz for 4 cases: no scatterer, symmetric scatterer, asymmetric 

scatterer and scatter3. The angle where the maximum output of MUSIC algorithm occurs is 

assumed to be the true incident angle. With no scatterer, the RMS error is large with maximum 

error about 140˚ at 0˚ and 180˚. With symmetric scatterer, the RMS error is reduced at some 

angle. With asymmetric scatterer, the RMS error is further decreased but still high at 0˚ and 180˚. 

When scatter3 is applied, the 0˚ and 180˚ ambiguity is eliminated and the RMS error is low at all 

angles. The RMS error is lower than 2˚ at most of the incident directions and the maximum error 

is about 25˚. Thus a two-monopoles/scatterer configuration with good DOA estimation accuracy 

is achieved. 

 

 

3-D DIRECTION FINDING 

 

The essence of this direction finding technique is to get the incident angle dependent 

combination of phase and amplitude information. From the previous 2-D direction finding 
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analysis, it is obvious that the scatterer geometry and material parameters matter much in the 

DOA estimation accuracy. If the scatter is optimized such that the receiving response function is 

incident angle dependent for all directions including azimuth and elevation, this technique may 

be extended to achieve three-dimensional direction finding (DF).  In the following we explore 

genetic algorithm to optimize the scatterer with the goal of achieving 3-D DF. 

 

 
Figure 8. Original geometry of the monopole/scatterer system. 

 

 
Figure 9. Genetic optimization procedure. 

 

As shown in Figure 8, the original asymmetric scatterer is divided into 5×4×3=60 blocks with 

every block of 3mm
3
 (ε = 2.05 and tanδ = 1.15). “1” represents the lossy block exists and “0” 

means a substitute of air in place of the lossy block. Thus every sequence of 60 binary digits 

represents one kind of scatterer geometry. Genetic algorithm [12] is applied to optimize the 

scatterer geometry. Figure 9 illustrates the procedure of this optimization. The population size is 
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4 (4 simulations each time).  The goal is set to obtain the average error of the estimated DOA 

smaller than 2°. First a population with 4 individuals (each carry a sequence of 60 binary digits) 

is generated and according to this, a HFSS script is written to set up the geometry models. After 

the HFSS models are generated, these models would be simulated and the magnitude and phase 

information received at the two monopoles would be saved. Then this information would be used 

to calculate the DOA estimation error in matlab software. Finally a decision would be made that 

if the goal is achieved, the procedure should stop, if not, a new generation would be generated. 

To evaluate the DOA performance of the two- λ/4 monopole / scatterer system, the simulated 

phase and magnitude differences  of the received signals between the two monopoles as a 

function of incident angle (θ, ) are saved as the calibration steering vectors (θ is 10° ~ 90° and  

is  0° ~ 350° with 10° step). Then, for an arbitrary incident angle (θ, ) assuming a phase error 

(+/- 2°) and a magnitude error (+/- 0.25dB), the 3-D multiple signal classification (MUSIC) 

algorithm is used to estimate the DOA. In order to better evaluate the system we propose the 

average error: 


ij

ji

MN

22 

  

as the assessment criteria, where M is the total number of  and 

N is the total number of θ. 

 

 
Figure 10. Genetic optimization results after 354 generation with total 354×4=1416 geometries. 

 

Figure 10 is the optimization result after 354 generation at 12GHz. It takes about 3 weeks to 

finish this optimization (i7 CPU, 2.67GHz with 12GB memory). The smallest average error is 

about 5°. Figure 11 shows the schematic of the best case. With this configuration, we simulated 

the received magnitude and phase differences but with finer angle sweeping where the incident 

angle θ is 2° ~ 90° and  is 0° ~ 358° with 2° step. From comparison between the estimated 

DOAs and the original true incident angles we can plot the estimated error of θ and  as a 

function of the incident angle (θ, ) as shown in Figure 12. There are large errors at =0° and 

180° where the magnitude and phase differences are nearly 0. Errors are also large when θ is 

near 0° where the arc lengths are shortest. Nevertheless, most of the incident angles have quite 

small error, demonstrating a promising technique for estimation of DOA from all directions in 

three-dimensional space. 
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Figure 11. The geometry of th 

e best case of the optimization. 

 

 
 

Figure 12. Estimated θ error (left figure) and  error (right figure) of the best case. The x axis is 

the true incident θ and y axis the true incident . 
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Human ears have the amazing ability of estimating arrival angle (mainly in the azimuth plane) 

with accuracy up to 1° without ambiguity under binaural (utilizing two ears) conditions. Inspired 

by the human auditory system, an improved DOA technique using only two antennas with a 

scatter in between them, emulating the low-pass filtering function of the human head at high 

frequency to achieve additional magnitude cues, has been described. By exploiting the incident-

angle-dependent magnitude and phase differences between the two monopole antennas and 2-D/ 

3-D multiple signal classification algorithm (MUSIC), the DOA of a microwave signal can be 

estimated. A simple 2-monopole example at X-band frequency (8 to 12 GHz) is studied. 

Simulated results of azimuth DOA have shown that by incorporating a head-like scatter between 

the two antennas, not only high frequency ambiguity associated with phase wrapping is 

eliminated, but also the DOA sensitivity is improved significantly. By applying genetic 

algorithm, the scatter is optimized in terms of geometry and material parameters to satisfy that 

the response function is incident angle dependent for all directions in 3-D. Simulated 3-D DOA 

estimation errors of the optimized monopole/scatterer configuration show an encouraging 

accuracy and sensitivity. However, the large DOA estimation error near =0° and 180° and θ=0° 

should be further studied and eliminated. One possible solution may be applying scatterer 

optimization of both geometry and material parameters such as ε, μ, tanδ. Using other practical 

antennas with higher directivity instead of monopoles may also help. 
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ABSTRACT 

 

For equipment and systems that are too expensive and too important to fail such as launch 

vehicles and spacecraft, the actual reliability is dominated by infant mortality failures that 

occur soon after dynamic environmental ATP that is used to eliminate the equipment that 

will fail prematurely. Premature equipment failures greatly increase risk getting to space 

and working in space, slowing down the growth of commercial space tourism. Premature 

equipment failures occur because during factory ATP, only equipment performance is 

measured and there is no relationship between equipment performance and equipment 

reliability. Accelerated aging was documented preceding GPS satellite atomic clock failures 

during the 10 years of the GPS Block I test and evaluation phase. Prognostic technology 

leverages the presence of accelerated aging to identify equipment that will fail. A 

prognostic analysis uses the same prognostic algorithms to convert equipment telemetry 

used to measure equipment performance to a time-to-failure (TTF) measurement, 

previously made using a probability distribution function. The equipment with accelerated 

aging that is present after ATP can be replaced, stopping infant mortality failures from 

occurring and producing equipment with 100% reliability. When all spacecraft and launch 

vehicle equipment that will fail prematurely are identified and replaced, satellite and 

launch vehicle reliability will be 100% and getting to space and working in space will be 

much safer. 

 

INTRODUCTION 

 

Today, space vehicle reliability is predicted by reliability analysis engineering, which defines 

reliability in probabilistic terms as a probability of success (Ps) or failure (1-Ps). This means that 

each time a reliability result is calculated; it is unrelated to any specific equipment’s reliability 

but is a generalization for any unit that shares the same data used in the calculation. When 

reliability analysis was added in 1960 to the production of space vehicles, it was the best idea 

anyone had at the time to increase the reliability of complex systems. Many other actions were 

taken to increase the reliability of launch vehicles and spacecraft including powered-down 

redundant equipment was added for long-life systems, while powered-on standby equipment and 

voting schemes were added to increase the likelihood of success for launch vehicles, addition of 

the dynamic environmental ATP, quality improvement programs and the screening and 

traceability of parts was also incorporated. At almost the same time, telemetry was added to 

equipment from the flight test applications for retrieving aircraft test data before the test pilots 

were killed. After equipment failures occurred, a failure analysis was added to identify the part 
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that failed looking for any design flaws or process problems that could be corrected so that any 

future parts would not repeat the failure.  

 

The Air Force Space and Missiles Systems Center was first informed of the presence of 

accelerated aging (transient behavior) preceding satellite equipment failures between 1978 and 

1988 on the Air Force Global Positioning System program in contractual reports generated by 

Boeing GPS engineering personnel.  

 

FIGURE 1 COMMERCIAL SATELLITE AND LAUNCH VEHICLE MISSIONS (BLUE) 

AND 25% YEARLY INFANT MORTALITY FAILURE RATES (RED) 
7
.  

 
1
 Between 1978 and 1988, there were six GPS on-orbit satellites and six GPS satellites in 

production. Transient behavior was identified in the data from the six GPS satellites on-orbit 

atomic clocks and the same behavior was found in the GPS satellite atomic clocks on the 

satellites in production. The behavior was believed to be from noise and Boeing engineering 

personnel were instructed to ignore the behavior by the vendors. Today, prognostic technology 

defines the transient behavior identified on Air Force GPS satellite atomic clocks as prognostic 

markers that identify the equipment that will fail prematurely. Adding this one sentence to all 

satellite and launch vehicle contracts will move the space industry to the 100% (measured) 

reliability domain today. Requiring equipment to meet a measured mission life will diminish use 

of reliability analysis engineering that allows premature equipment failures on military space 

assets which is responsible many hundreds of satellites and launch vehicle losses. 
2 

Most of 

today’s launch vehicles meet a Ps of over 98%. Many of today’s satellites meet a Ps of 90% and 

yet, these same space systems fail at a rate close to 25%.  

 
2 

Today’s satellites are expected to operate for over 15 years, many are successful and when a 

satellite fails prematurely within one-year, it demonstrates that the ATP required by the satellite 
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and launch vehicle owners for building and testing space vehicles is inadequate. In today’s 

reliability paradigm that uses quality improvement programs, the screening and traceability of 

parts, testing equipment, calculating reliability and using best practices, the reliability of an 

ICBM/launch vehicle would be higher. To meet the Ps, contractors only have to show, using the 

equations in reliability analysis, that their system meets the contractual Ps reliability. Thus, the 

reliability calculated using reliability analysis engineering is unrelated to the reliability of any 

specific equipment or vehicle.  

 

In today’s reliability paradigm that uses probabilities to quantify reliability, it is technically and 

financially impossible to meet a Ps of 100% because the cost of increasing the likelihood of a 

success (Ps) increases exponentially as minor improvements may be made in Ps and 100% 

reliability can never be achieved using probabilities. It is premature failures failures that are 

eliminated using a prognostic analysis to identify the accelerated aging present in test data using 

prognostic technology. Since equipment reliability is dominated by infant mortality failures, 

eliminating the equipment with accelerated aging and thus infant mortality failures allows the 

production of equipment with 100% reliability.  
 

3 
In 2001, Aerospace Corporation published the results of Air Force launch vehicle reliability. 

This report provided the reliability of most U.S. and international launch vehicles since their 

inception in the 1950’s. 
4 

In 2005, Aerospace Corporation published their results of their 

studying to explain why Air Force satellites and launch vehicles fail prematurely after exhaustive 

and comprehensive dynamic, environmental factory acceptance testing. The Aerospace 

Corporation study results blamed all contractors for a variety of (unsubstantiated) actions. We 

used a different strategy to understand why equipment fails prematurely after passing testing. We 

searched the equipment test data generated during production for the early signs of premature 

aging/failure (a.k.a. accelerated aging) found them and then developed prognostic algorithms that 

illustrate them and developed the training necessary for anyone to identify them from other 

normal transient behavior from fully functional equipment whose test data appears normal. 

 

The state-of-the-art in producing satellites and launch vehicles include a 3-step testing, including 

flight qualification, equipment-level and vehicle-level dynamic environmental acceptance 

testing. The qualification test proves the equipment will operate after exposure to the worse case 

environmental conditions that may occur during flight. The acceptance test exposes the 

equipment to slightly less harmful conditions. This testing includes vibration, shock, thermal, 

vacuum, EMI and EMC. Each test is designed to expose the equipment to the worse case 

environment in a serial order and then the equipment performance is measured. This testing is 

used to identify the equipment that fails for repair or replacement. A failure occurs when the 

equipment performance is not met for any reason. Any failed equipment is repaired, replaced or 

salvaged. For many decades, the space industry has relied on this testing of equipment before use 

to produce reliable equipment possible. Space vehicle equipment is often considered highly 

reliable due to the extreme testing conditions used before flight. Based on the 25% failure rates 

of Air Force space vehicles, testing satellites is inadequate.  
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WHAT IS A PROGNOSTIC ANALYSIS? 

 

A prognostic analysis is a forensic analysis that includes converting launch vehicle and satellite 

subsystem equipment performance data (including telemetry) generated during test, into 

reliability data. A prognostic analysis includes the search for latent, transient behavior, often 

occurring in plain sight of personnel in normal occurring test data from fully functional 

equipment. Often, over the decades, the presence of transient behavior and accelerated aging is 

ignored or misdiagnosed since is not repeatable and not associated with reliability. This behavior 

is often misdiagnosed and ignored. An analogy is the forensic science used at a crime scene, 

when for many decades the evidence used today to convict a criminal was often in plain sight of 

the police working the crime scene but overlooked. However, they were not trained to identify 

the forensic evidence and so it was ignored and many criminals were not apprehended. 

 

FIGURE 2 AN EXAMPLE OF A PROGNOSTIC ANALYSIS USING EQUIPMENT 

TELEMETRY ILLUSTRATING THE BASELINE BEHAVIOR  

 

A prognostic analysis leverages the “analysis” of time-series data (including telemetry) to 

generate prognostic information. Using that same “analysis” function, we analyze the diagnostic 

information to generate prognostic information. We then “analyze” the prognostic (predictive) 

information and generate prednostic (remaining-usable-life) information.  Just as a diagnostic 

analysis identifies past equipment behavior with great certainty, a prognostic analysis identifies 

future equipment behavior with great certainty. A prognostic analysis does not identify 

equipment that will fail prematurely from a short or open circuit from either thermal expansion 

or contraction and so it must be completed after ATP. Subjecting equipment to ATP will increase 

the likelihood that the equipment that will fail from an open or short circuit will occur during 

ATP. 

 

Equipment telemetry/test points provide internal access to the behavior of equipment/products as 

time-series data. For industries that do not use telemetry, telemetry is developed to meet the 

needs of the industry and added into systems. For satellites and launch vehicles, telemetry has 

been the primary method for measuring the functional equipment performance. Prognostic 

analysis shares telemetry used to measure equipment performance to measure equipment 
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reliability. Engineers trained in identifying the early signs of premature aging/failure in normal 

appearing telemetry from fully functional equipment, search telemetry behavior for the early 

signs of premature aging/failure present only in telemetry from equipment that will be failing 

within one year of the analysis.  

 
5 

A prognostic analysis can be completed at any physical location using the information 

(telemetry) from a complex system or equipment/product. The information generated depends on 

when the analysis is conducted relative to a failure. When a prognostic analysis is done on 

equipment prior to a failure, it is an invasive measurement of the reliability of the equipment 

because telemetry is embedded into electrical circuits and mechanisms. A prognostic analysis 

can determine if the equipment/product will function normally for at least one year. Just as 

diagnostic activities (e.g. troubleshooting, data collection, data reduction, data display, data 

analysis, failure analysis etc.) allows the identification of what has caused a problem/failures, a 

prognostic analysis identifies the problem/failure that is going to occur in the near future (up to 1 

year in advance).  

 

Prognostic markers/deterministic behavior mimic other behavior such as such as transients from 

equipment cycling, sensor failure, noise and corrupted data. Our training allows the 

discrimination of deterministic behavior from other normal occurring behavior. Today a failure 

analysis is conducted to identify what failed. Further investigation can identify why the unit 

failed such as a flawed part. Further investigation can identify why the flawed part was flawed 

and how to stop flawed parts from being used. These are all actions after a failure has occurred. 

 

In a prognostic analysis, normal baseline behavior is determined first, in the event that 

insufficient information is available to develop and baseline behavior, algorithms are provided to 

generate virtual baseline behavior from on an understanding and definition of what the baseline 

behavior should be. After the amount of information available for a prognostic analysis is 

known, the data is compiled using our data summation algorithm.  

 

In a prognostic analysis, equipment telemetry is evaluated looking for noise, corrupted data and 

other behavior that may mimic deterministic behavior that can be caused by transients from 

normal equipment cycling, noise and sensor failure. If signal or data noise is present, our 

algorithms will replace/remove it with contiguous data, corrupted data will be replaced and/or 

removed. In the event that there is insufficient data to develop a baseline, algorithms are 

available to use whatever data is available and fill in where data is missing and predict future 

normal behavior. 

 

The search for accelerated aging must be made after ATP because ATP will identify equipment 

that will fail from a short or open circuit caused from thermal expansion and ensure that 

sufficient design margins were used.  

PREDICTING EQUIPMENT TIME-TO-FAILURE (TTF) USING PROGNOSTIC 

ANALYSIS 

 

In reliability analysis, the reliability of large quantities of parts and equipment are 

determined. When individual performance of parts and equipment is not measured, a stochastic 
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process in reliability analysis provides probabilities of events occurring based on commonly 

acceptable distribution curves. These distribution curves model many behaviors. 

 
6 

To predict an accurate time-to-failure (remaining-usable-life) after the early signs of failure are 

detected, we use the cumulative distribution curve developed from our proprietary database of 

aerospace/vehicle equipment failures we have analyzed over 30-years. Distribution curves model 

normal occurring behavior and are tools used to quantify the failure rates at a complex system 

such as an aircraft the beginning-of-life, normal lifetime and end-of-lifetime failure rate. In the 

equipment failures we analyzed, we measured the duration between the failure precursor and the 

actual failure to generate the cumulative distribution. We have used this cumulative distribution 

to predict the duration of remaining usable with 100% accuracy. 

 

HOW TO MEASURE EQUIPMENT REMAINING USABLE USING PERFORMANCE 

DATA 
 

To measure equipment reliability using performance data, we complete a prognostic analysis and 

search for accelerated aging in the equipment times-series operational data (telemetry). We use 

prognostic algorithms to illustrate the accelerated aging, which is often present in normal 

appearing data from fully functional equipment. The performance data that is converted into 

reliability data includes equipment telemetry of any type of data and engineering units including 

the most common telemetry available from equipment suppliers. 

 

 
 

FIGURE 3 PROPRIETARY CUMULATIVE DISTRIBUTION USED TO DETERMINE 

THE TIME-TO-FAILURE PS FOR EQUIPMENT WITH ACCELERATED AGING  

 

Equipment with accelerated aging will fail prematurely with 100% certainty. Just as in reliability 

analysis that calculates MTBF (mean-time-between-failures) which is a statistical result, our TTF 

is a statistical result based on the remaining usable life generated from many other equipment 

failures in our proprietary database of satellite and launch vehicle equipment failure we have 

conducted prognostic analysis.  
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FIGURE 4 POST PROCESSING RESULTS FROM THE PROGNOSTIC ANALYSIS OF 

THE NASA EUVE MOTOROLA TDRSS TRANSPONDER  

 

A prognostic analysis can use as little as one analog measurement or an unlimited number of 

analog measurements. We use data mining algorithms to correlate accelerated aging behavior 

occurring from several time series measurements.  Accelerated aging is caused from the 

premature aging (relative to the other parts in the unit) of at least one part in either the electrical 

and/or mechanical circuits/assemblies and the effect of part(s) with accelerated aging has on the 

circuit/assembly operation as observed in unit telemetry.  

 
3 

The many difficulties of identifying accelerated aging includes it is latent, transient behavior 

that is never duplicated and thus the accelerated aging observed in one unit cannot be used to 

identify the behavior in another unit. The identification of accelerated aging in performance data 

may occur in one analog measurement or any number of measurements as well as the unit’s 

functional performance data, the ability of the unit to receive and transmit information. The 

prognostic analysis algorithms will illustrate accelerated aging, which is often in normal 

appearing performance data from fully functional equipment that fail when initially used. 

 

Accelerated aging expresses itself as latent, random appearing and unexpected transient 

behavior, whose entire data set is never repeated and thus pattern recognition systems cannot 

identify it in similar units. The unexpected (after diagnostic analysis is completed) transient 

behavior cannot be correlated with other normal component/assembly behavior that induces 

TTF 

Figure 4A 

Figure 4B 

Figure 4C 
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transient behavior such as thermal heater cycling or equipment power cycling. Accelerated aging 

is deterministic behavior, which when deterministic behavior is in the unit’s analog telemetry or 

functional performance, the resulting behavior of the units operational condition is fully 

predictable. The initiation of accelerated aging in equipment telemetry and/or functional 

performance from the equipment beginning of life (BOL) is random, but once accelerated aging 

is initiated, the end of life (EOL) of the unit is certain and the time-to-failure (remaining usable 

life) is predictable. 

 

CONCLUSIONS 

 

Space vehicle equipment, and space vehicle reliability is dominated by premature failures that 

occur within one year of use. These can be eliminated using a forensic (prognostic) analysis after 

equipment and vehicle testing is completed to identify the equipment with accelerated aging. A 

forensic (prognostic) analysis illustrates accelerated aging in equipment test data that will fail 

prematurely with 100% certainty that is present up to one year in advance of a failure. A 

prognostic analysis includes converting equipment performance data (including but not limited 

to equipment telemetry) collected during factory test into reliability by using the start of the 

accelerated aging and our proprietary cumulative distribution to define the equipment time-to-

failure/remaining usable life. By identifying the equipment that will fail premature for 

replacement using a prognostic analysis, spacecraft, satellites and launch vehicles will have 

100% reliability and getting to space, working and visiting space will be safe. Prognostic 

technology and prognostic analysis is for equipment that is too expensive and too important to 

fail. 
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ABSTRACT 
 

Much of the energy consumed in developed countries is for residential heating and cooling. 
Substantial savings are possible if one can monitor the indoor environment at many locations, 
and then actively control the heating, ventilation and air conditioning (HVAC) system. This 
project uses a wireless sensor array and dedicated microcontroller system to control a residential 
HVAC system. A low data rate, ad-hoc network of sensors is deployed throughout a residence, 
with the data sent to a central controller. A graphical user interface allows the resident to monitor 
the system status, and to set parameters. 
 

KEYWORDS 
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INTRODUCTION 
 

Approximately half of the energy consumed by a typical home in a developed country is used by 
the space heating ventilation and air conditioning (HVAC) system [1].  Improvements in the 
efficiency of the HVAC system can yield substantial cost savings, especially as energy costs 
increase.  One way to improve the performance of these systems is to use more advanced 
automation that is typically available in a conventional thermostat.  A programmable thermostat 
[2] is one step in this direction.  These devices change the temperature set point based on some 
reasonable simple parameter, such as the time of day and/or day of week.  However the 
inflexibility of these devices does not allow them to adapt to the resident’s changing usage 
pattern.  Also the limited number of locations at which the thermostat senses temperature can 
cause significant variation in the temperature where the users are actually located, and cause yet 
more dissatisfaction with the HVAC system [3]. 
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This paper summarizes a project which investigated the use of wireless telemetry technology to 
sense and control the temperature at many points within a residence.  The project considered a 
number of factors, including the initial cost to purchase and install the system, energy required to 
operate, energy saved, lifespan and service costs, compatibility with existing HVAC system 
components and others. 
 
The proposed system uses an ad-hoc wireless sensor network to communicate throughout a 
typical residence.  Temperature, humidity and occupancy data is collected by the sensors, and 
relayed to a central controller.  The controller combines the sensor data with other information, 
such as the time of day and day of week, historical occupancy/usage data, pre-programmed user 
inputs, current user inputs, and other factors to decide how to configure the HVAC system.  An 
LCD user interface shows the current state of the system, and allows the user to modify its 
behavior.  The system is flexible enough to accommodate other information such as weather 
forecast information, expected cost of energy based on time of day, intermittent energy supplied 
by alternative sources, and data from electrical “smart grid” systems. 
 
The first iteration of the project is intended to be a drop-in replacement for a conventional 
thermostat, and uses solid state relays to turn on or off the heating system, air conditioning 
system, and central ventilation fan.  In a more advanced residence, the system would be able to 
control the flow of air or heating/cooling fluids to allow different temperatures in different rooms 
of the residence based on occupancy and the heating/cooling load of each room.  The system 
could also control energy storage elements if they were available at the residence. 
 
 

AD-HOC WIRELESS SENSOR NETWORK 
 

Installation costs are a concern in any home automation system, especially when retrofitting 
existing structures.  It can be cost prohibitive to install wires between all the possible sensor 
locations, and a central controller.  One way to substantially reduce these costs is through the use 
of an ad-hoc wireless sensor network [4].  There are a variety of devices commercially available 
suited for these applications, including ones produced by Z-Wave [5], Insteon [6], ZigBee [7] 
and XBee [8].  To provide compatibility with a variety of networking devices, this project used 
the IEEE 802.15.4 standard [9].  The particular product chosen was the XBee modules produced 
by Digi International. 
 
The network is anticipated to have sensors in several rooms in a residence, all communicating 
with a central controller, as shown in Figure 1.  The sensors may not have access to power from 
the mains, so they are designed to operate for extended periods from battery power.  Powered by 
a single cell battery, the sensors draw approximately 50 mA of current during the very brief time 
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they transmit, while drawing under 10µA when in the sleeping, or stand-by mode.  The sensors 
allow up to 9 input/output lines for both analog and digital I/O.  This will allow them to 
potentially measure temperature, humidity, light level, occupancy/motion sensors, infrared 
sensors, audio noise levels, or other parameters.  The goal is for the system to develop a detailed 
model of where users are currently located, how the room is being used, and how comfortable 
the environment is in the occupied rooms. 
 

 
 

Figure 1.  Smart HVAC System Structure 
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The central controller for the 802.15.4 draws far more power, and is assumed to be located where 
it will have access to mains power.  The system as designed can access over 65,000 unique 
sensor nodes.  This number of nodes is far larger than what is anticipated to be needed for 
residential applications.  However this large number can be useful because it allows for 
expansion of the system into areas not currently anticipated, and also can be beneficial in 
environments where there is overlap between adjacent houses. 
 
The central controller can either be connected as a general purpose computer, such as a personal 
computer – or to a dedicated microcontroller.  This project uses a hybrid system.  A low-power 
microcontroller based system will operate the system, and be on continuously.  The 
microcontroller will have a small LCD display to show its status, and allow simple user inputs.  
When the user wishes to enter more elaborate commands, or receive reports of system status and 
performance, the microcontroller can be connected to a PC.   
 
The cost of the system will depend on a number of factors, but the target is for each sensor node 
to be on the order of 10 to 20 USD, and the central controller to be under 100 USD. 
 
 

CENTRAL CONTROLLER 
 

The central controller for the 802.15.4 system based on an Atmel AT81SAM7X256 
microcontroller featuring 256 kB of flash memory, embedded USB 2.0 interface, and two serial 
ports [10].  The particular controller selected for this project was sold in a package that was 
tightly integrated with the 802.15.4 RF interface, and came with supporting software that 
allowed it to be easily configured using a conventional PC.  The 256 kB of flash memory was 
sufficient to perform the wireless interface functions, but one concern was that it would be 
insufficient to implement the higher level control functions.  In addition the limited digital I/O of 
the controller was going to make it a challenge to use this device to directly control the HVAC 
system. 
 
The interface problem was overcome by using an already fabricated microcontroller board based 
on an 8051 processor as shown in Figure2.  This controller uses a P89LPC9321 8 bit 
microcontroller.  The 8051 processor added the following functionality: 
 
 

• Receive the temperature data serially from the 802.15.4 controller, and convert the data 
from Open Sound Control (OSC) language to C language. 
 

• Allow the user to use the push buttons to input a desired temperature and tolerance. 
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Figure 2.  8051 Controller Schematic 
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• Compare the desired temperature +/- desired tolerance to the current temperature values 
received from each temperature sensor in the following matter: 
 

o If the current temperature from both temperature sensors is greater than the 
desired temperature plus the tolerance, turn on the air conditioning by sending the 
correct logic to the appropriate solid state relay. 

o If the current temperature from both temperature sensors is less than the desired 
temperature minus the tolerance, turn on the heat by sending the correct logic to 
the appropriate solid state relay. 

o If the current temperature from one of the temperature sensors is within the range 
of the desired temperature +/- the tolerance and the other temperature sensor value 
is above or below the desired temperature +/- the tolerance, turn on the ventilation 
to circulate the air by sending the correct logic to the appropriate solid state relay. 
 

• Provide connections to three solid state relays that will act as 24VAC switches to either 
turn on the heat, ventilation or air conditioning system when the correct logic is sent. 
 

• Allow the user to see the desired temperature, desired tolerance and current temperature 
for each of the rooms being monitored via a liquid crystal display (LCD) module and by 
using the push buttons available on the 8051 controller. 

 
In the initial prototype, the 8051 controller was powered by a 9 volt battery, and connected to the 
802.15.4 controller through a null modem serial cable, as shown in Figure 3. The solid state 
relays and the LCD module are connected to the 8051 controller using ribbon cables and 20 pin 
DIP headers. 
 

LCD MODULE 
 

By incorporating an inexpensive LCD module with 16x1 character display, the user will be able 
to see the current sensor values along with the desired parameters (i.e. temperature, humidity, 
etc.) and tolerances entered which will provide ease to control the HVAC system.  The intent of 
this display is to simply provide basic health monitoring parameters, so the user can be assured 
the system is operating and that sensors are operating in a normal range. 
 
It is anticipated the user may want to program the controller with commands which would be too 
complex to easily enter, or display, on a small LCD.  For that purpose, the user will use a USB 

interface to connect the controller to a conventional personal computer.  Custom software on the 
PC will allow more advanced scheduling information to be entered, along with information about 

the tolerance the user has for deviations from ideal conditions.  The display will also allow the  
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user to interrogate the controller, to download log files which document how the system has 
performed in the past. 

 
 

Figure 3.  Interprocessor Cabling 
 
 

TESTING 
 

A testing and evaluation plan was developed to both validate the system design, and also to be 
used during operation to monitor the health of the system.  Initially firmware needed to be 
downloaded to the 802.15.4 controller.   This was accomplished using the USB interface and 
driver software provided by the controller’s manufacturer.  Loop-back test will confirm the 
software is executing on the controller, and it will be possible to test I/O with the multiport RF 
interface.  In the final version, check sum software will be included, to monitor the integrity of 
the controller’s memory.  Any errors will be reported to the PC over the USB interface 
(assuming it is still operational).  The controller will also signal that the system should enter a 
fail/safe or fail/operational mode.  Depending on the user configuration, this safe mode may be 
either to disable all HVAC operations, or perhaps turn control of the system over to a 
conventional electromechanical thermostat to prevent unacceptably wide temperature variations. 
 
Each remote sensor node also needs to be programmed.  During normal operation, there will be 
no hard wired connection to these battery powered modules.  To conserve battery life, they will 
spend the vast majority of their time in a low power stand-by state.  At times configured by the 
user, they will wake up and make measurements, to be transmitted to the central controller.  The 
frequency of these measurements will be a function of the parameters being sensed.  If the node 
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is only sensing temperature and/or humidity, a sampling rate of 1 sample per minute may be 
sufficient, since the parameters are anticipated to change slowly.  However occupancy 
information may need to be sensed more quickly, if the user expects the system to conduct some 
action as soon as someone enters a room. 
 
All remote sensors will respond to loop-back commands whenever they are received.  These 
commands are intended simply to confirm the wireless connectivity of the system.  They will be 
initiated by the central 802.15.4 controller during initial system configuration, or when there has 
been an unexpectedly long silence from one of the sensor nodes.  Periodically, perhaps once an 
hour, the nodes will execute a self-test.  This will involve measuring the battery voltage, or state 
of charge, verifying the sensor voltages are in reasonable ranges, and calculating a check sum for 
the node’s memory.  The pass/fail status of this test will be encoded as one of the bits sent during 
each interrogation from the central controller.  Even if an error is detected, the sensor nodes will 
continue to make a best effort at determining the correct value of the parameters it is sensing, and 
relaying that to the central controller – along with an error code.  It is undecided at this time how 
the error code will be cleared.  Some of the alternative solutions are: 
  

• Allow the node to self-clear the error code, after a number of self tests indicate the node 
is now operating normally. 
 

• Allow the central controller to issue a wireless command to clear the error code 
 

• Require a hardware reset of the node by an individual. 
 
The 8051 controller will have error tests which are similar to the 802.15.4 controller.  And 
similar to the 802.15.4, if it detects an error condition, it will place the system in a fail/safe or 
fail/operational mode.  In addition to its self tests, the 8051 controller will also look for error 
conditions reported by the remote nodes, or the 802.15.4 controller.  It will need to assess the 
seriousness of these errors, to decide if it should execute one of its failure protocols.  For 
example, a failure on a single remote sensor may be an error that should simply be reported to a 
user, but the system may still be able to operate using the other sensor inputs.  However a failure 
of multiple sensors, or a controller failure, may require more drastic action. 
 
The 8051 controller will also implement a number of watchdog timers.  These timers are 
intended to insure that all remote nodes, and the 802.15.4 controller, are all updating at the 
anticipated intervals.  If any of the remote nodes or the 802.15.4 controller takes a longer time 
than expected between updates, then that would be sufficient to put the 8051 in a failure state. 
 
Finally, the 8051 will monitor the state of the solid state relays, and the sensor reaction to HVAC 
activation.  For the solid state relays, the 8051 will monitor the current drawn by each relay.  
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This will allow it to determine if/when the relays have been inadvertently disconnected.  The 
8051 will also insure that HVAC operation is seen in sensor data.  For example, if the 8051 calls 
for the heating system to activate, then it will check to see some increase in temperature of some 
of the remote sensors in the next few minutes.  If the HVAC commands do not cause the 
temperature sensors to react, then an error condition will be declared. 
 
The LCD display will be tested every minute or two.  This will be accomplished by illuminating 
all segments of the display, then blinking all elements, before returning to the normal display 
output.  There will be no way for the system to determine if the LCD is operating properly.  
However a user watching the display should be able to determine if there are any segments 
which are stuck on, or stuck off. 
 
 

FUTURE IMPROVEMENTS 
 

During the initial development phase of this project, we only attempted to measure temperatures 
from a limited number of sensors.  The intent was to provide basic connectivity data, determine 
the range of the wireless connections, and show simple network multiplexing capability.  In 
addition, the two controllers were programmed to simply measure the sensors and compare the 
data to fixed set points – and then activate the HVAC system accordingly. 
 
To improve the system in the future, we plan to add 
 

• More elaborate scheduling functions, to allow temperature variation due to time of day, 
day of week, holiday, etc. 

• Data logging 
• User specification of tolerance of temperature variation 
• More elaborate user interface 
• Error checking of nodes, controller and LCD display 
• Monitoring of humidity at nodes 
• Monitoring of occupancy at remote sensor locations through infrared, or ultrasonic, 

motion sensors 
• Monitoring the state of operable windows, through contact switches, infrared, ultrasonic 

or perhaps air-flow sensors. 
• Activation of remote actuators, to reconfigure heating ducts, turn on circulation fans, turn 

on/off lighting 
• Sensing error conditions, such as calling for heat, or cooling, for an extended period of 

time with little impact on sensed temperatures 
• Integration of 802.15.4 and 8051 controllers into a single microcontroller 
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CONCLUSION 
 

Using an 802.15.4 wireless network, and a system of microcontrollers, it is possible to construct 
an inexpensive HVAC system controller.  The system provides far more data on the condition of 
the environment in a home, and far more flexibility in controlling this environment.  The overall 
cost of the system appears to be a few hundred USD, a cost which can easily be justified if even 
a small increase in energy efficiency is achieved in the home.  The system can be built to detect, 
and react, to faults – to provide the user time to effect repairs – and to also avoid excessively 
large energy usage in a structure that is unoccupied for an extended period. 
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ABSTRACT 

 

This paper presents an overview of the graduate research program on the design and 

development of the high-performance image reconstruction and resolution enhancement 

algorithm for an advanced medical ultrasound imaging system. The data acquisition is 

conducted with a micro flexible transceiver array, operating in the multi-static stepped-

frequency FMCW mode. The objective of this system is to perform high-speed high-

resolution image reconstruction for biomedical applications. 

 

 

I
TRODUCTIO
 

 

Medical ultrasound imaging systems typically feature linear phased arrays with rigid, 

handheld transducers. Due to the limited contact area of these transducers, a significant 

portion of the reflected echoes is not detected. A conformal transducer array-based 

imaging system is developed to accommodate the curved body surfaces to enhance the 

angular coverage, thereby increasing the information contents of image data acquired.  

With two-dimensional arrays, it is also potential to provide high-quality 3D imagery 

while eliminating mechanical scanning. This imaging system may also be suitable for 

image-guided procedures such as biopsies, which are currently performed with active 

manual transducer repositioning [1,2]. As many ultrasound imaging systems strive for 

improved imaging depth as well as resolution, a significant engineering challenge arises. 

The use of higher frequencies (10-20 MHz) to enhance resolution lowers system signal-

to-noise ratio (SNR) due to frequency-dependent attenuation. This limitation has 

provided one of the motivations for adopting the stepped frequency-modulated 

continuous wave (FMCW) data-acquisition format for the conformal array system. Its 

advantages over pulse-echo imaging systems have been widely noted for lower peak 

power and simpler electronics, and have wider dynamic range and lower noise level [3,4]. 

Therefore, SNR improvements over conventional techniques may translate to greater 
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image quality [5,6]. With these attributes, it can be expected that a system featuring a 

conformal transducer array using FMCW signaling will deliver improved image quality 

compared to traditional ultrasound systems. The novelty of the system has led to broader 

exploration of transducer architectures for various imaging applications such as 

intravascular ultrasound (IVUS) and transurethral ultrasound (TUUS) imaging. 

 

 

FMCW DATA ACQUISITO
 

 

The imaging system operates in a stepped-frequency FMCW format, illuminating a 

volume of interest with an organized sequence of continuous waves. While the FMCW 

operating modality differs from pulse-echo systems with regard to the form of the 

received data, both ultimately provide range estimation for image reconstruction. It has 

been shown that the stepped-frequency FMCW and pulse-echo modalities are time-

frequency counterparts, whose data formats can be interchanged using Fourier 

transformation and scaling operations [7].  

 

The conformal ultrasound transducer functions multi-statically. During a frequency step 

within the illumination cycle, one array element transmits a CW while all elements 

function in receive mode. This repeats as another element assumes the role of the 

transmitter. Therefore, an M-element transducer array will produce M
2
 received complex 

data sequences. Each of the M
2
 received complex data sequences consists of � complex 

data points, corresponding to the sequence of � coherent signals transmitted during a 

signaling cycle, stepping through a defined frequency band with frequency increment ∆f. 

 

 

 f = f0 + k ∆f,           where k = 0, 1, 2, …, �-1. (1) 

 

 

For each frequency, a transmitted CW signal, 

 

 

 eT(t) = E exp(j2πft), (2) 

 

 

propagates toward and reflects off a distant target. The returned signal detected at a 

receiver, er(t), is of the same form, except for a change in magnitude due to attenuation 

and target reflectivity, and a change in phase caused by the delay from the round-trip 

travel time, τ:    

 

 er(t) = AE exp(j2πf(t- τ)), (3) 

 

 

where 0 < A < 1 denotes the reflectivity of the target and τ = Rtotal/c = (R1+R2)/c, where 

R1 is the range from the transmitter to the target and R2 is the range from the target to the 

receiving element, and c is the propagation speed in the medium. 
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Demodulation of the received signal results in:  

 

 

 e(k) = er(t) eT
*
(t) 

 

= AE
2
 exp(-j2πf0 τ) exp(-j2πk∆f τ). 

      (4) 

 

 

Because dependence on the index k is found only in one of the exponential factors of Eq. 

(4), the factor can be matched to the kernel of the FFT in order to reveal its relationship 

to the time domain [8]: 

 

 

 exp(-j2πk∆f τ) = exp(-j2πnk/�). (5) 

 

 

Variable correspondence gives, 

 

 

 n = �∆f τ = Bτ, (6) 

 

 

where B is the operating bandwidth of the FMCW system, defined as B = �∆f. So, for a 

point reflector with an associated τ, the demodulated received signal can be represented 

as the FFT spectrum of a point sequence at n = (Bτ) with a complex magnitude of AE
2
 

exp(-j2πf0 τ): 

 

 

 e(k) = FFT { AE
2
 exp(-j2πf0 τ) δ(n -B τ) }.     (7) 

 

 

Thus, the demodulated received signal for the FMCW system and time-delay profile are a 

Fourier transform pair. Therefore, the time-delay profile can be obtained by performing 

an inverse Fourier transform on the received data sequence e(k).  

 

 

IMAGE RECO
STRUCTIO
 

 

The functionality and mathematical formulation of the stepped-frequency FMCW data-

acquisition format indicates that time-delay profiles are the inverse Fourier transform of 

the acquired spectral data sequences. Since a spectral data sequence is collected 

corresponding to a pair of transceiver elements, there is a unique time-delay profile 

associated with each transceiver pair. Subsequently, the time-delay profiles are scaled by 

the propagation speed for the conversion to range profiles for the space-time image 

reconstruction.  
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Given the coordinates of the transducer elements, space-time image reconstruction is 

achieved by mapping multi-static range profiles onto a discrete 2D matrix of range bins. 

From the perspective of a particular element pair, each bin is characterized by a total 

range distance, Rtotal = R1+R2. If a point target were to exist at that bin location, Rtotal 

denotes the range traveled by the acoustic wave from the transmitter, to the target, and 

then to the receiver. The range profile for that element pair is referenced, and the 

complex magnitude located at the index Rtotal is added to the bin location of the image 

matrix. This procedure repeats and information provided by each element pair is 

superimposed onto the image matrix.  

 

Simulations were performed to test the viability of and further examine the space-time 

image reconstruction algorithm in the stepped-frequency FMCW environment. Various 

atypical transducer element configurations, mimicking various possible transducer 

conformations, and point target distributions were conceptualized on a 2D range bin 

matrix. Based on the element locations, theoretical range profiles for the targets were 

generated for each element pair, and then scaled to time-delay profiles according to a 

human soft tissue propagation speed of 1490 m/s. Each 2048-point time-delay profile was 

selected to accommodate a maximum delay of 50 µs, setting the sampling frequency at 

40.96 MHz. 

 

The mathematical duality between stepped-frequency FMCW data and pulse-echo time-

delay profiles permits the theoretical time-delay profiles to be converted to FMCW data 

through an FFT operation. Appropriate frequency components in the spectra were 

selected to model the desired limited bandwidth of the system. The modified spectra were 

then converted back to form band-limited time-delay profiles for image formation. 

 

Each reconstructed image shown in Figs. 1 and 2 represents a 3 cm by 3 cm area (with 

150 by 150 range bins), with elements depicted in red. The dimension of each range bin 

was selected to reflect the scale of the range resolution. Fig. 1 shows the simulated 

reconstruction of a dense group of five point targets, as close as 1.1 mm apart, located 

near the center of each image. The elliptical patterns from contributing element pairs 

could be clearly observed. Background artifacts were due to the band-limiting of the 

time-delay profiles. Their prominence was significantly lessened with larger operating 

bandwidth, as evident in Fig.(1-a) at 4 MHz bandwidth, and Fig.(1-b) at 1 MHz 

bandwidth.  

 

Comparing Fig.(1-b) with Fig.(1-c) reveals the effect of aperture size; while both images 

feature identical target distributions resolved with five elements, high non-target bin 

values were noticeably fewer and more localized around the targets when imaged with 

elements spread farther apart. Notably, in the case of the smaller aperture seen in Fig.(1-

c), 160 bin values were greater than 40% of its average target bin magnitude, whereas 

only 75 bin values in Fig.(1-b) were greater than 40% of its average target bin magnitude. 

These findings underscore the advantage of increased angular coverage supported by 

large-aperture conformal arrays, resulting in lower target ambiguity.  
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Fig. 1: Five point targets imaged with five irregularly spaced transducer elements. 

Transceivers are shown in red. (a) 4 MHz (left), (b) 1 MHz (center), (c) 1 MHz (right). 

 

 

Similarly, full 360-degree element coverage around an identical five-point target 

distribution, shown in Fig.(2-a), resulted in excellent target clarity with 0.25 MHz 

bandwidth. Though this arrangement encapsulated the concept of a conformal, inward 

imaging array, the same reconstruction algorithm can be applied in an outward manner. 

Fig.(2-b) shows the image of five similar targets resolved with a circular array 

illuminating radially. The five targets were successfully resolved using an operating 

bandwidth of 1 MHz.   

 

 

              
    

Fig. (2-a): (left image) Inward imaging with 0.25 MHz bandwidth.  

Fig. (2-b): (right image) Outward imaging with 1 MHz bandwidth. 

 

 

 

 

RESOLUTIO
 E
HA
CEME
T 

 

One important observation is that, at a position (x, y, z) in the region of interest, the 

reconstructed image is the result of the superposition of a collection of backward 

propagated wave-field vectors in the form of an integral, 
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 ŝ(x, y, z) = ∫∫∫ −−−
R

dzdydxzzyyxxhzyxg ''')',','(*)',','(  (8) 

 

 

where R here denotes the aperture coverage. This implies the value of the final image is 

in proportion to the mean value of this vector set. Secondly, due to curate phase match 

and cancellation, at the locations of the point sources, the phase terms are approximately 

zero, thus the vectors become real and positive scalars, which translates into greater sum 

with smaller variance. This simple observation indicates that the statistics of the wave-

field vectors consistently have large mean value and small variance at the location of the 

scatters. Otherwise, the statistics give small mean and large variance. Based on this 

observation, it has been proposed to utilize the variance to improve the resolving 

capability numerically in the form 

 

 

 
ŝ’(x, y, z) = 

),,(

),,(

zyxe

zyxm
 

(9) 

 

 

where m(x,y,z) and e(x,y,z) denote the mean value and enhancement operator of the wave-

field vector set at the location (x,y,z) respectively [10]. The enhancement operator can be 

written in the general form of 

 

 

 e(x, y, z) = c + d v
p
(x, y, z) (10) 

 

 

where p is the power of the variance image e(x, y, z). The constants c and d are real and 

positive weighting coefficients for computation stability purpose. The coefficients are 

selected most effectively according to the noise statistics. 

 

The enhancement operator, e(x,y,z), gives amplification at the scatter locations and 

attenuation to the background fluctuation where targets are absent. As a result, the 

operator provides an effective layer of enhancement to the backward propagated images. 

Fig. (3-a) shows the original image of six scatters in three pairs, and Fig. (3-b) is the 

enhanced image with first-order variance profile. 

 

 

 

 



 7 

                      
 

 

Fig. 3: (a) Original image (left) and (b) enhanced image (right). 

 

 

As illustrated, the image reconstruction procedure is a two-step process, with first the 

formation of the range profiles, followed by the backward propagation process mapping 

the range profiles to the region of interest. The computation of the mean-value image and 

the variance profile can also be organized into a two-step cascade format, for effective 

integration with the image formation algorithm. 

 

 

CO
CLUSIO
 

 

This paper described a space-time image reconstruction and resolution enhancement 

algorithm for a conformal ultrasound array imaging system, operating in the stepped-

frequency FMCW modality. The algorithm was implemented to accommodate the use of 

irregular array structures, which is crucial to the system design objectives. To document 

and illustrate the resolving capability and system performance, a complete collection of 

simulations was conducted for various levels of available spectral bandwidth and aperture 

sizes. The technical advantages of the FMCW system, including signal processing 

analysis, image reconstruction, and enhancement algorithm, were illustrated. Although 

the element configurations were initially implemented for the inward-imaging format of a 

conformal array system, this paper also demonstrated that the reconstruction algorithm 

can function effectively in an outward-imaging mode, which can have significant 

applications in TUUS prostate imaging and IVUS. This work has provided the foundation 

for the expansion to high-resolution 3D inward and outward imaging algorithms for 2D 

flexible ultrasound arrays.   
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Abstract 

The scope of this document is the description of design and implementation of the wireless 

sensor network realized as a part of our Senior Design Capstone Project. The various 

components and sub-systems that comprise the final product are discussed, followed by the 

implementation procedures and results. 

Keywords: Mesh, Xbee, Transmission, Sensor node, Wireless 

Introduction 

Wireless Sensor Networks have found its use ever since the technological breakthrough starting 

from the military. At the moment they are being deployed in wide range of applications such as 

environmental monitoring, health monitoring, and structural monitoring as well as in industrial 

applications. The reason behind its popularity is the rapid advancement in sensor and wireless 

technology as well as the lowering production costs of such devices. Even though the sensor 

networks have been implemented on various fields throughout history, companies or 

organizations are not yet ready to switch to wireless technology, due to the fact that Wireless 

Sensor Networks(WSN) have various constraints such as energy, reliable data transmission and 

performance. Therefore, the main objective of our project is to implement a low power, reliable 

environmental monitoring WSN that can function for an extended period of time autonomously 

requiring very low or no maintenance.  

The project originally was realized by Professor Hao Xin, and Michael Marcellin of University 

of Arizona (Electrical Engineering Department).The end result of the project could well be 

implemented inside the biggest manmade habitat, Biosphere 2, located in Tucson, Arizona. 

Biosphere 2 has been in operation since late 1980s and has given scientists precious information 

regarding self-sustaining space technology. Heavy use of sensor networks and monitoring 

systems are still in use inside this habitat. Therefore, the idea was to create a reliable wireless 
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sensor network that could be implemented in the Biosphere 2 which can replace the existing 

costly wired technology.  

Our design was initially based on the rainforest biome, one of the habitats inside the Biosphere 2. 

There were key parameters that could be monitored inside this biome out of which we selected 

temperature, air humidity and soil moisture to be the main parameters for our project. The design 

process, the subsystems, the final product and the performance results of the final outcome of the 

project will be discussed throughout this paper. 

  

Design Overview and Expectations 

A network of five different sensor nodes is implemented, which record three different types of 

environmental data every 15 minutes. The three types of data collected are soil moisture, air 

temperature, and air humidity. The data collected is then transmitted wirelessly on daily basis to 

the central gateway (base station) where it is recorded and uploaded to a server. The data then 

can be accessed via internet from where it could be downloaded and used for the data analysis 

purposes.  

All five sensor nodes are configured under mesh topology. Sensor nodes configured under mesh 

topology are able to interact with each other and very robust in ensuring the delivery of the data 

to the station even when the nodes themselves are out of sight from the central station. This is 

accomplished by using the Xbee Digimesh wireless modules (transceivers) with built-in mesh 

networking capabilities, available from Digi Key.  

The main motto of the project is to implement a wireless sensor network that is capable of 

operation for a long period of time (preferably months) without the need of recharging or 

maintenance. In order to achieve this we implemented Waspmote Sensor boards, developed by 

Libelium. These boards are designed by Libelium by keeping Zigbee wireless protocol and 

power efficiency in mind and were ideal for our intended project. 

Sensor Nodes/Gateway and Subsystem Overview 

The heart of each sensor node is Libelium Waspmote board, which has an integrated 

ATmega1281 microcontroller and a 16-bit A/D converter. We found the Waspmote board to be 

ideal for our applications because of its impressive specifications as well as its compatibility with 

Zigbee protocol and low power consumption. A built in 32 KHz RTC (Real time clock) in 

Waspmote board allowed us to take accurate timed measurements and also gave us excellent 

control on wireless transmissions. Another Impressive feature of the board was an integrated 

micro SD card slot. This gave us an option of recording the data locally on the SD memory until 

it is transmitted to the gateway.  
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              Fig1: Waspmote Board Top View                        Fig 2: Waspmote Board Bottom View 

An agricultural board which is also developed by Libelium is interfaced with the Waspmote 

board. This allowed us to interface temperature, humidity and soil moisture sensor to the 

agricultural board. The board itself contains numerous other sockets for additional sensors but 

was unused for our implementation. 

 

 Fig 3: Micro SD Card       Fig 4: Agricultural Board 



4 

 

 

Fig 5: From left -Temperature Sensor (MCP9700A), Humidity Sensor (808H5V5) and Soil 

Moisture Sensor (Watermark) 

The entire sensor node is powered using a single 2300mAh Lithium ion battery.  The sensor 

nodes are able to communicate with the central station via gateway. The gateway consists of a 

USB dongle which is interfaced with the Xbee transceiver. The sole purpose of the gateway is to 

receive data from the sensor nodes, which further is recorded and finally uploaded to the server. 

                                              

Fig 6: USB Gateway     Fig 7: Gateway Being Connected to Laptop 

             

 

Algorithm Description and Software Interface 

Each node is programmed using an IDE (Integrated Development Environment), provided by the 

Libelium. C++ coding was used to program each sensor node. Each Sensor node is programmed 

to take readings every 15 minutes and save them on the SD memory. During this time, the 

Waspmote board was configured to work under deep sleep mode. While under deep sleep mode, 

the Waspmote board only consumes 69µA providing us with an optimum power efficiency. RTC 

feature on the board allowed us to timestamp each measurement and also control specific time at 

which we wanted to transmit the data. The power sleep feature on the board allowed us to power 
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off the Xbee modules for the entire period besides the time when the node was ready to transmit. 

This provided us an extra power savings because of the fact that Xbee modules by default could 

only be put to sleep for maximum of four hours. All the Xbee modules were configured under 

2.4 Ghz frequency, and were given unique network ID to ensure the communication between the 

sensor nodes. 

The data is transmitted to the central station only during 2 hour period out of 24 hours. In order 

to ensure that we have a functioning mesh network the Zigbee modules on all sensor nodes are 

powered on before the first sensor node starts transmitting. Once again the RTC feature allowed 

us to turn on the Xbee modules in timely manner and then helped us to sequentially transmit the 

data to the station one node at a time. To ensure that no sensor nodes are transmitting the data at 

the same time, each sensor node was given specific time period to transmit and the RTC clock on 

all sensor nodes were matched in order of the seconds. Each sensor node was also given unique 

node identifier in order to distinguish between the data being received at the base station. 

A python script is used in order to listen in to the data being received at the base station. The 

script listens for data and once it starts receiving, starts a timer after each piece of data is 

received. Once the gateway hasn't heard data for the past hour it parses the data and FTP's the 

resulting “csv” file to the server. A php script on the server is run once a day which takes the 

“csv” file on the server and places that data into a MySQL database. This database software was 

chosen because of its ease of use and integrates well with php code.  

Once the data is uploaded to the server, it can be accessed via internet. A basic interface that was 

created for the data access is depicted as follows: 

 

Fig 8: Website User Interface- Initial Screen 

The user is able to download the data of interest by selecting the specific year, month, and the 

day of the month via the website. The user is also able to download data in bulk that can later be 

used for further analysis. 
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Fig 9: Website User Interface- Data Display  

Design Performance and Results 

Our team was successfully able to implement the wireless sensor network and demonstrate its 

functionality. Each sensor nodes were placed at various different locations, some being out of 

sight from the central station. Then the test was conducted for a 10 hour period. We were able to 

obtain all the data to the central station without any hitch and were successful in uploading it to 

the server. The data that we collected also included the data regarding battery over the 10 hour 

period. The battery seemed to drop by only 1% from its original value confirming that our 

system could have worked up to 1000 hours without requiring any additional power or 

recharging. This surpassed our expectation .Once uploaded the data could be successfully 

downloaded in a .txt format ensuring the functionality of the whole system. The data collected 

from one of the sensor node in the 10 hour period is shown below: 

Node: 1 

   
Time Battery Level (%) Temperature(°C) Humidity(Cb) 

Sunday, 11/5/1 – 20:51.55; 52; 21,612; 17,866 

Sunday, 11/5/1 – 21:7.8  ; 52;   20,322; 12,032 

Sunday, 11/5/1 – 21:22.21; 52;    20,000;  7,145 

Sunday, 11/5/1 – 21:37.34; 52; 20,000; 5,726 

Sunday, 11/5/1 – 21:52.47; 52; 20,000; 5,884 
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Sunday, 11/5/1 – 22:8.0  ; 51; 19,677; 5,884 

Sunday, 11/5/1 – 22:23.13; 51; 19,677; 7,93 

Sunday, 11/5/1 – 22:38.26; 51; 19,354; 4,622 

Sunday, 11/5/1 – 22:53.39; 51; 19,354; 5,411 

Sunday, 11/5/1 – 23:8.52 ; 51; 19,354; 4,938 

Sunday, 11/5/1 – 23:24.5 ; 51; 19,032; 4,780 

Sunday, 11/5/1 – 23:39.18; 51; 19,032; 4,149 

Sunday, 11/5/1 – 23:54.31; 51; 18,709; 3,834 

Monday, 11/5/2 – 0:9.44  ; 51; 18,387; 3,361 

Monday, 11/5/2 – 0:24.57 ; 51; 18,387; 3,519 

Monday, 11/5/2 – 0:40.10 ; 51; 18,064; 3,33 

Monday, 11/5/2 – 0:55.23 ; 51; 18,064; 3,046 

Monday, 11/5/2 – 1:10.36 ; 51; 18,064; 2,888 

Monday, 11/5/2 – 1:25.49 ; 51; 17,741; 1,154 

Monday, 11/5/2 – 1:41.2  ; 51; 17,741; 0,365 

Monday, 11/5/2 – 1:56.15 ; 51; 17,741; 0,681 

Monday, 11/5/2 – 2:11.28 ; 51; 17,419; 0,365 

Monday, 11/5/2 – 2:26.41 ; 51; 17,419; -0,422 

Monday, 11/5/2 – 2:41.54 ; 51; 17,419; -0,580 

Monday, 11/5/2 – 2:57.7  ; 51; 17,419; -0,107 

Monday, 11/5/2 – 3:12.20 ; 51; 17,096; 0,208 

Monday, 11/5/2 – 3:27.33 ; 51; 17,096; 0,838 

Monday, 11/5/2 – 3:42.46 ; 51; 16,774; 0,523 

Monday, 11/5/2 – 3:57.59 ; 51; 16,774; 0,208 

Monday, 11/5/2 – 4:13.12 ; 51; 16,774; -0,107 

Monday, 11/5/2 – 4:28.25 ; 51; 16,774; 0,681 

Monday, 11/5/2 – 4:43.38 ; 51; 16,774; 0,523 

Monday, 11/5/2 – 4:58.51 ; 51; 16,774; -0,107 

Monday, 11/5/2 – 5:14.4  ; 51; 16,451; 0,523 

Monday, 11/5/2 – 5:29.17 ; 51; 16,451; 0,681 

Monday, 11/5/2 – 5:44.30 ; 50; 16,129; 0,996 

Monday, 11/5/2 – 5:59.43 ; 51; 16,129; 1,469 

Monday, 11/5/2 – 6:14.56 ; 51; 16,129; 1,43 

Monday, 11/5/2 – 6:30.9  ; 50; 16,129; 1,942 

Monday, 11/5/2 – 6:45.22 ; 50; 16,451; 1,627 

Monday, 11/5/2 – 7:0.35  ; 51; 16,451; 1,627 

Monday, 11/5/2 – 7:15.48 ; 51; 16,451; 1,784 

Monday, 11/5/2 – 7:31.1  ; 51; 16,774; 1,942 

 

Table 1: Collected Sensor Node Data  
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Final sensor node design weighed around 0.9lb and was portable and had an appealing form 

factor. Acrylic housing was provided for its protection while numerous holes around the housing 

ensured the proper airflow. The tests to ensure the proper weather proofing could not be realized 

due to the time constraints of the project but can be easily accomplished. 

 

Fig 10: Final Sensor Node Design 

Conclusion and Recommendations 

The objective of this project was to develop a low power, reliable wireless sensor network in 

order to capture air temperature, air humidity and soil moisture in the surrounding environment. 

The captured data is then stored on a secured server, which is accessed using the Internet. We 

were able to satisfy all of our core requirements. 

Originally we planned on implementing the network in the Biosphere 2. But because of certain 

time restrictions and the authorization that would have required, we decided to broaden the 

purpose of the network to monitor factors in any remote environment, instead of specifically the 

Bio Sphere 2. The result of our project was fruitful in proving that the possibilities of wireless 

sensor technology to be far reaching or simply limitless.  
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ABSTRACT 
 

Multi-H Continuous Phase Modulation is a highly bandwidth efficient constant amplitude 
modulation scheme.  Because of these qualities it was selected as the Advanced Range 
Telemetry (ARTM) tier II waveform. In the past, two demodulation techniques have widely been 
proposed, coherent detection and non-coherent detection.  This paper presents a receiver design 
that implements a hybrid, partially coherent detection scheme that takes advantage of the positive 
aspects of both coherent and non-coherent detection.  Because complete phase recovery is not 
required, the hybrid receiver performs better in environments with fast fading, strong phase 
noise, and multi path when compared to the traditional coherent receiver.  The hybrid receiver 
can also acquire and reacquire signals much faster than conventional coherent receivers.  The 
hybrid receiver design implements a partial carrier detection scheme that utilizes phase 
information that performs much better in AWGN environments than typical non-coherent 
receivers.  Simulation results show that the hybrid receiver has low implementation loss 
compared to the optimal Maximum Likelihood Sequence Estimation (MLSE) receiver. 
 
 

KEYWORDS 
 

Multi-H CPM, ARTM Tier II, Demodulation, Hardware Implementation, Coherent, Non-
Coherent, Blind Recovery, Synchronization 
 
 

INTRODUCTION 
 

As the amount of data transmitted, and the number of users both continue to increase for 
aeronautical telemetry, the amount of available telemetry spectrum space is becoming scarce.  
For this reason, considerable research in the community has focused on creating bandwidth 
efficient modulation schemes.  Also, because most telemetry transmit amplifiers are run in 
saturation mode, a modulation scheme that is power efficient (i.e. no amplitude variations) is 
desired as well.  Multi-H CPM has been selected as the (ARTM) Tier II modulation because it 
satisfies both of these requirements.   
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Multi-H CPM is three times more spectrally efficient than PCM/FM, but suffers from high 
complexity due to intricate synchronization and demodulation techniques.  The synchronization 
techniques of other modulation schemes involving the openings of the “eye diagram” do not 
work, as the eye diagram for Multi-H is almost unrecognizable.  Because of this, other unique 
synchronization algorithms must be used.  The MLSE demodulator for Multi-H CPM suffers 
from large complexity and is not feasible to implement with existing FPGA resources.  For this 
reason, reduced complexity techniques are called for. 
 
In this paper, we first summarize mathematically the Multi-H CPM signal.  We then discuss 
several synchronization techniques that are robust and which provide fast acquisition and 
reacquisition times in a variety of impaired environments.  These synchronization techniques 
allow partial recovery of the carrier which can be used by the demodulator.  Then a reduced 
complexity demodulator is presented which uses the partial carrier information. Finally, we 
conclude the paper by discussing our simulation and implementation results. 
 
 

SIGNAL MODEL 
 

The standard CPM signal consists of a digitally modulated carrier where the phase is constrained 
to be continuous.  The ARTM tier II waveform is a specific form of CPM and its complex 
baseband signal representation is given by the following equations: 
 

( ) ( )( )αψα ,exp, tj
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Where E  is the symbol energy, T is the symbol duration, { ih }  { }165,164 is the set of 
modulation indexes,   { }iα are the modulated symbols taking values in the M = 4 element 
alphabet {-3, -1, 1, 3}, and ( )tq is a phase shaping pulse defined by the following equations: 
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Where L=3 and the phase pulse q(t) and frequency pulse f(t) are depicted in the following figure: 
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Figure 1 : Length 3T raised cosine (3RC) frequency pulse for ARTM Tier II 

The phase of the Multi-H CPM signal can be broken down further into a phase trajectory 
consisting of the three most current symbols nα and a phase state 3−nθ consisting of 32 possible 

values. 
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The baseband eye diagram for both the real and imaginary parts of the signal is shown below in 
Figure 2: 

 
Figure 2 :  Eye Diagram of the Real and Imaginary Parts of Multi-H CPM 
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Another useful visual representation of the Multi-H CPM signal comes from the FM eye 
diagram.  This is very useful in partially coherent cases and is depicted below in Figure 3: 
 

 
Figure 3 :  FM Eye Diagram of Multi-H CPM 

 
Once the signal is transmitted through the channel and received by the receiver its new complex 
baseband signal representation becomes: 
 

( ) ( )( ) ( )( ) ( )tntfjtj
T
Etr e +++= θπατψ 2exp,exp     (6) 

 
Where  τ  is the symbol delay, ef is the frequency error, and θ  is the phase shift between the 
transmitter and receiver. In the above equation ( )tn is the Additive White Gaussian Noise 
(AWGN) with single sided power spectral density 0N .  All of these impairments are introduced 
by the channel. 
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CARRIER SYNCHRONIZATION 
 

Frequency synchronization is critical for any coherent or partially coherent receiver.  In our 
proposed algorithm we attempt to minimize the following cost function: 
 

( )( )


















=

2,,,,arg
dt

ftrdavgJ e
F

τθα

      (7) 
 
Where r(t) is the received signal which consists of a carrier frequency error ef , a carrier phase 
error θ , a timing error τ , and the transmitted symbol sequence α .  The goal is then to minimize 
this function with respect to f .  Assuming that the phase error θ  is uniformly distributed 
between (- , ), the timing error is evenly distributed between (0,T), and that each symbol 
sequence α has equal probability of occurring, we can average the cost function FJ  with respect 
to each of these variables.  After doing this the cost function will still have a minimum when the 
received frequency matches the transmitted frequency ( ef = 0) and therefore a blind carrier 
tracking algorithm can be obtained. 
 
Using the above cost function, a gradient decent algorithm that tracks the carrier frequency is 
achieved which uses the derivative of the cost function FJ  with respect to f.  The error for the 
gradient decent algorithm is then given by the following equation: 
 

( ) ( )
f

kJke F
F ∂

∂
=

          (8) 
 
The carrier tracking algorithm, like other PLL and timing loops, employs a parameter that 
controls the loop bandwidth which balances convergence speed with residual RMS noise error. 
The algorithm in the proposed receiver can have a convergence speed of up to several hundred 
symbols while still maintaining reasonable residual RMS noise error. 
 
Although this algorithm performs frequency synchronization, the task of coherent demodulation 
also requires that phase synchronization be achieved.  Unfortunately, most phase tracking 
algorithms for Multi-H CPM require some form of decision-directed phase estimation.  For a 
decision-directed algorithm to work it needs some form of initial convergence information before 
the algorithm can even be started.  If there is no initial convergence, the algorithm will most 
likely use bad initial decisions and the algorithm will diverge instead of converging.  Because of 
this, the acquisition time in a coherent receiver increases even more because frequency lock must 
be achieved before any decision-directed phase lock loop can start.  In telemetry applications, 
where the vehicle might only transmit for a tiny segment of time and the signal might quickly 
fade away and reappear, acquisition time becomes a critical factor and a major deterrent for 
using coherent detection. 
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The advantage of the frequency tracking algorithm presented here is that it is completely blind.  
Therefore, the algorithm can lock even if symbol synchronization has not been obtained yet.  
Since the algorithm is blind the time for convergence can be very fast as it does not rely on other 
loops to settle before starting.  This is really important in telemetry applications where the 
signals can fade out many times during a flight and fast acquisitions and reacquisition are a must.  
 

 
SYMBOL SYNCHRONIZATION 

 
Timing synchronization is very difficult for Multi-H CPM.  Due to the temporal length of the 
3RC filter, there is a smearing of the signal and along with the large number of phase states; the 
resulting eye diagram becomes almost unrecognizable as can be seen in Figure 2.  
 
As Figure 2 shows, timing synchronization for Multi-H CPM is a very challenging task.  Timing 
synchronization must sample the signal at the right instant as well as correct for any baud rate 
offsets.  Unlike most receivers, Multi-H CPM provides a unique challenge in that the super baud 
rate must also be synchronized due to the alternating ih  modulation indices. The cost function 
that we attempt to maximize is given in [1] and is expressed by the following equation: 
 

( ) ( ) ( )∫ ∫ −−= ∗
s sTL TL

S dtdttttFtrtrJ
0 0

0 0
2121221 , τ

     (9) 
 
Where ST  is the symbol interval, 0L  is the observation interval, and F(∆ ,  contains the 
expectation over the hypothesized data sequence α and is defined as 
 

( ) ( ) ( )[ ]{ }αψαψ
α

,,, tttjeEttF ∆−−
∆

=∆
       (10) 

 
Similar to the Frequency Tracking Loop, this cost function can be used in a gradient decent 
algorithm to track the baud offset along with the baud frequency.  The tracking algorithm uses 
the derivative of the cost function SJ and the error term is given by the following equation: 
 

 ( ) ( )
τ∂

∂
=

kJke S
S

          (11) 
 
The symbol tracking algorithm, like the Frequency Lock Loop (FLL), employs a parameter that 
controls the loop bandwidth which balances convergence speed with residual RMS noise error. 
Similar to the FLL, the symbol tracking loop in the proposed receiver can have a convergence 
speed of up to several hundred symbols while still maintaining reasonable residual RMS noise 
error. 
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Because the cost function resembles a correlation with the input stream it naturally produces an 
algorithm for super baud timing recovery as well.  Therefore, resources can be saved while 
implementing the algorithm in hardware because only one circuit will be needed to produce 
metrics for both the symbol and super baud recovery. 
 
Throughout the literature there are many tracking algorithms that use decision aided techniques 
to provide symbol recovery.  These techniques are shown in the following reference [2].  A 
major reason we used the proposed symbol recovery scheme is because it is completely blind 
and is not dependent on carrier recovery.  This means that the algorithm can lock right away and 
doesn’t have to wait for the carrier tracking loop to lock before it can start tracking.  Also, since 
the algorithm is not decision aided, no knowledge of previous symbols is required.  As  
mentioned in the previous section, the blind nature of the algorithm allows the receiver to 
perform fast acquisition which is critical in telemetry applications. 
 
 

DETECTION METHODS 
 

The optimal MLSE detection of Multi-H CPM consists of picking the symbol that maximizes the 
following (see e.g. [6]): 
 

( ) ( )( ){ }∫ ∗= dttstr αα
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This detection method is achieved in a recursive manner using the Viterbi Algorithm.  The 
following recursion is shown below: 
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The branch metric term above can be broken down further into the following: 
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Where 3−nθ is the phase state and ( )nnnt αααθ ,,; 12 −− is the phase trajectory given in equation (5). 
Therefore, the optimal MLSE detector is a coherent detector where the phase states 3−nθ build 
distance between competing paths in the Viterbi Trellis. 
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For the case of non-coherent detection we assume that the phase at the receiver is unknown and 
that this phase will be slowly varying over time.  The detection method for non-coherent 
receivers then tries to maximize the following: 
 

( ) ( )






= ∫ ∗

2
,maxargˆ dttstr αα

α       (15) 
This is identical to the metric for the coherent case except that the non-coherent case uses the 
magnitude squared of the correlation while the coherent case uses the real part of the correlation.  
A typical non-coherent receiver is shown in below in Figure 4: 
 

1λ

1λ

Nλ

Nλ

 
Figure 4 :  The structure of a Non-Coherent Multi-H CPM Receiver 

 
Different non-coherent detection methods have been proposed in the literature [5] [6].  Each of 
these techniques tries to achieve performance similar to coherent detection by using correlations 
across many symbol intervals instead of one.  Since the phase is still varying in a non-coherent 
receiver, there needs to be a limit on the amount of multi symbol correlations because this slowly 
varying phase will eventually degrade the performance if the correlation interval is too high.  
Therefore, a trade off emerges between having a long enough interval to increase distance 
between competing paths and having an interval short enough so that the phase changes over 
time will not affect performance. 
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For the case of the partially coherent receiver (where the carrier frequency is tracked), the 
amount of phase change over time is a lot less compared to that of a typical non-coherent 
receiver.  Consequently, the correlation interval length can be increased and performance close 
to that of the coherent detector can be achieved.  In summary, partially coherent receivers use 
detection methods similar to non-coherent methods, but performance is better than that of non-
coherent receivers because a longer correlation interval length can be maintained. 
 
 

SIMULATION AND IMPLEMENTATION RESULTS 
 
A couple of simulation and implementation results are presented below in Figure 5.  The 
partially coherent receiver employing techniques similar to those mentioned in the previous 
section is shown (red line) in the Figure.  The resulting performance is within 1.5 dB of the 
optimal coherent MLSE detector.  At the time of this study, a simple FM Detector demodulator 
using a 16 state trellis was implemented in hardware to achieve a working solution to test the 
tracking algorithms.  That performance result is shown (blue line) in the Figure.  With the FM 
Detector demodulator successfully implemented in hardware, the implementation of the partially 
coherent receiver in hardware will begin in the near future. 

 
Figure 5 :  BER Performance of various Multi-H CPM Receivers 
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CONCLUSION 
 

In this paper, a partially coherent demodulator for Multi-H CPM was presented.  The receiver 
uses two completely blind synchronization techniques to achieve both carrier and symbol 
synchronization.  These completely blind, independent algorithms allow the receiver to achieve 
fast acquisition and reacquisition times important for many telemetry applications.  The receiver 
utilizes phase information garnered from the carrier tracking loop, thus aiding in the demodulator 
process.  The resulting demodulator achieves performance comparable to that of optimal MLSE 
coherent detection.   
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1 ABSTRACT 

Today’s ARTM telemetry systems demand channels with high spectral efficiency using 

sophisticated modulation methods and communication equipment [1]. At the same time, these 

receivers must be reliable and cost effective. Receiver designers now need to evaluate more and 

more design factors to choose the right receiver architecture based on the available set of 

components, and their complexity and functionality. A receiver’s architecture defines its major 

potential characteristics and limitations while playing a key role in achieving the required 

performance at minimal cost. This paper introduces fundamental concepts of a recursive 

analytical method for characterizing receiver architectures based on component parameters. The 

paper shows how, using the proposed techniques, any receiver architecture can be accurately 

characterized and how that architecture affects the potential performance figures for receivers of 

different ARTM waveforms and data rates. 

 

 

2 SIGNAL REPRESENTATION 

In this paper, any signal present at any point of a system or component input and output, is 

represented by a sum or set of L > 0 harmonic signal terms S. Each term is characterized by its 

magnitude �� [V], or power �� [dBm], angular frequency �� [rad/s] and initial phase �� [rad.], 

� = ∑ 	�
��, ��, ���
��� =	∑ 	�
�� , ��, ���

���     (2.1) 

Sometimes it is logical to represent the signal as a list of such terms: 

� = �
��, ��, ���	|�	 ∈ [1, �]}       (2.2) 

 This representation is especially convenient when the result of the analysis has to remain in 

analytic form to enable a list search for each individual harmonic term that has changed or 

appeared after applying a superposition of processing operators, as described later in this paper. 
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3 GAIN OPERATOR 

We will introduce operators in increasing order of complexity. The first operator we describe 

here is a simple gain operator. It represents any ideal amplifier or attenuator that can be used in a 

receiver. 

�
�, ��,         (3.1) 

characterized by its gain � [dB] and delay � [s]. 

Applying a gain operator to signal S yields a new signal  

� ′ = � × � =	∑ 	�′
� + ��, ��, |�� + ���|� �
���      (3.2) 

Any signal term retains its frequency, and has its power and phase modified according to the 

gain and time delay parameters of the gain operator. The operator is strictly linear, so no new 

signal terms are generated. 

 

 

4 FILTER OPERATOR 

The next operator is a filter 

!
G#, G�, G�,Ω#,Ω�,Ω�,Ω$, ��      (4.1) 

characterized by its pass-band gain G� [dB], left and right stopband gains G# [dB] and G� [dB], 

left and right stop-band edge frequencies Ω# [rad/s] and Ω$ [rad/s], left and right pass-band edge 

frequencies Ω� [rad/s] and Ω� [rad/s], and delay � [s]. 

The filter operator has frequency dependent gain 

�% = �& + �' + �( + �) + �*,       (4.2) 

where the additive terms are: 

�& = G# ⋅ ,
Ω# − ��,        (4.3) 

�' = ./01/2
Ω01Ω2

⋅ 
� −Ω#� + G#3 ⋅ ,
� − Ω#� ⋅ ,
Ω� − ��,    (4.4) 

�( = G� ⋅ ,
� − Ω�� ⋅ ,
Ω� − ��,       (4.5) 

�) = ./41/0
Ω51Ω4

⋅ 
� − Ω�� + G�3 ⋅ ,
� − Ω�� ⋅ ,
Ω$ − ��,    (4.6) 

�* = G� ⋅ ,
� − Ω$�,        (4.7) 

and ,
6�	denotes the unit step (Heaviside) function: 

,
6� = 70, 6 < 0
1, 6 ≥ 0

;         (4.8) 

Applying a filter operator to a signal S produces a new signal � ′: 
� ′ = � × ! = 	∑ 	�′
�%< + �� , ��, |�� + ���|� )=1���#     (4.9) 
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The filter operator can represent any ideal filter or other frequency-dependent component used in 

a receiver, either by design or as a limitation of the architecture or the layout. A filter operator is 

mostly used for representing RF band, IF, ADC anti-aliasing, DAC reconstruction, and other 

types of filters, as well as various DC and AC coupling lines and amplifier frequency-dependent 

circuits. The filter is a linear operator and only modifies existing terms. 

 

 

5 MIXER OPERATOR 

The next operator is the mixer 

>(G?@ , �@ , G? , P ,Ω , � , �)       (5.1) 

characterized by its RF-to-IF gain G?@ [dB], LO-to-IF gain G@ [dB], LO-to-RF gain G? [dB], 

LO power P [dBm], frequency Ω [rad/s] and initial phase � [rad], and delay � [s]. 

The mixer is a non-linear operator and therefore generates new terms: harmonics, DC 

component, and combination frequencies.   

Applying the mixer operator to a signal S produces a new signal 

� ′ = � ×> = B	′ , 	′′ , 	′′′, 	′′′′C,      (5.2) 

where the terms of the new list are 

	′ = (�@ + � ,Ω , |� + Ω�|� �,      (5.3) 

	′′(�? + �?@ + � , 2Ω , |2
� + Ω��|� �,     (5.4) 

	′′′(�? + �?@ + � , 0,0),       (5.5) 

	′′′′ = {	�′ , 	�′′, 	�′′′|� ∈ [0, E[},       (5.6) 

	�′ = (�@ + �� , ��, |�� + ���|� ),      (5.7) 

	�′′ = (�?@ + ��,Ω + ��, |� + �� + 
Ω + ����|� �,   (5.8) 

	�′′′(�?@ + �� , |Ω − ��|, |� − �� + 
Ω − ����|� �    (5.9) 

In (5.2), the first three terms depend only on the LO, of which the third one, 

	′′′(�? + �?@ + � , 0,0), represents the DC component with power �? + �?@ + �. 

A mixer operator can represent any mixer or other non-linear component used in a receiver, 

either by design or as a limitation of the architecture or the layout. The mixer operator is mostly 

used to represent RF to IF, IF to Baseband, or RF to Baseband frequency converters.  This 

representation using the mixer operator is valid for both single channel and complex (I/Q) types, 

which are modeled as a combination of two or four mixer operators used in parallel, where the 

resulting signal term list length is as many times longer as the number of parallel mixers used. 
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6 ANALOG TO DIGITAL CONVERSION OPERATOR 

An analog to digital conversion operator (ADC) 

F(G, �)          (6.1) 

is characterized by its sampling rate G [Samples/s] and aperture time � [s]. An ADC can be 

viewed as a linear operator since it does not introduce harmonics. However, it frequency-

translates all signal terms having frequencies outside the fundamental Nyquist zone. An ADC 

operator can accurately represent any analog to digital converter or sample and hold device used 

in a receiver. The sampling process can be understood as a succession of two separate stages [2]: 

signal integration within the ADC aperture time interval, and frequency translation to the 

primary Nyquist zone. 

Signal integration: 

�
H I 	(�, �, �, J)KL =M

4N�1M4 �′ ⋅ OP	(�J + �)      (6.2) 

Nyquist zone number: 

Q = 1 + R ω4ST
RU4T

− VR ω4STRU4T
V
�
= 1 + W ω ?X = 1 + YZPP[ R ω ?T    (6.3) 

Applying the ADC operator to a signal S yields a new signal 

� ′ = �(�,�, �) × F = 	 ′(�′, �′, �′) = 	 ′(�′, �′, �′),    (6.4) 

where 

�′ = � ⋅ \]^	( _) _ = � ⋅ 	�QO R%H� T,      (6.5) 

�′ = � + 20 ⋅ ZP`�# .	�QO R%H� T3,      (6.6) 

�′ =  ⋅?
� − (−1)a ⋅ R ⋅?� − b ⋅ G ⋅ Q + �T,     (6.7) 

�′ = (−1)a ⋅ �,        (6.8) 

In many cases, instead of the aperture time �, ADC is characterized by its analog bandwidth 

defined through the -3 dB cutoff frequency c( [Hz]. 

From the analog bandwidth definition 

�′(c() = � − 3Ke = � + 20 ⋅ ZP`�# .	�QO R%fH� T3     (6.9) 

it follows that: 

	�QO(c(�) = �
√�         (6.10) 

The Taylor series representation of the 	�QO(c(�) function: 
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	�QO(c(�) = \]^( hfH)
 hfH = �

 hfH ⋅ .bc(� −
( hfH)5

$! + ( hfH)j
k! −⋯ 3  (6.11) 

has the following approximation 

	�QO(c(�) ≈ �
 hfH ⋅ .bc(� −

( hfH)5
$! 3 = 1 − ( hfH)4

n     (6.12) 

Thus (6.19) becomes 

1 − ( hfH)4
n = �

√�        (6.13) 

hence, 

� = r$s�1√�t
 hf          (6.14) 

The ADC operator power conversion equation [6.6] can be further approximated as 

�′ = � + �#
u^(�#) ⋅ ZQ .	�QO R%H� T3 ≈ � + �#

u^(�#) ⋅ (%H)√5
�v1(%H)√5                               (6.15) 

 

 

7 RECEIVER ANALYSIS TECHNIQUES 

One of the most important characteristic of the receiver, which is affected by its architecture, is 

the signal to noise ratio (SNR) at the output of the receiver. The SNR also depends on the input 

signal power, input noise power, and the noise generated internally in the receiver itself. 

The input signal is defined as 

� = (�( , �( , �(),         (7.1) 

where �( , �( , �( are power, central frequency, and phase of the signal.  

The input signal bandwidth is e([Hz]. The thermal noise at the receiver input has constant 

spectral power density −174	[){|}~ ] and therefore the input noise power within the bandwidth of 

the signal is 

 E�	[Ke�] = −174	 + (10 ∙ ZP`�#(e(	))     (7.2) 

For the receiver to receive the signal, its power must be above the noise power by a certain 

margin. Let us assume that the input signal power is 
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�( 	[Ke�] = E� + 20	[Ke],       (7.3) 

The receiver output signal without noise on the receiver input is defined as 

�? = {(��, ���, ��), (�� , ��, ��), � ∈ [1: 4� − 1]},     (7.4) 

where  

��, ���, �� - power, central frequency, and phase of the received signal, 

�� , ��, �� - power, central frequency, and phase of the signal terms generated inside the receiver 

representing the internal noise of the receiver, 

k -  the number of frequency conversion stages of the receiver. 

The receiver self–noise, caused by the newly generated terms, is  

�� = 10 ∙ ZP`�#∑ 10�<02v�1����         (7.5) 

The thermal white noise is constantly present at the antenna input and is represented as 

�a = {(E� , �( + 2b ∙ � ∙ e( , �|),� ∈ [−�: �]},    (7.6) 

where 

E� - noise power within signal frequency bandwidth defined in [7.2], 

�( , e( – input signal carrier frequency and bandwidth, 

�| - random value representing a phase of the noise term, 

� = W %f
�∙ ∙{fX, � = W%���1%f

� ∙{f X, 
�|&_ – the highest frequency that can practically be present at the receiver antenna.  

Applying receiver operators (comprising successive gain, filtering, mixers, and ADC operators) 

to [7.6] gives 

�= = Bs��� , �� , ��t, � ∈ [1: E ∙ 4�]C,       (7.7) 

where 

��� , ��, ��- power, frequency, and phase of the signal terms comprising output noise 

E = � + �. 

Thus, the output power of the receiver caused by the white noise is 

�= = 10 ∙ ZP`�#∑ 10���02v�∙=���         (7.8) 

which, together with [7.5], leads to the following receiver signal to noise ratio expression: 
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�EG = �� − 10 ∙ ZP`�#(10��02 + 10��02 ) ,     (7.9) 

where Ps is the signal power defined in [7.4]. 

 

8 EXAMPLE1: TRIPLE CONVERSION SUPERHETERODYNE  

Figure 1 shows an operator flow diagram for a triple frequency conversion superheterodyne 

receiver. It receives a signal in the 4.4-4.94 GHz band, down-converts it to 1
st
 IF - 1215-1675 

MHz, than to 2
nd

 IF – 500 MHz, than to 3
rd

 IF – 70 MHz, and digitizes this signal with a single 

channel ADC at a sampling rate of 90 MHz. 

 

Figure 1. Triple conversion superheterodyne receiver operator diagram. 

The receiver of Figure 1takes input signals � and �a and turns them into �? and �=, as defined in 

[7.1], [7.6], [7.4], and [7.7] respectively. The signal processing operator for the receiver is 

presented as follows: 

{�� , �=} = {� × ���!, �a × ���!} = {�, �a} × ���!    (8.1)     

where 

���! = �� × !� ×>� × !� × �� ×>� × !� × �� ×>� × !� × �� × !� × F, 

          (8.2)  
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��, ��, ��, �� – gains 1 through 4, 

!�, !�, !�, !�, !�  – filters 1 through 5, 

>�,>�,>� – mixers 1 through 3, 

F – analog to digital converter (ADC). 

The output signal and noise power are calculated by applying operator ���! toward input signal 

and noise. Signal to noise ratio (SNR) is calculated according to [7.9]. Figure 2 compares the 

analytic result and the measured SNR for the triple frequency conversion superheterodyne 

receiver. Here the dotted line represents a constant 20 dB SNR on the receiver input within the 

signal bandwidth, the middle curve is the calculated SNR, and lower the line shows the measured 

SNR.	

 
Figure 2. SNR performance for triple conversion superheterodyne receiver. 

It can be seen that the calculated output SNR is the same as the input in almost entire frequency 

band, which indicates that the chosen architecture is optimal. Comparatively however the 

measured SNR is significantly lower than the calculated one. This difference is attributed to the 

components and can’t be reduced by architecture changes since only the difference between the 

input SNR and the calculated SNR depends on the chosen receiver architecture. 
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9 EXAMPLE 2: DIRECT CONVERSION RECEIVER 

Figure 3 shows an operator flow for a direct conversion receiver. It receives a signal in 2.2-2.4 

GHz band, down-converts it to baseband, and digitizes this signal with a dual channel ADC at a 

sampling rate of 160 MHz. 

 
Figure 3.  Direct conversion receiver operator diagram. 

The signal processing operators are presented as follows: 

	{�? , �=} = {�, �a} × �       (9.1) 

where 

� = {��, ��}         (9.2) 

Receiver R consists of in-phase and quadrature branches: G� and G�: 

G� = !� × �� ×>� × �� × !� × �� × F�  ,    (9.3)  

G� = !� × �� ×>� × �� × !� × �� × F�  ,    (9.4) 

where 

��, ��, ��, ��, �� – gains 1 through 5, 

!�, !�, !�  – filters 1 through 3, 

>�,>� – mixers 1 and 2, 

F�, F� – analog to digital converters (ADC) 1 and 2. 

 

Figure 4 compares the analytic results and the measured SNR for the direct conversion receiver. 

Here the dotted line represents a constant 20 dB SNR on the receiver input within the signal 

bandwidth, the middle curve is the calculated SNR, and lower line shows the measured SNR. It 

can be seen that calculated SNR is significantly lower than the input one. This indicates that the 
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chosen architecture is not optimal and needs to be improved. In this case a DC offset 

compensation mechanism should be added. 

Figure 4.  SNR performance for direct conversion receiver. 

 

10 CONCLUSION 

This work describes the essential set of uniformly defined operators corresponding to all types of 

signal transforming stages in any receiver. Different receiver architectures can be easily 

represented by a superposition of such operators. The operator parameters reflect the parameters 

of actual components. The same components can be used in different architectures and deliver 

different results. The proposed techniques can lead to a large reduction in receiver complexity in 

exchange for little or no performance degradation, by providing an accurate calculation for each 

and every spurious signal and noise spike within the bandwidth of interest, both at each point of 

the analog frontend and in the digital domain, where analog to digital conversion effects are 

taken into account. This is especially significant for designing receivers to meet the ARTM Tier-

II requirements. 
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ABSTRACT 

 
Transmitter mobility and multipath propagation make the telemetry channel both time and 

frequency selective, which results in telemetry link errors, sometimes in crucial flight phases. 

Only part of these impairments are compensated by various diversity techniques, but a fast 

converging adaptive channel equalization is probably the best suited and most cost effective 

solution. This paper first presents an analysis of mobile multipath propagation in telemetry based 

on recorded operational signals, both at the transmitter and at the receiver sides. Then it provides 

performance evaluation of a novel blind equalizer, assessed by offline processing of the recorded 

signals. The paper focuses on typical environments at a flight test centre, which exhibit critical 

multipath channel characteristics, namely during parking, taxiway and flight. The channel 

analysis exploits the recorded signals as well as the time frequency response of the novel 

equalizer filter. Performance evaluation shows that the equalizer outperforms state of the art 

Constant Modulus Algorithm (CMA). In particular, it is shown to significantly increase the 

telemetry link availability even in severe conditions, sometimes from nearly 0% to almost 100%, 

whereas the CMA fails to improve the signal quality as soon as the channel varies in time. 

 

Keywords: multi-path, propagation channel, PCM/FM, equalizer, CMA. 

 

 

I. INTRODUCTION 

 

Despite the use of highly directive antennas, the radio telemetry link still suffers from multipath 

propagation. Indeed, multipath generates inter- and intra-symbol interference, which results in 

demodulation errors even at high Signal to Noise Ratio (SNR) and thus reduces the telemetry link 

availability, sometimes in crucial flight phases.  

 

Section II recalls the effect of mobile multipath propagation on the telemetry link quality. Then, it 

briefly reviews existing multipath mitigation techniques and underlines their limitation, 

especially in a context where the telemetry channel is likely to become more and more time and 

frequency selective due to the shift to higher frequency bands and to the increase in telemetry 

data rates. 

 

Section III describes a measurement set-up that has been used to investigate the channel 

characteristics of an operational telemetry link and evaluate the performance of a novel blind 
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equalizer in three typical environments. The measurement is based on the simultaneous recording 

of the transmitted PCM stream and of the received digitised Intermediate Frequency (IF) signal.  

 

Section IV presents the measured channel response characteristics, obtained by offline post 

processing of the recorded IF signal based on the proposed novel equalizer filter response. In 

particular, the analysis gives some insight on the channel coherence time and thereby underlines 

the need for a fast converging equalizer.  

 

Section V provides performance evaluation of the proposed equalizer, compared with state of the 

art Constant Modulus Algorithm (CMA). Unlike CMA, the novel equalizer always manages to 

compensate the mobile multipath channel, providing significant link availability gain, sometimes 

from nearly 0% to almost 100%. 

 

 

II. MOBILE MULTIPATH PROPAGATION 

1. Frequency selectivity 

Depending on the channel delay spread ∆τ related to the symbol duration Ts, the channel is more 
or less frequency selective. When ∆τ is significantly smaller than Ts, the propagation channel is 
low frequency selective - or flat fading -. Indeed, in that case the channel coherence bandwidth 

Bc~1/∆τ is large compared to the useful signal bandwidth Bw~Fs=1/Ts. This type of fading occurs 
for instance at lower data rates and when the transmitter elevation is low, so that the travel 

difference between the direct path and a single bounce reflected path is small compared to the 

symbol duration. Figure 1 represents the topology of a low frequency selective two paths 

channel. Figure 2 represents simulated frequency responses of a 4 Mbps PCM/FM signal with 

index 0.7 in red, of the two paths channel in green (extracted form [1], with Γ=0.9, ∆τ=50ns, 
Doppler frequency Fd=1300 Hz) and of the received signal at 30 dB SNR in black. The phase 

difference between the two paths changes due the transmitter mobility. On Figure 2a the 

instantaneous phase difference is 0 rad so that the multipath interference is constructive and 

hence the measured Bit Error Rate (BER) is 0. On Figure 2b the phase difference is 3.45 so that 

the multipath interference becomes destructive and the BER degrades to 2e-1. 

 

 
 

Figure 1 : topology of a two paths propagation channel. 
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Figure 2 : simulated frequency response of a 4 Mbps PCM/FM signal  

over a two path channel model. a) phi=0 rad b) phi=3.45 rad. 

 

When ∆τ is significantly larger than Ts, the propagation channel is highly frequency selective. 
Indeed, in that case the channel coherence bandwidth Bc is small compared to the useful signal 

bandwidth Bw. This type of fading occurs for instance at higher data rates and when the travel 

difference between the direct and reflected paths is large. Figure 3 illustrates a typical taxiway 

environment with multiple reflections on surrounding buildings yielding high frequency 

selectivity. Figure 4 shows the simulated frequency response for a measured multipath taxiway 

channel. The measured impulse response was inserted in the baseband channel model of a 

simulated transmission chain. The red curve is the frequency response of a transmitted 10 Mbps 

PCM/FM modulated signal, the green curve is the channel frequency response and the black 

curve is the received signal frequency response at 30 dB SNR. Again, despite the high SNR, the 

BER is 4e-1. 

 

 
Figure 3 : topology of a typical taxiway multipath propagation channel. 

 
Figure 4 : simulated frequency response of a 10 Mbps PCM/FM signal  

over a measured taxiway multipath channel. 
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2. Time selectivity 

The multipath propagation channel varies in time due to the transmitter and/or environment 

mobility. More precisely the amplitude, phase and delay of the multipath components change 

with a period in the order of the channel coherence time Tc~1/Fd where Fd is the maximum 

Doppler shift given by Fd=v/c*Fc. v is the transmitter and/or environment speed, c=3e8 m/s is the 

light celerity and Fc is the carrier frequency. For instance at 2 GHz carrier frequency, the typical 

coherence time for taxiway is ~15 ms assuming a mobility of 10 m/s. During the flight the typical 

coherence time reduces to 0.5 ms assuming a transmitter speed of 300 m/s. 

3. Available mitigation techniques 

The channel time and frequency selectivity distorts the received signal by inducing time varying 

inter- and intra-symbol interference. Most available mitigation techniques are based on diversity. 

The principle is that a combination of several independently distorted versions of a same signal 

has statistically a better quality than a single version. In the sense that they do not explicitly try to 

invert the channel distortions, diversity techniques can be considered as opportunistic solutions in 

the resolution of multipath impairments. Most used diversity techniques in telemetry are space, 

polarization, frequency and time diversity. Time diversity is implemented through channel coding 

that introduces time redundancy in the transmitted signal. Space, polarization and frequency 

diversity can take place before or after demodulation. Besides they can be of selection or of 

combination type. 

 

Diversity techniques manage quite well to cope with flat fading provided that the fading 

processes are sufficiently independent in the available versions of the signal. This is generally 

true when the receive antennas are sufficiently well separated in space or when the frequency are 

sufficiently well apart in the case of frequency diversity. 

 

However, when the channel is frequency selective, diversity techniques generally fail to improve 

the signal quality. This is due to the fact that all available versions of the transmitted signal are 

too distorted for the diversity technique to be able to produce a clean signal out of them, neither 

by selection nor by combination. In such case, the only suited technique would definitely be an 

equalizer that would be able to efficiently invert the channel impulse response and thereby restore 

the signal integrity. 

4. Telemetry channel perspectives 

The amount of telemetry data regularly increases and is likely to exceed 15 Mbps in future 

programs. This represents an increase by a factor 5 to 10 in the symbol rate, and hence in the 

channel frequency selectivity, which diversity techniques will therefore have more and more 

difficulty to combat. 

 

Besides, the economic pressure of mobile operators on telemetry operators to move typically 

from L or S band to C band, will also have side effects on the telemetry propagation channel 

characteristics. As the wavelength decreases, reflection and diffraction phenomena will increase, 

yielding more multipath effects and hence more frequency selectivity. Besides owing to Doppler 

equation is paragraph 2, time selectivity will also increase proportionally to the carrier frequency. 

 

These tendencies encourage the use of a dedicated efficient equalization technique able to cope 

with more and more frequency and time selective channels. 
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III. MEASUREMENT DESCRIPTION 

1. Selected environments 

A measurement campaign was conducted at Dassault Aviation Istres flight test centre during May 

2010. The aim was both to assess the performance of a novel equalizer on an operational 

telemetry link between a test plane and the receive station, and to characterize typical multipath 

environments yielding telemetry errors. The selected environments were: 

• Parking: the test plane is static. It is surrounded by metallic hangars within 50 to 300 m. 

• Taxiway: the plane is moving slowly (below 15 m/s), still surrounded by metallic hangars. 

• Flight: the signal distortion as illustrated on Figure 2 due to a two paths propagation was 

observed on the spectrum analyser. Unfortunately, the corresponding signal could not be 

captured due to a logistic problem. As this environment is well modelled and documented 

in the literature [1,2], this serves as a reference synthetic environment to validate the 

measurement strategy (see paragraph IV.1). 

2. Measurement description 

The measurement is based on the simultaneous recording of the PCM stream transmitted from the 

test plane and of the received digitised Intermediated Frequency (IF) signal. 

 

The waveform is an operational telemetry signal having following characteristics: 

• The PCM data are formatted is frames of 1024 bytes including 4 bytes synchronisation 

words, resulting in an overall 1049 kbps data rate 

• The data stream then feeds a PCM/FM modulator with modulation index around 0.95 at 

carrier frequency fc~2 GHz 

• The RF signal is then amplified and sent to 3 omni-directional antennas located on the 

plane. 

The formatted transmitted PCM stream is recorded onboard. The received demodulated bit 

synchronised PCM stream is also recorded. Comparing these two streams serves to locate time 

intervals containing many error events, like those selected in the present paper. The received 

single channel IF signal is recorded using a ZDS GSR200 ground telemetry recorder, it is then 

offline converted to complex baseband and time synchronised with the two recorded PCM 

streams. The receive antenna is located on top of a surrounding building. 

 

 

IV. MEASURED CHANNEL CHARACTERISTICS 

 

The propagation channel is analysed during the time intervals containing errors. It is 

characterized in terms of frequency and time selectivity. 

 

The proposed novel equalizer is an adaptive Finite Impulse Response (FIR) filter that almost 

always converges towards error free signal in the considered environments (see chapter V). 

Hence its impulse response almost always inverts the channel impulse response and can therefore 

be used to characterize the channel. This point is validated in paragraph 1 below. More precisely, 

the equalizer impulse response ideally approximates the Taylor series expansion of 1/h(z) where 

h(z) is the channel impulse response. The channel delay spread cannot be estimated directly from 

the equalizer impulse response. Instead, it is estimated as 1/Bc, where Bc is obtained from the 
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equalizer filter frequency response. The channel time selectivity is measured through the time 

variation of the main tap of the equalizer filter impulse response.  

 

Note that the equalizer also incorporates the compensation of transmit and receive filters. 

However this does not distort the channel characterization because it is performed on the signal 

bandwidth where the filters responses are flat, denoted as useful bandwidth in Figures 6a and 7a. 

Figures 6a and 7a show the time frequency responses of the equalizer filter during parking and 

taxiway. The amplitude in dB is represented using a colour map from dark red (approx. +10dB) 

to blue (approx. -20dB). Figures 6b and 7b show the time variation of the equalizer main filter 

tap. 

1. Flight 

As explained above, for this environment, the true baseband channel is replaced by the synthetic 

two paths channel model described in [1,2] with following parameters: 

• Reflection coefficient: Γ = 0.8 
• Delay between the two paths: ∆τ = 1µs 
• Doppler spread: Fd = 1300 Hz 

 

     
 
Figure 5 : a) Estimated channel impulse response vs. generated channel impulse response. b)  Time variation 

of estimated second path vs. generated second path. 

 

As shown on figure 5, both the estimated impulse response and the estimated time variation of 

second path are consistent with those of  the true channel. This validates the fact that the 

equalization filter is a good estimator of the channel impulse response when the equalization 

process has converged towards error free signal. 

2. Parking 

The measured coherence bandwidth is Bc ~ 0.4 Fsymb where Fsymb = 1049 kbaud. The related 

channel delay spread is ∆τ ~ 1/Bc ~ 2.4 ms, which corresponds to ~ 715 m travel difference 
between the direct path and the reflected and/or diffracted paths. This is consistent with the 

environment configuration between the transmitter and the receiver. The coherence time is Tc ~ 

28 ms as shown on Figure 6b. The related Doppler spread is Fd ~ 1/Tc ~ 36 Hz, which 

corresponds to a mobility v = c*Fd /Fc = 5 m/s. This is consistent with the environment mobility. 
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Figure 6 : a) Time frequency response of the equalizer filter during parking b) Time variation of the equalizer 

main filter tap during parking. 

3. Taxiway 

The measured coherence bandwidth is Bc ~ 0.3 Fsymb. The related channel delay spread is ∆τ ~ 1/ Bc 
~ 3.2 ms which corresponds to ~ 950 m travel difference between the direct path and the reflected 

and/or diffracted paths. Transposed to the environment configuration, this can be probably be 

interpreted as multiple bounce reflections. The average coherence time is Tc ~ 10 ms as shown on 

Figure 7b. The related Doppler spread is Fd ~ 1/ Tc ~ 100 Hz, which corresponds to a mobility v = 

13 m/s. This is consistent with the plane speed during taxiway. 

 
Figure 7 : a) Time frequency response of the equalizer filter during taxiway b) Time variation of the equalizer 

main filter tap during taxiway. 

 

 

V. PERFORMANCE EVALUATION 

 

The performance of the novel equalizer are evaluated and compared with state of the art CMA 

equalizer [3] in the three environments. The performance curves are obtained by post processing 

the recorded IF signals corresponding to the same time intervals as in the previous chapter, the 

BER is then measured by comparing the post processed signal with the transmitted PCM data. 

The adaptation step of the CMA is optimally chosen so that the adaptation process is both stable 

and as reactive as possible to track the channel time variations. The novel equalizer is based on 

decision feedback. 
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Figures 8a, 10a and 12a represent the time variation of the instantaneous Bit Error Rate (BER). In 

each figure, a same signal portion is processed: the red curve corresponds to raw demodulation 

and bit synchronisation, the blue curve is obtained with CMA equalization and the green curve 

with the novel equalizer. The lower part of the plot around 1e-4 actually corresponds to BER=0. 

Figures 8b, 10b and 12b represent the time variation of the normalised signal modulus before and 

after CMA equalization. It would be 1 in the case of perfect convergence. Figures 9, 11 and 13 

represent the eye diagram (in the phase domain) before and after the novel equalizer. 

1. Parking 

Both equalizers converge to yield error free signals, while the input BER is around 2e-1. Note 

however the faster convergence of the novel equalizer. The modulus of the CMA equalized signal 

seems to asymptotically tend to 1 with small fluctuations. It converges in about 20 ms, which is 

indeed smaller than the measured channel coherence time. The eye diagram of the equalized 

signal is significantly improved. 

 
Figure 8 : a) BER vs. time during parking b) Time variation of the signal modulus before and after CMA 

equalization during parking. 

 
Figure 9 : eye diagram before and after the novel equalizer during parking. 

2. Taxiway 

The CMA algorithm fails to track the channel time variations as shown by the BER and modulus 

curves. Further increasing the step coefficient µ leads to equalizer instability. Recall that the 
measured channel coherence time is around 10 ms, which is less than the 20 ms required for the 

CMA to converge at this data rate. However, the novel equalizer is able to produce nearly error 

free signal, bringing the BER from approximately 1e-1 to nearly 0. The eye diagram of the 

equalized signal is significantly improved. 
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Figure 10 : a) BER vs. time during taxiway b) Time variation of the signal modulus before and after CMA 

equalization during taxiway. 

 
Figure 11 : eye diagram before and after the novel equalizer during taxiway. 

3. Flight 

As shown on Figure 12, the CMA fails to track the channel time variations and even degrades the 

BER compared to unequalized data. Again, the novel equalizer manages to properly equalize the 

channel, reducing the BER from ~1e-2 down to 0. 

 
Figure 12 : a) BER vs time during flight b) : time variation of the signal modulus before and after CMA 

equalization during flight. 

 
Figure 13 : eye diagram before and after the novel equalizer during flight. 
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4. Summary 

The link availability estimated in terms of fraction of successfully retrieved synchronization 

words is summarized in table 1: 

 

 No equalizer CMA Novel equalizer 

Parking 0% 80% 100% 

Taxiway 17% 35% 98% 

Flight 70% 0% 100% 
Table 1 : link availability in the 3 selected environments. 

 

 

VI. CONCLUSION AND PERSPECTIVES 

 

This paper has presented the characterization of a multi-path propagation channel using real life 

telemetry data. The characterization is based on the simultaneous recording of the transmitted and 

received signals, together with post processing of the frequency response of a novel fast 

converging equalizer. The channel analysis in terms of time and frequency selectivity is 

consistent with the environment configuration in which the measurements were conducted. The 

channel characteristics underline the need for efficient fast converging blind equalization scheme 

to recover the highly distorted telemetry signal. In particular, offline processing of the received 

recorded signals shows that state of the art CMA algorithm fails to track the channel variations 

even in low mobility environments. Instead, the proposed novel equalizer almost perfectly 

restores the transmitted signal, improving the telemetry link availability to almost 100% in 

critical propagation conditions. 

Real time implementation of the novel equalizer is almost finalised by the time of this paper. Its 

performance are aligned with the simulation model, yielding significant gain in telemetry link 

availability. 
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ABSTRACT 

Current IRIG standards provide guidelines for system phase noise and several manufactures 
provide receivers and transmitters that perform within this standard. However, legacy receivers 
and transmitters that do not meet the current IRIG standards are sometimes still used during a 
mission. This paper will address how phase noise outside of the current IRIG standard affects the 
performance of an FM data link when using a trellis demodulator, as well as the performance of 
an SOQPSK data link in a high phase noise environment. Bit error rate performance and test 
results at several different rates with various phase noise masks are presented in this paper. 

KEYWORDS 

Phase Noise, Trellis FM, SOQPSK 

INTRODUCTION 

During recent flight test missions, a telemetry user became concerned about the effects that 
legacy transmitters had when being used with new trellis FM demodulators. It was noted that the 
legacy transmitters did not meet the phase noise requirements of IRIG 106-091. Most of the 
transmitters being used were exceeding the IRIG 106-09 Tier 1 phase noise mask by more than 
30 dB. A sample of four manufacturer’s transmitters phase noise performance is shown in Table 
1.  

 100 Hz 1,000 Hz 10,000 Hz 100,000 Hz 
IRIG 106-09 Tier I -60 -70 -80 -90 
IRIG 106-09 Tier II -60 -80 -90 -100 
Transmitter A  -31.5 -46.8 -56.3 -90.7 
Transmitter B  -32.1 -39.7 -65.8 -86.9 
Transmitter C  -73.9 -77.4 -96.1 -117.0 
Transmitter D  -30.4 -40.4 -69.1 -86.3 

Table 1 - Transmitter Phase Noise in dBc/Hz 

There was concern that the increased phase noise would cause a loss of mission data. A search 
for performance data versus phase noise was performed. No baseline data could be found. This 
paper details the testing that took place to generate baseline performance data for PCM/FM & 
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SOQPSK signals under various phase noise masks. Laboratory test results using a signal 
generator with variable phase noise used for the data source and the performance of 
demodulators from several manufacturers will be examined.  

TEST CONFIGURATION 

The PCM/FM & SOQPSK test signals were generated using an Agilent MXG Vector Signal 
Generator. The MXG series has an optional dual arbitrary waveform generator than can be used 
to generate the PCM/FM & SOQPSK data stream using common I & Q waveform definitions. 
The MXG series also has an option that uses the arbitrary waveform generator to alter the phase 
noise of the vector signal generator. These options can be combined to provide both the 
modulated data and the phase noise simultaneously. The output of the Vector Signal Generator is 
then routed to an HP 3708 Noise Test Set, which allows the setting of the noise density in Eb/N0. 
This signal is routed into the demodulator under test and the clock & data signals from the 
demodulator are routed to a Fireberd 6000 Bit-Error-Rate-Tester. A block diagram of the test 
configuration is shown in Figure 1. The testing is performed at 70 MHz with an input level 
appropriate for the demodulator under test. 

Agilent E4404B 
Spectrum Analyzer w/ 
Phase Noise Module

Demodulator
Under Test

Fireberd 6000 
BERTData

Clk

HP 3708
Noise Test Set

Agilent N5182A
MXG Vector

Signal Generator

7
0
 

M
H

z

 

Figure 1 - Block Diagram of Test Configuration 

The baseline phase noise of the test configuration without any added phase noise is shown in 
Figure 2.  

 

Figure 2 - Test Configuration Baseline Phase Noise 
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PCM/FM TESTING 

The Trellis FM demodulators of three manufacturers were tested at bit rates of 1 Mbps, 5 Mbps, 
10 Mbps and 20 Mbps. Baseline Bit-Error-Rate (BER) curves were taken at all rates using the 
Agilent Vector Signal Generator with no additive phase noise. This would be the phase noise 
mask shown in Figure 2, which is compliant with IRIG 106-09’s Tier I mask at all points. Once 
the baseline data was taken the phase noise of the Agilent was manipulated to various degrees 
from just greater than the Tier I specification to >20 dB off of the Tier I specification. A plot of 
the phase noise mask tested is shown in Figure 3.  

 

Figure 3 - Phase Noise Masks Used in PCM/FM 

Performance curves for 1 Mbps, 5 Mbps, 10 Mbps and 20 Mbps are shown in Figures 4, 5, 6 and 
7, respectively. Data obtained at all rates were as expected, and in accordance with IRIG 106-09, 
using the Agilent with no additive noise. Adding noise just slightly above IRIG 106-09 Tier I 
(MASK A) had no effect on any of the demodulators at any rates. However, demodulator B 
would not lock under any condition at 1 Mbps. All demodulators performed well with increased 
phased noise below 1 kHz at all rates. Increased phase noise above 1 kHz has significant effects 
at all rates (MASK B). Decreasing the phase noise by 10 dB at 100 kHz (MASK C) provides 
reasonable performance at all rates except 1 Mbps. Decreasing the phase noise by an additional 8 
dB (MASK D) restores the data at all rates to similar performance of the baseline data.  

Increased phase noise below 10 kHz has very little effect on the demodulator’s performance. It is 
important to note that this would be typical of what a user would see with a legacy transmitter. 
Lower data rates could be affected if the phase noise increases above 10 kHz. However, this 
would not be typical of legacy transmitters.  
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SOQPSK TESTING 

The same three demodulators were placed in SOQPSK mode and tested at bit rates of 1, Mbps, 5 
Mbps, 10 Mbps and 20 Mbps. Baseline Bit-Error-Rate (BER) curves were taken at all rates using 
the Agilent Vector Signal Generator with no additive phase noise. This would be the phase noise 
mask shown in Figure 2, which is compliant with IRIG 106-09’s Tier I mask at all points. Once 
the baseline data was taken, the phase noise of the Agilent was manipulated to various degrees 
from just greater than the Tier I specification to >30 dB off of the Tier I specification. A plot of 
the phase noise mask tested is shown in Figure 8.  

 

Figure 8 - Phase Noise Masks Used In SOQPSK 

Performance curves for 1 Mbps, 5 Mbps, 10 Mbps and 20 Mbps are shown in Figures 9, 10, 11, 
and 12, respectively. All demodulators showed performance degradation of approximately 2 dB 
using MASK A phase noise, which has slightly elevated noise levels over IRIG 106-09 Tier I. 
This is true at all rates for demodulates A & C. Demodulator B degrades at 1 Mbps, but 
maintains performance at 5 & 10 Mbps and slightly improves at 20 Mbps. All of the 
demodulators were inoperable using MASK B at all rates. MASK C, which decreases the phase 
noise above 10 kHz, shows a performance decrease of 4 to 5 dB in demodulators A & C at all 
rates. Demodulator B shows decreased performance with MASK C at 1 & 20 Mbps, but does not 
affect 5 & 10 Mbps rates. MASK D provides usable data in all demodulators at 5, 10 & 20 Mbps, 
but only provides usable 1 Mbps data in demodulator B.  

Overall, the data shows that phase noise slightly greater than that specified in IRIG 106-09 at the 
Tier I level does have the potential to jeopardize data integrity. Similar to the results of the 
PCM/FM data, the SOQPSK performance is affected more by phase noise above 10 kHz.  
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CONCLUSION 

The laboratory results show that the phase noise characteristic of the transmitter is not of great 
concern for the case of PCM/FM when using a Trellis FM demodulator. In fact, data was taken 
at 2.5 & 10 Mbps using the transmitters listed in Table 1, and test results show less than 1 dB of 
variation in the BER performance. However, it is important to note that the low rate (< 5 Mbps) 
data can be affected if the phase noise increases to levels higher than -70 dBc at 100 kHz.  

The SOQPSK laboratory test results show that any increase in phase noise above what is 
specified in IRIG 106-09 Tier I will degrade data link performance. The data further shows that 
the SOQPSK data link is not usable if the phase noise exceeds IRIG 106-09 Tier I by more than 
20 dB at points above 10 kHz.  
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ABSTRACT 
 
In range safety and surveillance applications, it is helpful to have an array of sensitive, 
directional microphones.  Using beamforming and feature extraction, one can use such an array 
to locate, track, and identify a variety of targets.  This paper describes how one can construct 
such an array from sub-arrays of small, inexpensive, commercial off-the-shelf microphones.  
Each sub-array consists of a few dozen electrets condenser microphones which are closely 
spaced.  The analog signals from the microphones are summed, digitized, and then combined 
with signals from other sub-arrays using a field programmable gate array device.  The digital 
signal is then passed to a general purpose computer for further analysis. 
 
 

INTRODUCTION 
 
When working on range safety and surveillance applications, one may wish to know when an 
unexpected vehicle, object, or target has entered an area.  In the case of high speed vehicles, 
radar, infrared or optical imaging devices may be required.  If the object entering the area is 
trying to conceal its presence, it can be a significant challenge to detect it.  However this paper 
examines the other extreme of the safety and surveillance issue, detecting low speed objects 
which are not attempting to conceal their presence.  Typical targets include general aviation 
aircraft, ground vehicles and pedestrians.  In particular, we will be considering reasonably slow 
moving objects which generate acoustic signals which reveal their presence. 
 
Another application where this technology could be useful is in the aiming of radar units.  A 
microphone array can easily observe all 360 degrees of azimuth and 90 degrees of elevation 
without the need to be mechanically or electronically steered.  Once the presence of a target has 
been detected, beam forming techniques, similar to those used in radar applications, can be used 
to estimate the direction of arrival.  This information can be used to direct the attention of far 
more expensive and powerful radar units.  The very low cost, and passive nature of the acoustic 
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monitoring devices would allow them to be deployed in far greater numbers than typical radar 
installations, and could help the range insure the radars are used in a more effective manner. 
 
Since acoustic signals may be difficult to detect at a great distance, the system we are 
investigating will consist of a large number microphone arrays [1].  Each array will consist of a 
number of inexpensive COTS microphones.  To reduce cost, and increase the reliability of each 
listening node, the array will not be mechanically steerable.  However it would be helpful to have 
directional microphones, to increase the sensitivity of the detector, and also to help locate the 
target generating the acoustic signal.  For this reason, we have chosen to implement an acoustic 
beam forming algorithm in software [2], which will allow the devices to electronically steer the 
microphone array to either scan for targets, or to localize a target once it has been identified. 
 
Once a potential target has been identified, information on its location can be relayed to 
surrounding microphone arrays to collect more information, or the information can be sent to a 
central location for further analysis.  The remainder of this paper describes the intended 
architecture of the system, which we plan to implement later this calendar year. 
 
 

MICROPHONE ARRAY SYSTEM OVERVIEW 
 
The acoustic array will be modular, consisting of a large number of sub-arrays all connected to a 
control board.  Once the control board has located an object of interest, it will relay its finding to 
a central computer, as illustrated in figure 1.  Each of these components will be described in 
more depth in the following sections. 
 

 
 

Figure 1: Microphone Array System Overview 
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SUB-ARRAYS 
 
The microphone array consists of several identical units called sub-arrays.  As shown in Figure 
2, each sub-array consists of a number of miniature microphones.  The signals from these 
individual microphones are combined, so that to the outside world the sub-array appears as a 
single microphone with a digitized output.  To construct an inexpensive array, while achieving a 
high sensitivity, 32 electrets condenser microphones are used rather than a single more expensive 
microphone.  Each electrets condenser microphone is an omni-directional, analog microphone.  
These devices will be closely spaced, as seen in figure 3, in an effort to mimic a single 
microphone for acoustic sources which are at relatively large distances. 
 

 
 

Figure 2: Sub-Array Device Diagram 
 
 

 
 

Figure 3: Microphone Physical Layout  
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Each electrets microphone is approximately 7 mm in diameter, so by organizing them as shown, 
it is possible to construct a cluster of 32 microphones in an array that is only a few cm in 
diameter.  
 
Because the small microphones are less sensitive than higher cost microphones, the analog 
signals output from these microphones are summed together. Summing the signals will hopefully 
increase signals of interest while not amplifying the inherent noise present in each microphone 
[1].  By using a basic analog summer with an operational amplifier to sum the 32 microphones, 
the signal of interest produced by each microphone should add coherently, while the self-noise 
present in each microphone will not sum coherently.   
 
An alternative design would be to use a single electrets condenser microphone followed by a 
high gain amplifier.  If this approach were taken, both the inherent noise and the signal of 
interest would be amplified.  Amplifying noise and sound signals would not have the desired 
effect of increasing the signal-to-noise ratio.  The output signal from the analog summer is then 
passed through simple, first-order high and low pass filters to prepare the signal for the analog-
to-digital converter (ADC).   
 
The ADC receives its input from the output of the summer.  Due to availability and costs, an 
audio ADC with stereo inputs is used.  The unused ADC input can either be disabled, or it could 
be used to digitize the signal of an adjacent sub-array.  The ADC selected features 24 bits of 
resolution and the ability for a sampling frequency of 44.1 kHz.  The 24 bit resolution is present 
in many available audio ADCs, and the 44.1 kHz sampling rate allows for the accurate 
conversion of signals that use the full frequency range of many available microphones which 
stretch up to nearly 20 kHz.  The output from the ADC is then passed from the sub-array to the 
control board where it is processed by the field programmable gate array (FPGA).  The clock 
signal used by the ADC is generated on the control board and is the same clock signal used by all 
sub-arrays to keep all sampling in sync. 
 
Along with the audio and conversion components, each sub-array contains a linear voltage 
regulator.  This regulator converts the 5 V DC used to power each sub-array into 3.3 V DC, 
which is used by the ADC. 
 
A central control unit is employed to unite all of the sub-arrays that compose the microphone 
acoustic array.  As shown in figure 4, the control board consists of an FPGA, a power supply, a 
voltage regulator, and a clock generation and distribution device.  The power supply is a 12 V 
DC battery for stand-alone use, but it also includes the necessary connections for an external 12 
V DC power source.  Because many of the components on each sub-array operate at voltages 
closer to 5 V DC, a switching regulator is used to drop from 12 V, to 5 V.  This 5 V signal is 
then fed from the control board to each sub-array. 
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CONTROL BOARD 
 
The control board contains the components required to unite and instruct the sub-arrays.  The 
clock, main power supply, FPGA, and computer connections are all present on the control board.  
Figure 4 shows an overview of this device. 
 
The clock device must not only generate a reliable, consistent signal, but it must also drive 
several components at relatively long distances.  This clock signal is primarily used by the FPGA 
and the ADCs on each sub-array. 
 

 
 

Figure 4: Control Board Device Diagram 
 
 
Perhaps the most important component on the control board is the FPGA.  It is not the intent of 
this paper to discuss using the FPGA to implement beamforming, but it aims at using the FPGA 
to receive digital signals from all of the sub-arrays and create packets of data that are then sent 
over an Ethernet connection to a general purpose computer. 
 
One of the major considerations that must be considered when selecting an FPGA for this system 
is the number of I/O pins that are available.  The FPGA will be connected to the ADC on each 
sub-array and several ADCs can be driven from the same control pins on the FPGA, however for 
this project, each ADC output will be connected to a distinct pin on the FPGA.  This causes the 
number of available I/O pins on an FPGA to be a limiting factor for the number of sub-arrays 
that can be used and ultimately a limiting factor for the accuracy and sensitivity an array can 
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achieve.  The scope of this project aims at producing an array with a relatively small quantity of 
sub-arrays, which simplifies finding an adequate FPGA in terms of available I/O pins. 
 
The sub-arrays will transmit data to the FPGA in a serial type interface, where each pin on the 
FPGA corresponds to a particular sub-array digital output.  Once the data is received by the 
FPGA it can be processed and sent over Ethernet to the computer. 
 
Since the number of sub-arrays required for this project is low, a single, high pin count, 
environmentally robust connector can be used to connect the sub-arrays to the control board.  In 
scaled up versions of this array, more connectors would be required to permit more sub-arrays to 
be incorporated.  Also, due to the potential for interference and distortion caused by the high-
frequency clock signal, separate RF lines may need to be connected between each sub-array and 
the control board in order to isolate that signal from the lower frequency data lines. 
 
There are many FPGA boards available that contain a ready to use Ethernet connection.  One 
such FPGA will be used in this application.  For the purpose of this project, UDP packets 
containing the data acquired by the sub-arrays will be assembled using the FPGA and sent over 
the Ethernet connection to the computer.  Once the data reaches the computer, a general purpose 
programming language such as C or C# can be used to extract the data from the received packets 
and then processed further. 
 
 

CONCLUSION 
 
This paper has presented a method for realizing a microphone array that can be used along with 
beamforming techniques to locate, track, and identify targets.  While it will not offer the 
resolution or precision of a radar system, it does offer a low cost, yet effective method for 
isolating the direction of interest to focus a radar device.  Through the use of many small 
microphones, costs can be kept down, while performance remains similar to that obtained with 
microphones that are larger and more expensive.  
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ABSTRACT 

 

 

Weapons platform testing and monitoring have historically consisted of custom telemetry 

and flight safety system solutions tailored to the requirements (including Title 10 

Mandates) and size constraints of individual platforms.   The size of these individual 

components of these systems has necessitated that warhead replacement to facilitate 

insertion of these units to support test and evaluation activities.  Currently there are no 

products available to meet these requirements in a miniaturized and modular package.    

L-3 Communications Telemetry East (L-3 TE) has developed an extensive background in 

providing solutions to gather vital missile and target information over the last several 

decades.  Under the auspices of Eglin AFB, L-3TE is leading a multi-disciplinary team to 

design and develop the Subminiature Flight Safety System (SFSS) to support existing and 

new weapons applications.   

SFSS is a universal, small, and low cost redundant flight termination system (FTS) that 

incorporates encoding, processing and TSPI capacities that provides critical 

health/safety/welfare monitoring and allows for highly efficient telemetering of all 

weapon application and FTS data. The SFSS is intended as a solution to allow weapon 

system developers, test agencies, and range safety officers the ability to track, monitor, 

and if necessary, terminate all types of weapon systems.  It is designed to interface with 

newly developed weapon systems, while providing backward compatibility to meet 

existing requirements with minimal modifications to the weapon.  The SFSS components 

are intended to significantly reduce the cost and improve the quality of test support by 

providing a highly integrated solution that minimizes physical intrusion into weapon 

systems, by eliminating the need for warhead removal.   In addition, a common hardware 

platform will reduce overall system cost of acquisition and maintenance to the 

government, a key element in today’s world of stressed budgets. 

KEYWORDS 

Keywords: Data Acquisition, Flight Termination, Flight Termination System (FTS) 



PROGRAM REQUIREMENTS 

 

A number of Key Performance Parameters (KPP) and Critical Technical Parameters 

(CTP) had been established for the SFSS program to ensure usability and acceptance 

across the weapon community and services (Air Force, Army and Navy). 

The key performance parameters for the SFSS program were driven by the fact that 

realistic developmental and operational testing has traditionally been significantly 

compromised due to the fact there are no safety-qualified FTS/TM system capable of 

being integrated into existing or emerging miniaturized production-representative 

weapons.  These requirements are being driven to allow for testing with the warheads still 

in the missiles allowing for more relevant tests (an example of which is collateral 

damage). 

Key Performance Parameters 

The KPP are those items for which the SFSS absolutely must meet for the program to be 

successful; failure to meet any of these items would result in likely cancellation of the 

program.  The three items, identified by the SFSS Program Management Office (PMO) 

included: 

1. Certification: Regardless of size, the solution must still be certified to the critical 

safety requirements of RCC 319-07 

2. Size:  Current flight termination systems which include the receiver, safe and arm 

controller and explosive interface typically require volumes in excess of 85 in
3
 

(potentially as large as 125 in
3
).  The target for the new FTS and additional 

encoder, GPS/TSPI, transmitter and encryptor capabilities is 16.5 in
3
, with an 

aspiration for even smaller volume to allow the system to be used for testing in as 

many current and future weapon systems without requiring warhead removal.  

Table 1 shows a comparison of the smallest potential system built with today’s 

readily available hardware and an existing installation. 

 

 

Table 1 Existing FTS Installation Volumes 

Smallest Available                 

COTS Modules

Size 

(in3) # Req Total

Power 

(W)

Sample of an Average                    

Existing System

Size 

(in3) # Req Total

Power 

(W)

Quasonix Tri-Mode TX 6.0 x 1 6.0 33.5 TM Transmitter 3.3 x 1 3.3 30.0

EFTS Receiver 3.8 x 2 7.6 1.7 FTR 3.6 x 2 7.2 15.1

Microsystems 251-2 Beacon 9.3 x 1 9.3 1.8 C-Band Beacon 11.4 x 1 11.4 9.0

L3 PCM320 & ASM 310 8.8 x 1 8.8 9.9 PCM Encoder 12.8 x 1 12.8 10.0

L3 ISM-1000 14.0 x 1 14.0 4.0 Encryption 14.0 x 1 14.0 4

66.7 62.1 89.8 75.1Volume  & Estimated Average Power Consumption

2 21.0 41.1 x 111.2 Interface Module

Volume & Estimated Average Power Consumption

41.1 7.0JAMI FTSA 10.5 x



3. Interoperability: The SFSS shall be interoperable with existing range assets 

including JAMI and TM ground stations, as well as ground Enhanced FTS 

(EFTS) so at to have little or no impact on these capabilities. 

Critical Technical Parameters 

While not as absolutely critical as the KPP, a number of technical/functional 

requirements were specified for which the SFSS has to meet to ensure acceptance and 

usability throughout the weapon community.  For each CTP, two criteria were specified – 

a minimum acceptable threshold value to meet the capabilities of today’s weapon 

systems, and an objective/desired value to meet the requirements of future weapon 

systems.  The CTP and their associated threshold/object values are listed below: 

 Threshold Objective 

Maximum Velocity 5000 ft/sec 7500 ft/sec 

Altitude Sea Level to 100Kft Seal Level to 150Kft 

Acceleration 50g 75g 

Operating Life 1000 hours 

TM Modulation ARTM Tier 0, 1 ARTM Tier 0,1,2 

TM Data Rate 10 Mbps 30 Mbps 

GPS Accuracy 125 ft 30 ft 

GPS Time to First Fix 3 seconds 

FTS Operating Temperature -55
o
C to +85

o
C 

TM Low Operating Temperature -45
o
C 

Qualification Testing requirements based on a composite 

profile of a number of existing weapon 

environmental profiles  

 

Many of the environmental and related parameters are associated with meeting the needs 

for missiles and other high dynamic weapons, and are required to track air-to-air weapons 

during launch and throughout the missile flight.  Functional CTP parameters specifically 

targeted TM and GPS, as the combination of these two items are needed to support TSPI 

and tracking requirements. 

CHALLENGES 

It may seem as if the sole, simple goal of the development effort is to miniaturize the FTS 

and TM components, but there are a number of additional challenges that have 

significantly influenced design decisions.   

Size 



The continuing advancements in commercial technology have been the key underlying 

principle for the SFSS development, cell phones being the most obvious example in 

which size has been drastically reduced while gaining improvements in performance and 

technology. 

Prior to the SFSS program award, Eglin had funded a number of external and internal 

development efforts to validate this philosophy in the FTS and DAS related applications.  

Figure 1 below shows current off-the-shelf products and the risk reduction size efforts 

that have already taken place.   

 

Figure 1 Current FTS versus CFTM 

 

These proof-of-concept Common Flight Test Modules (CFTM) included: 

 Funding Quasonix LLC for miniaturization of their S-Band Transmitter funding  

 L-3 Communications – Cincinnati Electronics for miniaturization of their 

Enhanced Flight Termination Receiver (EFTR) funding  

 L-3 Communications – Telemetry East for miniaturization its standalone 

encryptor used on weapons’ platforms 

 Internal funding for a basic Encoder capability 

 Internal funding for the termination components, including the Safe and Arm 

Controller, Explosive Bolt (EB) Interface Module and Low-Energy Explosive 

Foil Initiator (LEEFI) Module. 

65% size reduction

42% less power 
hungry

Existing COTS modules

Total Volume = 65.2in3

Average power consumption = 62.1W 

CFTM

Total volume = 23.1in3

Average power consumption = 36.0W 

SFSS 
THRESHOLD

Size 16.5in3
Power  < 36.0W



 Directed Use of the Qinetiq QHD20 GPS Receiver 

In unison, these developments gave initial credibility that the volume objectives were 

achievable and led to follow on efforts to define overall program requirements as well as 

obtain funding for the development and initial qualification. 

Size, however, is affected by other program requirements and implementation decisions;  

a few examples of some requirements that have had effects. 

 RCC-319 Pin Derating:  The Explosive Interface Module requires a large current 

surge during arming.  The desired use of smaller nano-connectors to drive size 

smaller is counteracted by the need for more pins and wider connector to carry the 

required current.  The alternative is to use a Micro-D connector, whose pins can 

carry more current, but are higher. 

 The requirement to meet a wider temperature range necessitated the inclusion of 

components to support guaranteed operation below -40
 o

C.  Multiple solutions 

were identified and the one that could be optionally removed for applications that 

have reduced temperature ranges was selected.  However, this  still had an impact 

on volume. 

Temperature 

Most parts used today are industrial grade, that being that they will perform to 

specification over a typical temperature range of -40
o
C to +85

o
C.  This operating 

temperature range makes guaranteed conformance to the low temp requirements 

impossible.  While there has been some growth in the upper temperature limit for some 

industrial components, the low end has not moved and designers have had to resort to 

military grade parts to fully meet this requirement.  

Safety 

Regardless of size, the unit must still meet all applicable range and system safety 

requirements.  The incorporation of the EFTR into the system architecture plays a key 

role in improving the safety of the termination system, by making the communication 

interface digital and encrypted. These new methods make it significantly harder for the 

FTR function to incorrectly decode an uplink command or be spoofed. 

SYSTEM ARCHITECTURE 

Figure 2 shows the SFSS system architecture, in which the gray blocks represent 

differential physical module and their associated functions. Note that the overall system 

architecture closely matches the functional allocation of the traditional FTS and other 

DAS components.  The main unique features of the new system architecture include the 

use of a common communication bus to allow for the modules to communicate, highly 

integrated GTS, and shared power supply/conditioner modules 



 
 

 

Figure 2 SFSS System Architecture 

 

Figure 3 shows the original notional concept for the SFSS, in which all of the modules 

were physically combined into one single block, taking advantage of intra-module 

connectors to help minimize external wiring by the weapon developer/maintainer/user.  

One of the other requirements was to additionally support a modular installation, in 

which each module was of the block was to be separate standalone unit, thus allowing for 

use in weapons that could not accommodate the SFSS as a single large unit. 
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Figure 3 Original Notional SFSS Concept 

 

 

SYSTEM DESIGN 

While most of the functional requirements were well defined, the issue of size and 

modularity has posed a sustained challenge to the program, as any new or changed 

requirement, no matter how minute, can have an impact on the overall volume of the 

SFSS. 

Partially because of the unique physical requirements of the EIM, which includes a 

special high voltage capacitor for the EB-EIM and a special connector for the LEEFI, a 

decision was made to split the single block permanently into three smaller sub-systems 

along functional lines: 

1) TM Subsystem composed of the Encoder, Encryptor and Transmitter.   This 

system operates over a bit rate of 500 kbps to 30 Mbps; some general module 

characteristics: 

 Transmitter: ARTM Tier 0/1 (Selectable), 5W, Programmable over full S-

Band range 

 Encryptor: Type I 

 Encoder: 

i. Programmable Format, Bit Rate, Word Size.    

ii. Supplies five independent serial ports to accept data from weapon data 

sources.  The higher speed differential channels provide handshaking 

signals so as to be able to control and synchronize the operation of the 

weapon source. 

iii. Supplies multiple configuration buses to perform configuration and status 

functions.  Collected status is inserted into the PCM output data stream to 

allow for monitoring by the ground station 
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iv. Includes the JAMI compatible Qinetiq QHD20 GPS Receiver.  Messages 

received from the receiver are inserted into the PCM output data stream 

and also used to seed the encoder time code generator for PCM timing 

functions. 

v. Provides the single-point of programming interface to the SFSS. 

2) Identical FTS subsystems that are composed of physically separate receiver and 

termination components.  The receiver block includes the power conditioner for 

the entire FTS subsystem, which performs the required power filtering and 

voltage regulation.  The FTS system is redundant, with cross strapping provided 

to allow one system to monitor the status of the other. 

 The Subminiature Enhanced Flight Termination Receiver (SEFTR).  A 

smaller version of the L-3 Cincinnati Electronics CR-128 EFTR.  

 Two different versions of the L-3 Fuzing and Ordnance Systems (FOS) Safe 

and Arm Controller (SAC).  The first type is used for weapons with 

discernible longitudinal acceleration, while the second type is used for gravity 

type weapons.  Each type provides specific logic for determining whether the 

appropriate conditions have been met prior to entering an armed state.  

 Two different versions of the L-3 FOS Explosive Interface Module: the EIM 

and the LEEFI.    The EIM type selected for a weapon is the developer’s 

preference.   

The SAC/EIM modules interface directly to the weapon, and provide status signals 

that allow the weapon to implement and activate its own inherent termination 

methods if required.  For example, on MALD, the control signals that are provided 

allow the vehicle to determine if the fuel should be shut off. 

Figures 4 through 7 show the different subsystems that result from the decomposition of 

the original block concept.  The downside to this arrangement is that requires that some 

of the connections that had been internal originally to become defacto “external 

connectors”; that is wiring harnesses must now be provided to support intra-SFSS 

communication and signaling.  However, this drawback is somewhat better than what 

would have been required for a completely modular design.   

To minimize the effects of this change, the connectors for each affected module are 

defined so as to keep SFSS internal signals separated from weapon interface signals.  

This thus allows the SFSS components to be supplied with prefabricated, qualified cables 

that eliminate the user from having to manufacture them.   For the weapon interface 

cable, the designer has the option of designing a cable harness that is customized to the 

characteristics of the weapon.  The alternative is the design of a simple point-to-point 

cable that connects to a weapon specific distribution box, thus allowing the weapon prime 

to use a consistent implementation across all platforms.  



 

Figure 4 TM Subsystem 

 

Figure 5 FTS Subsystem - PC & SEFTR 

 

 

  
 

Figure 6 FTS Subsystem – SAC & EB (Front & Rear Views) 

 

  
 

Figure 7 FTS Subsystem – SAC & LEEFI (Front & Rear Views) 

 

The benefits of modular subsystem design include: 

 The smaller pieces can be installed easier in multiple locations rather than 

attempting to install one larger unit 

 Volume is saved, and mechanical design efforts are reduced, as the module 

designs are not constrained to meeting a single common set of dimensions. 

 Each subsystem includes an internal connector for intra-subsystem signaling and 

communications 



Because SFSS is being designed for weapon systems, temperature is a prominent 

performance characteristic.  Typically, the weapon will be external to the aircraft, being 

exposed to a wide range of temperatures, especially while in flight.  During a test flight, 

the weapon will be exposed to low temperature extremes that require unique measures to 

guarantee operation after the application of prime power to the SFSS components. 

To support this requirement, after a review of possible solutions, the decision was made 

to employ a heater blanket concept for each of the SFSS subsystems.  The design of these 

units is such that they will incorporate components whose operation is assured to work to 

-55
o
C, and will operate as long as the temperature remains below a set point.  These 

blankets are screwed down to their respective subsystems, and are not required for those 

weapons in which the low operational temperature range of the vehicle is above -40
o
C. 

EXTENSIONS 

The SFSS Encoder capability provides the serial interfaces necessary to collect data from 

a variety of weapon sources, GPS time and status from other SFSS components, and 

encode them into the required PCM output stream.  The main piece of the puzzle that is 

missing from this configuration is the traditional DAS type function – that is, the 

interfaces and signal conditioning to other weapon sensors. 

The SFSS Encoder module includes five independent serial interfaces that can be used 

for any purpose.  To support the desired signal conditioning requirements, small DAS 

units, similar in size reduction that will be achieved in the SFSS, can be developed using 

similar techniques and making use of the existing power conditioner module to provide a 

foundation.   These new DAS systems would operate in a manner similar to the weapon 

system data sources, using the synchronization signals from the SFSS Encoder to control 

the collection and output of data.  Multiple DAS systems could be incorporated, or could 

implement a master-remote mechanism to allow for more channels to be processed 

throughout the vehicle 

SUMMARY 

Miniaturization, in concept, is a simple task: take existing functionality and just make it 

smaller.  However, when levied with very unique data acquisition and flight termination 

requirements, the process becomes quite arduous and requires investigation of new parts 

and technologies.  This has also necessitated studies and tradeoff with inputs from the 

team members to determine the path forward that addresses the program KPPs.  

Further miniaturization is possible thru the development of Application Specific 

Integrated Circuits (ASICs), albeit a fairly high development cost, or further 

advancement of FPGA technology, in which more discrete capabilities can be 

incorporated into a fewer number of parts.  Either way, the segregation of  functionality 

across the various SFSS subsystems will allow for the introduction of new components as 

technology allows. 
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ABSTRACT 

 

The RCC 319-07 compliant Flight Termination Receiver (FTR) when configured in a dual cross 

strapped Flight Termination System (FTS) can provide enhanced fail safe condition monitoring 

and automatic fail safe condition response capabilities in missile, rocket or target platforms.  The 

redundant RCC 319-07 FTRs will latch ON the destruct ARM and TERMINATE command 

outputs in the event both Fail-Safe Enabled FTRs experience a simultaneous loss of DC power, loss 

of the RF carrier, or designated modulated tone beyond the preset loss of the tone time out period.   

RCC 319-07 FTRs also include a Fail-Safe Enable and ARM latched state recovery for power 

interruptions of up to 50 milliseconds and over-voltage and output protection circuitry on all 

command and telemetry outputs.   

 

INTRODUCTION   

 

This technical paper provides a detailed description of the refined RCC 319-07 flight safety 

performance functions and design principles of redundant cross strapped RCC 319-07 Flight 

Termination Receivers.  A basic understanding of the standard flight termination receiver 

functions is necessary to fully assess the interrelationship and benefits of the RCC 319-07 

requirements governing power interruption recovery and Fail-Safe condition monitoring in a 

redundant FTR FTS system.  This information is intended to provide both Range Safety Officers 

and FTS designers a greater understanding of the FTR Fail-Safe power monitoring and 

management functionality in an RCC 319-07 cross strap FTS configuration. 

 

STANDARD RCC 319-99 AND 319-07 FTR FUNCTIONS 

The Flight Termination Receiver/Decoder is an airborne flight unit designed for Range Safety 

flight termination purposes in missile, rocket, and target applications. Under normal operation, the 
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unit receives a UHF/RF carrier frequency modulated with up to 4 simultaneous RCC IRIG tone 

frequencies (Tones A-B-C-D), and decodes the uplink commands from the ground based 

transmitters for unmanned vehicle control functions and/or flight safety termination. Upon 

receiving, demodulating and detecting the correct sequence of tone logic, the appropriate 

command outputs ARM, MONITOR, OPTIONAL, and TERMINATE are activated.  

The flight termination receiver also provides telemetry outputs for the monitoring of the Fail-

Safe Enable state status, the receiver signal strength level (SSTO) and the detected presence of 

the individual IRIG tones frequencies.  

 

RCC 319-07 FLIGHT TERMINATION RECEIVER FAIL-SAFE FUNCTIONS 

The 319-07 flight termination receiver incorporates Fail-Safe circuitry that when the FTR is 

placed in a Fail-Safe Enabled state is designed to latch ON both the ARM and TERMINATE 

destruct command outputs when a Fail-Safe condition occurs.  Fail-Safe conditions include the 

immediate destruct command output response in the condition of a loss of DC input power, or 

after the predetermined time out period for the loss of the RF carrier or its modulated RCC 

designated IRIG tone.  The flight termination receiver is required to respond to both these Fail-

Safe conditions when operated in either a single (1 receiver) FTR Fail-Safe Enabled state 

configuration or in a redundant (2 receiver) Fail-Safe Enabled state cross strapped FTS 

configuration.   

The RCC 319-07 Commonality Standard requirements are as follows: 

“Both redundant FTS sides shall be capable of being cross strapped together such that the 

ARM and Terminate outputs for the programmed Fail-Safe condition occurs only if both 

paths are Fail-Safe Enabled and both paths experience a Fail-Safe condition.” 

“When both redundant paths are cross strapped together, if only one of the redundant 

paths receives a Fail-Safe Enable signal the path that received the Fail-Safe Enable will 

ignore the input from the other path and output an ARM and TERMINATE if it 

experiences a Fail-Safe condition.” 

 

RCC 319-07 FLIGHT TERMINATION RECEIVER POWER DROPOUT 

REQUIREMENT 

 

A significant new requirement of RCC 319-07 incorporates a state recovery function into the 

FTR circuit design which must handle DC power interruptions of up to 50 milliseconds.  Where 

the prior RCC 319-99 document required the FTR to only “withstand and operate after” a 50 

millisecond input power interruption (typically only associated with external to internal power 

source switching), RCC 319-07 now requires the FTR to “withstand and return to its last 

commanded state”. Therefore, a fully compliant RCC 319-07 FTR must return to all commanded 

states including the latched ARM and/or Fail-Safe Enabled state upon DC power recovery if the 

FTR had been in these latched or non-latched logic command states prior to the power dropout.   
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REDUNDANT FTRs DIFFERENTIATE BETWEEN A SINGLE FTR POWER 

DROPOUT AND A FAIL-SAFE POWER LOSS TO BOTH RECEIVERS 

 

In a redundant FTS system two (2) FTRs are interconnected with the Fail-Safe Output (FSO) of 

each receiver connected to the redundant receivers Fail-Safe Input (FSI).  (Figure 1)   

 

Figure 1:  Typical Cross Strapped FTR Configuration 

 

While the RCC 319-07 Commonality Standard states the requirements for both a power drop out 

command state recovery and immediately latch ON the ARM and TERMINATE command 

outputs in the event of power loss, the Standard does not provide details of how redundant cross 

strapped FTRs differentiate between these two power interruption requirements and when the 

requirements do and do not apply.   

In a redundant cross strapped FTS system, the RCC 319-07 defined cross strap logic table  

(Table 1) indicates that in the event the interconnected second FTR has not received a Fail-Safe 

Enable, the single receiver which had received its Fail-Safe Enable shall respond to all Fail-Safe 

conditions as an individual FTR.  Therefore, in the case of a single Fail-Safe Enabled FTR in a 

redundant cross strapped configuration, the requirement for the 50 milliseconds power dropout 

state recovery is not applicable after the receiver is placed in a lone Fail-Safe Enable state.  Upon 

the FTR being placed in the Fail-Safe Enable state, a power interruption of any time duration 

will immediately generate the latched ARM and TERMINATE command outputs.  When only 

one FTR is enabled, the Fail-Safe Input (FSI) to the receiver that is experiencing the Fail-Safe 

condition is in a “0” state.  The “0” state (FSO) from the FTR which had not been placed in a 

Fail-Safe Enable state cannot inhibit the enabled FTR from functioning as required in an 

individual Fail-Safe monitoring and automatic condition response capacity.  Therefore, in this 

single FTR enabled state, the power dropout state recovery can only be applicable to the non-

latched and latched ARM command states prior to the FTR being Fail-Safe Enabled.  A power 

drop out command recovery to the Fail-Safe Enable state is not possible in this power drop out 

scenario.  The single Fail-Safe Enabled FTR must respond immediately to the power loss. 
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FAILSAFE CROSS STRAPPING LOGIC 

FAILSAFE 

ENABLE 

FUNCTION 

FAILSAFE 

EVENT 

FAILSAFE INTERFACE 

LOGIC 

COMMAND 

OUTPUT 

  FSI FSO  

REC A REC B REC A REC B REC A REC B REC A REC B REC A REC B 

0 0 X X 0 0 0 0 0 0 

0 1 X 0 1 0 0 1 0 0 

0 1 X 1 0 0 0 0 0 A/T 

1 0 0 X 0 1 1 0 0 0 

1 0 1 X 0 0 0 0 A/T 0 

1 1 0 0 1 1 1 1 0 0 

1 1 0 1 0 1 1 0 0 0 

1 1 1 0 1 0 0 1 0 0 

1 1 1 1 0 0 0 0 A/T A/T 

 
FAILSAFE ENABLE FUNCTION =>  0  FAILSAFE NOT ENABLED 

      1  FAILSAFE  ENABLED 

 

FAILSAFE EVENT =>  0  DOES NOT OCCUR 

     1  LOW VOLTAGE OR LOSS OF TONE OCCURS 

 

FAILSAFE INTERFACE LOGIC => 0  LOW 

      1  HIGH 

 

RECEIVER COMMAND OUTPUT =>   0      ARM AND TERMINATE OFF 

      A/T  ARM AND TERMINATE ON 

 

FSI =>  FAILSAFE INPUT 

FSO=>  FAILSAFE OUTPUT 

 

Table 1: RCC 319-07 Cross Strap Logic Table 

 

The full compliance level to these RCC 319-07 requirements is in effect when both cross 

strapped FTRs are Fail-Safe Enabled.  The defined cross strap logic table (Table 1) indicates that 

when the  FSI to FSO are in the “1” states between the Fail-Safe Enabled FTRs, a Fail-Safe 

condition  detected by only one FTR will not result in the latched ARM and TERMINATE 

command output state.   An FSO “1” state is always provided by the FTR which is Fail-Safe 

Enabled, and is not experiencing a Fail-Safe condition.   

It is the presence of the “1” state on the Fail-Safe Input (FSI) and how this “1” state is processed 

by the FTR that has experienced a power dropout  that is critical to the proper power monitoring 

management between the two cross strapped Fail-Safe Enabled FTRs.  Upon power recovery 

(dropout < 50ms), it is the presence of the “1” state at the FTRs Fail-Safe Input (FSI) that both 

inhibits and resets any unprocessed activation of an ARM and TERMINATE command state.  

The FSI “1” returns the Fail-Safe circuitry back to a pre-power dropout status as if a power 

dropout had not occurred.     

It is critical to the FTR Fail-Safe circuit design that the FSI “1” state is not exclusively used to  

only inhibit the activation of the ARM and TERMINATE command output circuits.  As 

discussed in the previous paragraph, it is critical the FSI “1” state also be used to reset and clear 
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the FTRs low voltage detection circuit when the power drop out recovers.  In this incorrect Fail-

Safe circuit design, a subsequent non-simultaneous power dropout on the redundant cross 

strapped FTR would immediately generate the latched ARM and TERMINATE command 

outputs when the second FTR initial power drop out occurs.  A Fail-Safe circuit design which 

accumulates the initial non-simultaneous FTR power dropout events of each FTR is not the 

desired RCC 319-07 power drop out recovery functionality. 

With the correct Fails-Safe power management circuitry the RCC 319-07 compliant FTRs will 

properly respond when both FTRs are Fail-Safe Enabled and both FTRs experience a 

simultaneous power dropout event.  In this scenario, both FTRs Fail-Safe Outputs to Fail-Safe 

Input return to a “0” state which allows the latched ARM and TERMINATION command 

outputs to occur.  Therefore, when both FTRs are Fail-Safe Enabled in a redundant FTS 

configuration, the 50 millisecond state recovery is fully applicable when there is a “1” state 

present at the FSI of the receiver and there is no simultaneous power drop out to both receivers.  

 

Conclusion 

The greatest FTS flight safety is achieved when both cross strapped RCC 319-07 FTRs are 

confirmed to be in their respective Fail-Safe Enabled states.  When only one of the cross 

strapped FTRs is placed in a Fail-Safe Enabled state, that FTR cannot differentiate between 

power interruption time durations and will immediately generate a destruct command on its 

initial power dropout event.  It is only when both FTRs are in a Fail-Safe Enabled state that the 

individual FTR experiencing a power interruption of less than 50 milliseconds can be prohibited 

by the cross strapped logic of the redundant FTR from generating a destruct command and return 

to its command state.  In the dual FTR Fail-Safe Enabled FTS operational state, the latched ARM 

and TERMINATE destruct commands will only be generated when both FTRs experience a 

simultaneous power dropout.  Therefore, the desired enhanced RCC 319-07 Fail-Safe monitoring 

and automatic Fail-Safe condition termination response for a power dropout is optimally 

achieved when both FTRs are in the Fail-Safe Enabled state.  To meet the enhanced Fail-Safe 

function requirements of RCC 319-07, Herley Industries Inc. offers the fully compliant Model 

HFTR60-2 Flight Termination Receiver which meets the operational functions described in this 

document. 

 

REFERENCES 

 

Range Commanders Council, Document 319-07, Flight Termination Systems Commonality 

Standard 

Range Commanders Council, Document 319-99, Flight Termination Systems Commonality 

Standard 

 

 

 

 



 

1 
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ABSTRACT 

The surprise failure of two NASA Space Shuttles and the premature failures of satellite 

subsystem equipment on NASA satellites are motivating NASA to adopt an engineering 

discipline that uses telemetry specifically developed for preventing surprise equipment 

failures. The NASA Orion spacecraft is an Apollo module-like capsule planned to replace 

the NASA Space Shuttle reusable launch vehicle for getting astronauts to space and return 

to the earth safely as well as a crew escape vehicle stored at the ISS. To do so, NASA is 

adopting a non-Markov reliability paradigm for measuring equipment life based on the 

prognostic and health management program on the Air Force F-35 Joint Strike Fighter. 

The decision is based on the results from the prognostic analysis completed on the Space 

Shuttle Challenger and Columbia that identified the information that was present but was 

ignored for a variety of reasons. The goal of a PHM is to produce equipment that will not 

fail prematurely. It includes using predictive algorithms to measure equipment usable life. 

Equipment with transient behavior caused from accelerated of parts will fail prematurely 

with 100% certainty. For many decades, it was believed that test equipment and software 

used to in testing and noise from communications equipment were the cause of most 

transient behavior. With the processing speed of today’s processors, transient behavior is 

caused from at least one part suffering from accelerated aging. Transient behavior is 

illustrated in equipment telemetry in a prognostic analysis. Telemetry is equipment 

performance information and equipment performance has been used to increase reliability, 

but performance is unrelated to equipment remaining usable life and so equipment should 

be failing prematurely. A PHM requires equipment telemetry for analysis and so analog 

telemetry will be available from all Orion avionics equipment. Replacing equipment with a 

measured remaining usable life of less than one year will stop the premature and surprise 

equipment failures from occurring during future manned and unmanned space missions.  

 

KEY WORDS 

 

Telemetry, Prognostic, Diagnostic, Analysis, Failure Analysis, Prognostic Analysis Predicting 

Failures, Non-Markov Reliability, Calculating Remaining Usable Life, Measuring Remaining 

Usable Life 

 

INTRODUCTION 

 

NASA is ushering in a new non-Markov paradigm in safety and mission assurance. The NASA 

Orion spacecraft has replaced the Space Shuttle for transporting astronauts to space and return 
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home safely. The Orion will use a non-Markov reliability paradigm. NASA has decided that 

space missions are too expensive and too important to fail and is using adopting a prognostic and 

health management (PHM) program in the testing of the Orion spacecraft to prevent a 

catastrophic failure. Rather than using a diagnostic analysis to complete failure analysis after a 

surprise failure occurs, NASA will use a PHM to prevent surprise equipment failures from 

occurring like those on the Space Shuttle Challenger and Columbia accidents in 1986 and 2003.  

 

 

FIGURE 1 THE NASA ORION MANNED SPACECRAFT 

 

THE PROGNOSTIC AND HEALTH MANAGEMENT PROGRAM 

 
1
A prognostic and health management (PHM) program was developed across many industries to 

prevent catastrophic equipment failures using prognostic (predictive/preventive) practices for 

preventing equipment failures in addition to the diagnostic practices used after a surprise 

equipment failure occurs. A PHM is a new engineering and reliability paradigm that includes a 

non-Markov measurement of equipment remaining usable life. The PHM provides the tools, 

training and practices necessary to predict equipment failures stopping premature and surprise 

equipment failures. A PHM includes using predictive algorithms to measure equipment usable 

life with analog telemetry and identify the equipment that will fail prematurely for replacement 

before use and in space. Current predictive algorithms have been valid out one year allowing 

infant mortality failures to be stopped like those that occurred on the Challenger and Columbia 

accidents.  

 

A prognostic analysis is a scientific analysis (vs. an engineering analysis) conducted on the 

results from the diagnostic analysis known as a failure analysis. The analysis of the results from 

a diagnostic analysis provides prognostic analysis. The results from a prognostic analysis 

conducted on a failure analysis provides the information that if interpreted properly by personnel 

trained in preventing a surprise failure, would have been used to prevent a failure. The result of a 

prognostic analysis identifies the prognostic markers/prognostic identifiers. The analysis of the 

results of a prognostic analysis is a prednostic analysis. A result of a prednostic analysis yields 

the remaining usable life.  
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Telemetry and data acquisition systems were developed at Edwards AFB in California to 

transmit the equipment performance data from jet aircraft in flight test to flight test engineers 

located remotely. Pilots were dying in crashes before they could debrief the flight test engineers 

and the performance of the aircraft before crashing could not be determined. Data acquisition 

systems used remote ground stations to receive telemetry and route it to flight test engineers 

located at other facilities. Jet aircraft equipment analog telemetry is crucial to aircraft design, 

because telemetry provides equipment performance information and performance drives the 

design of jet aircraft. Equipment analog telemetry provides access to equipment performance 

information invasively. 

 

 
 

FIGURE 2 NASA ORION TELEMETRY & INSTRUMENTATION SYSTEM 

DESIGNED AT THE DRYDEN FLIGHT RESEARCH CENTER 

 

Telemetry systems were added to spacecraft in the early 1960’s hoping that telemetry could 

identify the equipment that failed performance testing. Telemetry increases spacecraft cost and 

complexity and thus risk and so became the source of great irritation to spacecraft company 

management. The generation, analysis and storage of telemetry during the manufacturing and 

testing process slows down in the test schedule increasing risk of missing the delivery date, and 

forces a large increase in resources needed and so is considered an overhead cost by program 

management. A slowdown occurs from analyzing test data during the spacecraft test plan. A 

slowdown increases risk of missing the delivery date and incurring a financial penalty. Because 

spacecraft equipment performance is not a design driver, and analog telemetry only measures 

equipment performance parameters, telemetry is not needed to improve satellite or launch 

vehicle performance. Telemetry is used in completing equipment testing required by the 

customer, for operating and maintenance of spacecraft and so telemetry is an overhead cost and 

one that is minimized by company program management. Telemetry is important to the engineer 

but not to the program management because it is not critical to mission success.  
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Telemetry is used in the completion of dynamic environmental factory acceptance testing to 

measure and confirm equipment performance, but some equipment does not get performance 

tested. Company personnel can decide the equipment that received telemetry. In the application 

of telemetry in the space industry, telemetry became a source of additional weight, electrical 

power, many miles of wire, extra equipment and causes a huge increase in vehicle complexity 

and uncertainty. Unlike aircraft, whose design driver is performance, a key satellite and launch 

vehicle design driver is reliability. For spacecraft and launch vehicles, there is only one chance to 

get everything right and successfully launch a rocket and its satellite/spacecraft payload to space. 

When something unexpected occurs on a launch vehicle during ascent, it usually results in a 

catastrophic failure and loss of the mission. This does not occur in the use of jet aircraft that are 

designed to be survivable in the event a surprise equipment event occurs. A jet aircraft can 

usually be salvaged in many ways. Not true for launch vehicles and satellites. 

The NASA Space Shuttle is the most instrumented operational vehicle in the history of 

spaceflight. However, since telemetry was not considered by management to be mission critical, 

most of the Space Shuttle telemetry was stored for failure analysis in the event a failure occurred. 

NASA has decided that the Orion missions will be too important to fail, and so the Orion 

spacecraft will have all its equipment telemetry available for diagnostic and prognostic analysis 

in real-time, thus increasing Orion safety and mission assurance.  

 

WHAT IS A PREDICTIVE ALGORITHM? 
 
3 

A predictive algorithm includes a series of actions, including a scientific analysis, taken by 

personnel trained to prevent surprise failures from occurring. Using diagnostic analysis, 

personnel are trained to react with a diagnostic analysis after a failure occurs. Changing the 

paradigm from reaction to prevention requires training in completing a scientific analysis. 

Predictive algorithms simply relate past equipment, non-repeatable transient events that is 

identifiable in equipment engineering test data with equipment end of life. These actions use the 

same engineering data used to complete a diagnostic analysis to confirm equipment performance 

but uses predictive algorithms to convert equipment analog telemetry (performance 

measurements) into a measurement of unit remaining usable life.  

 

A diagnostic analysis looks backward in time to determine past equipment behavior. A 

prognostic analysis looks back in time to predict future equipment behavior. A scientific analysis 

is necessary because the results from an engineering analysis only provide diagnostic 

information. The results from a diagnostic analysis cannot be used to measure equipment 

remaining usable life. A scientific (prognostic) analysis is completed on the results from 

diagnostic analysis. Predictive algorithms illustrate the presence of accelerated aging that is often 

identifiable in normal appearing data from fully functional equipment that will fail prematurely. 

Predictive algorithms offer spacecraft purchasers and spacecraft builders the tools necessary to 

purchase satellites and launch vehicle services that will not fail prematurely and suffer from 

surprise on-orbit failures. Using predictive algorithms and prognostic analysis, contractors and 

mission control personnel will identify the equipment that will fail prematurely (and predict 

when satellite subsystem equipment will fail). 

 

A prognostic analysis should include the generation, recording and dissemination of diagnostic 

(investigative) information and the processing of each channel of information so that future 
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events can be predicted based on past behavior. For equipment that is too expensive and too 

important to fail premature, the desired outcome is the prevention of a premature failure. A 

prognostic (proactive/predictive) algorithm is a well-defined set of instructions that when 

executed will identify the information necessary (prognostic markers) to prevent and/or prevent 

undesirable events in the future. 
3
 

 

Prognostic technology uses almost any analog measurement available today on flight equipment 

and in satellite/launch vehicle telemetry systems. However, instrumentation with at least a single 

analog measurement integrated into equipment is necessary to illustrate accelerated aging. 

The number and types of analog measurements per unit often includes voltage, current and 

temperature. Although prognostic analysis is insensitive to measurement sampling frequency, 

very low sampling frequency can affect the accuracy of the of remaining-usable-life calculation. 

 

 

FIGURE 3 THE PROCESS USED TO DEVELOP A PROPRIETARY PREDICTIVE 

ALGORITHM 
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EQUIPMENT MISSION LIFE VS. REMAINING USABLE LIFE 

 

A major requirement for a spacecraft is its mission life. Spacecraft mission life provides the 

information so that equipment suppliers can include the amount and cost of the expendables in 

the design. Spacecraft equipment that will operate normally for extended durations use piece-

parts that are rated with longer life by their manufacturer. Companies choose their piece-parts 

suppliers very carefully, so that parts suppliers that produce too many parts that fail prematurely 

will not be used. Longer life satellites in addition to being far more expensive are usually 

physically larger, heavier and more costly from the extra equipment and expendables provided 

on-board. . Satellite mission life has greatly increased from 6 months in the 1960’s to 20 years 

today. This increase in equipment mission life is from the desire from customers who can pay for 

longer life from the money earned from selling satellite services. Today’s satellite design life can 

be over 20 years to meet a mission life of 15 years.  
 

4
 A prognostic analyses is a scientific analysis that includes using equipment performance data 

such as telemetry to measure equipment usable life thus making equipment telemetry critical to 

mission success. A failure analysis is an engineering analysis and is used to quantify equipment 

behavior by looking at past information. A prognostic analysis uses the same past information 

used in a failure analysis to predict future equipment behavior with certainty.  

 

The personnel who are testing the NASA Orion spacecraft will use equipment analog telemetry 

to measure the Orion avionics equipment performance and the equipment usable life usable life 

to prevent surprise equipment failures. The equipment that fails performance or usable life 

requirement will be replaced increasing safety and mission assurance. 

 

Calculating remaining usable is a proprietary process and may be unique for each 

company/organization. The remaining-usable-life or the time-to-failure (TTF) for equipment can 

be calculated once accelerated aging has been identified by using the piece-part failure 

characteristics in equipment telemetry generated under test. 

 

 
 

FIGURE 4 THE 100 LB LIQUID APOGEE ENGINE THAT SUFFERED FROM A 

FAILURE IN 2010 ON THE AIR FORCE AEHF-1 SATELLITE.  
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5
 Predicting an accurate time-to-failure (TTF) after the early signs of premature aging/failure are 

identified; we use the cumulative distribution curve developed from our proprietary database of 

equipment failures we have analyzed over 30-years on launch vehicles and satellites. Normal 

distribution curves model normal occurring failure rate behavior and are tools used before we 

understand and could quantify the failure rates at a complex system at the beginning-of-life, 

normal lifetime and end-of-lifetime failure rate. In the equipment failures we analyzed, we 

measured the duration of time between the failure precursor and the actual failure to generate the 

cumulative distribution. We have used this cumulative distribution to predict the duration of 

remaining usable with 100% accuracy. 

 

Failures in electrical and electro-mechanical equipment occur over a very long period of 

equipment operational life, as long as 1 year.  To understand why our cumulative distribution is 

an accurate method for measuring the equipment with the early signs of premature aging/failure 

present remaining usable life, understanding the use of normal (random) distributions will help.  

 
5 

The integral of a normal distribution function is its cumulative distribution. The integral of all 

the probability functions are the cumulative distribution functions for the normal distribution 

functions. The cumulative distributions illustrate the likelihood that a piece-part failure in a 

population of piece-parts duration will occur. Knowing that piece-part failure rates should have a 

Gaussian distribution, piece-part manufacturers test a sample of piece-parts from a population 

and determine if their failure rate matches a Gaussian distribution. 

 

FIGURE 5 PROPRIETARY CUMULATIVE DISTRIBUTION USED TO PREDICT 

EQUIPMENT TIME-TO-FAILURE/REMAINING-USABLE-LIFE  

MARKOV PROPERTY 

 

In 1953, the United States Army-Air Force was developing intercontinental ballistic missiles 

(ICBMs) and could not stop the premature equipment failures that were occurring during 

performance testing. A group of mathematicians determined that the rates that equipment in a 

complex system, such as an aircraft or ICBM, failed was describable using a bathtub shaped 

curve. The rate at which equipment failed within the first year of use was defined as the infant 

mortality failure rate, equipment that filed at the end of life was called the end of life failures.  
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The mathematics was developed to model this behavior and is used today to define proprietary 

normal and cumulative distribution curves that parts suppliers use to define how unreliable their 

parts are. The shape of the bathtub curve has become the most widely accepted belief about 

equipment reliability. 

 
2 

Markov models are used in the calculations for serviceable systems reliability parameters such 

as MTBF, MTTR, maintainability, serviceability and availability. The Markov property (random, 

instantaneous and memoryless) is necessary so that reliability engineers can use stochastic 

equations to quantify equipment, software, processes and systems reliability (a.k.a. PRA). 
6
 

 
7
 The mission life of equipment is the desired or minimum duration of time the equipment will 

function providing the services from the equipment it was designed to provide. Mission life is 

measured in time and not probability. How is reliability and mission life related? They are not 

related.  

 

 
 

FIGURE 6 RELIABILITY ANALYSIS ENGINEERING’S BATHTUB CURVE  

 
6
 When reliability is defined as a likelihood of occurring, the behavior it quantifies is assumed 

instantaneous and random whether the behavior is or not. This is having the Markov property 

and having the Markov property is the basis for many of the stochastic equations used in defining 

equipment needs and serviceability requirements  

 

 
 

FIGURE 7 A MARKOV MODEL USED FOR CALCULATING THE 

LIKELIHOOD OF A STATE CHANGE  
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Do equipment failures occur instantaneously and random? No. Although equipment may exceed 

its performance specification or stop using electrical power quickly, the process of failing began 

many weeks or months prior to the event. The equipment began to fail the first time electrical 

power was applied or the mechanism was used for the first time. 
 

7
 Parts used in equipment degrade in performance starting at beginning of life when power is first 

applied.  When one part starts to degrade in performance much faster than the others, the part is 

suffering from accelerated aging. Accelerated aging is also the term we use to define to exposing 

parts or equipment to higher operating temperatures so that parts will degrade much faster. 

Accelerated aging occurs when at least one part in a circuit or mechanical assembly degrades in 

performance faster and causes non-repeatable, unique transient events. When telemetry is 

available from either electrical or mechanical equipment, the non-repeatable transients are visible 

when the behavior is processed using predictive algorithms. Equipment telemetry provides 

performance information. Predictive algorithms convert time series telemetry into a measure of 

equipment life.  Data-driven predictive algorithms convert equipment performance information 

(e.g. volts, amps) into a measurement of remaining usable life. Integrating the normal probability 

distribution function yields the cumulative distribution function. 

 

 

FIGURE 8 CIRCUIT/ASSEMBLY TRANSIENT BEHAVIOR OCCURRS AS PARTS 

AGE PREMATURELY IS THE REASON PREDICTIVE ALGORITHMS CAN 

MEASURE EQUIPMENT USABLE LIFE USING ANALOG TELEMETRY  

7 
The analysis of time-series (diagnostic) data is a diagnostic analysis. The analysis of the results 

from a diagnostic analysis is a prognostic (predictive) analysis. The analysis of the results from a 

prognostic analysis is a prednostic (remaining usable life) analysis. A diagnostic analysis uses 

past (time-series) equipment data to understand past equipment behavior. A prognostic analysis 

uses past equipment (time-series) data to predict future equipment behavior.  
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CONCLUSION 

 

The failure rates of electrical and mechanical parts used in Orion spacecraft avionics equipment 

are well known and predictable. Testing is used to identify the equipment that fails performance 

testing from parts that are degrading faster than desired for repair or replacement. A PHM will 

identify the equipment that will suffer from a premature failure by measuring equipment 

remaining usable life for identifying the parts suffering from premature aging/accelerated aging. 

A PHM increases Orion safety and mission assurance by preventing surprise equipment failures. 

In a PHM, equipment reliability is measured invasively using analog telemetry and not 

calculated mission life using PRA. The PHM identifies the equipment that will fail prematurely 

from accelerated aging using a prognostic analysis. A prognostic analysis is a scientific analysis 

that converts equipment telemetry a.k.a. performance information into a measurement of 

equipment remaining usable life. A prognostic and health management program includes a 

scientific analysis and will identify the equipment that will fail prematurely, stopping premature 

and surprise equipment failures on the Orion spacecraft while it is on the ground, during launch 

or in space. 
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ABSTRACT 

 

As the size of missiles and UAVs shrink, so does the volume available for the Flight Termination 

System (FTS). Small, light weight FTS systems open up applications not possible with the larger 

and heavier conventional FTS systems. This paper presents a novel approach for the design, 

implementation and test of a subminiature Flight Terminate System Receiver for use in the 

Subminiature Flight Safety System (SFSS). This receiver implements the new digital-based 

Enhanced Flight Termination System (EFTS) protocol, while maintaining a volume of less than 

1 cubic inch with power consumption of less than 2 watts. Combining all of the necessary 

functionality into a small package while meeting the rigorous requirements of the Range 

Commanders Council (RCC) specifications (EMI, vibration and shock) presented significant 

challenges. The Subminiature Enhanced Flight Termination Receiver used in the SFSS has been 

named the “SEFTR”. 
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Flight Termination System (FTS), Enhanced Flight Termination Receiver (EFTR), Subminiature 

Enhanced Flight Termination Receiver (SEFTR) 

 

I. INTRODUCTION 

 

Flight Termination Systems (FTS) are used on a broad array of vehicle types. These vehicles 

consist of rockets, missiles and test/surveillance vehicles. FTS or telemetry safety kits are 

required for any vehicle which could potentially leave the confines of the “Range”, to provide 

protection to the general public against the results of a mission failure or to protect 

sensitive/classified electronics against capture and discovery. 

 

During air-to-air missile testing, the warhead is removed and replaced with a telemetry safety kit. 

These kits generally consist of receivers, transmitters, encryption encoders, safe and arm 

controllers and explosive modules.  Operations of these systems normally utilize a ground station 

with a Range Safety Officer monitoring the mission. An uplink transmits a signal for reception 

by the flight termination receiver. The receiver passes the information to the appropriate system 
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components required to terminate the mission and all necessary telemetry data is forwarded to 

the ground station through the missile telemetry transmitter.  

 

High reliability Range Safety systems are used on all the heavy launch vehicles, which are 

required to place satellites into orbit. They are also onboard the Space Shuttle Solid Rocket 

Boosters (SRBs), which transport astronauts to low earth orbits. Even though these vehicles cost 

hundreds of million dollars and involve human life, US Space policy still requires Range Safety 

systems to be employed to terminate the vehicle in case of a system failure and the vehicle veers 

towards a populated area.  

 

Significant research and development money has been invested in recent years to reduce the 

overall size of these safety kits for the missile market. The miniaturization of these systems is 

necessary to accommodate the ever shrinking weapon systems.  

   

 

II. FLIGHT TERMINATION HISTORY 

 

RF system receivers vary widely depending on the application. Normally, receivers are designed 

to receive low signal levels and convert them to usable levels where the signal can be processed. 

The Flight termination receiver is similar to a standard military receiver with respect to 

sensitivity and dynamic range, (-110 dBm and +13 dBm respectively). The unique feature of a 

flight termination receiver is its ability to still receive the desired signal while rejecting high 

level interferers close in (hundreds of kHz) to the baseband frequency. 

  

Inter-Range Instrumentation Group (IRIG) 

 

IRIG flight termination systems were designed to receive and decode frequency modulated tone-

based waveforms. These constant envelope receivers generally utilized a dual down conversion 

architecture, which operates by down converting the received RF signal to some intermediate 

frequency. Mixers and local oscillators are used to implement this down conversion. The 

intermediate frequency is heavily filtered, converted to the base band of choice and filtered 

again. Specific tones are continuously transmitted throughout the mission and other tones are 

added or taken away in a selected pattern. These combinations are processed and commands are 

decoded. The probability of an unwanted destruct event occurring for this type system was 

determined to be too high for use in heavy launch and man rated vehicles. The IRIG system 

architecture is not sufficiently robust in the sense of an unbreakable code and gave rise to the 

high alphabet system.   

 

High Alphabet Systems 

 

Development of the High Alphabet system provided at least ten orders of magnitude better 

probability than the IRIG format against an undesired output caused by interfering signals. This 

system provides a high level of protection against unintended destruction caused by either 

intentional or unintentional interfering signals though the use of a very large “state space”. The 

high alphabet architecture was developed by L-3 Cincinnati Electronics (L-3 CE) in response to 

the user need for a more robust protocol. L-3 CE elected to retain the heritage based FM system 
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to minimize risk, but increased the number of tone combinations by an order of magnitude. This 

system utilizes long sequences of two tone pairs to form a message. The Range programs these 

codes into both the base station and the vehicles flight termination system prior to a launch. The 

flight termination system only processes received messages that match the stored codes. The 

High Alphabet Range Safety System has been adapted for use on many programs since its 

introduction. Table 1 provides a list of these programs with a brief description of improvements 

and changes made during the evolution. 

 

Table 1: Summary of High Alphabet Range Safety System Evolution  

Period CRD and Program Improvements/Comments

1962/1963 Apollo/Saturn Initially developed separate receiver and decoder boxes

1977/1978 IRD-111/202 Space Shuttle

Size reduced by microprocessor implementation.  Coding restrictions 

eliminated with use of electronic Fill Device.

1985/1986 CRD-117/203 Titan II and IV None

1989/1990 CRD-118/204A Cassini

ISDS enhanced and more tolerance to electromagnetic interferences 

provided

1992/1993 CRD-120/205 Delta II, III, & IV

Added Electro Explosive Device (EED) Monitor Circuitry to the CRD-

118/204

1995 CRD-124/207 Shuttle Incorporated Distributor circuitry previously external

 

Human error combined with the IRIG tone-based protocol gave rise to the Global Hawk incident 

(Reference 6). In this situation, one range transmitted an IRIG tone-based test signal with 

arm/terminate sequence that was received by a vehicle on an active mission causing the Global 

Hawk to terminate over the South Range at China Lake Naval Weapons Center.  

   

EFTS  

 

A team of engineers, Range Safety, academia, NSA, NASA and others was assembled to create a 

more secure FTS protocol using lessons learned from previous failed missions. This study (Task 

RS-38) used the RCC forum to define and prototype what they considered an affordable, reliable 

standard for a new flight termination system. The requirements developed for the EFTS system 

are listed below. 

 

 UHF Band Receiver (370-380 & 420-450 MHz) 

 CPFSK Modulation 

 Message Based Processing per EFTS specifications 

 50 Hz Message Rate 

 Immunity to Enhanced Position Location Reporting System (ELPRS) Burst 

 Reed Solomon Decoding 

 Triple Digital Encryption Standard (3DES) Signal Encryption  

 Serial Data Command Output 

 < 2 Watts Power Dissipation 
 

Multiple companies were selected to develop this new system, including L-3 CE. L-3 CE 

successfully completed the development and qualification of a new Enhanced-Flight Termination 

Receiver (EFTR), defined as the CR-128. L-3 CE also developed the associated ground support 
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equipment. Table 2 provides a comparison of the three available flight termination systems. Note 

that the EFTS is the only system deemed truly secure by NSA standards. 

Table 2: Comparison of Flight Termination Systems 

IRIG High Alphabet EFTS

Frequency Band UHF UHF UHF

Modulation FM FM CPFSK

Data Format Tones 11 Sets of Tone Pairs 

(Each Tone is 1 of 7 

possible frequencies).

64 Bit Digital Message

Security None > 350 Trillion Combinations Triple DES

Currently Used On Missiles, 

UAVs, etc.

All Major U.S. Launch 

Vehicles

Number of UAV 

vehicles, X-48B

Supporting Ranges All U.S. CCAFS, VAFB Significant number of 

Ranges:

- WMSR

- Eglin

- Edwards, etc  
 

 

III. Size Reduction Techniques 

 

It is common in the electronics industry to be required to reduce the size of an item, while still 

maintaining compliance with the product specification. Flight termination receivers are no 

exception. FTRs are required to fit into the ever shrinking munitions. Since functionality and 

reliability cannot be compromised, subminiature flight termination receivers must do more with 

less. To accomplish this task, designers look to smaller components with equal or greater 

functionality and look at the possibility of reducing the number of circuits in the system.   

 

The following discussion provides an in-depth look at several design solutions to miniaturize the 

EFTR and still meet the system requirements. These solutions consist of two paths: architecture 

changes and component changes. Architecture changes are to simplify the design and eliminate 

entire blocks of circuitry eliminating components and reducing overall size. Component changes 

incorporated component research and the possibility of using hybrid like circuits or ASIC chips. 

In this case, cost is a major driver making hybrid and ASIC chips an unlikely choice.  

 

In 2008, L-3 CE entered into a contract with Eglin AFB to explore the possibility of 

miniaturizing the existing EFTR, currently at 3.8 in
3
. Figure 1 illustrates the size reduction 

achieved during the SEFTR development. 
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Figure 1: EFTR vs. SEFTR 

Table 3 shows the requirements for both Threshold and Objective. The only difference between 

the two is the Size/Packaging. The Threshold volume requirement is 0.9in
3
, while the objective 

is 0.6in
3
.  

Table 3: Threshold and Objective Requirements  

Requirements Threshold Objective 

Size/Packaging 0.9in
3
 0.6in

3
 

EFTS Digital Format ESTS Waveform Compliant ESTS Waveform Compliant 

Frequency 370-380 & 420-450 MHz 370-380 & 420-450 MHz 

EFTS Uplink Decryption Prevent inadvertent or malicious 

terminations 

Prevent inadvertent or malicious 

terminations 

Range Compatibility EFTS Ground Stations EFTS Ground Stations 

Environmental Qual As provided for under contract 

FA9200-07-C-0205 

As provided for under contract 

FA9200-07-C-0205 

EMI/EMC (IAW) MIL-STD-461E (IAW) MIL-STD-461E 

 

The function of EFTR is to receive a signal between, 370-380 & 420-450 MHz, down convert 

the signal to a lower frequency where the digital signal processing is used to detect any signals of 

interest.   

 

Figure 2 shows two simple block diagrams of the EFTR. The diagram on the left depicts the 

general concept of a dual down conversion receiver and the one on the right shows the 

synthesizer architecture used in the EFTR. The EFTR is a dual down conversion receiver and 

processes the second Intermediate Frequency (IF) down in the neighborhood of 10-20 MHz. The 

EFTR utilizes an off the shelf SAW filter at the intermediate frequency and ceramic filters at 

baseband. These filters set the channel bandwidth and provide the required out of band rejection.  

 

 

Figure 2: EFTR Block Diagram 
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Figure 3 shows two simple block diagrams of the SEFTR. The diagram on the left illustrates the 

general concept of a single down conversion and the one on the right shows the synthesizer 

architecture used in the SEFTR. The SEFTR is a single down conversion receiver and processes 

IFs in the hundreds of megahertz. This architecture was implemented to reduce the number of 

component parts to make the receiver architecture simpler and thus smaller. This design requires 

the digital section to under sample the IF at a much higher frequency than in the EFTR.  
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Figure 3:  SEFTR Block Diagram 

 

The first four sections of the SEFTR block diagram are the antenna, roofing filter, Low Noise 

Amplifier (LNA) and the Image filter. From there, the signal is passed to the Mixer where the 

frequency is down converted to the hundreds of MHz region. The Mixer has several functions 

integrated on a single chip. This chip provides gain at both RF and IF, along with a buffer 

amplifier at the Local Oscillator (LO) port. This chip was chosen to reduce the number of 

components in the SEFTR. 

 

The LO necessary for down conversion is synthesized by utilizing an integrated Phase Lock 

Loop (PLL) circuit and a Voltage Controlled Oscillator (VCO) all on a single chip. After down 

conversion, the signal is filtered by a custom Surface Acoustic Wave (SAW) Filter to set the 

channel bandwidth. After the SAW filter, the signal is amplified, filtered and amplified again. At 

this point the signal is at a sufficient level to meet the system requirements of the A/D. The 

analog to digital converter digitizes the IF signal. This digital signal is fed into the FPGA where 

further decoding and command outputs are performed. The FPGA provides the necessary control 

for the variable gain amplifiers and reference oscillator (VCO). 

 

 

IV. Digital Design for Size Reduction 

 

The digital architecture of the SEFTR was modified slightly from the EFTR. Changes were made 

to the FPGA oscillator frequency to accommodate the new IF sample rates. Additionally, the 

FPGA functions were consolidated from two FPGAs to a single FPGA and the keying scheme 

was updated to the latest NSA recommendations. Figure 4 shows a block diagram of the digital 

architecture.  
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Figure 4: Block Diagram for Digital Section 

 

The EFTR key loading process utilizes a separate connector dedicated to Key loading. In order to 

minimize the size of the SEFTR, and with NSA concurrence, significant size reductions were 

realized by consolidating the separate Red and Black FPGAs into a single component. Red and 

Black partitioning is still maintained within the FPGA. In concert with the FPGA change, NSA 

agreed to permit “key fill” of the SEFTR via the existing cable harness versus requiring an 

independent connector.   

 

The FPGA is divided into two sections, Black and Red. The Black section performs most of the 

SEFTR processing and is unsecure. The Black section performs IF undersampling, IF filtering 

FM demod and a host of other functions required to properly decode an EFTS message. Once an 

EFTS frame has been received, it is passed to the Red section for decryption. Decrypted frames 

are returned to the Black section for final EFTS processing including output of the decoded 

command via serial command output port. 

 

The Red section of the FPGA holds the 3DES decryption algorithm and keys and is secure. This 

section of the FPGA has a dedicated DS-101 interface which is only utilized during the Key fill 

process. During the fill process the Transmitter is turned off. The key fill process and 

consolidation of FPGAs has been through a preliminary review by NSA and deemed an 

acceptable approach. However, note that the design is not firm until all the final SEFTR 
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documentation has been submitted, reviewed, and approved by NSA. The SEFTR design is 

currently under review by NSA and paper work submissions have begun. 

 

 

V. Mechanical Size Reduction Techniques 

 

A schematic and a preliminary bill of materials were generated followed by design of the chassis. 

Each PWB component was dimensioned to scale and placed in a drawing package. A 

preliminary parts placement is shown in Figure 5. All components for both the RF and Digital 

are located on the top layer of the PCB. The entire bottom layer of the PCB is chassis ground.  

 

 
 

Figure 5: Part Placement RF/Digital 

 

Figure 6 shows two views of the 3D Mechanical Model of the entire assembly. The one on the 

right is the inverse of the left to show more details of the bottom side of the lid and chassis. The 

chassis houses a MMCX style RF connector and a 25 pin Nano-D connector. The chassis is 

milled aluminum and is mounted directly to another unit or a base plate in the four corners.  

 

  

  Figure 6:  SEFTR 3D Mechanical Model 
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The PWB is located in the middle and is colored in dark blue. The model shows the PWB with 

components on one surface and how it is positioned into the bath tub chassis. The length, width, 

and height of each component were modeled to insure the mechanical design was correct.  

 

Generally these receivers are packaged with additional modules located either above or below 

the SEFTR. Additional size reductions could be achieved by incorporating lid design into the 

above chassis. This method would remove an additional .040 in height in the SEFTR. These 

techniques are being explored as the quest to reduce the SEFTR volume continues. 

 

 

VI. Test 

 

The SEFTR prototype hardware is in the process of being tested to RCC 319-07 and the SFSS 

spec requirements. These tests include rigorous shock and vibration levels as well as extensive 

temperature cycling and EMI testing. The following table summarizes the measured performance 

against the specification for the requirements tested to date. Deficiencies identified thus far 

consist of a few externally generated spurs, which have been identified and corrected in the 

prototype hardware. Additional circuits have been added as necessary to the prototype hardware 

and will be implemented in the engineering design unit (EDU). These circuits consisted of 

additional bypass capacitance along with some low pass filtering on the synthesizer reference 

and LO output. 

Table 4: Performance Specifications 

Parameter Requirement Measured Performance 

Frequency 370 to 380 & 420-450 MHz 

(field selectable) 

370 to 380 & 420-450 MHz, in 

100 kHz steps 

Size 0.9 in
3
 0.75 in

3 
(1.4” x 2.4” x 0.225”) 

Weight  TBD 22 g 

Power 2 W 1.7 W 

Input Voltage 5.5V typical, (5.2V to 7.25V) 5.5V typical, (5.2V to 7.25V) 

Operational Bandwidth + 35 kHz + 40 kHz 

Temperature -40C to +85C -40C to +85C 

   

Command Response Time 1 ms 0.5 ms 

EMI MIL-STD-461F  TBV (to be verified) 

Pyroshock 100  to 10,000 Gs from 

10 to 10,000 Hz 

TBV (to be verified) 

Vibration 36.9 grms TBV (to be verified) 
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CONCLUSIONS 

 

Flight Termination hardware is driven by volume/weight/power constraints dictated by the 

munitions industry, each system having a target volume/weight in mind. The goal of the SEFTR 

development was to minimize all of these critical parameters.  

 

The SEFTR development considered two paths to miniaturization: architecture and component 

changes. Architecture changes simplified the design by eliminating entire functional blocks, thus 

eliminating components and reducing the overall size. Converting the design to single down 

conversion is an example of an architecture change. Component changes required extensive 

industry research and the tradeoff of whether to use hybrid circuits or ASIC chips. The use of 

PLL/VCO chips and VCO circuits are examples of integrating off-the-shelf ASIC and hybrid 

circuits. 

 

This study identified an approach to reduce the overall volume of the SEFTR through a series of 

architecture changes and key component selections. The objective volume has been reached 

using commercial off-the-shelf components. As a result, no further work was done with the more 

expensive alternatives of custom hybrids and ASICs. Although the electrical design, board 

layout, mechanical concepts, and prototype hardware are preliminary, they are complete enough 

to continue on to the next phase in the process, which is to build qualification units and to 

perform qualification testing on the SEFTR. After qualification, it is estimated flight qualified 

hardware could be available in the 2013 time frame. Note this paper provides a snapshot of the 

SEFTR development at the time of the writing of this paper. The end SEFTR product may be 

different than described herein.   
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ABSTRACT 

Aircraft flight test data processing began with on site data analysis from the very first aircraft 

design. This method of analyzing flight data continued from the early 1900’s to the present day.  

Today each new aircraft program builds a separate data center for post flight processing (PFP) to 

include operations, system administration, and management.  Flight Test Engineers (FTE) are 

relocated from geographical areas to ramp up the manpower needed to analyze the PFP data 

center products and when the first phase of aircraft design and development is completed the 

FTE headcount is reduced with the FTE either relocated to another program or the FTE finds 

other employment.  This paper is a condensed form of the research conducted by the author on 

how the methodology of continuing to build PFP data centers cost the aircraft company millions 

of dollars in development and millions of dollars on relocation plus relocation stress effects on 

FTE which can hinder productivity. This method of PFP data center development can be avoided 

by the consolidation of PFP data centers using present technology. 

 

INTRODUCTION 

Each new military aircraft development contract awarded results in one or more sites created to 

flight test the aircraft. One major effect of duplication is the redundant cost of PFP data center 

development. Another major effect is the cost to employers due to engineer relocation stress 

when engineers are moved from one geographical location to the test site only to relocate to 

another flight test program site once the emphasis on the program diminishes. This research 
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studied the degree of both effects. Current technology was examined to determine if a method of 

PFP data center consolidation is possible which could change this convention of development 

whereby reducing the cost effect of engineer production loss and PFP data center development 

cost.  

 

BACKGROUND 

History  

Data analysis at the site of the flight test program was practiced by the Wright brothers with hand 

written notes containing flight performance information studied after the test flight. This method 

of data analysis was the first form of post-flight data processing (Donald Giadrosich, 1995). Lack 

of technology prevented real time analysis during aircraft flight. After World War II the United 

States Defense Department approached EMR Inc. to design a frequency modulated method of 

remotely measuring aircraft data. The design was completed and EMR constructed a telemetry 

station at the site of an aircraft test program. Telemetry allowed analyzing flight data from a 

remote location during aircraft flight and was a means to eliminate dependence on pilot notes. 

The new technology of telemetry was not immediately popular due to lack of technical 

documentation (Strock, 1983) and aircraft companies continued to rely on pilot inscribed notes 

of flight characteristics into the 1950’s.   

One hundred years after the Wright brothers the Wrights theory of on-site PFP has not changed.  

PFP systems are designed and based on the type of flight data to be analyzed and the methods 

created for use of the system argued Smith and Matthews (1981). This statement continues the 

theory of separate PFP development and operation at each test site.  The basis for this theory is 

not completely true as all telemetry processing systems have portions of their design that are 

common. Strock (1983) wrote that every customer has unique requirements to process flight test 

data and the system design always contains basic portions which are common with other flight 

test data systems. Figure 1 illustrates the conventional thinking of duplicating flight test data 

centers and the implications. 
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Figure 1 

Lockheed Flight Test Sites 

The implications of this model are the continual duplication of: 

1. Databases 

2. Tape backups 

3. Data processing engineers 

4. System administration engineers 

5. Data base administration engineers 

6. Company paid schooling for system and database administrators 

7. System development time, resources, and labor 

8. System licenses, hardware and software purchases. 

9. Data processing managers and supervisors 

10. FTE located at each data center 

11. Data center facility 

 

FTE  relocations 

The importance of the first test phase forces the aircraft company to relocate FTE from other 

programs so flight data from the PFP data center can be analyzed.  After a period of three to five 
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years the amount of FTE is reduced. The Chief Engineer for a major aircraft test program 

indicated the beginning engineering level was 200 FTE. After the first phase the Chief Engineer 

places the number of FTE at 20 which is only one tenth of the original number of FTE, Past 

researchers have researched multiple employee relocations on people from different geographical 

areas and occupations and the research showed a detrimental effect on the employee and their 

families (Anderson & Stark, 1988) and (Manion & Rantz, 1995). These severe effects due to 

high stress are listed by Anderson and Stark (1988) as depression, health deterioration, and 

divorce and identified as Relocation Stress Syndrome (RSS). FTE moving from location to 

location following flight test programs could possibly experience the same effects throughout 

their flight test career as a result of high stress. 

 

METHODOLOGY 

Instruments 

Relocation stress on the FTE was measured using Cohen’s ten questions Perceived Stress Scale 

(PSS). This survey is a validated method of stress measurement used by imperial research on 

stress. The form of research was Formal Study using qualitative questions as no questions 

generated additional questions. Participants selected were at flight test sites in the United States.  

A pretest was given first to establish a baseline before relocation and the same questions given a 

second time to establish the stress level during relocation. Cost of data center development was 

entered into a standard two column table.  

Data gathering 

Stress data gathered was collected using face-to-face interviews, email and web access. 

Protection for participants responding to the stress instrument was coded labels instead of 

participant names. The coding was acronyms followed by incrementing integers 

 

RESULTS 

Development expenses resulting from duplication 

The redundancy in purchasing software and hardware in addition to development time was 

exposed by Hughes, Gardner, and Painter (1996).  The authors added to this redundancy the cost 

of processing the flight data.  Smith and Matthews (1981) writings presented how 40 percent of 

the flight test budget is dedicated to flight test data processing. These statements are validated 

from literature showing the results of Air Force Budget Items in years 1999, 2005, 2006 and 

Business Services Industry in year 2000 identifying cost for flight test data processing. Table 1 

reveals the budgeted costs during these years. Literature by Giadrosich (1995) added to this the 

cost of end of life disposition for the data processing system. 

Source Year Budgeted Amount 

Air Force Budget Item 1999 $2,625,000 
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Business Services Industry 2000 >$1,000,000 

Air Force Budget Item 2005 $3,484,000 

Air Force Budget Item 2006 $3,056,000 

Table 1 

Data from 31 separate costs taken from vendor packaging lists were collected by this author as a 

partial example of amounts spent on data center development. These costs are presented in 

Figure 2 and span the years from 1995 to 2010.  

 

Figure 2, Data Center Expenditures 

Relocation expenses 

Relocations expenses paid by the employer can add to the expense of supporting multiple data 

centers. The cost of multiple relocations per engineer is shown in Figure 3 with a median of 

$38,000 per relocation during the year 2003. This amount is calculated using the minimum figure 

of $26,000 and maximum of $50,000 reported by Shinkly for relocation expenses in the year 

2003. The medium amount is projected over 10 relocations at a peak of $450,000. 

Medium = (26,000 + 50,000) / 2        Medium = $38,000 
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Figure 3, Relocation costs per number of relocations 

 

FTE Stress level 

The average stress level recorded by Cohen’s research was 12.9.  The author’s research on the 

FTE recorded an average of 13.0 before relocation. Table 2 shows how the median stress during 

relocation was 18.  Peak levels of stress were recorded at 27. Imperial research shows how the 

employer can lose six months of employee productivity with high levels of stress. Average 

career years of participants were two with a maximum of 40. Relocations were a minimum of 

one to a peak of 21.  

 

Table2, Stress levels on FTE 
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A CONSOLIDATED MODEL 

 

Centralizing a flight test data centers is possible and proposed using today’s technology.  A 

central location can accommodate one large PFP data center capable of processing all data from 

numerous aircraft programs. One group of FTEs can support multiple aircraft programs without 

relocating their homes and families to another geographical location. Data operators support all 

programs and are not dedicated to one program. When aircraft programs go into production and 

flight testing priority decreases the FTE is simply given tasks to analyze data from another 

program avoiding relocation. Data processing uses virtual systems by movement of aircraft 

processing to other hardware during system upgrades or failures. Legacy systems can be 

reloaded anytime in the future to process stored data from programs shutdown in the past. The 

data processing departments can concentrate system administration to only the processing 

systems. Databases, database servers, offset backups, network maintenance and disk storage 

requirements move into the responsibility of the corporate IT Company relieving the data 

processing department of funding schooling, extra manpower and many software licenses. Each 

test site retains a group of FTE for safety of flight during aircraft testing. Instrumentation 

engineers and engineers supplying real time data upload the aircraft test data over a virtual 

private network to a data mart within a data warehouse corresponding to the aircraft program 

generating the test data. Data operators process this data and store the derived data at the same 

data storage site. Database servers can run multiple instances of Oracle to support each aircraft 

program. Offsite backup can be performed at a central location. Tape backups can be located 

anyplace geographically. All users are given access by program authority to required program 

data.  Figure 4 models a consolidated methodology. 
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Figure4, Proposed Model of Development 
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SUMMARY 

Data center development for flight test today is by convention established during the days of the 

Wright brothers. Technology exists to consolidate this method yet no attempt is made to move 

towards consolidation. Enterprises have either consolidate or duplicated their data centers based 

on current technology and today the effort of enterprises is to consolidate. Literature research 

shows opposing theories on consolidation since the 1980s by Smith & Matthews and Van Der 

Velde with theories on consolidation by Strock and Weaver. Today both of these theories are 

held. This author’s research shows the present methodology of flight test data center duplication 

has become a convention. The result is high stress on FTE due to relocations with the possibility 

of loss productivity and family problems. Millions of dollars are going into operation of 

development and operation of multiple data centers.  
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Abstract. In this paper we investigate the different stages that allow us to create a 
model that would provide a better understanding of what happens on certain 
parameters that measure physical quantities related to the behavior of both, burst 
and reaction, unmanned aircraft as well as unmanned helicopters based on a data 
transmission to land via radio modem. 

Keywords: Information retrieval, unmanned aircraft, data processing, sensors, 
radio modem 

1   Introduction 

INTA is the Institute for Aerospace Technologies in Spain and flight tests has been part of 
INTA’s activity since it was created, with the objective of upgrading such activities and 
modernizing its facilities. INTA created the Flight Test Area, (AEV is the Spanish acronym). 
The AEV is responsible for providing flight test support for all current and future programs 
including RPV (Remotely Piloted Vehicle) Test, Rocket Launches, Ballons and Missile Test 
 
There are UAV's that have a data acquisition system, other have an embedded computer 
system with data transmission via radio modem, and others have the two systems working 
simultaneously. In some UAV's, and at critical moments of the flight, there is a need to send 
the value of certain parameters, sampled more frequently than others, to analyze the behavior 
of the aircraft and to be able to make decisions on time real, depending on the results 
received. Our aim is to bring a model to collect more information in those critical moments 
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2   State of the Art and previous research 

With the increasing requirement for flight test at several locations throughout Spain, a 
program was launched to acquire a mobile capability which could support these test ranges in 
current flight test requirements as well as anticipate future requirements.  
 
INTA, has a mobile telemetry acquisition system (Fig. 1) that have the following 
configuration. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The concluded capabilities of the system are as follows: 
 

- Telemetry Acquisition Short and Long range. 
- Telemetry Data Reception  Distribution / Display / Recording and Processing. 
- Digitized and Analog Video Reception / Distribution / Display / Recording and 

Processing. 
- Air to Ground and Ground Communications. 
- 400 Mhz. Up-link Command and Control. 
- High End Data Proccessing and Distribution to Workstations. 

Fig. 1 Mobile system set-up and configuration for operation  
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- Test and System Calibration. 
- Local and Remote Control Software. 
- Microwave Transmission of TM Data / Remote Control and Communications. 
- Trailer Enclosure equipped with generator power and environment. 

 
Currently, the AEV is working on various unmanned aircraft developed at INTA as SIVA 
(Integrated System for Aerial Surveillance), ALO (Light Aircraft Monitoring) MILANO 
(Longer range and ceiling UAV platform),and HADA (VTOL Aircraft morphological, 
ALONDRA (Tactical VTOL morphological UAV), SHARK (Tactical VTOL UAV). 
 
On the other hand, there are defined the so-called critical moments. The critical moments of 
flight are selected from the various stages of flight: preflight, initial stage of the mission to 
initialize the navigation system guidance and control of the flight station (NGFCS), taxi,  
where NGFCS is started and the pilot may take control of the aircraft, takeoff run; when the 
plane started its takeoff run either independently or through the RC pilot, takeoff; where the 
plane takes off and reaches a certain height above the ground, flight; when the UAV is flying 
in any case, landing; either vertical drop (activation of a parachute from the station) or 
horizontal (with landing gear), and end of flight; when the plane is parked on the ground. 
 
In the same way, the parameters that the Navigation, Guidance and Control System sends 
using radio modem are perfectly defined in floating point according to ANSI / IEEE Std 754 
(short) 32-bit (4-bytes) or in 16-bit integer format (2-bytes). The parameters provide different 
information through sensors installed on the aircraft that provide the capability to measure 
different accelerations, angular velocities, magnetic fields, positioning, pressure, angle of 
incidence ... etc. 
 
In previous studies, it was determined that the software for digital acquisition via serial port 
on the onboard computer system (MEC Estimation and Control, see fig. 2), the type of 
communication used, is based on the generation of interrupts for the UART on the 
microprocessor, each time you fill the input buffer or output port. The input data for each 
sensor, regardless of the frequency at which, is being written into a memory buffer which is 
sent to land with a frequency of ten times per second. 
 
Among the parameters there is no hierarchy, some send the measured values to the onboard 
computer with frequencies above the ground shipping (up to 450 samples per second), and 
others are below this value (even to one sample per second in old GPS). There is also no 
distinction in the different stages of flight, the selection parameter types and frequency of 
delivery, so the ground data reception is made linear and uniformly, both in types and in time. 
 
As for the storage of data in the aircraft, beyond the memory unit available in the control 
computer, the infeasibility of storage lies in the management of interruptions by the operating 
system used, where an increment of these would involve an additional burden to the system, 
and therefore a possible loss of data in real time. The final storage of every data generated is 
finally performed on land. 
 
Figure 2 shows a block diagram representative of the several elements that act on the aircraft. 
The central part is based on the control computer, along with their actions and chains for 
measurements and demand as well as communications. 
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3   Methodology to follow 

The objective is to investigate the ability of different propose models which will provide 
knowledge about what happened on certain aircraft sensors that suffer substantial alterations 
in its physical quantities at critical moments. This process can be broken down into the 
following operational objectives: 

1.- Based on prior knowledge, the current model, examines the initial conditions, amount 
of parameters, frequency of transmission, limited communications, data storage and 
display ... etc. 
2.- Identify the variables concerned, establishing a proposal for grouping them based on 
objective criteria. Also identify the critical moments for which we want to make the depth 
of the analysis to be performed.  
3.- Define and join consistent strategies to define optimal mechanisms for approaching the 
desired goal: to obtain more information about certain parameters at critical moments. 
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For the first objective, the initial conditions and frequency of shipments were detailed on the 
previous section of this document. As for the limitation of communication through the serial 
port, information is sent between 240 and 280 bytes in parameters of 32 and 16 bits (this 
value varies according to certain optional parameters) plus 19 bytes of parameters payload 
(camera) as the focus, zoom or angle of the payload on a gyro-stabilized platform, making it 
worth about sending 300 bytes, ten times per second, speed. This is fully guaranteed by RS-
232 , although for reasons of data loss in communications (distance, weather conditions etc 
....), it is advisable to overcome. Regarding the storage and presentation of data, both being 
held on arrival, on land, in the first case, files from which you proceed to post-process data for 
analyzing the behavior of the aircraft and the display values decimal places for making 
decisions in real time if necessary. 
 
The second objective is related with the identification of the affected variables and the 
establishment of proposals for grouping them based on objective criteria. It was decided to 
group the parameters into three categories, the first and most important contain those 
parameters with a very high sampling rate capacity, and a very high capacity in changing their 
values per unit of time. In this category are found, among others, accelerations and angular 
velocities in the x - y - z. These parameters suffer substantial alterations and perhaps the 
sampling frequency of ten times per second, could not be stored. Within the second largest 
group are, among others, the different angles measured; of attack, slipping, balance, trim, yaw 
... etc. The remaining parameters would be part of the group with less importance. As for the 
critical moments in which an exhaustive analysis is desired, they are clearly described in the 
preceding paragraph. 
 
Section three is the most important in terms of the definition of optimal strategies to approach 
the desired objective. Quantitative and experimental methods will be used. A toolkit will be 
designed to tackle the stated problem getting different aproximations. This raises the 
necessary step of the analysis of alternatives and selection of appropriate methods. The 
algorithms will be tested through the implementation of prototypes in a specific programming 
language. For all this, more than one alternative will be designed and implemented in order to 
perform a comparative analysis of the different designs and techniques. 
The techniques used for this proposal lie in the combination of the following fields or areas: 

1.- Standards of measurement processes and data acquisition which provide 
application solutions to improve the compatibility and quality of the telemetry system 
(IRIG 119, 2007), and the definition of the standard features of communication such 
as broadcasting frequencies, bandwidth, etc (IRIG 106, 2007). Both must be taken into 
consideration as a preliminary study of existing standards. 

 
2.- The transmission of information via radio modem, necessary to study the standard 
series of binary data exchange between devices such as RS-232 (EIA RS-232C, 1969), 
(V.24, ITU-T, 2000).  
 
3.- Mechanisms for data compression based on standards, which will be used for 
extracting bits of some of the less conclusive information, to add more decisive 
information as the Moving Picture Expert Group MPEG-2 (ISO 13818-1. 2007) ) and 
at a more advanced stage MPEG-4 (ISO / IEC 14496-13. 2008). 

 
Currently, each sensor stores the sampled value on a cell, overwriting the previous value, and 
each sensor has a different sampling frequency. A process is activated and runs all the cells, 
making an image of the value found at that time. Using pointers, and knowing the order of the 
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parameters visited (32-bit floats or 16-bit integers), the pointer moves through all the 
parameters to capture in one-dimensional array, the set of all values that are sent to land via 
radio modem, a transmission format of 8, n, 1 (8 data bits, no parity and one stop bit). This 
process is repeated ten times per second, and when it reaches land, knowing the order in 
which the parameters and the size of these, the decoding is done in a simple way. Our 
approach entails to change the concept of a one-way matrix for at two-dimensional matrix 
array with a variable number of rows and columns, depending on the different types of 
techniques. You can add as a value to send to land a time stamp indicating the time at which it 
was gathered that value, a concept so far lacking, given the linearity of the consignment to 
land of the resulting matrix per unit time. The variability of the two-dimensional array can be 
done in real time, either automatically, to be integrated into the onboard computer 
programming done by flight to the aircraft, or manually by sending signals from the ground 
through the radio modem. Independently of the format of the cell in rows and columns, land 
shipping will be done in the same way as a PCM stream, traversing the array and sending the 
values byte by byte via RS-232. 
From a basic phase will go through increasing levels of complexity, reaching the best 
solutions for specific needs. You can think of an early stage based on sending only the value 
of the parameters of the most important category as well as sending the average between time 
units using functions specifically designed for this purpose (with optional insertion of time 
labels). You can then proceed to the definition of different matrices mixing several values of 
the three categories, adding more values of the first and those of the last category, each of 
them with its time label (with a choice of measured values or average between times), arriving 
finally at more complex stages based compression techniques for sending data values (eg 
using differential values, similar to sending data using differential PCM). 
 

4  Conclusions and preliminary results 

The main contribution to knowledge lies in the definition and design of new methods, based 
on the various existing mechanisms and techniques that permit a real approach to what 
happened in the behavior of an unmanned aircraft at certain critical moments. The knowledge 
about these ratios happened in a short space of time, will provide more information about the 
behavior of the aircraft and thus improve the flight control system that enables command. As 
preliminary results, we present a graph obtained in initial tests performed on a simulation with 
data matrix generation which corresponds to the parameters listed first class or category that 
shows a parameter over an entire flight (Fig . 3), an extension of the parameter data (Fig. 4), 
and the detailed values obtained, showing that with increased transmission of sampled data, 
we obtain a graph with more detail (Fig. 5) 
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ABSTRACT

This paper describes a service-based Intelligent Agent (IA) approach for machine
learning and data mining of distributed heterogeneous data streams. We focus on
an open architecture framework that enables the programmer/analyst to build an IA
suite for mining, examining and evaluating heterogeneous data for semantic repre-
sentations, while iteratively building the probabilistic model in real-time to improve
predictability. The Framework facilitates model development and evaluation while
delivering the capability to tune machine learning algorithms and models to deliver
increasingly favorable scores prior to production deployment. The IA Framework
focuses on open standard interoperability, simplifying integration into existing envi-
ronments.

Keywords: Bayesian priors, probabilistic grammar, intelligent agent, service-based
framework, PMML

1. INTRODUCTION

Pearl [1], best known for his probabilistic approach to artificial intelligence and devel-
opment of Bayesian networks, states, “Reasoning about any realistic domain always
requires that some simplifications be made. The very act of preparing knowledge
to support reasoning requires that we leave many facts unknown, unsaid, or crudely
summarized.” Unfortunately, one’s predictions are dependent on the complexity of
the model one creates. A probabilistic model represents an encoding of information
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that permits us to compute the probability of an event given it’s prior distribution to
determine the probability of one event occurring after observing a number of events.
The event distribution expresses our beliefs derived from observations made collec-
tively on those events before having thoroughly examined the data. Thus, this is
often the purely subjective assessment of one or more domain experts. A probability
distribution for those observed events, represented as θ, is formulated as π(θ), which
is the prior distribution, usually just called the prior. Given the observed data y, we
choose a statistical model p(y | θ) to describe the distribution of y given θ. To further
complicate the model, we update our beliefs about θ by combining information from
the prior distribution (prior) and the observed data, p(θ | y). These probabilities
are called the posterior probabilities/distributions. The combining of our prior and
the observed data allows us to create a conditional distribution based on the current
set of observed data. The modification of our prior is a fundamental principle of
Bayes’ theorem. Simply stated, Bayes’ theorem provides a means of updating exist-
ing knowledge with new information. That is, we begin with a prior belief, π, and
after learning information from data y, we change or update our belief about θ and
obtain p(θ | y). These are the essential elements of the Bayesian approach to data
analysis, and is given by Bayes’ theorem SAS/STAT [2].

p(θ | y) =
p(θ, y)

p(y)
=
p(y | θ)π(θ)

p(y)
=

p(y | θ)π(θ)∫
p(y | θ)π(θ)d(θ)

(1)

Our service-based framework enables a programmer/analyst to build a suite of Intel-
ligent Agents (IA)s that will acquire and process thousands of heterogeneous sensor
inputs and other streaming data and enriching the streaming data with static data
collections, to quickly aggregate, integrate, intelligently fuse, and ultimately dissem-
inate relevant intelligence. The design, insofar as possible, separates the description
of the model from the code executing it through the use of a common XML format
called the Predictive Model Markup Language (PMML). PMML defines common pre-
dictive models, such as logistic regression, tree based classifiers, neural networks, and
naive Bayes. PMML allows us to deploy simple models independently of the software
that uses them. When our domain requires a more complex model, we rely on the
programmer/analyst to build specific agents to supply those services. However, the
application of these complex models can create difficulties. For example, the inference
time can be unpredictable. Similarly, convergence may be difficult to recognize, may
not occur at all, or if convergence occurs, incorrect values may be output Lowd and
Domingos [3]. As a result, a statistical analysis method should be used that can be
modeled with PMML when the domain permits.

We begin by briefly reviewing our solution objective (Solution Objective, Section 2).
This is followed by a high level discussion of our framework component architecture
(Intelligent Agent Base Component Architecture, Section 3). We then discuss addi-
tional research required to advance the development of complex models through IA

2



A Service-Based Approach for Intelligent Agent Frameworks

development; thus allowing the Framework to implement Bayesian networks described
in theorem 1 and other complex models (Additional Research, Section 4). Finally, we
report our experiments and discuss their results (Conclusion, Section 5).

2. SOLUTION OBJECTIVE

Our design outlines how a potentially unlimited number of independent agents, each
collaborating through a defined workflow, will facilitate probabilistic model and learn-
ing algorithm development to derive and extract meaning and relevance from struc-
tured, semi-structured, and unstructured data. Model development and execution
will identify patterns, trends, anomalies, or other relevant data from existing static
repositories or from streaming data in real-time to enhance workable fusion across
heterogeneous data sources. Our goal is to introduce a design that will accelerate the
development of effective probabilistic models apart from the mathematics associated
with learning algorithm development. This separation enables analysts to focus on
model development while providing the mathematician a mechanism to develop, ver-
ify, and inject new and game-changing capabilities into machine learning algorithms.

3. INTELLIGENT AGENT BASE COMPONENT ARCHITECTURE

Figure 1 represents the main components of our IA architecture. The core Framework
and Base Class contains the functionality for service-based communications, task
management, and a set of extensible Classes for workflow, model management, data
mining, and probabilistic algorithm parsing.

Basic core functionality is integral within the Framework, which provides an ana-
lyst/developer the capability to build a specific IA out-of-the-box by defining an IA’s
workflow, model, and data mining capabilities. The current design maintains the
algorithm compiler component as a core capability within an IA that is currently ex-
tensible only through IA development efforts. Future research on a more configurable
compiler component is outlined in Additional Research, Section 4.

The IA will be defined by its task, the workflow for that task, the decisions to be
made based on the task, and the collective IA community knowledge base. IAs either
poll for tasks or are messaged to complete a task. The collective IA community
determines relevance and fuses data based on the probabilistic model and machine
learning algorithm loaded on startup. Based on the type of model and machine
learning algorithm defined, an IA is extensible to allow the combining of our priors
(i.e., Bayesian) with our observed data to adjust our model in real-time.

Another IA core capability is the ability to distribute work through its load replicator
by initially defining an IA’s task as functionality that should be split off to other IAs.
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Figure 1: Intelligent Agent Base Components

This is accomplished by posting the work to other IAs. This serves two purposes:
first is to free up the existing IA and the second allocates multiple IAs to complete the
work. Thus, in a threat situation when a high volume of data must be analyzed very
quickly, the IA facility would be able to spawn new IA-specific worker clones assuming
the attributes and workload of the originating IA. This allows the originating IA’s
attributes and knowledge base to be replicated in multiple IAs. Iterative insertion of
these IA clones continues until the low latency stream data processing load associated
with the current threat can be met with no loss of data.

3.1 BASE COMPONENTS

The IAs Base Class is an IntelligentAgent with built in task initiator and manager.
The Class core functionality is to complete units of work, initiated through polling or
Simple Object Access Protocol (SOAP) messages, and process the task until complete.
Tasks are defined prior to running the IA, but an IA is initiated with a discrete unit
of attached work. At initiation, tasks may also have attached static or dynamic
workflow definitions. If a task requires multiple steps to complete, it is said to have
a pipeline/workflow of work associated with it. Pipelines are steps each agent must
perform and are either statically defined or defined dynamically by an IA. A pipeline
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is a definition in XML that an IA must perform to complete a task. A pipeline can
be dynamically diverted or extended during a tasks execution based on a changing
situation.

Basically, the task defines the work the IA will do and the IntelligentAgent base
class will supply all the functionality for task initiation, task execution, task com-
pletion, task retry, task failure, logging, and exception handling. It gives the ana-
lyst/developer an extensible set of objects that enable IAs specific to a situation to
be created quickly and efficiently. IAs can either run as basic Java objects or as an
Application Server process.

3.2 WORKFLOW ENGINE

Because a workflow is a set of steps that must be executed in order, the Work-
flowProcessor parses the workflow into the individual steps, dynamically builds the
processes which execute the separate steps, and ensures the steps are executed in
the correct order. These are programmatic steps in the pipeline of events required
to complete a task. Tasks with associated Pipelines require an associated static or
dynamic Pipeline definition. These workflows can be simple or complex, including
defining steps required across multiple IAs to handle discrete data fusion or higher
level statistical analysis based on tolerances being met in a probabilistic model. Fig-
ure 2, is an example of a simple pipeline XML definition. Future research associated
to the Pipeline definition formats and capabilities continues as we discover the need
for more complicated scenarios and step definitions.

Figure 2: Pipeline/Workflow XML Definition Example
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3.3 DATA MINER

Our data miner provides an extensible set of Classes that focus on existing hooks to
mine target domain-specific data. The overall goal is to standardize how we mine
and map the incoming streams and static repositories into our probabilistic model.
One standard that is emerging for vendor-independent method of defining models
is Predictive Model Markup Language (PMML) – an XML-based markup language
developed by the Data Mining Group (DMG) to provide a way for applications to
define models related to predictive analytics and data mining and to provide sharing
of those models between PMML-compliant applications PMML [4]. PMML version
4.0 is capable of defining certain models (e.g., Cluster, General Regression, Naive
Bayes), a standard we will be introducing into our design. The PMML version 4.0
can be found on the DMG site, PMML [5]

When the problem domain requires more complex data mining or model not supported
in PMML, we can create a specific IA to manage that data mining or modeling. That
specific IA is a subclass of the IntelligentAgent class containing code developed to
support and implement the necessary model algorithms.

3.4 ALGORITHM COMPILER

Our design emphasizes the need to support “Probabilistic Grammars,” with the goal
of hiding, to the maximum possible extent, the mathematical algorithms from the
analysts building the probabilistic model and to allow real-time algorithm changes.
Cohen and Smith [6] states, “Probabilistic grammars offer great flexibility in modeling
discrete sequential data like natural language text. Their symbolic component is
amenable to inspection by humans, while their probabilistic component helps resolve
ambiguity. They also permit the use of well-understood, general-purpose learning
algorithms.” For our application, this simply means the Framework will compile
learning algorithms and load the functionality of the required mathematics in real-
time.

To understand this concept, the reader should think of a simple compiler that takes
“C” or “FORTRAN” and generates object code that executes on a specific machine.
What we are designing is a Probabilistic Grammar that will be used to compile
theorems into an IA for use within our defined model to determine relevance of the
data we are mining.

This area of research, and successfully implementing the capability into our Frame-
work enables an order-of-magnitude potential in the development of both probabilistic
models and machine learning algorithms. The difficulty is the ability to represent the
intricacies of more complicated theorems for as Cohn, Blunsom and Goldwater [7]
states, “Inducing a grammar from text has proven to be a notoriously challenging
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learning task despite decades of research. The primary reason for its difficulty is
that in order to induce plausible grammars, the underlying model must be capable
of representing the intricacies of language while also ensuring that it can be readily
learned from data.”

3.5 MODEL MANAGEMENT

Our IA Framework is designed to be PMML compliant, thus providing this method
to define model content. In the cases where we cannot use PMML, we will combine
specific IA development to support our problem domain.

Regardless how we define our model, the Framework is a tool that will not only
implement the model, but will also enable an analyst to tune the models coefficient
and predictability. More complex IAs can be developed that select and tune the
model in real-time as observed data are processed. This tuning capability delivers
game-changing levels of improved predictability across multiple domains. Our goal,
is to enable the IA Framework to select or switch models in real-time based on the
metrics received during a run against both streaming and static observed data.

This learning capability is often decomposed into multiple tasks, which fit parameters
to some training data, and then select the best model using heuristic or principled
methods, collectively referred to as model selection methods. Model selection methods
range from simple, yet powerful cross-validation based methods, to the optimization
of cost functions, which may be penalized for model complexity, derived from perfor-
mance bounds or Bayesian priors Guyon, Saffari, Dror and Cawley [8]. To automate
the learning process and enable model selection and tuning in real-time, our intent
is expose our IA Framework to the learning and research institutions specializing
in this type of research. We only know what we know. Thus, we are building an
IA Framework that could unite what we know with expertise across the industry
in model selection and development needed to continually improve our probabilistic
predictions.

4. ADDITIONAL RESEARCH

Both Probabilistic Grammars and Model Selection and Tuning are areas of our IA
Framework requiring continuous monitoring of emerging trends and methods. It is the
authors’ intent to create an open architecture to attract expertise from and stimulate
the imagination of those who are fully involved in learning and research institutions
around the world. This would be to our collective advantage and benefit. Our goal
is to push forward in areas that will both deliver these game-changing results, while
building a Framework that will enable this collaborative research team to feed off
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one another and to see their ideas executed in many different problem domains, all
feeding off one another.

While our service-based application is very specific, we are continuing our research to
determine the extent to which this problem solution is applicable to other problem
domains. For example, we are continuing research in the medical field where there
seems to be a need to determine prognosis of all diseases based on an almost endless
volume of historical data, whereby a patient’s explicit medical history on disease
diagnosis, treatment, progression and health factors, including diet, weight, activities,
and other criteria. As we research other applications we continue to encounter areas
where we can improve on our prototype, as a foundation for the follow-on development
of an operational system, which is the whole point of this exercise.

5. CONCLUSIONS

In this paper, we have outlined a high-level design for a service-based intelligent agent
Framework that allows us to execute machine learning and data mining of distributed
heterogeneous data streams. This Framework includes core base functionality with an
open-architecture upon which an analyst/developer can build and add specific func-
tionality for workflow, model management, data mining, and probabilistic algorithm
parsing.

These areas of machine learning development are constantly delivering new meth-
ods/techniques to improve performance. Within this Framework, it is our intention
to leverage our expertise and enable this broad based collaborative team to implement
game-changing ideas. As a secondary capability to our Framework, we have created a
research and development tool for academia and other machine learning institutions
that will enable the users to execute, validate, and tune their implementations; with
their experience feeding back into our system refinement process.

And we are not proud. We use good ideas of others and of other domains, whenever
we see an advantage to be gained. As the telemetry community will recognize, we
have stolen the idea of pre-processed data compression from that solution domain by
providing parameters that define change according to the specific data, since typically
changes in the least significant bit positions may not constitute change in any practical
sense. As an example, if a tank moves back and forth 10 or 15 feet, we may sense
that change, but choose to ignore any movement that doesn’t take the threat out of
a defined area or in a specific speed and direction that would constitute a threat.

So, as in telemetry processing, we want to discard data which are not relevant, or
which have not changed since the last reported value before they are fused and an-
alyzed, bogging down the system with pointless time consuming processing. As one
very interesting example of what we learn from others, we learned from the Jupiter
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probe, Galileo, in the extreme. Galileo lost its 128 Megabit down-link and had to
make do with the 10 bps low gain antenna transmission. Through uploading pro-
grams to the Galileo vehicle for data compression, NASA/JPL scientists were able to
increase the effective data rate to 300 bps, saving the mission.
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ABSTRACT 

The Spectrum Efficient Technology Science and Technology (SET S&T) Program is 
sponsoring the development of the Dynamic Commutation and Decommutation System 
(DCDS), which optimizes telemetry data transmission in real time. The goal of DCDS is 
to improve spectrum efficiency – not through improving RF techniques but rather 
through changing and optimizing contents of the telemetry stream during system test.   
By allowing the addition of new parameters to the telemetered stream at any point during 
system test, DCDS removes the need to transmit measured data unless it is actually 
needed on the ground. 

When compared to serial streaming telemetry, real time re-formatting of the telemetry 
stream does require additional processing onboard the test article. DCDS leverages 
advances in microprocessor technology to perform this processing while meeting size, 
weight, and power constraints of the test environment.  Performance gains of the system 
have been achieved by significant multi-threading of the application, allowing it to run on 
modern multi-core processors.  Two other enhancing technologies incorporated into 
DCDS are the Java programming language and lossless compression.  
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INTRODUCTION 

The telemetry community is faced with a number of challenges that are best addressed 
through the insertion of new technologies into the state-of-the-art of telemetering 
systems. One of the greatest hurdles faced by the test community over the last two 
decades has been the need to support test activities with growing requirements for data 
collection in an environment of shrinking available spectrum. During this period, 
telemetry use and data transmission rates have increased significantly, due in large part to 
increased use of telemetry to shorten test program schedules by maximizing data 
extraction from each test. Concurrently, computing and network technologies have grown 
in capability at an exponential rate. Rapid advances in microprocessor technologies have 
made multi-core processors commonplace, and when these computing technologies are 
combined with modern programming languages, developers can produce more flexible 
and powerful systems, with less risk and cost than ever before. 

Blending of new network and computing technologies with the art of telemetry will 
produce solutions that best meet the future needs of the test community. Insertion of these 
technologies into telemetry applications has been ongoing for several years. Network 
telemetry and related programs are frequently topics of discussions in test related 
conferences and gatherings. In addition, over the last two years the Test Resource 
Management Center’s (TRMC) Spectrum Efficient Technology Science and Technology 
(SET S&T) Program has sponsored the development of the Dynamic Commutation and 
Decommutation System (DCDS), which optimizes telemetry data transmission in real 
time. Various aspects of the DCDS project were presented at the International Test and 
Evaluation (ITEA) Instrumentation Workshops in 2010 and 2011 and at International 
Telemetering Conference (ITC) in 2010. As discussed in the 2010 ITC paper entitled, 
Dynamic Formatting of the Test Article Data Stream, the DCDS technology addresses 
the need to support test activities in an environment of shrinking available spectrum.  The 
goal of DCDS is to improve spectrum efficiency – not through improving RF techniques 
but rather through changing and optimizing contents of the telemetry stream during 
system test. By allowing the addition of new parameters to the telemetered stream at any 
point during system test, DCDS removes the need to transmit measured data unless it is 
actually needed on the ground. A detailed description of the DCDS architecture and 
concept of operations can be found in the 2010 ITC paper referenced above. The purpose 
of this paper is to discuss technology advances that were integrated into DCDS in more 
recent phases of the project to enhance processing performance and efficiency, 
specifically multi-threaded software design, the Java programming language, and lossless 
compression. These technologies, and lessons learned from their use in the DCDS 
project, can be incorporated into myriad telemetry systems and solutions. This paper will 
present the lessons learned while using these three technologies in the telemetry 
environment. 
 
 

APPLICATION MULTITHREADING 

When compared to serial streaming telemetry, real time re-formatting of the telemetry 
stream does require additional processing onboard the test article. The technical trade-off 
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is between spectrum savings and CPU cycles. However, the constraints of this trades-
space are continually expanding. While spectrum is finite and the efficiency of 
transmitting information in terms of bits/sec/Hz over a channel has limits, microprocessor 
technology continues to advance rapidly. Modern multi-core processors are readily 
available in configurations and form factors suitable for the aeronautical test 
environment.  

Modern processors have multiple cores, which substantially improve their total 
processing power, but in order to take advantage of this enhanced capability, an 
application such as DCDS must have been designed with a sufficient level of threads. 
This initial version of DCDS was implemented with a number of inter-connected 
processing modules, which are discussed in more detail below.  Each module executed in 
its own thread, offering a degree of multiprocessing; however, that was not sufficient to 
take full advantage of the many threads supported by a number of multiple modern 
processors. Moreover, processing greater quantities of data within DCDS would 
eventually require the use of additional processors, perhaps on multiple boards. 
Ultimately, additional multi-threading would be required to enhance the processing 
capabilities of the DCDS.  

To further improve the multithreading capabilities of the DCDS we introduced Helper 
Threads in a number of modules in later phases of the project. The Helper Threads work 
inside a module, allowing it to work more efficiently on a multi-cores system. The Helper 
Threads are invisible from outside the module so that they do not increase the complexity 
of the CRTS. The combination of modular design and helper threads resulted in an 
application comprising a series of multi-threaded modules that could be executed on a 
single board or on multiple processor boards, each containing multiple processor cores. 

Parallelism through modularity 

Significant parallelization of the application could be achieved because processing 
telemetry data onboard a test article is well suited to a cluster computing architecture 
consisting of a group of loosely coupled CPUs tied together via a TCP/IP network. The 
test article data bus distributes data from 1 to n data sources generating data 
independently of one another. This allows for a natural scalability in telemetry processing 
applications. In the case of DCDS working within the iNET architecture, the first level of 
data processing consists of receiving TmNS data packets over Ethernet.  In DCDS, we 
call this module the “Groups Builder”. At the software level, independent instances of a 
Groups Builder can run for each independent data source. On a test article with more data 
sources and measurement data, additional instances of the Groups Builder can be used to 
produce a scalable solution. These instances can execute independently on 1 to n 
processor boards, depending on the amount of processing capability required. Further 
downstream processing of the data from each data source can also be conducted in 
parallel streams.  Eventually, data from the independent processing streams must be 
merged into a single stream in a module we call the “Packet Builder,” but through the use 
of Helper Threads, even this module is multi-threaded. In summary, processing telemetry 
data onboard a test article is well suited for a modular solution implemented with a 
cluster of CPUs with inter-module communications occurring over TCP/IP.  Through the 
use of Helper Threads, each module becomes multi-threaded, resulting in a scalable 
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architecture that can be executed on multi-core processors and if necessary multiple 
processor boards. 
 
 

USE OF JAVA PROGRAMMING LANGUAGE 

The Java programming language is a modern technology that is widely used in the 
computer industry, but for a number of reasons it has not been widely adopted in the real-
time telemetry world. It is generally accepted that the primary benefits of the Java 
programming language are ease of development, a rich library of available utilities, and 
portability.  However, Java’s performance is considered by some to be inadequate for 
high performance applications. 

Since DCDS had aggressive performance goals, we investigated in some detail whether 
the reputation of Java regarding performance was justified and what could be done to 
mitigate any performance risks. 

Java Performance Issues 

Our overall conclusion was that Java had earned its reputation for poor performance in its 
early days of development. At that time, there were two major performance issues 
associated with Java. First, it was truly an interpreted language and thus substantially 
slower than compiled languages such as C++. Second, Java employed a memory 
management mechanism known as Garbage Collection that could literally stop the 
execution of the application for multiple seconds. Today the introduction of Just-in-time 
(JIT) compilation has mostly erased the interpretive handicap of Java, so that is no longer 
a valid performance issue. In addition, Garbage Collection is much less intrusive than it 
was originally, but it is still an “expensive” operation.  More discussion of these two 
issues can be found below. 

Just-in-time Compilation 

The JIT Java compilers available today can perform just as much optimization as 
traditional compilers like C++ and are for all practical purposes just as useful for 
developing performance applications. There are some basic rules one must follow when 
writing high performance Java code. For instance, the developer should avoid making 
string manipulations on the String class instances and use the StringBuffer class instead.  
If these rules are followed, the performance differences between code written in Java and 
equivalent C++ are usually only a few percentage points in favor of C++. 

C++ advocates might argue that in Java one cannot disable array bounds checking and 
that accessing array elements with the check is more expensive than the unchecked 
accesses in C++, but one could reasonably counter that point by remembering that array 
bounds checking is a quite useful and desirable functionality. These features substantially 
improve the reliability of the developed code and are therefore definitely worth the 
usually small overhead they generate. 

Our conclusion was that thanks to the JIT compiler, the basic speed of Java code is 
definitely sufficient for real-time telemetry applications.  
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Garbage Collection 

From a developer’s point of view, the advantages of Java’s Garbage Collection are very 
substantial.  Specifically, Garbage Collection eliminates problems related to memory 
management, one of the worst classes of errors plaguing C++ development.  However, 
while Java’s Garbage Collection’s implementation has made great progress compared to 
its original implementation, there is no denying that for systems with a large number of 
object instances, garbage collection is still quite expensive in terms of added latency.  
Specifically, Garbage Collection can cause significant spikes in the latency in processing 
data, a behavior that is quite unacceptable in real-time telemetry applications. 

The DCDS development team developed a number of approaches to reduce the amount 
of Garbage Collection done by Java, minimizing the added latency in the application.  
One approach to minimizing the impact of Garbage Collection would have been to use a 
real-time version of Java, which would offer more control how the Garbage Collection 
mechanism operates.   However, it was the team’s desire to implement DCDS using a 
standard version of Java to enhance portability and ultimately reduce licensing costs.  
Since using a standard rather than real-time version of Java reduces the amount of control 
over how Garbage Collection operates, the remaining strategy was to make the DCDS 
application more “ecological”, i.e., one that avoids generating garbage. The following 
sections describe the techniques we adopted to achieve this goal: creation of an Object 
Pool, development of array wrappers, modification of Java class libraries, and 
minimizing the use of iterators. 

Creation of an Object Pool 

In itself, creating a new object is relatively inexpensive computationally; however 
creating new objects instead of old ones does introduce garbage, memory available for 
recovery. To limit the amount of garbage generated by the DCDS, we used object pools. 
Instead of creating new objects, objects stored in the pool were retrieved and processed.  
Once the objects were no longer needed, they were re-added into the pool for reuse. This 
had a significant impact in the amount of garbage we generated in the DCDS because 
some of the objects were created quite frequently and contained large a large set of data.  

Development of Array Wrappers 

In DCDS we maintained numerous Collections of wrapped primitive objects, such as 
Integers, Longs, and Doubles. This was necessary because in Java one cannot create a 
collection of primitive types. This lead to the creation of a substantial amount of garbage, 
especially when getting a value from a Map using wrapped primitive objects as the key, 
as each invocation of the Map.get() method would create a new wrapped primitive object. 
To resolve this we decided to implement our own data structures that wrapped 
primitive/object arrays.  

Modification of Java Library Classes 

Most Java classes that are included in the Java Development Kit (JDK) care very little 
about how much garbage they generate and simply leave it up to the Garbage Collector to 
free memory.  Since we were trying to reduce garbage and the amount of time spent 
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doing Garbage Collection, we reviewed the source code of the Java library classes that 
were being used in the DCDS. Of the classes we looked at, the TreeSet and TreeMap 
classes generated a large percent of garbage.  Every time an item was added or removed 
from the collection a number of new objects were created. To resolve this issue, we 
modified the TreeSet, TreeMap, and other required library classes to utilize object pools. 

Minimizing Use of Iterators 

Java has an Iterator class that can be used to iterate over the objects in a Collection.  
However, this should be avoided since each invocation of the Collection.iterator() 
method returns a new Iterator object. Whenever possible, the Collection should be 
iterated over using a counter based approach. 

Results of Java Performance Tuning 

By using a COTS Java Profiling Tools we were able to identify portions of the code that 
allocated large number of objects, and then apply the optimizations described above. 

This tool also generated a time dependent graph of the behavior of the garbage, which 
provided a good view of the improvements we achieved. 

Figure 1 below show the DCDS memory evolution before performing our optimizations.  
The blue saw-tooth area indicates the amount of memory available for recovery. This 
area is the memory that has become garbage. The vertical drops indicate when the 
Garbage Collection mechanism is automatically invoked by the Java Virtual machine. 
The time line is in minutes.  

 
Figure 1 Memory Evolution Prior to Java Tuning 

One can clearly see the creation of and collection of garbage several times a minute. Each 
of these invocations of the Garbage Collection mechanism introduces a spike in latency 
in data processing. Figure 2 shows the DCDS memory evolution after we performed our 
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optimizations. In this graph, the rate at which garbage is collected over a 9-minute 
window is barely noticeable. No invocations of Garbage Collection are made. 

 

 
Figure 2 Memory Evolution After Java Tuning 

 
 

USE OF LOSSLESS COMPRESSION 

A third technology that was inserted into the DCDS was lossless compression. 
Bandwidth is definitely a very critical resource in any real-time telemetry application. 
The primary goal of the DCDS project was to demonstrate two approaches that can 
substantially improve the effectiveness with which available bandwidth is utilized: 

• Dynamically select the most relevant data for transmission to the ground 
• Compress the data packets transmitted to the ground 

DCDS can adjust the set of measurands transmitted either automatically or following an 
operator’s request. An example of an automatic adjustment would be if the values of 
some parameters start falling outside of the pre-defined operating range, those and related 
parameters could be transmitted to ground at a higher frequency. The dynamic features of 
DCDS were described in the 2010 ITC paper previously referenced in this paper. Here 
we are going to concentrate on the aspects of lossless data compression. 

Advantages of Data Compression 

Lossless data compression is basically transparent to the end-user, since the reconstituted 
packets are identical to those before compression. The benefit is that compressed packets 
are smaller, so they need less bandwidth to be transmitted. The cost is the extra 
processing and program complexity involved in compressing and decompressing the 
packets. 
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Notice that we are not talking about small gains, on the order of a few percentages. As we 
will show in the results section, compression of real life telemetry data can often be 
greater than 50%, i.e., better than halving the size of the transmitted packets! 

Disadvantages of Data Compression 

As mentioned earlier, compression requires some extra processing, but DCDS tests have 
demonstrated that well established, industry standard lossless compression (like ZIP 
compression) requires only a very small CPU overhead. 

An additional downside of compression is that compressed packets are very sensitive to 
transmission errors.  The transmission of telemetry packets is usually not error free, and 
can be affected by two types of errors: blackouts and bit errors. Blackouts or dropouts, 
which are usually caused by the presence of obstacles between the transmitting and the 
receiving antennas, the obstacle being occasionally the test article itself, do not affect 
compressed packets any differently than normal, uncompressed packets. Bit errors, on the 
other hand, are different: unless they happen in critical control information, bit errors in 
uncompressed packets only affect individual measurands, causing incorrect values which 
are often filtered by software or simply ignored by the person inspecting the telemetry 
data. On the other hand, a single bit error may make it impossible to reconstitute the 
original, uncompressed packet, causing the loss of the entire packet.  

For this reason we decided that in DCDS we would also use Error Correction Codes 
(ECC), and we selected the Reed-Solomon algorithm, which again is widely used in the 
industry. While ECC adds some overhead to the compressed packets, this is much less 
than the gains offered by compression, so that we still have a substantial net gain in the 
size of the transmitted packets. 

Details of the DCDS Data Compression Algorithm 

DCDS uses the ZIP compression algorithm, which is easily available as a Java library. 
This library offers multiple settings for the level of effort it must perform when 
compressing the data, from BEST_SPEED (which minimizes CPU consumption) to 
BEST_COMPRESSION. Our tests indicate that while BEST_COMPRESSION almost 
always obtains a better compression than BEST_SPEED, the difference in cost may be 
quite substantial, so we do not recommend using it. 

But the ZIP compression algorithm is by its nature completely data independent: it knows 
nothing of the intrinsic structure of the data. It turns out that some understanding of the 
structure of the data that must be compressed may be used to substantially improve the 
resulting compression for a very small additional processing. 

We developed two approaches to restructuring the data to enhance its compressibility 
prior to transmission. These are called “Bitsplit” and “Delta” algorithms.  While these 
approaches are not discussed in detail in this paper, we do present test results of using 
them along with standard ZIP compression within DCDS.  
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Compression Tests and Results 

In this section we will discuss some tests we conducted to quantify the effectiveness of 
the DCDS compression algorithms. We used two sets of data. The first was from launch 
of a target missile at Navy test range, and the second was from an aircraft test at an Air 
Force rest range. 

Target Missile Launch Telemetry Data 

We had access to the full set of telemetry data transmitted during two unclassified target 
missile launches. Each launch contained two data streams, so we had a total of 4 
telemetry streams, for a total of 926 measurands, with more than 100,000 values each.  
The mix of measurand types in the Target Missile stream is as follows: unsigned byte 
(8bits): 22.7%, unsigned short (16 bits): 58.5%, unsigned int (32 bits): 2.6%, float (32 
bits): 12.3%, Double (64 bits): 3.9%. 

For this test we defined a stream with 3200 measurands, whose types were adjusted to 
follow the Target Missile distribution given in the above table. Since we had only 926 
recorded measurands, we had to reuse each one multiple times: in order to avoid an 
unrealistic repetition of the measurand values in the Telemetry Packets, which would 
have artificially improved the compression rate, we started each instance of the same 
measurand at a different point in time in its sequence of values. We refer to this test as 
Target Missile Original (see below). 

We made some spot checks of the recorded Target Missile measurand values and we 
found some unexpected things.  Notably, some measurands where constant through the 
whole test, while others looked really like being random.  We did not know if the random 
ones were caused by incorrect post processing of the raw recorded stream or by a failure 
in the sensors. For this reason we decided to create a second set of data in which all the 
measurands behaved in a more “continuous” way, always moving up and down, but with 
no constant or no random values. We kept the same distribution of measurand types we 
had in the Target Missile original and labeled this test as Target Missile Simulated (see 
below). 

Aircraft Telemetry Data 

We also had access to a different set of telemetry data acquired from an unclassified 
aircraft test. The data in this stream are all unsigned integer, but the measurands have a 
variety of sizes, from 16 to 37 bits. This makes the aircraft telemetry stream interesting 
for our tests since it indicates that the engineers designing it tried to reduce each 
measurand definition to the minimum number of bits required to represent its values. 
Similarly to what we did with the Target Missile data, we replicated these measurands 
multiple times for the 2500 measurands in the stream, and to avoid duplications of values 
we started each instance of the same measurand at a different point in time in its sequence 
of values. 

Test Results 

We define the compression (in percent) as: 



 10 

compression =  (original_packet_size – compressed_packet_size) / original_packet_size * 100 

The following are the compression rates we observed for the various combinations of ZIP 
Mode, Delta and BitSplit settings.  

Target Missile Original 

BitSplit No No Yes 
Delta No Yes Yes 

Best Speed 14% 54% 54% 
Best Compression 15% 59% 58% 

Target Missile Simulated  

BitSplit No No Yes 
Delta No Yes Yes 

Best Speed 7% 54% 79% 
Best Compression 8% 60% 80% 

Aircraft 

BitSplit No No Yes 
Delta No Yes Yes 

Best Speed 19% 38% 53% 

Best Compression 21% 47% 53% 
 
 

CONCLUSION 

Processing telemetry data onboard a test article is well suited for a modular solution 
implemented with a cluster of CPUs with inter-module communications occurring over 
TCP/IP. Through the use of inter-connected modules and Helper Threads, a telemetry 
application can be significantly multi-threaded, resulting in a scalable architecture that 
can be executed on multi-core processors and if necessary multiple processor boards. 

As expected, Java’s Garbage Collection algorithm is the primary obstacle to using the 
Java programming language in a real-time telemetry system, but we have demonstrated 
that some relatively simple coding techniques can be used to practically eliminate the 
generation of garbage. This makes it possible to take advantage of the benefits of the Java 
programming language also in a real-time telemetry environment. 

The introduction of lossless compression algorithms in conjunction with the Reed-
Solomon error correction code brings a substantial gain factor, typically at least of the 
order of 1.7 (i.e., 70%), in the amount of measurand data that can be transmitted over an 
assigned radio bandwidth.  At the same time, the benefits of the flexibility provided by 
the DCDS architecture are maintained, and the integrity of the delivered measurand 
values from corruption due to transmission errors is protected. 
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ABSTRACT 
 
This paper describes new concepts of test mean and processes to perform flight test for all 
Airbus aircraft family. 
The FTI (Flight Test Installation) designed for A320, A340, A380 and A350 programs 
include acquisition system, recorder, data processing, visualisation, Flight Test Engineer 
Station and optional functionalities (video acquisition, DGPS, telemetry ...)  
In the past, these test means were specific for each test aircraft. Due to the large number of 
Aircraft development in parallel Airbus has designed and standardized new tests means for 
development and production aircraft. The first goal is to generate significant benefits 
regarding time and costs savings by simplifying installation and reusing all the test 
installations components. 
This paper shows the opportunities and challenges of these new concepts. 
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INTRODUCTION 
 
The current objectives of Airbus are to prepare and achieve deliveries ramp-up by reducing 
lead time production with a good level of quality. 
In addition, Airbus has to develop new programs (A400M, A350, Sharklet version, NEO,...) 
and ensure their airworthiness certification within the constraints of time and cost. 
This is why, Airbus launched three projects in line with this new context to standardise the 
flight test installation: 
 

- GENETI and DATS Test mean for medium and light FTI for development aircraft  
- PATS, Tools and processes for production aircraft  

 
 



CONTEXT 
 
Development aircraft (GENETI and DATS) 
Airbus has to manage more and more development aircraft with flight test installations due to 
a large number of simultaneous aircraft programs.  
For example, we will have up to six aircraft in parallel for the A350-900 version. We want to 
certify aircraft more quickly, and achieve full reliability at the entry into service, so we need 
to perform a lot of flight tests at the same time. 
 
Production aircraft (PATS) 
Airbus is delivering more than 500 aircraft per year and this figure increase each year. 
Three years ago, there were no tools and automated processes to support acceptance flight 
test.  
For all these reasons, it became obvious to Airbus to change concepts, to improve its overall 
efficiency and to reduce the increasing workload. 
 
 

TARGETS 
 
Development aircraft (GENETI and DATS) 
The target is to save time and money by reducing the workload of the FTI development. 
 
Production aircraft (PATS) 
The target is to optimize the turnaround time of aircraft in the process of acceptance test and 
to find in flight all non-compliances. In this case, the goal is to avoid the reflight and to install 
all test means in less than twenty minutes. 
 
 

CHALLENGES 
 
The main challenge was to isolate actors, needs, conditions of use and the environment:  

- The actors, to optimize work sharing 
- Needs, to define the number of parameters and measurements types 
- The use conditions, to define  new ergonomy and  installation occurrences 
- Environment, to design the mechanical and electrical interfaces  

 
After studying the various requirements we decided to define three families of products. 
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Development aircraft challenge  
The main challenge for this projects is the cost reduction.  
One key to achieve that objective is to use COTS equipments giving opportunity to a global 
work package call for tender.  
Another key is to define modular architecture with all components removable and reusable. 
The last key is to able easy transportation and storage. 
 
Production aircraft challenge  
 The first challenge is to improve data capturing, test analysis during flight according to 
PATM (Production Aircraft Test Manual) / CAM (Customer Acceptance Manual). The 
second one is to perform on-board troubleshooting activities. 

 
 

ARCHITECTURES and DEVELOPMENT 
 
Main principle 
The drivers of architecture are mainly based on: 

• Reusable equipment and installation 
• Easy to install and easy to use 
• Standardized wiring and connections with aircraft  
• Environmental compliance 

   
 
The architecture applied is strongly linked with the size of FTI we need to install. 
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General description 
Development aircraft (GENETI) 
All elements involved in this FTI are connected together with specific harnesses which are 
reusable endlessly.  
GENETI includes acquisition systems, recorder, data processing, visualisation, Flight Test 
Engineer Station (FTES), and optional functionalities.  
(Video, DGPS, Telemetry, VHF mix box, Intercom, CDS pack, calculators and e-brush) 
The architecture of GENETI FTI is based on Airbus standard architecture with a time base 
reference, a set of Ethernet switches to connect various FTI systems together, a recorder for 
processing in differed time and a set of computers to perform real time monitoring. The 
complete installation is powered by dedicated power supplies which are a big part of GENETI 
component. The cables involved in power distribution are completely generic and easily 
identifiable by different colors. It is the main key to achieving the performance related to 
quick installation with minimal external documentation. 
The flight test engineer station allows test specialist to monitor the flight test in connection 
with the pilots. This station is connected to the acquisition modules of GENETI by a single 
1Gb Ethernet link. It is fitted on the aircraft close to the set of equipments involved in 
parameter acquisition. 
 
Mechanical interface 
Development aircraft (GENETI) 
One standard mechanical interface is design to secure the modules on the floor of the aircraft. 
This interface is compatible with any standard SA, LR, DD, A350 and NEO. For these 
various mounting, holes are available based on widths of the rails in the cabin. 
Modules including equipment are stacked on the interface with snaps and latches for holding 
the stress constraints of the aircraft in extreme conditions. The acceleration level of 9g is the 
most binding constraint for the design. 

 
 
 

 
 
 
Modules  
Development aircraft (GENETI) 
The module functions are designed to ensure transport and storage with good mechanical 
strength and a low weight. The resin that composed the module must be free of toxicity in 
case of fire. 



The module is composed by one box made of resin and two metallic structures to ensure the 
mechanical stress. 
 

     
 
 
 
 
Flight test engineer station  
Development aircraft (GENETI) 
The FTES is designed to be installed and removed without tools or screws.  
The result is that GENETI can be installed in less than three hours for each type of aircraft.  
Strong involvement at all stages of development of flight test engineers gave good ergonomic 
to the final product. 
 

 

  
 

 
 
 

Wiring and harness  
Development aircraft (GENETI) 
The study and manufacture of cables and harnesses follow the same rules as for the plane. For 
examples, segregation route rules or protection against lightning indirect effect. To ensure the 
protection, EMI and mechanical protection sleeves are widely used. 
All inter-module cables are standard whatever type of aircraft. They are also reusable and 
marked with colors for easy mounting. The color of the cable is painted on the back of each 
module and is different for each element. 



The electrical interfaces with the aircraft are connected with one harness test plugs in the 
electronic bay and another harness to the power supply network. They are different harnesses 
for each type of aircraft family but all of them are reusable. 
The effect of this standardization is less implication of our design office and our 
manufacturer. The result is a big benefit in workload saving and in installation duration.              
 

                                    
    Interconnection harnesses             EMI protection sleeves 
 
Checking process  
Development aircraft (GENETI)           
The phase of checking is operated on the ground before installation on aircraft. This lowers 
the immobilization of the aircraft during test period. 
 
General description 
Production aircraft (PATS) 
PATS acquisition is installed in the electronic bay close to aircraft systems. This equipment is 
based on ARINC 600 standard. It take a significant benefit in collecting a big number of 
ARINC busses in a set of two test plugs available on each production aircraft. By this way, it 
is possible to define generic harnesses usable to acquire all parameters from main ARINC 
busses. 
 

 
 
PATS includes acquisition systems (bus Arinc429, noise, vibration, and temperature), 
recorder, data processing and visualisation. 
 



 

 
 
To fulfill the needs of real time monitoring, a laptop is installed in the cockpit with a support 
installed behind pilot seat. This laptop is connected to the acquisition system in electronic 
bay. 
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Pocket tools  
Production aircraft (PATS) 
The pocket is developed for the reception step (acceptance test before delivery to customer) to 
measure the quality of cabin comfort and perform troubleshooting if necessary. This tool 
measures acoustic, vibration, humidity and temperature. 
This system is portable with battery and transmits the measurement results by wireless.  
It does not require any mechanical interface or wiring. 
The flight test engineer uses this tool to perform the 'fleet monitoring' of all aircraft in 
reception in order to know very quickly if the measurements are inside the specification. It 
gives a mapping of the cabin in term of noise temperature, hygrometry and vibration if 
necessary. These measurements are displayed on the laptop at the end of the test. 
This tool includes a troubleshooting function to perform in flight diagnosis (noise & 
vibration) and avoid a new flight test. 
 



                                           

 
Electrical and mechanical interfaces  
Production aircraft (PATS) 
To save cost and time and avoid unnecessary design and manufacturing a standard harness 
has been developed. The harness is connected directly to the test plugs in the electronic bay of 
the aircraft. 
The acquisition system is directly installed into one Arinc 600 spare slot of the aircraft. 
In the same time, in the cockpit a support with laptop is diretly installed behind the copilot 
seat. 
By this way the global installation doesn’t exceed twenty minutes. 
 
Checking process  
Production aircraft (PATS) 
To achieve the checking, a software function able to check automatically the instrumentation 
and the harness has been developed. 
The operator during installation launches this application. In case of defect the kit (system and 
harness) are replaced. 
The main principle of this test is to control on each Arinc429 buses one specific refresh data. 
 
Ergonomy  
Production aircraft (PATS) 
During the test, the flight test engineer sits between the pilot and copilot in the third man 
position. 
This allows to look at the same time information on the screens of aircraft and to compare it 
with the displayed data on the laptop next to him.  
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APPLICATIONS 

 
GENETI : Concept Operational since 2009 (succesful Flight Tests) 

 Serial A/C SA, LR 
DATS : Operational since 2011 (succesful Flight Tests) 

 Serial A/C SA, LR 
PATS : Operational since 2008 (succesful Flight Tests) 

 All flight delivery  A/C SA & LR 
 
    

                                    
                                       
 

 
CONCLUSION 

 
 
Standardization, generic products are the key words to define our policy for flight test 
installation in the coming years. 
 
PATS DATS and GENETI are the first concept of this strategy. 
 
Those products fulfil the initial targets: cost and time saving, better customer satisfaction. 
 
We need now to prepare the next generation by using smaller size equipment, new 
technologies available on the market (wireless, optical fiber,...) and  cost efficient solution. 
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Abstract:  

This paper presents a case study of an FTI system with complex requirements in terms of the 

data acquisition, recording, and post-analysis. Gigabit Ethernet was the technology of choice 

to facilitate such a system. Recording in a Gigabit Ethernet environment raises a fresh 

challenge to perform fast data reduction and data mining for post-flight analysis. This paper 

describes the Quick Access Recorder used in this system and how it addresses this challenge.  

Keywords: Gigabit, Network, Recording, Data reduction, Data Mining 

1. INTRODUCTION 

Ethernet technology offers numerous benefits for networked Flight Test Instrumentation (FTI) 

systems such as increased data rates, flexibility, scalability and most importantly 

interoperability owing to the inherent interface, protocol and technological standardization. 

With the onset of Ethernet, and in particular Gigabit Ethernet, the number of parameters that 

can be acquired, transmitted, and recorded exponentially increases. Reliably and efficiently 

managing such large amounts of FTI data through the network presents a new challenge for 

system designers.   

 

This paper presents a case study of a complex flight test data acquisition system that 

comprises 20,000+ parameters including bus, analog, wideband, and third-party OEM 

equipment measurements and describes the Gigabit network topology that was designed to 

reliably route the acquired data. During the flight test this data must be concurrently routed to 

a network recorder, an on-board, and ground-based analysis and processing station. Post-
flight, the superset of data recorded must be transferred and processed by the FTI engineers 

within a 20minute turnaround window to determine whether the flight was successful and if 
another flight is required.  

 
Efficiently networking and recording gigabits of data per second and potentially recording 

terabytes of data during a single test flight presents a number of challenges for the system 
designers to overcome. The challenges discussed in this case study are presented in a top-

down approach looking at the core requirements of the systems quality of service in terms of: 

sensor-to-display latency; live at power up; reliability performance goals; minimized network 

utilization; RF link bandwidth budgets; and data recording rates. From these requirements the 

optimal data acquisition packetization configuration and network topology are designed to 

guarantee these requirements are met.   

 

The remainder of this paper is structured as follows: Section 2 describes the methodology 

used in this case study taking the data acquisition, recording, and post-processing 

requirements as inputs to the FTI network planning and design. Section 3 provides a high 

level overview of the Gigabit FTI data acquisition network that used to achieve the objectives 
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identified for the flight test. One of the most challenging tasks for this complex network was 

facilitating data reduction and data mining for the post-flight analysis to meet short turn-
around analysis window. Section 4 describes the Quick Access Recorder (QAR) that was 

designed to accomplish this task.  

2. NETWORK FTI DATA ACQUISITION SYSTEM DESIGN METHODOLOGY 

Having adopted Ethernet as the FTI data communications backbone technology, the 

networked FTI system is methodically designed to guarantee the network infrastructure can 

support the FTI data acquisition requirements. Crudely speaking, the FTI data acquisition and 

recording requirements are gathered and defined, consequentially the FTI network is designed 
to support these requirements.   

2.1 FTI DATA ACQUISITION SYSTEM CONSIDERATIONS 

The core requirements of the FTI system are gathered encompassing data acquisition, 
recording, and analysis requirements.  

 

FTI data acquisition requirements 

• Determine the sensors and bus interfaces from which data is to be acquired. This involves 
an upper estimation of the number of channels and the sampling rates. Scalability of the 

data acquisition system is considered at this stage as it is envisaged that the FTI 

requirements may be expanded in the future.  

• Partition the acquired data into mission critical real-time telemetry and non-critical real-
time telemetry, post-flight test critical data (non real-time), post-flight test non-critical 

data (non real-time).  

• Determine the sensor to display latency and processing requirements of the real-time 

mission critical telemetry to flying ground station and/or over an RF link for real-time 
ground analysis.  

• Determine the means by which the hardware is setup and configured and if there are any 
hard limits on the tolerable latencies for setup.  

• Determine the tolerable time synchronization accuracies for the entire distributed FTI 
system.  

• Identify third-party and non-networked “legacy” equipment that needs to be integrated 

into the main FTI data acquisition system.  

 

For the schedule of test flights estimate the recording and analysis requirements 

• It is known that each flight is at least 4 hours long during which hundreds of GigaBytes of 

data may be recorded.  

• There is a short post-flight analysis turnaround window of 20minutes during which the 

post-flight test critical data must be analysed in order to evaluate the “goodness” of the 
test flight and determine whether another flight is required.  

• In order to record all the data, there is a dedicated recorder – however, to facilitate data 
mining and post-processing analysis a Quick Access Recorder (QAR) is used. 

 
Estimate data rates and link budgets for the worst-case conditions with the upper channel 

count and sampling rates.  

• Determine the on-board FTI network link budgets i.e. whether 100BaseTX or 1000BaseT 

required.  

• Determine the PCM RF budget for the mission critical real-time telemetry 
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• Ensure the recorders can meet the incoming data rates both in terms of the Ethernet link 

but also the speed at which data can be logged to the recording memory media and has 
sufficient capacity for the logged data. 

2.2 FTI NETWORK DESIGN 

Before the network is designed, the Quality of Service (QoS) performance goals [1,2] must be 

identified. Typical QoS performance goals include defining the latency and jitter targets for 

all parameters from sensor-to-display, sensor-to-recorder (both on-board/ground) and so on. 

From a system perspective, the total throughput and recording logging rates are calculated 
based on the upper channel count and sampling rates.  

 
The network topology is designed to meet the FTI data acquisition requirements and QoS 

performance requirements taking the following into consideration:   

• Physical considerations: The number and types of networked end nodes in the system 

needs to be determined (e.g. DAU’s, network recorders, 1588 grandmaster, on-board data 

processing stations and PCM RF link requirements). The network topology is constructed 

by determining the number of interconnecting network switches (unmanaged/managed) 

and the number of physical interfaces on these devices. For networked FTI data 

acquisition systems, typically a cascading switch tree-type topology is adopted with full-

duplex DAU-switch and inter-switch connections.    

• Routing and data flow: For each DAU it is necessary to identify the number of data 
flows and the intended destinations for each flow i.e. flying ground station, ground station 

via PCM RF link, on-board all data recorder, QAR etc.  

• Optimize data packetization strategies for efficient use of network resources and 

improved recording efficiency. For each packet that is transmitted there is an associated 
network header overhead. By transmitting data in larger packets, fewer packets need to be 

transmitted for the same quantity of data, which in turn reduces the bandwidth used by 
network header overhead. Furthermore, by transmitting data in larger packets, there is a 

reduction in the number of packets that need to be switched, which improves the switch 

throughput.   

• Adequately provisioning the network: There are numerous network QoS mechanisms to 
improve performance of a congested network e.g. IntServ, DiffServ, MPLS etc. As a 

general rule of thumb, the simplest and most efficient mechanism to guarantee that the 

QoS targets can be met is to over-provision the network such that the aggregate peak data 

rate on each link never exceeds the reliable throughput capacity threshold of that link.  

• Load balancing to avoid saturating, any one single link is implemented by distributing 

the packet load from each DAU as uniformly as possible across the switch interfaces. 
Queues in the switch have a finite capacity. The packet arrival rate in the queue should be 

less than the switching rate in order to prevent overflow and lost packets.  

• Scalability. As with the FTI data acquisition scalability planning, the network is designed 

to allow for future scalability in mind to accommodate additional DAU if required. 

3. CASE STUDY SYSTEM OVERVIEW 

The FTI network topology can support up to tens of DAU and 3rd party Ethernet data 

sources. The data acquisition system can support several hundred user modules which is 

predominantly comprised of analog acquisition and various bus monitors including ARINC-

429; MIL-STD-1553; CAN bus; AFDX; and Fast Ethernet/Gigabit Ethernet. The total 

acquisition requirements comprise thousands of channels of data, with tens of thousands 

parameters generating several million samples per second.  
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The FTI network architecture adopts a classic 2-tiered hierarchical network topology as 

shown in Figure 1. The lower level of the network is partitioned into 6 clusters of DAUs 
where each cluster can support up to 6 DAUs interconnected using an unmanaged network 

switch (NET/SWI/006) with IEEE 1588 transparency support. These 6 DAU clusters are 
connected to a Gigabit managed Grandmaster switch (NET/SWI/005). The embedded IEEE 

1588 Grandmaster [3] in the NET/SWI/005 can be seeded via GPS or IRIG-B in, it 
additionally generates IRIG-B out to synchronize non-1588 devices.  The aggregate data 

generated by the data acquisition clusters exceeds the tolerable reliable safe throughput 

thresholds for Fast Ethernet, and so Gigabit links are used for reliably forwarding the data 

from the NET/SWI/005 to the sink devices, which includes a Gigabit bus monitor, the all data 

recorder, and real-time analysis workstations. The network architecture has multiple recorder 

tap points distributed throughout the topology to accommodate the all-data and Quick Access 

Recorders.  

4. GIGABIT NETWORK RECORDING 

Data recording is an important aspect of the networked data acquisition system during the 

flight test. The on-board recorder allows for a superset of the acquired data to be recorded 
since it is not possible to transmit all the data over bandwidth constrained PCM RF links. By 

adopting a networked-based data recording solution there is greater flexibility, scalability, and 
inter-operability not only with the on-board FTI network but also with the ground station 

infrastructure facilitating the use of standard protocols and methods to perform data mining 
from the recorder. 

The use of Gigabit Ethernet links for the networked FTI data acquisition systems backbone 

puts increased demands on the recorder to meet the incoming data rates requiring faster 

read/write access speeds to the memory media. Since the FTI data is acquired and natively 
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Figure 1: Case Study Gigabit Network Topology 
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transmitted as Ethernet frames, it is naturally more efficient to record the FTI data as Ethernet 

minimizing the levels of processing required writing the data to the media. The simplest and 
most powerful network data file format is the open standard Packet CAPture (PCAP) file 

format [4] for recording the data. The PCAP file format is a simple, low header, lightweight, 
and low processing overhead network centric file format that is designed explicitly for the 

recording of Ethernet data. In PCAP each Ethernet frame to be recorded is tagged and 

timestamped before being written to file. From a user perspective, PCAP is an open-standard 

and simple file format that allows the use of non-proprietary software (for example, 

Wireshark) and for custom applications to be readily developed to post-process, filter, and 

extract the recorded data.  

The recording efficiency is closely coupled to the optimized transmission and packetization of 

the acquired data and is particularly pertinent to facilitate the recording of high rate wide-band 
analog signals and asynchronous avionics bus data, such as ARINC-429 or MIL-STD-1553. 

To ensure the recording efficiency, asynchronous bus data is packetized with one of three 
transmission states: 1) Fill to time: Transmit all fresh data acquired during a specified window 

of 50ms, for example; 2) Fill to size: Transmit all fresh data in a buffer of a given size; 3) No 

transmission: no fresh data has been acquired, therefore do not generate or transmit a packet.   

4.1. RECORDING SOLUTION FOR POST-FLIGHT DATA MINING 

As described in Section 2, the networked FTI system is designed for performance and 
reliability. To ensure the network has sufficient capacity to carry the required data, Gigabit 

links are used. Gigabit poses numerous challenges for recording. The recorder must be able to 
record data at a speed that is at least as fast as the incoming packet rate.  

A typical flight test may last at least 4 hours during which hundreds of GigaBytes of data may 

be recorded on the SATA SSD. When the aircraft lands, it is powered down and there is no 
network or remote access to the recorder to download the recorded data. Therefore the only 

mechanism to access the recorded data is to physically remove the SATA SSD and insert it to 

a fast post-flight data processing and analysis PC. There is a short post-flight turnaround 

window of 20minutes during which the recorded data must be processed and analyzed to 

determine the “goodness” of the flight test data and decide whether another test flight is 

required. Using a single recorder to store all data acquired during the test flight, a large 

proportion of the post-flight analysis window is consumed by performing data filtering and 

data reduction to locate and extract the data of interest that is relevant to the post-analysis. In 

order to ensure that the required analysis can be performed during the post-flight turnaround 

window a Quick Access Recorder (QAR) is used as shown in Figure 2.  

4.1.1. QUICK ACCESS RECORDER (QAR) 

The primary function of the QAR is to provide quick access to a key subset of critical data for 

post-flight analysis. Effectively, this means that the process of data reduction/filtering and 

extraction is performed during the flight test in the QAR saving valuable time that can be used 

for processing during the post-flight analysis. It should be noted that there is redundant 

recording, that is, all data is recorded on the main recorder while the QAR serves to record a 

selective subset of critical data required for the post-flight analysis. The QAR is a standalone 

Gigabit network recorder with a SATA SSD storage media. The following outlines the key 

requirements and features of the QAR.  
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• Gigabit Ethernet Link: The QAR is 

connected to the Gigabit FTI data 
acquisition backbone and therefore 

has a Gigabit Ethernet network 

interface. The QAR has a full-duplex 

connected to the switch which 

forwards all Ethernet frames to the 

recorder. The recorder can then 

perform the data reduction and 

filtering on the incoming stream.  

• High Capacity SATA SSD Media: 

Since the test flight is at least 4hours long on a Gigabit network, the QAR may record 

hundreds of GigaBytes of data during any given test flight. Moreover the QAR can be 

configured for promiscuous recording of all Ethernet frames. The memory media has 

sufficient capacity to store all data to be recorded during the flight.  

• Time Synchronization: The QAR is an integral part of the networked FTI system that 
provides accurate time stamping of the logged data. The QAR can be synchronized using 

IEEE 1588 PTP or from an IRIG-B time source.  

• File System Access: During the post-flight analysis the aircraft is powered down and as 

such there is no mechanism to remotely access the data on the recorder. The QAR has a 

removable SATA SSD that is manually removed and loaded into the post-flight analysis 
PC during the post-flight turnaround window. The SATA SSD supports a FAT32 file 

system allowing it to be recognized by standard Linux and Windows operating systems.  

• Reliability: The SATA SSD is pre-formatted before recording in order to eliminate the 

need to dynamically maintain FAT tables and minimizing the effects of data loss during 

brownouts or FAT corruption. Pre-formatting the storage media means pre-allocating 

contiguous “space” files and directories where the “space” files are aligned to sector 

boundaries.  

• Remote Control: There are a number of mechanisms by which the recorder can be 

controlled. During the flight test, it is necessary to allow recording only during a specific 

interval of time during the flight or partition the recording for specific maneuvers. When 

the pilot or test engineer does not have access to the front panel controls on the QAR, 

On/off recording can be controlled through the use of discrete I/O start/stop signals or 

through network-based Simple Network Management (SNMP) commands. Additionally, 
often it is necessary to inject Event markers into the recording stream to identify and 

delineate key events. This can be accomplished by the generation of Event packets. Since 
the recording file format is network packet based, the event markers must also be packet 

based such that they can be viewed with Wireshark and be easily identified during 
playback.  

4.1.2. QAR DATA REDUCTION AND FILTERING FOR POST-FLIGHT ANALYSIS 

By far the most critical feature of the QAR is its ability to perform data reduction and filtering 

on-the-fly during the test flight. This may be achieved using the Internet Group Management 

Protocol (IGMP) or using recording filters.  

 

Figure 2: Quick Access Recorder 
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IGMP is a network protocol that allows the end-nodes to signal their interest in certain 

multicast streams to the core network. The switches in the core network dynamically maintain 
and learn multicast subscriptions by periodically polling end nodes. When the IGMP switch 

receives a multicast packet, it references its multicast subscription table to identify which of 
the connected network end nodes have subscribed to receive a copy of this multicast packet, 

the IGMP switch then forwards a copy of this multicast to only those devices that have 

subscribed to receive it. The QAR can respond to IGMP polls issued by the IGMP switch to 

indicate its multicast ion status. This allows the QAR to promiscuously record the incoming 

Ethernet data streams having off-loaded the task of data reduction to the switch through the 

exploit of IGMP multicast subscription. The downside of this approach is that it is restricted 

to multicast traffic, the IGMP subscription is dynamically maintained and polling intervals 

may be of the order of seconds. This means that the QAR may not receive the multicast 

stream until it has responded to an IGMP subscription poll request from an IGMP switch. 

Should there be any power outages in the network, the IGMP multicast subscription tables 

may need to be re-established which in turn exacerbates the potential data loss and recording 

latencies.  

A simpler, more reliable, and efficient mechanism of data reduction is to perform this filtering 

in the QAR itself. The QAR can be configured to filter the incoming data stream by 

specifying the network header fields upon which to filter. Typical network header fields that 

are used to filter include: Source/Destination MAC address; Source/Destination IP address; 

IENA key or iNET Data Message Stream Identifier. If the Ethernet frame meets and passes 

the filter criteria, it is recorded to the SATA SSD, else it is discarded. The advantages of this 
approach is that:  

• It is not restricted to multicast;  

• It is independent of the network and IGMP support throughout the network infrastructure;  

• There is finer granularity of data reduction possible to the IENA key [5] or iNET Data 

Message stream Identifier level [6];  

• The data reduction filter is live on power-up.  

5. CONCLUSIONS 

This paper presented a case study of a networked FTI system with complex requirements for 
its data acquisition, recording, and post-flight analysis. Given the large number of samples 

(4+million samples per second) to be acquired during a given test flight a Gigabit Ethernet 
backbone was used. Gigabit allows for more data than ever to be carried across the network 

however this introduces a fresh challenge to parse and process this data. To address this 
problem, a Quick Access Recorder was developed to perform data reduction on the fly saving 

valuable time during the 20minute post-test flight analysis window. This enabled test 
engineers to have sufficient time to do a detailed analysis of the data to evaluate the 

“goodness” of the test flight and determine whether another flight was required.  
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Abstract:  

Switches are a critical component in any networked FTI data acquisition system in order to 

allow the forwarding of data from the DAU to the target destination devices such as the 

network recorder, PCM gateways, or ground station. Commercial off the shelf switches 

cannot meet the harsh operating conditions of FTI. This paper describes a hardware 

implementation of a crossbar switching architecture that meets the reliability and 

performance requirements of FTI equipment. Moreover, by combining the crossbar 

architecture with filtering techniques, the switch can be configured to achieve sophisticated 

forwarding operations. By way of illustration, a Gigabit network tap application is used to 

demonstrate the fundamental concepts of switching, forwarding, crossbar architecture, and 

filtering.  

 

Keywords: Gigabit Network, Switching, Filtering, Network Tap  

1. INTRODUCTION 

Ethernet technology offers numerous benefits for networked Flight Test Instrumentation (FTI) 

systems such as increased data rates, flexibility, scalability and most importantly 

interoperability owing to the inherent interface, protocol and technological standardization. In 

a networked FTI system, the switch is a key component that allows data to be routed between 

networked Data Acquisition Units (DAU’s), networked recorders, data processing and 

analysis stations.  

 

Although Ethernet technology offers the ability to use commercial-off-the-shelf (COTS) 

networking devices, FTI networked systems have specific critical requirements that are 

central to the initial design of the FTI switch, in particular:  

• Environmental specification: Unlike COTS switches, FTI switches must be able to work 

reliably in harsh environments.  

• Physical specification: FTI switches must be rugged to operate in constrained 
environments and be designed with form factors where space and weight is a premium. 

With this in mind, the switch may combine functions mitigating the need for an additional 
external device, for example the switch may have an embedded IEEE 1588 Grandmaster.  

Equally the switch may be integrated into the networked DAU eliminating the need for a 
standalone switch thus reducing the wiring required by moving the networked DAU 

cluster closer to the sensors.  

• IEEE 1588 PTP Time Support: This is essential in a distributed networked FTI to ensure 

coherency and simultaneous sampling in the networked DAUs. Implementing IEEE 1588 

support in hardware close to the physical line level improves the performance and 

accuracy of time synchronization.  

• Reliability and Performance: The primary function of the switch is to forward Ethernet 

packets to the appropriate destination. Unnecessary dynamic and sophisticated switching 
functions that compromise the switching performance should be kept at a minimum. This 



2 

is even more important as Gigabit and 10Gigabit networks become more prevalent. For 

example, FTI networks have static topologies therefore it may not be necessary to support 
dynamic routing and topology learning functions.  

• Live at power up: The switch must be able to immediately and instantly forward packets 
on power-up in order to minimize latency and packet loss. The switch should not need to 

wait to boot up a micro-operating system or wait to populate the learned MAC routing 

table.  

 

These design goals are central to the development of a reliable, flexible, and high 

performance FTI network switch. A crossbar switch design architecture not only meets these 

challenges in terms of meeting the environmental specification, reliability, and performance 
criteria but also provides complete flexibility to meet the needs and requirements of all 

applications through the use of statically configured forwarding tables and filtering 
mechanisms. These hardware design techniques allow for live at power-up, reliability, and 

high performance. This paper concludes demonstrating how these hardware design techniques 
can be applied to achieve a number of network topologies and applications including network 

taps.   
 

The remainder of this paper is structured as follows. Section two provides an introduction to 

switching concepts, starting by outlining the subtle differences between routing and 

forwarding and how they apply to switches. Section three describes the crossbar switching 

fabric design that is central to this forwarding process that enables switch to forward the 

Ethernet frames to their destination.  

2. SWITCHING OVERVIEW 

In an FTI network of distributed peer DAU’s, the switch is a key component that allows data 

to be transmitted to and from different nodes in the network. Switches comprise a number of 

ports to which DAU’s may be connected or inter-connect switches. In general, connections in 

the switch utilize point-to-point full-duplex Ethernet links. The most important task of the 

switch is to reliably and quickly forward and route packets to their destination.  

Quite often the terms routing and forwarding are used interchangeably. There is in fact a 

subtle relationship between the two.  

 

Routing is the mechanism of looking up a routing table to determine the best path for a 

packet from a given sender to reach its destination through intermediate routers. There are two 

forms of routing, static and dynamic. Static routing is suitable for small networks whereby the 

number of routes is limited and can be manually configured. Dynamic routing is more suited 
to larger networks with complex topologies that may change over time. Adaptive routing 

“learns” the network topology using routing protocols, which are then used to automatically 
periodically generate and populate routing tables. Routing tables contain information derived 

from routing algorithms. Routing protocols communicate routing information about the 

connected devices between neighbouring routers. The routing table maps an IP address prefix 

to the next hop address prefix. This is, in essence, a Layer-3 topological view of the network 

and is optimized for detecting and adapting to changes in the topology.  

 

Forwarding is the mechanism of passing or forwarding a packet from one port or interface in 

the switch to the appropriate out-going egress interface by looking up the forwarding table. 

Although it is possible to supplement the forwarding table with extra information that is 

typically found in the routing table, such as next hop information, forwarding statistics, QoS 
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metrics etc., it is more common for the routing and forwarding tables to be kept separate. In 

this way the routing tables can be used to generate compact and efficient forwarding tables, 
which are optimized for hardware storage and lookup, for example using Ternary Content 

Addressable Memory (TCAM). 

2.1. STORE-AND-FORWARD OVERVIEW 

As the name implies a key function of a store-and-forward switch is to forward incoming 

packets to the appropriate destination interface. The mechanism by which packets are 

forwarded to the appropriate destination interface is called store-and-forward whereby the 

packets received by the switch are stored in an input queue until they reach the head of the 

queue. Once at the head of the queue, the switch core examines the packets’ destination and 

through a lookup mechanism determines how to forward the packet to its intended destination 

forwarding the data through the switch fabric.  

Before being forwarded through the switch fabric, the switch core may perform various Layer 

2 (MAC-layer) and Layer 3 (IP-layer) validation checks such as: 

MAC Layer 2 validation 

• Ethernet Frame Validation: Every Ethernet frame that is to be forwarded is validated to 

ensure it is well-formed i.e. it is within the allowed frame size limits and that “known” 
fields in the Ethernet frame are correct. Layer 3 (IP layer) validation may also occur to 

ensure the correct IP version field, protocol identifiers etc are correct.  

• Ethernet Frame Check Sequence (FCS) error checking: The Ethernet MAC FCS is 

compared against the CRC calculated by the store-and-forward switch. If the Ethernet 

frames own FCS differs from the calculated CRC the frame is considered to contain 

physical or data-link errors and is dropped. In this way, the corrupt Ethernet frame is 

prevented from propagating through the rest of the network.  

 

IP Layer 3 validation 

• Packet Lifetime Control: Layer 3 switches must also decrement the time-to-live (TTL) 
field in the IP packet header to prevent packets infinitely circulating the network in 

routing loops. When the TTL value reaches zero, the packet is discarded. 

• Checksum Recalculation: If the Layer 3 switch modifies the TTL, the corresponding IP 

header checksum and Ethernet FCS need to be recalculated and updated.  

• Fragmentation: Should the Maximum Transmission Unit (MTU) of the outgoing Ethernet 

link be smaller than the size of the packet; the packet will need to be fragmented before 
being forwarded.  

 
If the Ethernet frame is determined to be valid, the switch begins the forwarding process 

whereby the switch core examines the packets’ destination and looks up the forwarding table 

to determine which out-going egress port (unicast) or ports (multicast/broadcast) are to be 

used. Since the Destination MAC address is the first 6Bytes of the Ethernet frame, the 

forwarding process is generally faster than Layer-3 routing table lookup which requires 

dissection of the various MAC and IP layer protocol fields.  

If there is no entry for a given Destination MAC address, the switch does not know where to 

forward the packet. In this case, the Ethernet frame is forwarded out to all ports on the switch, 
or flooded. As Ethernet frames are passed through the switch, the switch core updates the 

MAC forwarding table noting the Source MAC address and the interface on which it arrived. 
By doing this, the switch core is able to maintain the forwarding table – however, since MAC 

tables have a finite memory size, entries age out to ensure that the table is up to date.  
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3. FORWARDING CROSSBAR SWITCHING FABRIC 

To realise a flexible store-and-forward switching solution, a fully inter-connected crossbar 

switching architecture with N input buses and N output buses may be implemented where 
each cross point may be either on or off [1]. The advantage of such an architecture is that it is 

simple and the ease of implementation using a two-state crosspoint (on or off). Moreover, 

having high-speed data links in the fabric lowers the switching latency compared to other 

switching architectures by minimizing the number of connecting points.   

 

Consider an eight port switch with four DAU connected on ports 1,3,5, and 7. Ethernet frames 

transmitted by the DAU need to be forwarded to a number of sink devices such as a Recorder 

connected on port 2, a PCM gateway connected on port 4, a switch connected on port 6, and 

finally an analysis laptop connected on port 8. All data received by the switch must be 

forwarded to the recorder, while subsets of the DAU data is forwarded to the PCM gateway, 

Switch, and analysis PC as outlined in Table 1.  

 
Table 1: Simple Forwarding Example 

Input Output 

DAU-Port1 Recorder-Port2, PCM Gateway-Port4, Switch-Port6, Analysis Laptop-Port8 

DAU-Port3 Recorder-Port2, Analysis Laptop-Port8 

DAU-Port5 Recorder-Port2, PCM Gateway-Port4, Switch-Port6 

DAU-Port7 Recorder-Port2, PCM Gateway-Port4, Switch-Port6 

 

Figure 1 illustrates the configuration of the crossbar switching fabric required to realise this 
forwarding configuration between the DAU and the sink devices. The crossbar fabric 

comprises a fully-interconnected matrix of crosspoints between the input and output lines. 
Data received a given port is never forwarded back out on itself as indicated in Figure 1 by 

the dark grey crosspoint.  
 

It can be seen that data transmitted by the DAU and received on port 1 is forwarded to the 
Recorder on port 2, PCM Gateway on port 4, Switch on port 6, and the analysis laptop on port 

8. The hashed grey crosspoint indicates a connection has been made between the input and 

output lines. Similarly forwarding from the DAU on port 3 can be forwarded to the recorder 

on port 2 and Analysis Laptop on port 8 as realised through the on-crosspoints.  
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Legend:  

• Hashed grey crosspoint: A connection has been made between the input and output lines.  

• Dark grey crosspoint: Data received on a given port is never forwarded back out on 

itself.  

 
Figure 1: Crossbar Fabric Forwarding Operation 

 

Crossbar fabrics are inherently modular since more ports can be supported by adding more 

crosspoints. Crossbar switch fabrics are non-blocking in that all input and output ports can 

transfer packets simultaneously whilst simultaneously being able to pass packets to multiple 

output ports. This greatly increases the aggregate bandwidth of the switch. So although all 

output ports receive a copy of the incoming Ethernet frame, not all output ports are permitted 

to transmit the frame. This feature makes the fabric have native multicast support since if a 

multicast packet needs to be forwarded to multiple output ports, all the crosspoints 

corresponding to the input and output ports are turned on simultaneously providing a copy of 

the multicast packet to each output. However without proper design, the crossbar may 

experience Head of Line blocking. Since all ports have high-speed access to the switch fabric, 

this manifests when input ports attempt to create a connection with a “busy” output port. 

Packets waiting to be transmitted are essentially prevented or blocked packets until the output 
port becomes free. In this case, packets destined for a different output port that is not busy is 

blocked by the packets at the head of the line. One solution to overcome Head of Line 
blocking is the use of appropriate buffer sizes. Since blocking occurs on the output ports, the 

egress output port buffers should be larger than the ingress input port buffers. The larger 
egress port buffers allow for packets to be queued and reduce the probability of packet drops 

due to buffer overflow [2].  
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The crossbar switching fabric can be statically pre-configured setting up the appropriate 

crosspoints to forward packets from the input ports to the appropriate output ports. This static 
configuration is used to populate the static forwarding table. However, greater control and 

granularity may be required in terms of forwarding the packets i.e. selectively forwarding a 
subset of packets from a given input to a given output port. This in effect, applies a filtering 

function to the egress port buffer. To minimize the forwarding latency, the processing 

required during the forwarding process in the fabric is minimized and filtering is applied to 

the output port buffers. In the next section the setup of the forwarding and filtering tables is 

described using standardized Management Information Base (MIB) data structures.  

 

Figure 2 illustrates the relationship between forwarding and filtering. Consider two DAU 

connected to the switch on ports 1 and 3, transmitting data to be forwarded to a Recorder and 

the PCM gateway. The DAU on port 1 is transmitting three packet streams to unique 

destination multicast addresses: video data stream (red), analog data stream (green), and n 

ARINC-429 data stream (blue). The DAU connected on port 3 is transmitting a single MIL-

STD-1553 packet stream (orange) to a unique destination multicast address. The PCM 

Gateway needs only to be forwarded the video and the analog streams from the DAU on port 

1, while the Recorder needs to be forwarded the ARINC-429 from the DAU on port 1 and the 
MIL-STD-1553 stream from the DAU on port 3. Once the forwarding paths between the 

inputs and outputs have been configured, the filter is applied whereby only those packets that 
meet the filter criteria are passed through.  

 

 
Figure 2: Forwarding and Filtering Operation 
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4. CONFIGURING FORWARDING AND FILTERING USING SNMP 

The forwarding and filtering tables can be configured in the switch using the Simple Network 

Management Protocol (SNMP) through the dot1dStatic subtree in the Bridge Management 
Information Base (MIB) [3, 4] as defined in RFC4188 ((Request For Comments) or the 

Extended Bridge MIB for bridges with traffic classes, multicast filtering and Virtual LAN 

extensions [5] as defined in RFC4363.  

 

The main difference between these two RFC standards is that the dot1dStaticTable in 

RFC4188 was replaced in the Extended Bridge MIB (q-bridge) with two tables: the 

dot1qStaticUnicastTable and dot1qStaticMulticastTable allowing for an indexing scheme that 

is compatible with the 802.1Q specification [6] where the unicast table is indexed by the 

Forwarding DataBase (FDB) ID and the multicast table is indexed by VLAN ID.    

 

For simplicity, the dot1dStatic subtree in the Bridge MIB shall be discussed, which can be 

used to configure destination-address forwarding and filtering.  The dot1dStaticTable subtree 

is a table that contains the filtering information. This allows the set of ports to which frames 

received from specific ports and containing specific destination addresses (unicast, multicast, 
and broadcast) are allowed to be forwarded and filtered. Each entry in the dot1dStaticTable 

comprises a 4-tuple { Destination MAC Address, Receive Port Interface, Bitvector of the 
Allowed Outgoing Ports, Entry Persistence }:   

• Destination MAC Address: The destination MAC address in a frame to which this 

entry's filtering information applies.   

• Receive Port Interface: The port number on which the frame must be received in order 

for this entry's filtering information to apply.  

• Bitvector of the Allowed Outgoing Ports: The set of ports to which this frame is 

allowed to be forwarded. The bitvector is used to represent the on/off state or forwarding 
for each port in the switch.  

• Entry Persistence: States the persistence of this forwarding/filtering entry indicating if it 
is permanent until removed, deleted on reset, deleted on timeout.    

There is a similar construct, also in the Bridge MIB, called the dot1dTpFdbTable which is a 

table of unicast entries for which the bridge has forwarding and/or filtering information and is 

used by the switch to determine how to propagate a received frame. 

5. CASE STUDY - GIGABIT NETWORK TAP APPLICATION 

A network tap is a hardware device with at least three ports which provides a way to access 

and monitor the data flowing across a network link in order to monitor all data traffic between 
two tap points A and B in the network and creating a copy of that data through the monitor 

port. This type of monitoring is often called “sniff and mirror” operation in the switch 
whereby the “mirror” port forwards an identical copy of the data that is transmitted through 

its paired “sniff” port. The requirements for this network tap application are that it should 
passively tap into a Gigabit Ethernet network on the aircraft so that the data could be recorded 

whilst allowing access to a subset of the data to be relayed to the ground via PCM Gateway. It 
must be guaranteed that the tap does not forward any data to the tapped network including all 

network operation protocols such as IGMP, PTP, SNMP and so on. Moreover, handshaking 

operations such as auto-negotiation with the tapped network should be disabled. Finally, the 

network tap must be reliable, high performance and be live-at-power-up.  
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Consider a Gigabit Ethernet link between points Ethernet tap points A and B which needs to 

be monitored with a copy of the data flow between these two points being forwarded to a 
recorder connected to port 3 and a filtered subset of the monitored data is forwarded to an 

PCM gateway with a 100BaseTX link. Since the Tap ports A and B are Gigabit, the Recorder 
port must also be Gigabit. However the PCM gateway has a 100BaseTX link, only a subset of 

the data can be forwarded to the Gateway. The link speed for each port in the switch is 

statically configured to 1000BaseT (Tap-A, Tap-B, Recorder) and 100BaseTX (PCM 

Gateway) respectively.  

 

The forwarding table must ensure that data from Tap-A is forwarded to all ports i.e. Tap-B, 

the Recorder, and the PCM gateway. Similarly, the data from Tap-B is forwarded to all ports. 

However it must be guaranteed that no data from the recorder or the PCM Gateway is 

forwarded to either Tap-A or Tap-B. Data can, however, be forwarded between the recorder 

and the PCM Gateway.  

 

The filtered subset forwarded to the PCM Gateway comprises the Blue stream from Tap-A, 

the Orange stream from Tap-B, and Purple stream from the recorder. All other packet streams 

are discarded in the filter. This configuration is summarized in Table 2 and the corresponding 
crossbar switching fabric forwarding configuration with filtering is illustrated in Figure 3.   

 
Table 2: Gigabit Network Tap Setup Summary 

 Port 

Name 

Link 

Speed 

Input Stream(s) Output Stream(s) Filter 

1 Tap port 

A 

1000BaseT • Video (Red), 

• ARINC-429 (Blue),  

• Analog (Green) 

• MIL-STD-1553 

(Orange)  

Not required 

2 Tap port 

B 

1000BaseT • MIL-STD-1553 

(Orange) 

• Video (Red), 

• ARINC-429 (Blue),  

• Analog (Green) 

Not required 

3 Recorder 1000BaseT • SNMP Status (Purple) • All No 

4 PCM 

Gateway 

100BaseTX • PCM Stream Grey • All Yes 

Allow only 

ARINC-429 (Blue 

from Tap-A), 

MIL-STD-1553 

(Orange from Tap-

B), SNMP Status 

(Purple from 

Recorder port 3) 
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Figure 3: Four-port Gigabit Network Tap 

 

6. CONCLUSIONS 

The network switch is a key component in the networked FTI data acquisition system as it 

provides a mechanism to interconnect the network nodes such as data acquisition units 

(DAU), recorders, PCM gateways, and analysis PCs together. At its most simplistic 

implementation the network switch must be able to receive data from the DAU and forward 

the aggregated data flows to known destination sink devices, such as the recorder and PCM 

gateway. This approach is ensures live-at-power up operation and is reliable and deterministic 

however it lacks flexibility when often more complex selective forwarding is required. This 

paper describes a crossbar switching architecture that provides a means of supporting 

complex sophisticated forwarding and filtering while ensuring reliable and deterministic 
switching behaviour. This paper concludes providing a real-life application of an FTI Gigabit 

network tap device that demonstrates the configuration of the crossbar switching architecture 
to support the passive monitoring and recording of the aircraft Gigabit network whilst also 

allowing for a subset of the monitored data to be filtered for real-time transmission to the 
ground via a PCM gateway.  
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ABSTRACT 

 

The F-22 Quick Response Package was designed to efficiently solve aircraft anomalies in the field.  

Providing this capability would enhance aircraft combat availability and lower maintenance costs.  

Using the current F-22 instrumentation flight test system design package as a baseline, a smaller, and 

much more versatile, version of the system was designed.  This new design concept includes a data 

acquisition and recording system on a single pallet called the Quick Response Package (QRP).  The 

QRP can be installed in any operational F-22 war fighter in a single production shift with no intrusion 

to the aircraft‟s systems readiness.  The data acquisition and recording capabilities provide a near real-

time field solution without excessive downtime or pilot intervention.  This paper describes the design 

requirements, the design concept and packaging details of the QRP.  

  

 

KEYWORDS 

 

 

                                   Quick Response Package-QRP, Data Acquisition Recorder  

 

 

INTRODUCTION 

 

The F-22 program was given the requirement by the Department of Defense to efficiently solve 

production aircraft anomalies in the field.  Providing this capability would enhance aircraft combat 

availability and lower maintenance costs.  Using the current F-22 instrumentation flight test system 

design package as a baseline a smaller and much more versatile version of the system was designed.  

This new design concept includes a data acquisition and recording system on a single pallet called the 

Quick Response Package (QRP).  
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The QRP can be installed in any operational F-22 war fighter in a single production shift with no 

intrusion to the aircraft‟s systems readiness.  The data acquisition and recording capabilities provide a 

near real-time field solution without excessive downtime or pilot intervention.  This package is 

currently in the field at operational bases providing on-site solutions for problems faced by the war 

fighter. 

 

 The top-level requirements for the data acquisition system used by the F-22 QRP are as follows: 

 

 Record at a minimum four channels of Pi-Bus data. 

o The F-22A has six channels of Pi-Bus data, which is a propriety bus on the F-22A. 

o Provide the capability to record all six channels in the enhanced version of the QRP.  

 Record at a minimum eight channels of 1553 data. 

o Provide the capability to record twelve channels in the enhanced version of the QRP.  

 Provide spare channel recording in the enhanced version. 

 Require no pilot intervention for start/stop recording. 

 Provide two hour minimum record time.  

 Its operation is unobtrusive to the war fighter. 

 

 

SYSTEM DESCRIPTION 

 

The system architecture for the F-22A QRP is based on the AIM-2004 hardware that is used in the F-

22A Instrumentation Data Acquisition System (IDAS).  There are only slight differences in the AIM-

2005R used on the QRP versus the AIM-2004.  The AIM-2005R has a built-in IEEE-1394-based 

IRIG-106 Chapter 10 recorder, five expansion slots instead of four and a lower maximum-recording 

rate, 30MBps versus the 100MBps supported by the AIM-2004.  The AIM-2005R internal recorder 

currently has a maximum storage capacity of 128 gigabytes.  

 

The other unit that is part of the QRP architecture is the MCDAU, which is a miniature data 

acquisition unit, which can be used as a CAIS master and/or slave.  In the QRP application the 

MCDAU is used as the CAIS master for system programming, IRIG time distribution, and as an 

interface for sampling analog and digital sensors.   

 

 The Quick Response Package design architecture can be deployed in two different configurations: 

basic or the enhanced version.  The basic configuration, shown in Figure 1, provides four channels of 

Pi-Bus data recording. In the enhanced version, shown in Figure 2, that capacity can be raised to six.  

The enhanced configuration requires the addition of an HSAVDAU-2004 chassis.  The HSAVDAU is 

currently in use as a subsystem of the F-22A instrumentation data system (IDAS).  The addition of the 

HSAVDAU-2004 gives the QRP full data recording capabilities on a small modular plate. 

 

The packaging of the QRP is quite unique.  All three data acquisition units are mounted on a plate that 

fits in the CIP #3 bay on the jet.  This bay is a forward unoccupied avionics bay.  The QRP wiring is 

always configured for the enhanced version, so all group “A” wiring is on the plate.  When the 

enhanced version is required, it is only necessary to install the HSAVDAU on the plate, preflight and 

go fly.  There is no additional wiring required.  All wiring has permanent stowage plates, so there are 

no loose harnesses in the basic configuration.   
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The QRP is powered from a single production 28VDC 10AMP circuit breaker, all three data 

acquisition units are individually circuit breaker protected.  There is no need for a separate power 

supply on the plate.  All aircraft wiring interfaces enter the QRP via circular D38999 series III 

connectors located on the rear of the pallet. The pre-flight test panel consists of a circular D38999 

series III connector for data I/Os and system programming. There is an IRIG time-code jam switch and 

time lock verification light along with a data recording enable switch and a recording mode 

verification light.  For in-the-field system operation verification, a data valid indicator was created.  

The data valid indicator indicates that all data packets expected to be recorded are detected and valid.  

This indicator functions as the equivalent of an “idiot light”, providing a quick and reliable method of 

pre-flighting the QRP without requiring any data analysis tools.  

 

Data recording is accomplished directly via the backplane of the AIM-2005R.  There is a 128 gigabyte 

ruggedized solid-state drive that resides in a specialized slot in the AIM-2005R.  Data recording time is 

dependent on the number of channels being input; minimum time expected is two hours.  Data can be 

downloaded directly from the AIM-2005R via a built-in IEEE-1394 connection.  However, it is 

recommended to pull the canister from the AIM-2005R and download data directly to a PC due to time 

and data content.  

 

The block diagrams shown in Figure 1 and Figure 2 define the QRP basic and enhanced system.  Each 

hardware component in this block is discussed in the following paragraphs. 

 

 

 

Figure 1: F-22A Quick Response Package Basic configuration 
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Figure 2: F-22A Quick Response Package Enhanced 

\ 

 

 

 
 

 

 

 

AIM-2005R DATA ACQUISITION UNIT 

 

The AIM-2005R is an enhanced version of the Airborne Instrumentation Multiplexer (AIM) that 

is based on the design of the AIM-2004. The AIM-2005R accepts data from a variety of input 

sources, including PCM, 1553, and other data sources and formats the data per IRIG-106 

Chapter 10 requirements, for recording on the internal RMM-3128E storage cartridge, shown in 

Figure 3.  The AIM-2005R has an internal power supply, PSM-2004 for aircraft power 

conversion and regulation. The PSM-2004 accepts +28VDC ±4VDC power, and generates the 

voltages necessary for AIM-2005R operation.  The AIM-2005R unit houses an overhead card 

assembly and up to five data interface cards.   
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Figure 3: AIM-2005R 

 

 

RMM-3128E 

Solid-State cartridge 

 

 
 

 

 

Interface Cards 
 

OVH-350 Overhead Card 

 

The OVH-350 card is a new design that provides major enhancements over the OVH-300 

previously deployed in earlier AIM/HSAVDAU-200X systems. The OVH-350 uses an 

embedded processor capable of up to1600 Dhrystone 2.1 MIPS at a clock rate of 800 

MHz. This card contains 256 MB of double data rate SDRAM with a memory bandwidth 

of about 2.1 GBps peak. The card also provides 64 MB of non-volatile memory storage 

for the operating system and configuration data. In addition to higher processor 

performance, the major improvement to the card over the OVH-300 is the incorporation 

of two 1000BASE-T Ethernet interfaces and one 10/100BASE-T Ethernet interface. 

 

The OVH-350 executes an embedded real-time Linux operating system, various 

hardware-specific drivers, and application software. It stores software executables and 

AIM programming information in its flash file system. It terminates an IP stack to 

support standard Ethernet protocols and TCP and UDP, and can communicate with other 

data acquisition systems. 

 

Data I/O slots 
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RCI-305 Remote CAIS Interface Card 

 

The RCI-305-2 provides a remote CAIS bus interface and a time code reader/generator. It 

is a mezzanine card that connects to the mezzanine port on the OVH-350 and is 

functionally identical to the existing RCI-305-1 card used with the older OVH-300 card. 

A new layout is required to mate to the OVH-350. 

 

FOR-302L Two-Channel Fiber Optic Receiver Card 

 

The FOR-302L card is a fiber optic receiver card for the AIM-200X and HS-AVDAU 

200X product lines that supports two Fiber Optic Receiver (FOR) receive channels at 400 

Mbps line rate per channel. It employs a Xilinx Spartan 3 FPGA plus Dual-Port SRAM to 

terminate the F-22A fiber optic protocol and buffer inbound data. FOR-302L provides 

accurate data time-tagging. The card interfaces to multi-mode 100/140µm fiber optic 

cable at the faceplate using an optical D-subminiature connector. It interfaces with the 

host chassis on a modified Compact PCI Bus backplane. Two FOR-302L cards can be 

installed in a single AIM/HS-AVDAU chassis. 

 

BIM-553F Four Channel Mil-Std-1553 Bus Monitor Card 

 

The BIM-553F is a four-channel 1553 Bus Monitor Card for use in the Airborne 

Instrumentation Multiplexer (AIM) and High-Speed Avionics Data Acquisition Unit 

(HSAVDAU) products. The BIM-553F card has four dual redundant 1553 channel 

inputs. Each channel is individually programmable for enable/disable, 1553B or 1553A, 

direct or transformer coupled, and response-time time-out. Data acquired by the BIM-

553F card is transported to the overhead card memory via a customized high-speed 

CompactPCI® Bus where data can be stored on a data recorder. The card can be 

programmed to filter out data based on specific command words. One hundred percent of 

the input data message traffic (minus any filtered data) is recorded.  

 

ESW-303 Three Port Ethernet Switch Card 

 

The ESW-303 is an Ethernet switch card used in the Airborne Instrumentation 

Multiplexer (AIM) and High-Speed Avionics Data Acquisition Unit (HSAVDAU). It 

provides time tagging on incoming data.  The ESW-303 is equipped with three interfaces 

on its front panel, two optical 100BASE-FX Ethernet interfaces and a single copper 

gigabit Ethernet interface. A serial RS-232 port is included for engineering test and 

debug. The two 100BASE-FX ports interface to the aircraft network, and the single 

10/100/1000BASE-T port can interface to Ground Support Equipment (GSE). 

 

PCI-304 Four-Channel PCM Interface Card 

 

The PCI-304 is a four-channel PCM input card for use in the Airborne Instrumentation 

Multiplexer (AIM) and High-Speed Avionics Data Acquisition Unit (HSAVDAU) 

products. The PCI-304 card has four independent channel inputs, each of which accepts 

either single-ended or RS-422 differential inputs at standard rates up to 20 Mbps on a 
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per-channel basis. All incoming data is buffered on the card, formatted as embedded 

PCM words, and sent to the overhead card for word selection and eventual telemetry 

transmission or storage on the recorder unit. The aggregate data rate output can be up to 

80 Mbps. 

 

FCH-302E Dual-Port Electrical Fibre Channel Interface Card  

 

The FCH-302E board is designed to provide a Dual Electrical Fibre Channel interface 

board in both the Airborne Instrumentation Multiplexer (AIM) and High-Speed Avionics 

Data Acquisition Unit (HSAVDAU) products. The FCH-302E board provides two „Fibre 

Channel Industry Association‟-compliant electrical interfaces, each capable of data rates 

up to 1.0625 Gbps. The two Electrical Fibre Channel interfaces are accessible at the 

FCH-302E faceplate via two 9-pin D-subminiature receptacles (DB9). Each DB9 

connector corresponds to a single Electrical Fibre Channel interface. The Fibre Channel 

interfaces are initially intended to be utilized for HSAVDAU to AIM communications 

and for connection to Fibre Channel capable flight recorders. One or more FCH-302E 

boards can simultaneously reside in the AIM and HSAVDAU chassis‟. 

 

RMM-3128E Removable Memory Module Unit with Secure Erase. 

 

These units are used within the AIM-2005R family of Airborne Instrumentation 

Multiplexers (AIM) as internal data recorders. The modules support the IRIG-106-03 

declassify procedure. The RMM-3128E-1 cartridges support the IEEE-1394b High-Speed 

Serial Communications Format at data rates up to 400 Mbps. This allows for sustained 

data-recording rates of up to 30 MBps on the internal solid-state drive. 

 

MCDAU-2000– MINIATURE CAIS DATA ACQUISITION UNIT 

 

The MCDAU-2000 is a miniature Data Acquisition Unit that interfaces with a variety of 

analog and digital sensors and sources, with the ability to act as a bus monitor.  The 

system is reconfigurable to handle additional channel inputs, or to accommodate other 

types of data. The MCDAU-2000 can operate as a stand-alone data acquisition unit, or 

can be configured to operate with other compatible hardware in a master/remote 

configuration. Channel sample sequences and conditioning parameters are user-

programmable and are pre-programmed via a serial RS-232/422 connection to a PC-

based computer running TTC's TTCWare software application. Data acquired and 

encoded by the MCDAU-2000 master unit or stand alone unit is formatted as serial PCM 

per IRIG-106-96, Chapter 4 requirements.  The MCDAU-2000 unit consists of various 

interconnecting modules including those dedicated to overhead functions, power 

conversion functions, and signal conditioning and encoding functions. The system is 

extremely rugged and is suitable for use in harsh environments and over a wide 

temperature range. All interface signals to and from the system use microminiature style 

interface connectors. 
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In the QRP configuration the MCDAU-200 is used as a master to program the system.  

There is a time code module that is used to jam and generate IRIG B for system time 

tagging.  Also included are various analog and digital modules for transducer monitoring.   

 

 

Figure 4: MCDAU-2000 

 

 
 

HSAVDAU – HIGH SPEED DATA ACQUISITION UNIT 

ENHANCED QRP ONLY 

 

The HSAVDAU is only used in the QRP enhanced version.  It adds more data I/O 

interfaces and utilizes the same data interface cards as the AIM-2005R.  Data is 

transferred to the AIM-200R via the FCH-302E card.   

 

 

Figure 5: HSAVDAU-2004 

 
Data I/O Slots 

Overhead Modules 

Data Modules 



 9 

 
 

CONCLUSION 

 

The Quick Response Package system development has been a success.  Several QRP 

packages have been deployed to operational bases to solve several war fighter issues on-

site.  The design is derived from existing F-22A instrumentation system designs which 

have been proven by past and on-going flight tests.  System installation and preflight time 

has been minimized due to the system design and architecture as detailed in this paper.  

While it is still early, the value and utility of the solution has been tested in the field and 

has been found to be effective.  We expect the number of deployments to increase as the 

long-term value of the QRP is demonstrated. The modular architecture of the systems 

will allow the system to adapt to aircraft upgrades and modifications, keeping the QRP 

relevant for many years. 
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ABSTRACT 

Flight test data acquisition systems have been widely deployed in helicopter certification 

programs for a few decades. A data acquisition system uses a series of strategically placed 

sensors to provide instantaneous status condition of the helicopter’s components and structure. 

However, until recently, it has been difficult to collect flight test data from helicopter rotors in 

motion. Traditional rotor solutions have used slip rings to electrically connect fixed and rotating 

mechanical elements; but slip rings are inconvenient to use, prone to wear, and notoriously 

unreliable. 

KEY WORDS 

Wireless Rotor, Slip Rings, Data Acquisition System, Mesh MANET Radio, Multicast Network, 

GPS, AirDAS System. 

INTRODUCTION 

A Wireless Rotor Data Acquisition System (WR-DAS), which has been developed by L-3 

Communications Telemetry East (L-3 TE), provides a novel solution to deal with the drawbacks 

of slip rings and delivers convenient, reliable and full-featured data collection capability. 

WR-DAS consists of three separate functional subsystems: the Data Acquisition System (DAS), 

Mobile Ad-Hoc Network (MANET) Radio and Battery Power Supply (BPS) subsystems. It may 

be used in a stand-alone configuration with built-in solid state recording capability, or fully 

integrated and synchronized with the rotorcraft’s main data acquisition system. 

Using wireless techniques to transport sensor data from helicopter rotors allows instrumentation 

designers to avoid the major drawbacks associated with slip-ring designs. Slip ring installation 

and maintenance costs are significant. The physical constraints of adding large, mechanical, 

devices to rotor shafts adds to installation complexity and may affect flight test results. The 

potential for electrical noise, that can corrupt the transmission of rotor telemetry, results in 

increased costs due to loss of data. 

The WR-DAS employs revolutionary Mesh MANET wireless technology that solves many of 

the problems associated with the traditional wireless technologies, such as Wi-Fi and Bluetooth, 

when subjected to multicast network data and motion. The MANET subsystem operates as a 
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seamless layer 2 device allowing for true plug and play capability while bridging devices and 

networks. Data throughput of up to 30 Mbps provides the ability to transmit high speed data 

including full motion video. The rotor installation can also include its own GPS time source, 

allowing precise time synchronization with data collected elsewhere in the aircraft. 

This paper describes the system architecture of the WR-DAS used in two different 

configurations: a full network based solution where all Data Acquisition Units (DAUs) produce 

time tagged data packets and a traditional PCM configuration.  

WIRELESS DAS ARCHITECTURE OPTIONS 

Bluetooth, Mesh MANET and Wi-Fi are potential wireless technologies that can replace slip 

rings for collecting telemetry from rotors. All three are electrical solutions using RF/Analog and 

digital circuits (transceivers) and have low maintenance costs compared to the traditional slip 

ring solution. The comparison between Bluetooth, MANET and Wi-Fi is summarized in Table 1 

which shows that the MANET radios used in the WR-DAS solution have superior transmit 

power, transmission range, network infrastructure and network security characteristics over the 

competing technologies. 

The Mesh MANET technology provides a low cost solution, and has the longest expected range 

of transmission. The communication routes are updated quickly and accurately. The resulting 

network is self-forming, self-maintained, and self-healing providing significant flexibility with 

no need for maintaining a fixed infrastructure. Maintaining MANET radios is significantly less 

expensive than replacing or maintaining slip ring assemblies or slip ring brushes. Bluetooth and 

Wi-Fi have only very short range applications, and in addition Wi-Fi is a point-to-point system 

that requires fixed infrastructure and/or line-of-sight (LOS). The feasibility of Mobile Ad-hoc 

routing over Bluetooth has been researched in [2]. The capability of Bluetooth technology is for 

one-to-one links only and not for broadcasting as in the case of Mesh MANET. Before one 

Bluetooth device can connect to another Bluetooth device, both devices need to be paired first; 

which is a major drawback that makes dynamic infrastructure building very slow and may 

require more complex routing algorithms. 

Technology Max Power Expected Range Data Rate Application Security 

Bluetooth 

Class 1 

20 dBm 300 ft 2.1 Mbps Point-to-Point, 

replacement for short 

data cables 

Authentication and 

Encryption 

MANET 28 dBm 105 miles 30 Mbps Temporary networks 

with no need for 

infrastructure, 

infrastructure is built 

on the fly as required 

Intrusion detection, 

link layer security, 

routing security, 

AES-256 capability 

& key management 

Wi-Fi 20 dBm 300 ft 54/108/125 

Mbps 

Point-to-Point, 

replacement for 

Ethernet cables 

Secure Methods 

and Protocols 

Table 1: Comparison of Bluetooth, Mesh MANET and Wi-Fi Technologies 
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WIRELESS SYSTEM ARCHITECTURE DESCRIPTION 

The WR-DAS solution builds upon a network based data acquisition architecture to solve the 

many issues encountered with mechanical slip rings. A MANET replaces the slip rings and 

provides an Ethernet network for bi-directional communications between the test article rotors, 

fuselage, DAS support hardware and even ground stations. The key requirement for successful 

deployment of a MANET within a DAS is having sensor data tagged with high resolution time 

stamps. Additionally, to facilitate data correlation during post test analysis, synchronized DAU’s 

remove the need to interpolate data points to achieve time alignment between multiple sensors.  

The MANET that is incorporated into the WR-DAS solution utilizes low cost radios. These 

radios operate at both licensed and license free frequency bands of 700 MHz, 900 MHz, 2.3 - 2.5 

GHz, 3.5 GHz, 4.9 GHz, and 5.0 – 5.8 GHz using a proprietary protocol. IEEE 802.11a/b/g 

standard protocols are also supported. The range for the Mesh MANET Radio is up to 105 miles 

at an RF transmit output power level of 600mW (+28dBm) with data rates of up to 30Mbit/sec. 

The MANET, as implemented in the WR-DAS, is a collection of radio transceivers that form a 

self-configuring network. It is designed to maintain both peer-to-peer routes and connectivity to 

a data acquisition network. The system detects changes in connectivity and, using a 

revolutionary routing protocol, elegantly adjusts the pathways in order to maintain the most 

efficient route between endpoints. The transport network for this solution is based on IP (Internet 

Protocol) resulting in a plug and play system. 

Considering the variable latency over any network and additional latencies when using a wireless 

network, time tagging sensor data at the source is the best way to facilitate correlation between 

multiple wireless and hard-wired DAU’s. Adding GPS receivers to each segment of the MANET 

provides a means of producing time stamps for data and network packets. Additionally, the GPS 

timing signals can be used to synchronize the DAU encoders to a common time base. 

Synchronizing the DAU’s and using Simultaneous Sample and Hold (SS&H) capability results 

in sensor signal samples that occur at the same time removing the need to interpolate data points 

during post test analysis.  

Figure 1 illustrates a full network based solution where all DAU’s are synchronized to GPS time 

and produce time tagged data packets which are subsequently sent to the Vehicle NETwork 

(vNET). The vNET consists of a hardwired network within the fuselage and the MANET is used 

to extend the vNET to each rotor hub allowing the rotor DAU’s to publish packet data for use 

anywhere on the vNET. The MANET appears transparent to the individual DAU’s and 

automatically routes packets to the desired destination even when point to point communications 

are disrupted.  
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Figure 1: Wireless Rotor Data Acquisition System (Network Solution) 

The requirement for a fully network based DAS is sometimes difficult to achieve due to the high 

cost to replace or retrofit existing assets. When adding a WR-DAS to a traditional PCM based 

DAS, specifically to solve mechanical slip ring issues, the network latencies need to be 

considered and data correlation requirements must be accounted for. Traditional PCM based 

DAU’s can be augmented with network interfaces which packetize one or more PCM frames that 

are subsequently transported to the vNET over the MANET.  

There are two common approaches used to integrate the rotor packet data with the main PCM 

stream generated by the test article DAS: Network packet capture with payload extraction and 

PCM regeneration followed by PCM merging.  

Regardless of the approach used to reintegrate rotor data, the latencies produced by the network 

prohibit direct data correlation between rotor PCM frames and main DAS PCM frames. GPS can 

be used in this traditional PCM based solution, in the same manner as a full network solution, to 

synchronize the PCM schedules and SS&H events.  

Figure 2 illustrates the WR-DAS with a traditional PCM configuration that uses the PCM 

regeneration technique to merge rotor data into the main PCM stream. A Network to PCM 
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converter is used to acquire network packets, extract the payload data (which is one or more 

minor frames of PCM data) and regenerate the PCM stream. It is important to note that the 

regenerated PCM frames will be delayed relative to the main DAS PCM frames. However, all 

contained data samples were synchronously sampled. To accommodate the delayed nature of the 

rotor PCM frames, the time of the start of minor frame or SS&H event should be embedded into 

each frame. During post test analysis, the rotor data can then be easily aligned with main DAS 

data.  
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Figure 2: Wireless Rotor Data Acquisition System (PCM with Merge Solution) 

If existing DAS assets can be augmented with an Ethernet monitor device, then passive network 

monitoring would be the most convenient way to reintegrate rotor data into the main DAS. 

Figure 3 illustrates the WR-DAS with a traditional PCM configuration that uses network packet 

capture to merge rotor data into the main PCM stream. The same synchronization and time 

stamping techniques are required for post test alignment of rotor data with main DAS data.  
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Figure 3: Wireless Rotor Data Acquisition System (PCM with Ethernet Capture Solution) 

MANET DATA LINK PERFORMANCE 

The system configuration shown in Figure 2 is currently being used to determine WR-DAS 

performance. However, test data was not ready for incorporation into this paper. The test data is 

expected prior to the 2011 ITC and will be available during this papers presentation. For the 

purpose of characterizing WR-DAS performance, a data link between a helicopter and a ground 

station as shown in Figure 1 was used. By including a WR-DAS radio with the ground support 

hardware and/or ground station equipment, actual flight test data was collected. The ground data 

link configuration effectively demonstrated how multiple MANET nodes on the test article 

support dynamic routing using nodes that have the best link quality. 

The above described flight test was used to quantify the RF link and Quality-of-Service (QOS) 

capability of the WR-DAS. A 6dBi omni-directional airborne antenna and a 27dBi tracking 

antenna were installed on a helicopter and the ground station respectively to support the two test 

cases shown in Table 2. The height of the ground station antenna was 20 feet. The output power 

for both the MANET radios was 600mW. A Cloud Cap EO/IR Gyro Tracking Camera and a 



7 

LinkTEK JPEG 2000 Video Encoder and Bandwidth Monitor were set up in the helicopter to 

transmit a live video stream to the ground station for monitoring. 

Test Case Asset 
Antennas 

Installed 

Radio 

Configuration 

1 
Helicopter 6dBi Omni 2.4GHz 

Ground Station 27dBi Tracker 2.4GHz 

2 
Helicopter 6dBi Omni 2.4GHz 

Ground Station 6dBi Omni 2.4GHz 

Table 2: MANET Flight Test Configurations 

During the configurations described above the helicopter flew to a maximum distance, which 

maintained the minimum bandwidth for a clear video image, on the LOS link at fixed altitudes. 

Figure 4 describes the flight patterns that the helicopter followed during the tests.  
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Figure 4: Helicopter Flight Pattern 

During all tests, the Signal-to-Noise Ratio (SNR) and the video bandwidth were collected and 

logged every one mile according to the GPS positioning data. Figure 5 and Figure 6 show the 

SNR vs. distance and the video bandwidth vs. distance at the 1,000 foot altitude for test cases 1 

and 2 respectively. Minimum video bandwidth for a clear image is about 2 Mbps which is 

approximately a 13dB SNR. A wave propagating model was created to simulate the receiving 

power at different distances and altitudes and compared with the measurements. The measured 

SNR (Red Line) is lying on top of the simulation curve (Blue Line) for both cases which imply a 

good correlation between the simulations and measurements. Fluctuation of the measurements 

was caused by the antenna angle on the helicopter and multipath fading due to rough terrain. 

The test results indicate that the maximum distance for maintaining good QOS is about 37 miles 

by using the 27dBi tracking antenna and 13 miles by using the 6dBi omni-directional antenna at 

the Ground Station. The distance constraint for the 27dBi tracking antenna is due to the curvature 
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of the Earth and objects in the link path. According to our simulation, the effective 

communication distance for this case can be extended to more than 60 miles if the antenna has 

sufficient height. The distance limitation for the 6dBi omni-directional antenna is due to 

insufficient receiving power. With an additional 6W power amplifier at the helicopter radio (i.e., 

10dB more power gain), the effective communication distance could be extended to 27 miles 

(See Figure 7).  

 

Figure 5: SNR and Video Bandwidth vs. Distance for the Test Case #1 at 1,000ft Altitude 
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Figure 6: SNR and Video Bandwidth vs. Distance for the Test Case #2 at 1000ft Altitude 

 
Figure 7: SNR and Video Bandwidth vs. Distance for the Test Case #2 with an additional 

6W Power Amplifier at the Helicopter Radio at 1000ft Altitude 
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POWER SUPPLY SOLUTIONS 

The required battery (22 to 30 VDC) under consideration for this application uses Lithium-Ion 

(Li-ion) technology and is custom designed for aerospace and defense applications such as 

aircraft, spacecraft, military, communication and scientific satellites, launch vehicle systems, 

unmanned aerial vehicles, etc. Lithium-ion batteries provide higher energy levels and longer 

cycle life at a lower weight and smaller size than lead acid, Ni-Cd, and Ni-MH batteries. The 

battery is chargeable before any flight and is expected to perform for the specified number of 

Ampere-Hours; it is designed for long life, high reliability with excellent overcharge capability. 

The design is made up of independent pressure vessel (IPV) cells, where each cell is hermetically 

sealed in a pressure vessel. Each cell is automatically monitored for best performance (Voltage 

and Current) using state-of-the-art electronic assemblies during the flight. The battery can also be 

designed using common pressure vessels (CPV) cells or single pressure vessel (SPV) cells; but 

the IPV design provides the best capacity (Ampere-Hours).  

CONCLUSION 

The novel application and design of a MANET solution to replace slip rings in a data acquisition 

system has been described. The system configuration shown in Figure 2 is currently being used 

to determine WR-DAS performance. Early installation and testing results have already proven 

the capabilities of the proposed, significantly lower cost, solution compared with the current slip 

ring solution. While waiting for actual flight test performance data, the MANET radio 

performance was characterized using a data link between an aircraft to a ground station. The 

range of the radio for a data link application has been shown to be more than 37 miles at 1,000 ft 

altitude (60 miles according to simulation) for a transmission path between a helicopter and a 

ground station. The MANET solution avoids the complexity of fixed infrastructure design and 

maintenance by providing dynamic routing capability that is quick and accurate based on real 

time network performance. The network is self-forming, self-maintained, and self-healing and 

provides extreme network flexibility compared to current solutions. 
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ABSTRACT 

The next generation of telemetry systems will rely heavily on XML-based standards.  

Multiple standards are currently being developed and reviewed by the T&E community, 

including iNET’s Metadata Description Language (MDL), the XML-version of IRIG 

106, Chapter 9 (TMATS XML), the Instrumentation Hardware Abstraction Language 

(IHAL), and the Data Display Markup Language (DDML). In this paper, we share design 

considerations for developing XML-based T&E standards, gained from our experiences 

in designing IHAL and DDML. 
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INTRODUCTION 

Existing T & E standards (MDL [3], TMATS [5], IHAL [2], DDML [6]) cover a unique 

scope and define ways to describe several important T&E concepts.  Ideally, future T&E 

systems and sub-systems will make use of concepts from several of these standards, 

combining only the portions of each standard that are relevant to the given sub-system.  

For example, a telemetry ground station may need to leverage concepts related to 

measurements (MDL), measurement packaging (MDL and TMATS XML), and Data 

Display (DDML).  Similarly, an Instrumentation Engineer’s system will need to make 

use of concepts related to instrumentation hardware (IHAL), measurements (MDL), and 

the relationships between instrumentation and measurements. 

In the sections that follow, we provide a short introduction to XML for those that are not 

familiar with it, and then describe three simple schema design guidelines that will enable 

the sharing of XML standards in existing and new standards. These guidelines include 
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dividing a schema into sub-schemas and declaring global types and elements.  We 

illustrate the application of these guidelines using the TMATS XML schema. This paper 

describes the guidelines at a very high level, intentionally avoiding the details of XML 

and XML schemas in order to make the presentation valuable to those that are not 

familiar with XML design concepts. The guidelines outlined in this paper are currently 

being applied to refactor the TMATS XML schema. 

Our intent is not to criticize the design of any existing standard. Rather, our purpose is to 

highlight some common design practices that inhibit the integration and re-use of existing 

standards into new standards, and to show alternative design practices that alleviate these 

issues. The XML schema design practices that prevent integration and re-use of existing 

standards include the following: 

 Duplication of identical or nearly identical structures. It is not uncommon to repeat 

the same structure over and over again in the XML schema. It is sometimes easier to 

“copy and paste” structures instead of taking the time to design a proper schema. This 

design practice should be replaced by the “declare global types” guideline. 

 Duplication of elements. Similar to the previous practice, it is not uncommon to 

define local elements that refer to XML structures. This design practice should be 

replaced by the “declare global elements” guideline. 

 Monolithic schemas. It is very common to design an XML schema as a single 

monolithic file. Decomposing a schema into logical components is a difficult task and 

requires careful design and thought. This design practice should be replaced by the 

“dividing a schema into sub-schemas” guideline. 

The next section provides an overview of XML and XML schemas for those that are not 

familiar with these technologies. 

 
XML OVERVIEW 

XML is a specification produced by the W3C
1
 whose original intent was to provide a 

standard, machine-readable format for describing documents. Because of its popularity, 

wide adoption and prevalence on the Internet, its use has expanded to describe arbitrary 

data structures such as web services, and in this paper, T & E metadata. The example 

below in Figure 1 shows a portion of an XML document (an XML “snippet”) from a 

prototype version of the TMATS XML format. 

In XML, each piece of data, or element, is surrounded by a “tag” such as 

<d:Measurement> and <Parity>. The structure of an XML file is such that tags 

can be enclosed in other tags to an arbitrary depth (<MeasurementLocation> is a 

sub-element of <d:Measurement>, <MeasurementFragments> is a sub-element 

                                                 

1
 http://www.w3.org/ 
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of <MeasurementLocation>, etc.). This is the basic idea behind the structure of an 

XML document. 

 
Figure 1: Example TMATS XML Snippet 

The remainder of this section will get into more detail about the specific parts of an 

element, and how a schema defines the rules for a specific XML document type. 

Anatomy of an XML Element 

This section provides a brief overview of the structure of an XML element. The 

component parts of an XML element are identified in Figure 2.  Each of these 

components is defined below: 

 Element:  “Element” is the term used to define a complete unit of XML information.  

It begins with a start tag and ends with an end tag.  The value of an element can be a 

simple value or one or more sub-elements (children). 

 Start Tag: The start tag identifies the beginning of the element, and consists of the 

element’s name (and possibly a namespace and attributes) included between a “<” 

and a “>” symbol. 

 End Tag: The end tag identifies the end of the element, and looks identical to the 

start tag, except it includes a “/’ (forward-slash) after the “<” symbol.  An end tag 

does not contain attributes. 

 Namespace: The namespace is optional in XML, but can be used to define the scope 

within which the element is defined.  In our TMATS example, we define a “d” 

namespace (for the TMATS D Group) and make all of the D Group elements 

members of it.   

 Element name: The name of the element is what appears in the start and end tags, 

and is what actually identifies the piece of information being defined. 

 Attribute: Attributes are another method of associating information with an XML 

element.  An attribute consists of a name followed by a “=” (equals) sign, followed by 

a value enclosed in quotes.  There is currently some controversy among users of 

XML as to when it is appropriate to use an attribute instead of simply adding a child 

element with the same name and value.   

 Element value: The value of the element is everything that lies between the start tag 

and the end tag.  The value can EITHER be a single value (e.g. 7, “John”, true, etc) 

OR a collection of one or more sub-elements (children). 
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Figure 2: Components of an XML element 

XML Schemas 

An XML schema is a design document used to describe a specific language that is based 

on XML.  The rules for formatting proper XML are very simple and unrestricted.  A 

schema defines which element names are valid, which elements can have which children, 

and which values are valid for each element. Types organize XML documents by 

defining the allowed structure for specific groupings of elements. 

Even though an XML schema is itself a document, it is usually more useful to view the 

schema as a diagram.  In this document, we use diagrams generated by the XMLSpy® 

tool.  In order to understand these diagrams, we’ll put together a simple schema based on 

TMATS XML. 

An example schema diagram for our TMATS example is shown in Figure 3.  The 

TMATS example shown in Figure 2 is a valid XML instance document that conforms to 

this schema.  In this diagram, XML elements appear as boxes with their names printed 

inside.  Attributes appear in an aptly-named “attributes” box.  For both attributes and 

elements, a solid border indicates that it is required, while a broken or “dotted” border 

indicates that the element is optional.  You will notice, for example, that both the 

“common:id” attribute and the <Parity> sub-element are optional.   
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Figure 3: Example schema diagram 

Sub-elements are connected to their parents with lines that pass through a special symbol.  

Each of these symbols specifies the rules for how the elements connected to the right side 

of it must appear in an instance document. A “sequence” symbol ( ) indicates that 

each of the child elements must appear in an instance document in the same order in 

which they appear in the schema.  A “choice” symbol ( ) indicates that the instance 

document must contain exactly 1 of the child elements. 

The XML and schema concepts presented in this section should be enough for the reader 

to understand all of the examples in the remainder of this paper. 

Global vs. local definitions 

Syntactically, global types and elements are defined as top-level elements in XML. Local 

types and elements are defined as sub-types or sub-elements of other XML components. 

Semantically, global types and elements can be reused throughout the rest of the schema, 

while local types and elements can only be used in their local context.  

Figure 4 shows global and local distinction for the TMATS D Group schema. In Figure 

4(a) The elements <SelectedMeasurementName> and <Measurement> and the 

type <MeasurementListType> are global components (they are sub-components of 

the <xs:schema> element. The global element <Measurement> has a reference to 

the global type <DGroupMeasurementType>. Similarly, the global type 

<MeasurementListType> has a reference to the global element <Measurement>. 

In Figure 4(b) the element <Length> is local to the definition of the type 

<DGroupMeasurementType>; it cannot be referenced or reused outside this type. 
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(a) 

 
(b) 

Figure 4: Global vs. Local Example 

THE CASE FOR EMPLOYING THESE GUIDELINES 

There are costs for not employing the guidelines described in this paper and benefits for 

employing the guidelines. The costs include the following: 

 Difficulty in understanding large schemas 

 Large schemas increase the size of other schemas that import them 

 Changing redundant schema components in multiple places is time-consuming and 

can lead to errors 

If a single, large, monolithic schema is used (misapplication of the “Modularization” 

guideline), it can be difficult for a human to understand the schema. This is especially 

true if the schema contains multiple naturally separable logical components. As an 

example, the current version of the TMATS XML schema contains XML structures for 

all of the TMATS groups. If a user is not interested in the recorder (R) group, the user 

must still navigate through these structures. 

Large schemas also cause problems when a user is interested in using a subset of that 

schema in another schema (misapplication of the “Modularization” guideline). In 

addition to the problem identified above in understanding the schema, importing (or 

including) a large schema has performance costs. The entirety of the schema must be 

imported (or included) which can cause problems in loading the schema or downloading 
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the schema from the internet. For example, in an experimental version of IHAL, KBSI 

was interested in re-using the TMATS PCM measurements structures defined in the 

TMATS XML schema. The monolithic TMATS schema is an order of magnitude larger 

than a modular TMATS P group. It is true that the TMATS XML schema is relatively 

small at this point, but these costs can become significant for larger schemas. 

When redundant schema components are not consolidated into shared components, it is 

time consuming to maintain the schema and the likelihood of introducing errors during 

maintenance is increased (misapplication of the “Global Types” and “Global Elements” 

guidelines). In the current TMATS XML schema, certain identical structures are defined 

multiple times (representation of parity is one example). If the user needs to change this 

structure in some way, the user must search for all instances of that structure and make 

the desired changes. This takes time, and if the user misses one of the structures, errors 

will be introduced into the schema. This is not so much of an issue for a structure that is 

not likely to change, such as parity, but for evolving structures, this could be a major 

issue. 

The benefits of following the guidelines presented in this paper include the following: 

 Promotes the use of a schema in other schemas 

 Reduces the amount of time needed to understand a schema 

 Reduces the time needed to make changes 

 Reduces the errors when changing the schema 

 Composability means you only use what you need 

The primary benefit of these guidelines is the reuse of schema structures in other 

schemas. During the development of the IHAL standard, it was necessary to represent 

measurement units. There were several candidate options: develop a custom 

representation of units, reuse the UnitsML schema standard developed by NIST [4], or 

reuse the units representation that is part of MDL. We chose to reuse the MDL 

representation for two primary reasons: it promotes interoperability between MDL and 

IHAL, and it reduces the amount of work that would have been required to create a new 

units representation. 

By modularizing a schema, it becomes easier for a user to understand. In the example 

given previously, by separating out the TMATS R group schema, it would be easier for a 

new user of the schema to understand not only the R group, but also the other groups. If a 

user is interested in using only a small portion of a schema, such as the TMATS PCM 

measurement structures, a modular schema provides a way to only use what you need. 

By defining XML types and elements globally and reusing these structures by reference, 

maintenance becomes much easier. Changing types only needs to be done in one place, 

reducing the time to make changes. Having to make changes to only one structure 

significantly reduces the potential for errors. Extending a type becomes much easier as 

well as this only needs to be done in a single place. 
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GUIDELINES 

This section describes the three guidelines and illustrates their use via examples taken 

from the TMATS XML schema and the IHAL XML schema. 

Global Types 

In this guideline, all types are defined globally and used as needed to build up other types 

by referencing the globally-defined type. This guideline promotes reuse, certain XML 

processing software does not work well if this guideline is not followed
2
, and use of this 

guideline results in a more compact schema (no duplication of information). 

 
Figure 5: Global Types Positive Example 

Figure 5 shows a positive example of this guideline in the TMATS XML schema for the 

“point of contact” type. This is a type that is used in many other types. Instead of creating 

a local type definition in each type that uses it, the developers of the TMATS XML 

schema created a global type. This promotes sharing of types within the TMATS XML 

schema and promotes reusability and composability in other schemas. 

 
Figure 6: Global Elements Positive and Negative Example 

                                                 

2
 http://xmlbeans.apache.org/ 

http://xmlbeans.apache.org/
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Global elements 

In this guideline, all elements are defined globally and used as needed to reference global 

types. This guideline promotes reuse, and reduces maintenance errors. 

Figure 6 shows a positive and negative example of this guideline. The “POC” element is 

defined globally to reference the point of contact type. Each use of the “point of contact” 

concept should use this element. Conversely, the “data source” element is defined locally 

to the TMATS element. Defining the reference to the data source in this type is an 

inconsistent way to reference the same type. 

Modularization 

In this guideline, the schema is decomposed into logical sub-schemas, with each schema 

identified by a namespace. This guideline promotes a “building block” approach to 

schema design and composition. New schemas are built by identifying existing schemas 

that provide types and elements that can be used in the new schemas. Structures are 

reused or extended to satisfy the requirements of the new schema. 

Figure 7 shows a positive example of this guideline as employed in an experimental 

version of IHAL. The TMATS XML schema was decomposed into sub-schemas for each 

TMATS group (P, D, R, G, etc.). The blue boundary shows the IHAL use element for a 

DAU; the green boundary shows an included TMATS P group element to describe the 

measurements processed by the DAU. This promotes interoperability (a TMATS and 

IHAL schema share the same description of measurements) and reduces work in 

designing a schema (the IHAL developers did not have to design a measurement 

schema). 

 
Figure 7: Modularization 



10 

 

CONCLUSION 

This paper presented three guidelines for XML schema design that if implemented will 

promote the reuse of schemas, reduce the amount of time needed to understand a schema, 

reduce maintenance and development effort, and facilitate schema composability. The 

guidelines “Modularization”, “Global Types”, and “Global elements” are simple to 

understand and implement with a small amount of discipline. Positive and negative 

examples of these guidelines were presented for illustration purposes. These examples 

were drawn from our experience with IHAL, MDL and the TMATS XML schema.  
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ABSTRACT: 

XidML is an open, vendor neutral, XML based standard for the FTI community used to capture the 
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1 XidML - A REMINDER 

 

XidML stands for the Extensible Instrumentation Metadata exchange Mark-up Language. It was 

first released in 2005. It is an XML schema [1] designed to meet the needs of the FTI community 

[2] [3] [4]. It is an open, vendor-neutral metadata standard whose scope is everything from 

“Sensor to Screen”. Extensibility, flexibility and the ability to meet future needs of the FTI 

community were key design goals. Since its first release, it has gone through several refinements, 

each with the aim of both simplifying the schema and of increasing its expressive power and 

utility. 

 

1.1 THE FIVE MAIN COMPONENTS IN XIDML 

 

Conceptually, XidML is built upon a data model that consists of five key components, 

Instruments, Parameters, Packages, Links and Algorithms. 

 

1.1.1 INSTRUMENTS 
 

Instruments are the physical devices that make up an FTI system. Examples include data 

acquisition units, A/D modules, sensors, RF transmitters and data storage devices. The 

Instrument schema is used to define how each device in an FTI system is configured. This 

configuration information is specified using Settings. Instruments can also have optional inputs 

and outputs called channels. Examples of channels include an input to an A/D device, an egress 

port from a switch and the input to an IRIG-106-Chp4 PCM decoder. All instruments have a 

globally unique name. 

 

1.1.2 PARAMETERS 
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A Parameter is used to describe the data that is being sampled or measured as part of a flight test 

program. In XidML, the Parameter schema describes all the properties that allow a flight test or 

ground-station engineer to transmit, visualise and analyse the data that is being sampled. These 

properties include, the number bits used to encode the sampled data, encoding format (e.g. offset 

binary), engineering unit etc. All parameters have a globally unique name.  

 

1.1.3 PACKAGES 

 

A Package is a description of how data is transmitted and how data is stored to a disk or some 

other medium. It includes any header or trailer information that is needed to specify a 

transmission or storage format and how the data (i.e. Parameters) are transmitted or stored in the 

Package. Examples include IRIG-106 Chapter 4 PCM frame definitions and Ethernet 

transmission formats (e.g. AFDX). All packages have a globally unique name. 

 

1.1.4 LINKS 

 

A Link is the entity that connects two physical devices together. A Link can be used for 

programming, providing power or transmitting data. It can exist physically (e.g. an Ethernet 

cable) or be wireless (e.g. an RF link) in nature. Links are also integral to discovering the 

topology of a data acquisition system. In XidML, users can use Link-wide Settings to specify 

configuration options that are common across both ends of a Link. All Links have a globally 

unique name. 

 

1.1.5 ALGORITHMS 
 

Algorithms can be used to describe how data is generated or processed. Examples include 

algorithms that run on CPUs and look-up tables used to linearize data. In XidML, Algorithms 

can have zero or more input parameters and zero or output Parameters. All algorithms have a 

globally unique name. 

 

 

2 XdefML 

 

XdefML was released in version 3.0 of XidML. This schema is optional and complementary to 

the XidML schema and allows vendors to describe both the physical and functional 

characteristics of their devices. It is a meta-metadata language in that it is not used to define or 

affect the behaviour of an FTI data acquisition system. Instead, it provides a mechanism that 

allows users of vendor equipment to validate data that is used to configure or affect the 

behaviour of an FTI system. The same data can also be used to auto-generate user interfaces for 

software that are XidML aware [5]. An XdefML file contains three main sections, 

InstrumentIdentification, InstrumentSpecifications and InstrumentConfiguration. 

 

2.1 INSTRUMENT IDENTIFICATION 
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This section is used to uniquely identify a particular type of device such as the manufacturer 

name and a manufacturer part number. 

 

2.2 INSTRUMENT SPECIFICATIONS 

 

This section contains some general device specifications such as 

 

 Mechanical class: This is a vendor specified string that essentially identifies the physical 

properties of a device. 

 Functional classes: A functional class identifies a logical group to which a device belongs. 

Examples include Bus Monitor, Analog, Digital and so on. A device can belong to one or 

more functional classes. 

 Slots/Locations occupied: This specifies how many slots or locations a device takes up in a 

parent/platform instrument. 

 Datasheet: A URI of a datasheet for the device. 

 

2.3 INSTRUMENT CONFIGURATION 
 

This section is used to describe the general capabilities of an instrument and contains the 

following elements: 

 

 Settings: Defines constraints, default values and the visibility of settings that are used in 

XidML to define how a device is configured. This element can also be included as a child of 

the channel element to specify the constraints for settings used on channels, and to define 

“Link Wide” settings that are common to the two sides of a link. 

 Parameters: This section is used to describe what data (i.e. parameters) can be read from a 

device. The properties and constraints of each Parameter are also described. These properties 

include, the number of bits used to encode the data, the data format used (e.g. Offset Binary, 

Twos Complement etc.), Engineering unit and so on. The Parameters section can also be 

included as a child of the channel element to define what Parameters can be read from a 

channel. 

 Channels: Specifies the number of channels on a device, the directionality of each channel 

and what type of link can be connected to a channel. Manufacturers can also use this section 

to specify what processes are associated with a channel.  

 Specifications: A specification is data about a device that does not directly affect the 

functioning of that device. An example of a specification would be “Storage Capacity” on a 

memory card. This is a read-only value that may be useful, for example, to validation 

software. 

 

One of the big advantages of this section, and of XdefML in general, is that it allows vendors and 

customers that develop XidML-aware software, to use XdefML to both auto-generate user 

interfaces and to automatically validate user input [5]. Figure 1 gives an example of how DAS 

Studio 3 uses XdefML to construct a user interface to instrument settings. 
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Figure 1: A screenshot of the Settings tab in DAS Studio 3 

 

3 EXTENDING XIDML 

 

3.1 GENERIC PACKAGE DEFINITIONS 

 

There are currently nineteen package schemas defined in XidML. These package schemas 

include ones for IRIG-106-Chp4 PCM, MIL-STD-1553, ARIN-429, IENA, iNET and so on. 

These nineteen package types cover the vast majority of packages in use in the FTI community. 

However, there will always be proprietary, and other little used and niche package types that will 

not be of interest to the general FTI community.  

 

A solution to this problem would to introduce a new Generic package schema. Any generic 

package schema should be sufficiently flexible and generic to allow for the definition of 

potentially any package type of interest to any FTI project. Specifically, a generic package 

schema should be able to describe a package’s Properties and Content in a generic way. The 

schema should also be able to define how a package is identified in a generic way. 

 

A possible way to achieve such a generic package schema is to use the concept of Settings, as is 

currently defined under the instrument schema, in the Properties section of a Generic package 

schema. 

 

 Properties: This section would use the same Settings section used in the Instrument schema, 

each Setting consisting of a Name/Value pair. The constraints, default values and visibility of 

each of these Settings would also be defined in XdefML, providing vendors the same scope 

for developing auto-generated user interfaces and data validation that has been leveraged in 

the case of instrument settings.  
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 Content: For the Generic package the Content section would effectively be a superset of the 

Content sections of all the other package types defined in XidML. There are essentially three 

types of location identifiers 

 

o Content ID: This is where an ID or tag identifies a location in a package. An 

example of this would be AFDX packages. 

o First Word/First Minor Frame: Two coordinates identify the first location in a 

package. An example of this would be IRIG-106-Chp4 PCM. 

o First Offset: This can be specified in Bits, Bytes or Words. An example of this would 

be an RS-232/433 message definition. 

 

In XdefML, depending on the package type being described, Vendors or users would specify a 

specific offset type that is applicable to the package type being modelled. 

 

 Identifiers: An identifier would be used to specify how a package is identified. An identifier 

would contain the offset (relative to the start of the package) where the identifier is located, 

the number of bits used in the identifier and a name for the identifier. 

 

 

3.2 XdefML 

 

3.2.1 SNMP 

 

Some devices require complex configuration. Other devices such as switches may require very 

simple, SNMP based setup. It may be useful to be able to indicate when a device can be 

configured using SNMP. 

 

One way of doing this is to indicate in a device’s XdefML file that it can be configured using 

SNMP. Currently in XdefML there are four “Classes” or “Value Types” associated with a 

Setting value: 

 

 Fixed: Indicates the setting value must be fixed to a certain value 

 Selections: Used when a value must be selected from a discrete set of values 

 Range: The Range type is used to specify that the setting value must be within a specific 

range 

 Reference: Specifies that the value of the setting refers to another XidML component such as 

a package or algorithm 

 VariableString: This type indicates that the value is a string but the format of the string can 

also be specified (e.g. its length) 

 

For each of these value types users can also specify a default value and its native data type (e.g. 

string, float, integer). 

 

It is proposed to treat an SNMP variable as a normal setting. This SNMP Setting would be 

defined like any other Setting with each of the above “Value Types” used in the same way. 
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However, for SNMP Settings, an OID (Object Identifier) would also be specified in addition to 

describing whether it is a Get, Get|Set, Set or Trap variable. 

 

Furthermore, in XidML-aware software [5] that use XidML and XdefML to auto-generate user 

interfaces, these “SNMP” settings would be treated in the same way as normal settings, and read-

only “Get” SNMP settings would be treated as Specifications. 

 

3.2.2 INSTRUMENT SPECIFICATIONS 

 

The InstrumentSpecification section of the XdefML schema contains general information of use 

to FTI Vendors and users such as Mechanical class, Functional class and so on. The original 

intention of this section was that it would grow over time to include even more information. It is 

suggested that the following details could be added: 

 

 Link characteristics: This type of data would include, Pin Numbers, Input impedance, 

Connector type (D-Type, Mighty Mouse Circular – Male or Female) and so on. 

 Device dimensions: The width, height and depth of a device 

 Device Weight: The weight of a device. 

 

 

4 CONCLUSIONS 

 

Since it was first released in 2005, XidML has become increasingly popular. With the release of 

version 3.0 of XidML, and the introduction of the concept of a generic instrument schema, 

describing device setup has become particularly easy. XdefML has also facilitated software in 

the auto-generation of user interfaces and automatic data validation. Its simplicity and scope 

should be further enhanced if the proposals on SNMP and the extension of the same generic 

settings mechanism to the concept of a generic package schema are adopted. 
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ABSTRACT 

Previously, we have presented an approach to achieving standards-based multi-vendor hardware 

configuration using the Instrumentation Hardware Abstraction Language (IHAL) and an 

associated Application Programming Interface (API) specification.  In this paper, we extend this 

approach to include support for configuring PCM formats.  This capability is an appropriate fit 

for IHAL since changes to hardware settings can affect the current telemetry format and vice 

versa.  We describe extensions made to the IHAL API in order to support this capability.  

Additionally, we show how complete instrumentation configurations can be described using an 

integrated IHAL and TMATS XML.  Finally, we describe a demonstration of this capability 

implemented for data acquisition hardware produced by L-3 Telemetry East. 

KEYWORDS 

IHAL, TMATS XML, PCM, Instrumentation configuration, metadata, web services, XML, API 

 

INTRODUCTION 

Current Instrumentation Support Systems (ISSs) are required to use vendor-specific languages in 

order to support configuring instrumentation systems prior to testing.  Since there are a number 

of vendors selling various data acquisition, control, transmission and storage components, an ISS 

not only has to interface with these different systems, but also different vendor software that 

supports various instrumentation systems.  Moreover, hardware vendors typically supply their 

own configuration software that works only with their own products.  Thus, an instrumentation 

engineer who is trained on one vendor‟s software must learn a new software system in order to 

use a different vendor‟s hardware, raising the cost of switching vendors, reducing competition, 

and making interoperability almost impossible. 
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In 2006 [1] and 2008 [2], we introduced the Instrumentation Hardware Abstraction Language 

(IHAL) and subsequent extensions.  IHAL is an XML-based language that provides a means to 

describe instrumentation hardware in a vendor neutral manner.  In addition to basic physical 

descriptions, IHAL can be used to describe the functions each device performs, the settings 

available on each device, and the valid values for each setting. The focus of the language is on 

describing settings both at the capabilities level (i.e. how the device can be configured) and at the 

instance level (i.e. how is the device currently configured). 

In 2010, we introduced an application programming interface (API) and methodology for 

interacting with vendor hardware configuration engines with IHAL.  Additionally, we 

demonstrated the effectiveness of IHAL as a vendor-neutral hardware configuration language by 

implementing the API and methodology for data acquisition hardware produced by L-3 

Telemetry East. 

In this paper, we extend this approach to include support for interactively configuring PCM 

formats with immediate feedback from the vendor‟s configuration engine.  This capability is an 

appropriate fit for IHAL since hardware capabilities can affect the rules by which telemetry 

formats may be configured.  We describe extensions made to the IHAL API in order to support 

this capability.  Additionally, we show how complete instrumentation configurations can be 

described using an integrated IHAL and TMATS XML.  Finally, we describe a demonstration of 

this capability implemented for data acquisition hardware produced by L-3 Telemetry East. 

 

INCORPORATING TMATS XML IN IHAL 

IHAL is designed to describe hardware settings and their current values, while TMATS is best at 

describing PCM formats.  In order to configure a data acquisition system to acquire 

measurements and transmit them to the ground station via a PCM stream, we must be capable of 

describing both.  Towards this end, we determined that two key concepts from TMATS are 

needed in IHAL: 

1. PCM Format Attributes:  attributes that describe the PCM format, such as parity, sync 

patterns, word length, and other attributes often referred to as “frame metrics.” 

2. Measurement placement:  description of which measurements exist in a PCM format, and 

where in the frame they are placed 

Due to the nature of IHAL and TMATS XML, we took two different approaches for 

incorporating these two concepts in IHAL. 

PCM Format Attributes 

As described in [1] and [2], IHAL descriptions are divided into two major types:  “pool” 

descriptions and “use” descriptions.  Pool descriptions specify the capabilities and 

configurability of a particular device.  Use descriptions specify the specific configuration of a 

device at a given moment.  For example, a pool description of a signal conditioner might specify 

that the gain can be set to values in the range 1 – 10, while a use description of the signal 

conditioner might specify that the gain is currently set to 6. 
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TMATS XML is designed to describe PCM formats at the “use” level.  That is, a TMATS XML 

description can say that the PCM code of a particular format is currently set to NRZ-L, but it 

cannot say that the PCM encoder that generates the format also supports NRZ-S.   

Since IHAL is optimized for these types of configurable attribute descriptions, we added new 

constructs to IHAL to describe both the configurability of PCM Format Attributes (“pool” level) 

as well as the current configuration of PCM Format attributes (“use” level). 

Following the existing IHAL approach of a device being composed of channels, which are 

composed of functions, which are themselves composed of sub-functions and parameters, we 

created a "PCMEncoderFormat" element that is structured similar to IHAL‟s existing 

“hardwareChannel” concept.  This new element serves as the container for a new 

“PCMEncoderFunction” element, and is available as a child of both the IHAL DAU device and 

the IHAL pcmEncoderCard device.  The PCMEncoderFormat element is shown as a child of the 

“dau” element in the schema diagram in Figure 1. 

 

Figure 1: pcmEncoderFormat Element Added to the Pool-level DAU Description 

The new PCMEncoderFunction in IHAL is composed of one sub-function 

(subFrameSynchronizationFunction), and the following attributes: 

pcmCode bitRate polarity commonWordLength 

wordTransferOrder parity parityTransferOrder numberOfMinorFrames 

wordsPerMinorFrame bitsPerMinorFrame minorFrameSyncType minorFrameSyncPattern 
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Each of these attributes is modeled as an IHAL “possiblyConfigurableParameter”, meaning that 

the descriptions of each attribute may contain a range or list of valid values allowed by the PCM 

encoder.   

In order to support configuring the new PCM Encoder Function, we added a 

“formatParameterSettings” element to the instrument “use” structure in IHAL.  This new 

element is composed of one or more “formatUse” elements that reference a particular format 

description in the pool and also specify a format number (for devices that support multiple 

formats).  Each “formatUse” element is then composed of both “setParameter” and 

“restrictedParameter” elements which can be used to set each of the PCM format attributes to 

specific values, or to further restrict the range of valid values following the same approach 

described in [3].  A schema diagram of the new use-level structure is shown in Figure 2. 

PCM Measurement Placement 

IHAL already contained basic structures for describing hardware attributes and settings, so it was 

a fairly simple task to incorporate new attributes and settings associated with PCM Encoders.  

However, the same is not true for describing the contents of a PCM Format.  Since the TMATS 

XML schema already includes structures for describing PCM Format contents, we decided to 

directly include a portion of the TMATS XML schema into the IHAL schema using an XML 

Schema “import” statement.   

In order to import only the portion of the TMATS XML schema that we needed, it was necessary 

to make some structural changes to the TMATS XML schema.  These changes included 

declaring “global” elements to make them accessible from outside the schema, defining 

namespaces to avoid collisions with similarly-named elements in IHAL, and splitting the schema 

into multiple sub-schemas to avoid importing more schema elements than we need.  These 

changes follow the XML schema design considerations described in [4], and are currently being 

considered for inclusion in the next release of TMATS XML. 

 

Figure 2: Inclusion of TMATS XML 
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In our IHAL “Instrument Use” schema, we import the TMATS XML “P” sub-schema and 

include the TMATS XML p:PCMMeasurements element as a child of the IHAL formatUse 

element described above.  This enables a complete TMATS description of the contents of a PCM 

format to be included directly as a child of the IHAL description of the format.  A schema 

diagram of this merging of the two schemas is shown in Figure 2. 

Finally, we needed a simple structure in IHAL to describe the list of measurements available for 

encoding in a specific format.  To this end, we added an “availableMeasurements” element at the 

top-level of the IHAL schema.  This element, shown in Figure 3, is not included as part of an 

IHAL instrumentation description.  Instead, it is used only in the return value of certain API 

calls, as described in the next section. The purpose of this element (and the corresponding API 

function) is to allow the vendor configuration engine to communicate to the Instrumentation 

Support System a list of measurement names that are available for placing into a PCM format. 

The “availableMeasurements” element is composed of one or more “measurementRef” elements.  

The “measurementRef” element must contain a string that uniquely identifies a measurement in 

the vendor‟s configuration engine.  Currently, there are no restrictions in IHAL on the contents 

of the “measurementRef” element.  However, in the future this element could be expanded by 

importing part of the measurement description in iNet‟s Metadata Description Language (MDL) 

schema. 

 

Figure 3: ‘AvailableMeasurements’ Element 

 

ADDITIONS TO THE IHAL API 

In [3], we describe five functions defined in the IHAL Application Programming Interface (API) 

Specification: 

1. Retrieve vendor‟s hardware “pool” 

2. Create a new configuration in the vendor‟s system 

3. Retrieve the current configuration from the vendor‟s system 

4. Modify the current configuration 

5.  “Program” hardware 
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To support configuration of PCM encoders, we added four additional API calls for hardware 

configuration management.  These API calls are described in detail below. 

Retrieve list of measurements available to a PCM encoder (DAU, etc.) 

Called before adding a measurement to a format, this API call returns a list of measurements that 

can be legally added to a DAU‟s PCM format. This function doesn‟t take any parameters as 

input, and outputs an IHAL “availableMeasurements” element.  As mentioned in the previous 

section, IHAL places no restrictions on how these measurement names are represented.  It is only 

required that the vendor configuration engine understand them, and that each measurement name 

be unique.  Eventually, this part of IHAL could be modified to make use of existing 

measurement description standards. 

The URL for accessing this function is:  

http://<host>:<port>/formats/availableMeasurements/<deviceUse id>  

where <deviceUse id> is the id of the dauUse or other instrumentUse element which is being 

queried. 

Add a new PCM Format to a PCM encoder (DAU, etc)  

This function can be used to add an empty format to a PCM Encoder, or to add a fully‐specified 

format to a PCM Encoder. Either way, the resulting format will be added to the DAU as a new 

format.  This function accepts a single parameter named “Ihal”, which must contain a partial or 

complete IHAL description of the format, rooted at the <ihal:formatUse> element.  The return 

value of this function is the “impact”: An <ihal:dauUse> (or other instrument “use”) element 

containing everything that has changed as a result of the call, including all format descriptions, 

all setParameters, and all restrictedParameters. 

The URL for accessing this function is: 

http://<host>:<port>/formats/<dUse_id>/new  

where <deviceUse id> is the id of the dauUse or other instrumentUse element which is being 

queried.  

Add measurements to a PCM Format 

This function adds measurements to an existing PCM Format on a DAU. The placement of the 

measurements is specified using TMATS XML.  The function accepts a single input parameter 

named “tmats”, which must contain a complete TMATS XML <d:MeasurementList> element 

that describes the measurements and fragments to be added to the format.  The output of this 

function is the “impact”: An <ihal:formatParameterSettings> element containing everything that 

changed as a result of the call, including all format descriptions, all setParameters, all 

restrictedParameters and all measurements that have been added to the format.  Due to the rules 

imposed by different versions of hardware, adding a measurement may result in many 

measurements being added depending on the common word size of the frame and the size of the 

measurement.  In addition, hardware systems may impose limitations on the spacing of 

fragments. 
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The URL for accessing this function is: 

http://<host>:<port>/formats/<deviceUse_id>/<format_id>/<format_#> 

/measurements/new 

where <deviceUse id> is the id of the dauUse or other instrumentUse element which is being 

queried, <format id> is the pool‐level id of the DAU‟s format, and <format #> is the number of 

the format to which measurements are being added.  

Delete a measurement from a PCM format 

This function removes a single measurement from all locations of an existing PCM format on a 

PCM encoder.  This function accepts no input parameters, and returns the “impact”: An 

<ihal:formatParameterSettings> element containing everything that changed as a result of the 

call, including all setParameters, and all restrictedParameters. Additionally, the 

<d:MeasurementList> portion will include only those measurements, fragments, and locations 

which have been removed. 

The URL for accessing this function is: 

http://<host>:<port>/formats/<deviceUse_id>/<format_id>/<format_#> 

/measurements/remove/<measurement_name> 

where <deviceUse id> is the id of the dauUse or other instrumentUse element which is being 

queried, <format id> is the pool‐level id of the DAU‟s format, <format #> is the number of the 

format to which measurements are being removed, and <measurement_name> is the unique 

name of the measurement to be removed. 

 

DEMO WITH INSTRUMENTMAP™ AND VISTA TEC™ 

To validate the changes to the API and IHAL, we extended the proof-of-concept demonstration 

described in [3], which uses KBSI‟s InstrumentMap™ application as the Instrumentation 

Support System (ISS) and L-3 Communications‟ VistaTEC™ application as the vendor 

configuration system.  For the demonstration, L-3 implemented the new API functions in the 

VistaTEC™ software, which is the program currently used to configure L-3 hardware.  KBSI 

added support for calling the new API functions and for parsing the new language constructs to 

the InstrumentMap™ application.  This enabled InstrumentMap to create a complete valid 

configuration of L-3 hardware, including setting up PCM formats, using only valid IHAL and 

TMATS XML as the representation language. 

Using the same hardware and configuration as the previous demo ([3]), we demonstrated five 

additional scenarios: 

1. Receiving the current PCM formats from the vendor in TMATS XML. 

2. Configuring the PCM frame metrics in the vendor‟s system with IHAL. 
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3. Adding measurements to a PCM format using IHAL and TMATS XML. 

4. Removing measurements from a PCM format using IHAL and TMATS XML. 

5. Utilizing a lightweight client with the IHAL API 

These five scenarios are described in detail in the following sections.  

Receiving the Current PCM Formats from the Vendor in TMATS XML 

In this scenario, the InstrumentMap™ application issues a request to the vendor‟s API 

implementation for the current configuration.  As in previous demonstrations, the vendor 

responds with a complete IHAL description of the current hardware configured in the vendor‟s 

system.  However, the use-level description returned by the vendor also includes a complete 

description of all of the PCM formats configured in the DAUs and PCM encoders in the system.  

These PCM format descriptions are included in the returned IHAL document and represented 

using the new merged IHAL and TMATS XML schemas. 

Configuring the PCM Format Attributes in the Vendor’s System with IHAL 

This scenario uses the same API functions defined previously for configuring hardware settings.  

However, we are now able to use the new IHAL constructs to configure PCM format attributes 

such as „number of minor frames,‟ „words per minor frame,‟ and „PCM code,‟ among others.  

Just as in the previous demo, the response from the vendor includes the “impact” of making 

these changes on other hardware settings.  Figure 4 shows the dialog in InstrumentMap™ for 

configuring format attributes.  In this dialog, the user can select an attribute from the list, and 

then view or change the current value for that attribute. 

 

Figure 4: Configuration of New IHAL Format Attributes in InstrumentMap™ 

Adding Measurements to a PCM format using IHAL and TMATS XML 

The third scenario utilizes the new API functions along with the merged IHAL and TMATS 

XML schemas to add measurements to a PCM Encoder‟s (or DAU‟s) PCM format.  The 

measurement and its locations in the format are described using TMATS XML, and the vendor 

once again responds with the impact of adding this measurement, or an error message if adding 

the measurement is not possible. In order to provide the user with a list of measurements to add, 

the InstrumentMap™ application first makes a call to the API to retrieve a list of measurements 

that are available to the selected DAU or PCM Encoder.  Figure 5 shows the InstrumentMap™ 
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dialog for editing measurements in a PCM format.  The measurements are displayed in a list, and 

when the user selects a measurement the current values of the TMATS attributes for 

measurement placement are displayed. 

 

Figure 5: Editing Measurement Lists in InstrumentMap 

Removing Measurements from a PCM Format using IHAL and TMATS XML 

The fourth scenario for the demonstration involves removing existing measurements from a 

PCM format.  In this scenario, the InstrumentMap™ application uses one of the new API calls to 

send the delete command, along with the measurement name and format identification, to the 

vendor‟s API implementation.  The vendor removes all instances of the given measurement from 

the specified format and responds with the impact, or an error message. 

Utilizing a Lightweight Client with the IHAL API 

The fifth and final scenario illustrates the effectiveness of a lightweight API designed to treat the 

vendor‟s configuration rules as a “black box.” For this scenario, we developed a demonstration 

utilizing Microsoft® Excel® as the ISS with L3‟s VistaTEC configuration engine.  The purpose 

of the demonstration is to show how IHAL‟s API and XML language can increase the utility of 

an application with which most users are familiar. 

Many users use Excel to describe frame maps. However, with Excel alone users have no 

knowledge as to the validity of the frame map until they export the data and import it into the 

vendor‟s tool. To make using Excel more effective, we developed Visual Basic macros to utilize 

the PCM modeling language constructs and API functions in IHAL to provide the users with 

immediate feedback about the validity of their frame maps. This demonstration allows the user to 

populate a frame map of any size by specifying values for TMATS frame location concepts such 

as “start,” “end” and “interval” for frame and word locations. 

Once the information is entered in the spreadsheet, the user submits the data by clicking a button.  

At this time, the information is collected as TMATS XML data within the IHAL document, and 

the appropriate IHAL API function is called. The configuration engine parses the data and 

returns the impact and validation errors to the Excel macro.  The Excel macro then parses the 

returned XML and displays either a message to indicate success or a list of errors to the user.  
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The key part of this demonstration is that the user can enter the information and get immediate 

validation feedback from the vendor‟s configuration engine. This immediate feedback provides a 

much faster turnaround time for the user by avoiding the traditional routine of exporting, 

importing, checking for errors, and trying again. 

 

BENEFITS 

Building a frame map is a well-understood exercise. However, building a frame map while 

respecting the limitations imposed by a vendor‟s hardware is a much more complicated task. 

These limitations vary not only between vendors but even between a single vendor‟s different 

product lines. The simple methods described in this paper coupled with standard IHAL XML 

descriptions enable third-party applications such as InstrumentMap™ to create a frame that 

respects the rules and restrictions of the underlying hardware.  Examples of these restrictions 

include sampling rate restrictions, location restrictions of fragmented words, and collision 

detection (measurements trying to use the same location in the frame).  More importantly, the 

API allows users to see the impacts and learn of the changes or violations immediately. 

 

CONCLUSIONS 

The existing IHAL language and API provide a vendor-neutral way to configure all hardware 

settings in an instrumentation system regardless of the vendor or the vendor‟s product line.  

However, no instrumentation configuration is complete without also setting up the output 

telemetry formats.  We have modified the IHAL API and made use of the existing TMATS XML 

standard to enable configuration of both hardware settings and PCM telemetry formats in a 

vendor-neutral way from a single client application.  We have validated our approach by 

developing a proof-of-concept demonstration using KBSI‟s InstrumentMap™ software and L-3 

Communication‟s VistaTEC™ on a small hardware sample. 
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ABSTRACT 

In this paper, we explore ways in which CTEIP’s integrated Network Enhanced Telemetry 

(iNET) program can benefit from the hardware descriptions supported by the Instrumentation 

Hardware Abstraction Language (IHAL).  We describe how IHAL can be used at the end of the 

current iNET instrumentation configuration use-case to “fine tune” the instrumentation 

configuration.  Additionally, we describe how IHAL can be used at the beginning of the current 

instrumentation configuration use-case to enable cross-vendor reasoning and automated 

construction of multi-vendor instrumentation configurations.  Finally, we investigate how IHAL 

can be used within the iNET system manager to enhance capabilities such as instrumentation 

discovery. 

KEYWORDS 

IHAL, iNET, Instrumentation configuration, metadata, web services, XML, API 

 

INET AND MDL 

CTEIP’s integrated Network Enhanced Telemetry (iNET) program is currently defining the 

standards, architectures, technologies, and scenarios for the next generation of network-centric 

data acquisition systems for test and evaluation.  Included in the current set of iNET definitions 

is the Metadata Description Language (MDL).  MDL is an XML-based language for describing 

“requirements, design choices, and configuration information for Telemetry Network Systems 

(TmNS).”[1] 

For instrumentation hardware, MDL can describe the selection of hardware without including 

specific hardware settings and other details.  In [1], Moore, et. al., present the descriptive 

capabilities of MDL in terms of the following steps of a notional workflow for instrumentation 

system design: 
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1. Describe Test Requirements 

2. Describe Data Formats 

3. Design Test Network 

4. Optimize the Network 

The result of these 4 steps is an MDL instance document describing all data formats, the devices 

on the network, and the network topology.  In order to configure the instrumentation hardware, 

the information in the MDL instance document must be translated into specific settings for each 

instrument on the network.  For example, the MDL file may describe how a particular signal 

conditioner is connected to a device and document the sampling specifications.  However, an 

automated system must determine the proper gains, offsets, and frequencies to obtain the desired 

specification.  If the specifications cannot be obtained, such an automated system must document 

this fact. 

In most practical implementations, this “translation” from MDL descriptions to specific device 

settings is performed by each hardware vendor’s MDL-aware configuration engine.  In this 

approach (illustrated in Figure 1), the MDL instance document is an input to the vendor’s 

configuration engine.  This configuration engine analyzes the requirements specified in the MDL 

file, which may also contain a complete or partial hardware selection.  It then determines the 

specific settings for each device to achieve the closest possible match to the initial requirements.  

The output of the vendor configuration engine consists of two artifacts: 

1. A modified MDL file, containing the complete network topology and any modifications 

that were made to the test requirements and data formats. 

2. One or more proprietary “load” files, containing the specific settings for each device, 

represented in a format native to the particular vendor.  These load files are then used to 

program the configuration into the instrumentation hardware. 

 

Figure 1: Current Practical Approach to Instrumentation Configuration with MDL 
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IHAL AND THE IHAL API 

In [2] and [3], we present the Instrumentation Hardware Abstraction Language (IHAL), an 

XML-based language that provides rich descriptions of instrumentation hardware.  These rich 

descriptions include both the “configurability” of each device (i.e., what settings are available, 

and their valid values), as well as the “current configuration” of each device (i.e., what values are 

currently in place for each setting). 

In [4], we describe an approach to configuring instrumentation hardware using IHAL.  In doing 

so, we also introduce the IHAL Application Programming Interface (API) specification.  The 

API specification describes a set of functions that any IHAL-aware vendor configuration engine 

should implement.   

The approach described in [4], along with the API, enables a separation between the proprietary 

vendor configuration logic, and the application or user interface used to configure the hardware. 

It maintains this separation while allowing hardware configuration to be an interactive process, 

where the instrumentation engineer can change individual settings and get instant feedback of the 

impact those changes have on the rest of the configuration. 

 

Figure 2: Current Approach to Instrumentation Configuration with IHAL 

The current IHAL approach to instrumentation configuration is illustrated in Figure 2.  An 

instrumentation engineer works with an IHAL-based configuration application to view and 

modify instrumentation hardware selections and the settings associated with each device.  Every 
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time the engineer makes a change to the configuration, the IHAL-based configuration application 

communicates with the vendor configuration engine (via the API and IHAL) to determine the 

validity and the impact of each configuration change.  When configuration is complete, the 

vendor configuration engine still must output proprietary load files for loading the configuration 

onto the hardware.  However, the configuration engine can also output a complete IHAL instance 

document, which describes the values of all settings in a vendor-neutral way. 

 

COMBINING THE MDL AND IHAL APPROACHES 

While each of the approaches described above achieves the goal of standards-based 

instrumentation configuration, both approaches can be improved by including aspects of the 

other.   

The MDL approach is lacking in the following areas: 

1. No easy way to directly change individual hardware settings. In the MDL approach, 

the settings chosen by the vendor configuration engine are only represented in the 

vendor’s own proprietary format.  Thus, if the instrumentation engineer needs to fine tune 

some individual settings, she must do this using the vendor’s own configuration software.  

In a multi-vendor environment, this means that the instrumentation engineer may 

routinely need to work with many different configuration user interfaces for a single test. 

2. No long-term documentation of the hardware settings used in a test.  Without a 

standard way of describing hardware settings, the only permanent record of the detailed 

hardware configuration is stored in proprietary formats.  If these formats become obsolete 

years after the test, it will be impossible for engineers to know the exact instrumentation 

configuration if they need to re-visit the test. 

Similarly, the IHAL approach is lacking in the following areas: 

1. No support for data formats or test requirements. An MDL instance document 

contains important metadata that cannot be represented in IHAL, such as measurement 

and test requirements, and data formats. 

2. No auto-generation of an instrumentation configuration. Without the requirements 

information provided by MDL, an automated system cannot generate a “suggested” 

instrumentation configuration that satisfies those requirements.  Thus, without MDL, 

instrumentation configuration with IHAL must always be performed interactively with a 

human-in-the-loop. 

The overlap between IHAL and MDL is small, consisting only of instrumentation selection and 

part of the network topology.  We can achieve the best of both worlds by combining the two 

approaches.  A combined approach is illustrated in Figure 3.  In this approach, the vendor 

configuration engine is capable of interpreting both IHAL and MDL.  Configuration then 

becomes a 3-step process: 
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1. The vendor configuration engine loads the MDL instance document and uses the 

requirements specified within it to auto-generate a suggested instrumentation 

configuration. 

2. The instrumentation engineer uses an IHAL-based configuration application to load and 

review the suggested configuration.  At this time, he may choose to modify some of the 

individual settings following the same interactive process described in the IHAL 

approach.  Each setting he changes has an immediate impact on the vendor configuration 

engine’s internal representation of the configuration and on the IHAL-based 

configuration application’s IHAL description of the configuration. 

3. Once the engineer is satisfied with the configuration, three different artifacts can be 

output: 

a. A modified MDL file, describing the final network topology and the final realized 

requirements and data formats. 

b. A complete IHAL description of the instrumentation configuration, including all 

settings. 

c. A vendor proprietary load file, which can be used to load the configuration onto 

the physical hardware. 

 

Figure 3: An Approach to Instrumentation Configuration with both MDL and IHAL 
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MULTI-VENDOR CONFIGURATIONS WITH IHAL AND MDL 

The previous section describes one approach to achieving better instrumentation configuration 

with both IHAL and MDL.  However, that approach is still lacking support for auto-generation 

of multi-vendor instrumentation configurations.   Given an MDL description of test 

requirements, an advanced vendor configuration engine could suggest specific models of 

instrumentation hardware to meet the requirements.  However, one vendor’s configuration 

engine cannot suggest hardware developed by a different vendor. Hence, deploying a multi-

vendor instrumentation network would require repeating steps 1-3 in the approach above for 

each vendor configuration engine, and then choosing one of the outputs or manually merging the 

results. 

However, if we introduce IHAL during the first step of the configuration process instead of 

during the last step, we can create an architecture that allows an automated third-party system to 

suggest instrumentation configurations composed of hardware from multiple vendors.   

In this approach, illustrated in Figure 4, we introduce a new component, “Automated Standards-

based Configuration Application,” that combines the functionality of the “IHAL-based 

Configuration Application” from before with some of the functionality from the vendor’s 

configuration engine.  This application understands both MDL and IHAL, and is informed by a 

set of vendor-independent “rules” for mapping requirements from MDL to hardware concepts in 

IHAL.  These rules enable the application to understand, for example, how the sample rate 

requirement for a measurement affects the sample rate setting on a signal conditioner. 

In this new approach, instrumentation configuration occurs in the following steps: 

1. An MDL instance document is loaded into the Automated Standards-based Configuration 

Application.  This application then queries each vendor configuration engine for the 

IHAL descriptions of all available hardware.  It then uses its internal rule-set to assemble 

candidate instrumentation configurations built from the complete cross-vendor list of 

available hardware.  It can instantly validate each configuration setting with the vendor 

configuration engine using the IHAL API. 

2. Once the Automated Standards-based Configuration Application has assembled a valid 

configuration, the instrumentation engineer can use the application to make any necessary 

adjustments to the configuration.  Each of the settings changes can again be validated by 

the vendor configuration engine through the IHAL API. 

3. Once a satisfactory instrumentation configuration is assembled, the system can generate 

three types of output: 

a. A modified MDL file, describing the final network topology and the final realized 

requirements and data formats. 

b. A complete IHAL description of the instrumentation configuration, including all 

settings for all hardware chosen from the various vendors. 

c. Proprietary load files for each vendor, output by the corresponding vendor 

configuration engine, which can be used to load the configuration onto the 

physical hardware. 
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Figure 4: Multi-Vendor Instrumentation Configuration with IHAL and MDL 

 

IHAL AS AN ABSTRACTION LAYER 

Another potential use case for IHAL is to act as an abstraction layer between the hardware and 

the MDL processing engine.  This approach can be viewed as a tighter integration of the 

approach described in the previous section within the core iNET configuration architecture. 

Processing MDL files requires a great deal of understanding not only because so many aspects 

are covered by the language, but also because the nature of the MDL language lends itself to a 

variety of interpretations. 

The ability of the MDL to provide a variety of techniques to model the same concepts provides 

great power but at the cost of impacting interoperability.  Interoperability is one of the most 

important aspects of MDL as a configuration language designed to transcend vendors.  

Therefore, it is of the utmost importance to mitigate any issues that threaten the ability of MDL 

documents to be clearly understood. 

The optimal approach to eliminating the possibility of misinterpretation is to have a single 

application that can be used by any vendor to interpret the MDL document. If the same 

application can be used by all vendors then vendors need not worry about interpretation issues.  

Taking this one step further, a single common application could potentially make the processing 

Automated
Standards-

based
Configuration

Application

•Test Requirements
•Data Formats
•Some Instrumentation 
Selection

MDL
Instance

Document



8 

 

“Cleared by Dod/OSR for public release under OSR case number 11-S-2621 on June 21, 2011.” 

of the MDL a “black box” experience in which the vendor would need to know very little, if 

anything, about the MDL document. 

Unfortunately, vendors have proprietary interfaces to their hardware making it impossible for a 

single application to directly interface with all vendors’ systems.  This impossibility becomes 

even more apparent when one considers the challenges of integrating new products.  Vendors 

would not be able to integrate new products into iNET solutions until the developers of the MDL 

processor integrated the configuration logic into the MDL processing engine.  This dependency 

increases the risk of both the vendor and customer becoming dependent on the developers of the 

MDL processor.  

These problems can be solved by introducing a software interface designed to integrate the 

vendor’s proprietary interfaces to the MDL processing application.  IHAL is an effective solution 

for such an interface because the API and schema are relatively straightforward, do not lend 

themselves to interpretation issues, and are programming language- and operating system- 

independent.  Furthermore, by pushing the vendors’ configuration logic and hardware behind the 

IHAL layer, hardware vendors can release software and hardware updates without relying on the 

developers of the MDL processor to integrate the changes into their system. 

Figure 5 illustrates a software stack that implements the solution mentioned above, creating a 

scenario in which the vendor’s proprietary system is accessed by the MDL processor through a 

standardized IHAL interface.  Basing the API on web services provides the further benefit of 

enabling the MDL processing engine to either run on a single powerful system and interface with 

any number of IHAL compliant systems or run on each device in order to process the MDL 

document internally.   

 

Figure 5: iNET Software Stack using IHAL as an Abstraction Layer 
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This software stack provides a very powerful solution to the interoperability issues that could 

potentially impact the effectiveness of the MDL language.  It also provides a very efficient 

mechanism by which more products will become iNET compliant by offloading the MDL 

processing to a standard MDL processing application. 

 

IHAL IN THE SYSTEM MANAGER FOR DEVICE DISCOVERY 

Thus far, we have discussed IHAL in the context of iNET instrumentation configuration.  There 

are other aspects of iNET which can be enhanced by incorporating IHAL descriptions, such as 

the iNET System Manager.  In [5], Grace, et. al. describe the role of the iNET System Manager 

during a possible test scenario.  One task of the system manager is device discovery.  

During device discovery, a new test article joins the network.  In iNET scenarios, this could be 

the result of the start of a new mission, or the result of a “handoff” from one test center to 

another during an ongoing mission.  In either case, the System Manager queries the network to 

receive a list of all devices.  This list consists only of simple identifying information.  In an 

IHAL-enhanced scenario, the system manager could then use the IHAL API to query each 

device for a complete description and assemble a complete IHAL instance document describing 

the functionality, capabilities, and current configuration of all devices on the network. 

CONCLUSIONS 

Several features of iNET can be enhanced by utilizing the types of rich instrumentation 

descriptions enabled by IHAL.  We have presented improved approaches to instrumentation 

configuration, automated multi-vendor configuration, and System Manager tasks that combine 

IHAL with existing iNET standards to achieve an improved iNET architecture. 
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ABSTRACT 

Describing data formats has gone a long way in providing a common thread for moving test 
programs from one test range to another without incurring massive code rewrites.  The 
introduction of the IRIG 106-93 standard provided the Telemetry Attributes Transfer Standard 
(TMATS) to achieve interoperability between the test article and ground processing system.  The 
integrated Network Enhanced Telemetry (iNET) Metadata Description Language (MDL) extends 
the concept to include descriptions of the equipment configuration and setup.  This MDL 
declarative language is both vendor neutral and vendor customizable (where needed) and extends 
interoperability down to the individual components of the instrumentation system.  This paper 
describes the current state of MDL and its use across intended vendor lines 

KEYWORDS 

iNET, Metadata, MDL, XML, Schema, Interoperability 

INTRODUCTION 

The integrated Network-Enhanced Telemetry (iNET) project is building a demonstration system 
based on its previously developed standards.  A foundational component of these standards is the 
Metadata Description Language (MDL).  MDL is an eXtensible Markup Language (XML)-based 
language for describing requirements, design choices, and configuration parameters of a 
Telemetry Network System (TmNS).  MDL guides the exchange of information between 
applications and the configuration of network devices.  This paper focuses on how MDL 
accomplishes this interchange and yet supports a philosophy of independence and creativity for 
competing vendors utilizing it. 

 



 2 

MDL BACKGROUND 

Network-based instrumentation systems and bidirectional communication with the test team 
offers a significant increase in capability over previous generations of instrumentation systems. 
With the increases in capability necessarily comes an increase in complexity in these systems.  
Managing the increased complexity requires the use of applications that can automate the 
configuration, control, and status monitoring of the equipment and systems.  For this type of 
automation to be feasible requires standard management interfaces and configuration 
information.  The iNET project recognized the need for such standards and created the system 
management standards working group (SMSWG) and the metadata standards working group 
(MDSWG). 

The SMSWG has developed standard interfaces for managing systems and devices.  The system 
management interface standard is based on simple networking management protocol (SNMP) 
and supports the management of faults, configuration, accounting, performance, and security 
(FCAPS). The configuration interface depends upon a metadata file that is used to configure 
systems and devices.  A standard format of the configuration file is required to ensure 
interoperability. 

The MDSWG has developed metadata description language (MDL), a common interchange 
language that describes requirements, design choices, and configuration information for 
Telemetry Network Systems (TmNS).  MDL is an eXtensible Markup Language (XML)-based 
language, the syntax of which is constrained by a schema.  The MDL schema itself is described 
using an XML schema.  The MDL schema is specified in the XML schema definition (XSD) 
language, which is defined by the world wide web consortium (W3C) (www.w3.org).  A 
configuration file is an instance of the MDL language, and is called an MDL instance document. 

The MDL language syntax consists of a vocabulary, rules for construction, and a set of 
information “types”.  The syntax provides a guide for building sentences in the MDL language to 
describe telemetry systems.  Sentences in the MDL language are stored in instance documents.  
The syntax is encoded into the MDL schema, which can be used to check a specific instance 
document for compliance with the syntax of the MDL language. 

Language syntax provides the basic structure of sentences, but does not define the meaning of 
those sentences.  The term used to refer to the meaning of the sentences is “semantics”. The 
semantics of MDL is driven by how the descriptions are used in the test process.  MDL instance 
documents are constructed during the design and implementation of tests.  Sections of the 
metadata instance documents reflect range and/or test specific workflows. Portions may be 
reused from earlier tests. The MDL semantics are embodied by a set of use cases and the 
transformations that are applied to the metadata to support those uses.  Use constraints on the 
language demand it not be too complicated or verbose to ensure its appropriateness for resource 
limited systems such as those used in the flight test environment that must create or parse MDL 
for a reasonable cost.  An early assessment was undertaken to alleviate concerns that the MDL 
Instance Documents will be too large.  The results of the assessment has helped lead the initial 
devices the iNET program is to use to require the ability to process MDL instance documents 
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that may be up 50 megabytes in size.  Based on modern processor and memory devices, this size 
is not seen as a concern.   

More details concerning the MDL grammar and prior evaluations can be found in [1] and [2].  
Abbreviated portions of those prior documents were included here.  

VENDOR INTEROPERABILITY-INDEPENDENCE DICHOTOMY  

While progress of the MDL standard has been presented in several previous International 
Telemetry Conferences, this update builds on the information presented previously and focuses 
on the aspect of configuration across vendor lines.   In particular recent progress concerning the 
use of MDL for providing vendor neutral configuration from a common MDL Instance 
Document is highlighted.  While vendor neutrality through standardized interfaces and 
specifications itself is not always difficult, the MDL approach strives to leave the opportunity for 
vendor products to specialize themselves yet remain standardized.  This paper focuses on the 
“Requirements” and “Implementation” concepts of MDL and how they support this vendor 
neutral versus vendor specialization dichotomy.   

At the time of publication of this paper, independent vendors are developing initial devices.  
Shown here is the method utilized to support their independence while still being interoperable. 
Further progress and results concerning the use and evaluation of this aspect of MDL will be 
reported at the International Telemetering Conference (ITC) 2011 presentation. 

EXAMPLE DICHOTOMY SATISFACTION BASED ON WORKFLOW 

For the purposes of this paper, the following notional instrumentation system configuration 
workflow is utilized: (1) Describe Measurements, (2) Describe Available Hardware, (3) 
Associate Measurements With Hardware, (4) Define Package Structure, (5) Assign 
Measurements to Packages, and (6) Describe Messages and Transport.  This workflow is 
described with respect to general requirements and vendor specific implementations on a step-
by-step basis.  It is not intended for this workflow to be complete, but only to serve as a basis for 
highlighting the features of the MDL that deal with the dichotomy.   Additionally, as the 
workflow progresses, a sequence of figures revealing the MDL elements that are supplied by 
each workflow step will be shown.  After the last step, the full set of MDL elements will be 
exposed.  These will show the mapping between vendor independent concepts and vendor 
specific concepts.  Precise details of the elements are not provided in this paper since the idea 
being conveyed is of a conceptual nature.  However, detailed descriptions of the items are 
available by referencing the MDL standard [2].  
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Describe Measurements: The design of the instrumentation is initiated as a set of measurement 
descriptions (requirements) from engineers and analysts that will evaluate the data that is 
ultimately collected during the test.  These descriptions may include how the measurements are 
to be acquired (sensor installation or monitor an existing bus), the expected range of the 
measurements to be taken (in engineering units), the desired frequency content, the uncertainty 
allowable, how the measurements should be available during the test (e.g. telemetered and 
recorded), and so on.  The revealed MDL elements of this step are shown in Figure 1 and are the 
Measurement requirements and its associated unit conversions. 

 

 

Figure 1.  The revealed MDL elements are those of the first workflow step, Describe Measurements. 
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Describe Available Hardware: This is the process of selecting the devices that will be used to 
acquire the measurements.  The result is a description of how everything is interconnected to the 
network and the transducer.  There are many trades, including capacities of each network link, 
switch, router, etc.  Here, there are guiding principles that are sometimes at odds such as the 
desire to minimize the number of connections balanced against the physical distribution of the 
sensor locations.  There may also be second-tier issues like creating virtual networks to achieve 
some specialized function.  But, for the purposes of this paper, the important portion of this 
workflow step is that particular vendor devices used to acquire the measurements are chosen.  
The revealed MDL elements of this step are shown in Figure 2.  At this point no reference 
between the hardware and the required measurements exists. 

 

 

Figure 2.  The added revealed MDL elements are those of Describe Available Hardware. 
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Associate Measurements With Hardware: This involves associating the measurements described 
in the first step with the hardware devices described in the second step.  Obviously, these 
associations have limits based on the capabilities of the particular vendor devices.  This 
association is currently accomplished in a classical by-hand fashion but it is envisioned that tools 
aiding the process will evolve over time.  This step reveals MDL as a single element shown in 
Figure 3.  This is where the reference between the hardware and the measurements occurs. 

 

 

Figure 3.  The added revealed MDL elements are those of Associate Measurements With Hardware. 
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Define Package Structure: Data formats are selected that are capable of satisfying the 
requirements.  Essentially, this step is where the “data containers” (packages) are described.  
Again, the formats must be compatible with the devices that will produce them.  Further, there is 
a balancing issue with respect to network load based on the size of the containers versus the rate 
at which they must be supplied.  The revealed MDL elements of this step are shown in Figure 4.  
Here message containers are defined but not yet associated with the hardware that will fill them. 

 

 

Figure 4.  The added revealed MDL elements are those of Define Package Structure. 
 



 8 

Assign Measurements to Packages:  This is where the shape within the containers is set up. It 
must be closely associated with the chosen vendor specific devices.  Vendors are expected to 
supply applications that aid in meeting their particular device constraints.   The revealed MDL 
elements of this step are shown in Figure 5.  This associates the measurements coming from the 
hardware with the containers (packages) that will carry them.  The vendor specific details 
concerning the formatting of the data words are also described during this step. 

 

 

Figure 5.  The added revealed MDL elements are those of Assign Measurements to Packages. 
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Describe Messages and Transport: Once the acquisition hardware and data formats have been 
selected, the pieces must be assembled into a system.  The result is a description of how 
everything is interconnected.  The revealed MDL elements of this step are shown in Figure 6.  
This associates the messages with where and how to send them.  They are already associated 
with the devices that send them; thus, the message generation is fully defined and specialized to 
the hardware. 

 

 

Figure 6.  The added revealed MDL elements are those of Describe Messages and Transport. 
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KEY WORKFLOW FEATURES DISCUSSION 

The simple workflow example above illustrates some key MDL features with respect to vendor 
independence.  As the flow progresses, various aspects of independence are refined and 
solidified to a particular use.  The step Describe Measurements is vendor independent while the 
steps Describe Available Hardware and Associate Measurements With Hardware organize 
which vendor specific devices will produce the measurements.  The steps Define Package 
Structure, Assign Measurements to Packages, and Describe Messages and Transport are vendor 
independent but are tying together vendor specific choices from the prior steps. 

During system runtime, the individual devices are clearly vendor specific but have been 
configured with MDL such that any MDL compatible client can read the description of the data 
generated.  Thus, vendor independence is also preserved.  

CONCLUSION 

The MDL provides a means for describing requirements, design choices, and configuration of 
network-based telemetry systems.    More detailed examples of how the flow moves from 
requirements to implementation could be added for the network and processing portions of the 
system description provided in MDL, but the concepts are the same.  That is, vendor 
independence is supported while providing a common way to describe the vendor specific 
details.  
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ABSTRACT 

Today’s telemetry systems need to be highly configurable and easily extensible to support a 

constantly growing number of data acquisition/transmitting components from different 

manufacturers. One way to achieve this goal is through a standardized descriptive language that 

can define the system structure as well as end-node devices. The integrated Network 

Enhanced Telemetry (iNET) program has explored such a possibility by creating a series of 

standards to define how devices are configured and interoperate with each other. As one of 

the standards created by the iNET program, the Metadata Description Language (MDL) specifies 

a common interchange language that defines and configures a Telemetry Network System 

(TmNS). MDL Instance Documents are used to exchange test requirements, data formats and 

configuration information among the devices within a TmNS system. MDL, together with other 

standards created in the iNET program, serve as a foundation for assembling a modern telemetry 

system. 

This paper starts with an overview of the MDL-based system description architecture. A typical 

configuration workflow of an MDL-based system is then described.  iNET functionality 

implementations for new and legacy devices are used as examples to illustrate the power of 

MDL-based design, as well as the challenges and issues associated with the implementation of 

the MDL standard. We explain and evaluate the design decisions for a new product, the L-3 

NetDAS Recorder, as the case study. We also discuss how a legacy Data Acquisition Unit  

(DAU) acting as an LTC Data Source Unit can be updated to support MDL based iNET 

functionality. Our practice shows that more efficient data acquisition systems can be designed 

and implemented using the metadata definition language as a core tool for equipment and system 

description. We conclude the paper with design tradeoffs and discussions. 

 

KEYWORDS 

MDL, iNET, TmNS, End-node, Recorder, DAU 

 

INTRODUCTION 

Network-based telemetry systems are the future of flight test systems. Network technology is 

standardized and supports high data rates, diverse data types, and reduced wiring. Modern 
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network-based flight test systems are capable of integrating devices and telemetry interfaces 

from various manufacturers to achieve excellent performance. Mature and widely used network 

technology also makes it possible to build a standards-based mechanism to control a diverse set 

of devices and integrate new types of devices into existing systems. 

While the move to a network-based telemetry system improves the flexibility and productivity of 

flight test systems, it also increases the system complexity and makes system management more 

challenging. The goal of introducing standards for device configuration, test requirement 

description, and data processing helps to ensure seamless system integration. To achieve this 

goal, the integrated Network-Enhanced Telemetry (iNET) project has developed three standards: 

System Management (SM) Standard, Metadata (MD) Standard, and the Test Article (TA) 

Standard. The SM Standard ensures network node management interoperability. It defines 

technologies, protocols, and variables used by System Managers and devices within a Telemetry 

Networked System (TmNS) [1]. The MD Standard and TA Standard focus on technologies and 

protocols for transporting data within the TmNS [2][3]. While the TA Standard regulates the 

real-time acquisition data format and protocols, the MD Standard guides the configuration 

description.  

iNET employs a standards-driven interface approach instead of a Plug and Play approach [4]. 

Guided by the Metadata Description Language (MDL), as specified in the MD standard, a single 

configuration file written in the standardized configuration description language “glues” all 

components of the test system together. MDL describes the configuration of a data acquisition 

system via a generic eXtensible Markup Language (XML) language. A test engineer can compile 

a single MDL configuration file that includes test requirements, design choices and configuration 

parameters. The configuration file is then distributed and programmed into data acquisition 

devices as the MDL file travels through the network.  

The equipment vendor’s commitment to fully comply with the iNET standards is a key to TmNS 

test system success. As an active telemetry technology provider, L-3 Communications Telemetry 

-East has committed to support this emerging technology. As a result, we are converting our 

existing products into iNET capable components, and designing new products with iNET 

compatibility from the very beginning. In this paper, we will discuss the design consideration 

and choices we made in applying MDL-based system architecture to our iNET-enabled products. 

 

OVERVIEW OF MDL-BASED SYSTEM ARCHITECTURE 

TmNS has three segments: the Test Article Segment (TAS), the Ground Station Segment (GSS) 

and the Radio Access Network Segment (RANS).  Two supporting entities of TmNS are the 

System Management entity and Metadata entity. The main function of TmNS is to move data 

between Peripherals (end nodes) on a Test Article, where, the RAN transfers data between the 

Vehicle Network (vNET) and the Ground Network (gNET)[1][2][3]. In a TmNS test system, 

each localized sub-network employs a System Manager with the purpose of controlling each 

end-node on the sub-network. The end-node is a device such as a data acquisition unit, a 

recorder, a transmitter, or a high-speed network switch, etc. The System Manager also collects 

the status from individual end-nodes for further reporting to other System Managers within a 

larger network. Meanwhile, the System Manager may take actions based on the current fault 
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condition of individual end-nodes. The Simple Network Management Protocol (SNMP) is used 

as the mechanism to communicate between the System Manager and end-nodes. A complete 

TmNS test system can be constructed to include multiple sub-networks in a tree hierarchy. 

Figure 1 shows an example of such a system hierarchy.  

`

PCM Gateway

DAU

Recorder

DAU

Switch

GSE System Manager

TA System Manager

MDL

File

MDL

File

MDL

File

MDL

File

MDL

File

MDL

File

Figure 1. TmNS Test System Architecture 

Although the command/response model used by SNMP can easily deliver control commands and 

status information between a System Manager and end-nodes, it typically is not good at 

exchanging blocks of data with complex data types, e.g., measurements, frame maps, sample 

rates, and/or message definitions for a particular Data Acquisition Unit (DAU). In contrast, the 

MDL configuration file is designed to exchange blocks of data. An MDL file contains test 

requirements, data formats, and network interface properties that optimally utilize the test 

network resources. When a test program is initiated, the test engineer decides what data needs to 

be collected and evaluated, and forms the measurement definition. The test engineer then 

organizes the collected measurement into packages so that data can be sampled with minimal 

loss. The packages are further grouped into messages, where a message can usually be 

transmitted in one network data packet. The network transport attributes are carefully considered 

so as to optimize the network bandwidth utilization. The result of all the above work is saved 

into an MDL instance document. 

 

AN EXAMPLE MDL INSTANCE DOCUMENT 

A Model-driven approach is used to develop the MDL, which facilitates a system level view of 

the metadata. The telemetry system is described from several aspects including data descriptions, 

quality of service descriptions, and network descriptions [5]. Associations are established among 
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different aspects. This concept is reflected in the language structures. The top-level element of an 

MDL instance document is the “MessageDefinitionDomains” element. It contains multiple 

“MessageDefinitionDomain” (MDD) elements with each MDD describing the information required 

for an individual test. The measurements used by all end-nodes in one MDD are collected into one 

group each having a unique identification within this MDD. The same applies to other groups 

such as data packages, messages, network transport attributes, etc. The layout can be seen in the 

example shown in Figure 2. The System Manager uses two elements to identify an end-node in a 

certain test, an MDD name and a roleID. The roleID is a unique identifier for a physical device. 

If the device participates into two different tests at two different times, it could be assigned with 

two different MDDs, but the roleID remains the same. The combination of these two elements 

identifies a unique node in one TmNS test. For each end-node, a search path is defined in the 

MDL file, allowing the end-node to fetch the relevant elements related to the current test. Figure 

2 shows how the end-node identified as “tmnsLTCDataSource” in the domain “AnalogTest” can 

retrieve the relevant information along the search path.  

The search first locates the MDD with the name of “AnalogTest” in the MDL file that matches 

the name assigned by the System Manager. It then starts with the group within this domain called 

Networks. This group collects the top level description of network nodes. Each NetworkNode is 

identified by a unique role ID in this domain. In this example, the device has already been 

assigned to the MDD “AnalogTest” and given the role ID of “tmnsLTCDataSource” by the 

System Manager through the SNMP interface. When an MDL file arrives at this device, the 

device conducts the following search: 

1. Locate the MDD with the name of “AnalogTest” 

2. Look through the Networks group and find the NetworkNode with a roleID of 

“tmnsLTCDataSource”.  

3. Look for the OutputTransport attribute within this NetworkNode and read the 

IDREF of “transport100001”.  

4. Go to the AvailableData group, find the TransportAttributes with the ID of 

“transport100001”.  

5. Look for MessageDefinitionRef attribute, read the IDREF as “inet-DAU-1-F0-S0". 

6. Go to the Messages group, find the MessageDefinition with the ID of “inet-DAU-1-

F0-S0". 

7. Under this MessageDefinition node, multiple PackageInstance elements are listed 

and each Package instance references a PackageDefinitionRef. The first package 

instances shown in this example reference the package definition with an IDREF of 

“PDID00010003”. 

8. Go to the Packages group to find the PackageDefinition with the ID of 

“PDID00010003”. 

The search continues until the device finds and extracts all the related information of this node. 
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<MessageDefinitionDomains xsi:schemaLocation="http://inetprogram.org/projects/MDL MDL_v0_8_1.xsd" 

xmlns="http://inetprogram.org/projects/MDL" xmlns:xsi="http://www.w3.org/2001/XMLSchema-

instance"> 

    <MessageDefinitionDomain> 

        <Name>AnalogTest</Name> 

        <TmNSVersion>0.8.1</TmNSVersion> 

  ...... 

        <Measurements> 

  ...... 

        </Measurements> 

  ...... 

        <Packages>                       

            <PackageDefinition ID="PDID00010003"> 

                <Name>Package Definition 2 for tmnsLTCDataSource</Name> 

                ...... 

                <PackageStructureRef IDREF="PSID00010003"/> 

                <DataMap> 

   ...... 

                </DataMap>  

            </PackageDefinition> 

        </Packages> 

        <Messages> 

     ......                     

            <MessageDefinition ID="inet-DAU-1-F0-S0"> 

                ...... 

                <PackageInstance Index="0">            

                    <PackageDefinitionRef IDREF="PDID00010003"/> 

                </PackageInstance> 

                <PackageInstance Index="1"> 

                    <PackageDefinitionRef IDREF="PDID00020003"/> 

                </PackageInstance> 

                ...... 

            </MessageDefinition> 

        </Messages> 

        <AvailableData> 

            ......                               

            <TransportAttributes ID="transport100001"> 

                 <DestinationIP>239.1.1.100</DestinationIP> 

                 ......          

                 <MessageDefinitionRef IDREF="inet-DAU-1-F0-S0"/> 

                 ...... 

            </TransportAttributes> 

     ...... 

        </AvailableData> 

 ...... 

        <Networks> 

            <Network> 

                <Name>Test Article Network #1</Name> 

                <Description></Description> 

                <NetworkType>TestArticleNetwork</NetworkType> 

   ...... 

                <NetworkNode ID="L3-DAU-NODE"> 

                    <Name>NET-810 Series III Standalone Controller</Name> 

                    ...... 

                    <RoleID>tmnsLTCDataSource</RoleID> 

                    ...... 

                    <NetworkInterface ID="DAU_NI"> 

                        ......                          

                        <OutputTransport IDREF="transport100001"/> 

     ...... 

                    </NetworkInterface> 

       ...... 

               </NetworkNode> 

      ...... 

            </Network> 

        </Networks> 

    </MessageDefinitionDomain> 

</MessageDefinitionDomains> 

Figure 2. An Example of MDL File for an End-Node 
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MDL-BASED SYSTEM CONFIGURATION WORKFLOW 

An MDL file is self-contained and carries the test knowledge while traversing the network. The 

typical workflow of an MDL-based system is illustrated in Figure 3. 

Init

____

Initialize HW and SW.

Main Loop

_________

3. Get MDL File

Configure

_________

Parse MDL File

Program HW

Configure Report

________________

Save New MDL file

Fill out Fault Table

Event Notification to SM

Get Configure

_____________

FTP Get MDL File

TA System Manager

Export Configure

________________

FTP Put MDL File

3. Export MDL file

1. exportConfiguration Command

6. Configure Finish Notification

End-Node System Manager

2. Enter Get Configure State

4. Enter Configure State

5. Enter Configure Report State
7. Go Back to Main Loop

2. Enter Export Configure State

1. configure Command

 

Figure 3. A Typical MDL-based System Configuration Workflow 

The System Manager first informs an end-node, via the SNMP protocol, where the MDL file is 

located on the network and what file transfer protocol is used in the file server. It then issues a 

Configure command via the SNMP protocol to the end-node to start the configuration process. 

The end-node fetches the MDL file from the location using the assigned file transport protocol. 

According to the standard this could be either FTP or TFTP. The System Manager then parses 

the MDL file to get the configuration information related to this node, and applies the 

configuration parameters to the device. During configuration, the end-node can fill out the local 

information, such as device identification and network interface information, into the MDL file 

for reporting back to the System Manager. Upon the completion of the configuration process, the 

end node notifies the System Manager, via SNMP’s asynchronous event notification method, if 

the configuration has completed successfully. If the configuration failed, the detailed 
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configuration faults are reported to the System Manager via the fault table in the SNMP 

interface. The System Manager can also poll the configuration process status via the SNMP 

interface. The System Manager can ask end-nodes to export the MDL file to a designated 

location.  

 

CASE STUDY I: IMPLEMENTATION OF L-3 NETDAS RECORDER USING AN MDL 

MODEL 

The NetDAS Recorder is a new solid state data storage unit offered by L-3/TE. The NetDAS 

Recorder is designed from the ground up to support iNET functions. Besides its primary function 

as a network data sink to store all data for later review, and a network source to fill in dropouts 

based on ground commands, the NetDAS Recorder has a built-in SNMP interface for 

control/status. The NetDAS Recorder is able to capture and decode selected TmNS messages, 

and conforms to the MDL-based system architecture.  

The NetDAS Recorder follows the typical workflow shown in Figure 3. A Data Selection 

Characteristics element under the NetworkNode in the MDL file is used to describe the criteria 

of selecting recorded messages. The Recorder takes the MDL file from the System Manager, sets 

up the message filter per the data selection rules in the configuration file, and gets ready to 

record and/or replay. 

The iNET committee created a virtual database called TMNS-MIB to manage the entities in a 

TmNS test network. The TMNS-MIB defines the standardized interface for the common entities 

in the tmnsCommon branch, as well as specific entities that may occur in the tmnsSpecific 

branch. The end-node manufacturer only needs to implement these interface functions. There is 

no need for the manufacturer to define and document the interface since the work is already done 

by the iNET standard working groups. 

Because of the common workflow and standard interface, the majority of the software developed 

for one end-node can be easily shared by other nodes. The shared and re-useable software not 

only increases the chance of interoperability but also saves the manufacturer development time 

and resources. This commonality is the foundation of a framework that will work for most of the 

end-nodes we are developing for the iNET program.  

iNET standards require a fair amount of new technologies. From a software development point 

of view, it is not cost effective if everything needs to be written from scratch. We built our 

application software based on several open source libraries. We are also investigating the 

possibility of adding Java support into the device. Java support would allow us to port the 

existing Java-based hardware compiler and configuration engine, as well as enable on-board web 

services in the future.  

iNET support requires a larger software footprint which is challenging for a resource constrained 

embedded system. The hardware has to be carefully designed to balance memory capacity and 

power consumption. Combined with software footprint reduction measures, our early testing has 

shown that we can satisfy the requirements without too much compromise.       
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During the course of developing application software for the Recorder, we found that the MDL 

parser is an important part in the MDL-based system architecture. A single MDL file flows 

throughout the system, from System Managers, to switches, to end-nodes, as shown in Figure 1 

and Figure 3. If a network consists of a System Manager, a switch, a DAU, a recorder, and a 

Multiple-function display (MFD), each of them reads the same MDL file, but takes different sets 

of elements from this file for the configuration. Another important issue is portability. Future 

devices may be built on different platforms and the existing software should be able to run on 

each platform with minimal porting effort. Finally, a well designed MDL parser should process 

the information consistently and provide reusable software that is easy to use.    

As mentioned above, a common library that efficiently parses the MDL file is necessary in this 

architecture. One single MDL file is shared through the entire system. When the system grows, 

the MDL file tends to get bigger. Furthermore, the configuration information is grouped by 

categories instead of nodes as we see in Figure 2. The relevant pieces related to a network node 

are spread across the file, which adds to the challenge of an XML parser. The selection of an 

XML parser involves tradeoffs between processing time and memory footprint. L3 selected the 

Tiny xPath due to its small footprint. In addition, we had to carefully write the query string in 

order to achieve reasonable parsing time. We are also looking at possible alternatives such as an 

XML data binding tool to improve the parsing performance and memory overhead. 

As an end-node, not all information in the MDL file is needed. This makes it possible to use the 

technique of extracting the exact information needed by this node to form a sub-MDL file to 

speed up the configuration process. This sub-MDL file can be persistent on the device. The 

device only needs to parse this smaller, simpler version of an MDL file at power up time, thus 

reducing boot-up time. Another advantage is to reduce the overhead when the MDL processing 

proxy is involved in a legacy device, which we will discuss more in the next section. This 

extraction can be done in the end-node itself or in the System Manager. If the System Manager 

performs the extraction, it is responsible for merging the sub-MDL files from different nodes 

into a single integrated MDL file. If the end-node pre-processes the MDL file, the extraction will 

be transparent to the system, and the end-node has the flexibility to decide how the extraction 

will be done. 

 

CASE STUDY II: IMPLEMENTATION OF LTC DATA SOURCE USING MDL MODEL 

L-3/TE has a long history of serving the telemetry market. Shaping the legacy design into the 

new network centric model is a key step to quickly enhancing our products’ capability. The 

existing devices have their own configuration file. The L-3 Vista™ Telemetry Equipment 

Configuration (Vista TEC™) application running on a host PC is used as an MDL processing 

proxy server to set up and control all the L-3 data acquisition systems.  At this stage, it is not 

feasible to move the Vista TEC application into the devices; therefore, we use iNET’s 

recommendation [1] to use Vista TEC as an MDL processing proxy. The proxy is essentially a 

PC with Vista TEC on it. It translates the configuration in MDL format into a format that can be 

understood by the legacy devices. This requires the proxy itself to consume the MDL file, parse 

it, and program the legacy device appropriately. iNET also recommends that the proxy provides 

an SNMP interface like the regular TmNS network node so it can be transparent to a TmNS 

network. We didn’t follow this recommendation. Instead, we implemented the SNMP interface 
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directly on the device. We believe this approach makes sense since the ultimate goal is to have 

everything occur onboard. By doing this, we eliminate the need to port the SNMP interface into 

devices at a later time. We successfully applied this design to a NetDAS DAU that acts as a 

Latency/Throughput Critical (LTC) Data Source.  

In our design, the proxy functions are encapsulated into the MDL configuration protocol. The 

proxy only interacts with the device(s) it manages. Figure 4 shows the interaction path between 

the device and the proxy. In the Configure state, the device parses the newly arrived MDL file, 

gets the proxy address, and then forwards the MDL file to the proxy. The proxy takes the MDL 

file, programs the device based on the configuration defined in the MDL file, and returns the 

MDL file back to the device with additional configuration information filled out in the file. This 

design makes the LTC Data Source unit appear as a fully capable TmNS end-node in the test 

network. 
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Figure 4. MDL Configuration Workflow with a MDL Processing Proxy 

During the implementation of the LTC Data Source, we observed that it incurs a considerable 

delay to complete the proxy translation and the programming cycle. On one hand, Vista TEC 

does take time to compile the test formats and to program the hardware. On the other hand, 

parsing of the MDL file in both the device and the proxy, plus transferring the entire MDL file 

back and forth between them contributes to the long delay as well. As discussed earlier, using a 

more efficient XML parser and extracting the node-specific sub-MDL file is a potential solution.  
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CONCLUSIONS 

iNET has been identified as a key technology to achieve high configurability and extensibility to 

support devices from different vendors. In this paper, we explore the possibility of employing the 

Metadata Description Language (MDL) as a foundation to assemble a modern telemetry system. 

Specifically, we describe the MDL based design for a new product, the L-3 NetDAS Recorder. 

We also discuss how a legacy DAU can be updated to support MDL based iNET functionality. 

In both cases, our efforts show that an MDL based design is indeed practical, and leads to shorter 

development cycles and easier integration of devices.  
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ABSTRACT

Highly dynamic airborne telemetry networks pose unique challenges for data transmission. Domain-
specific multi-hop routing protocols are necessary to cope with these challenges and AeroRP is one such
protocol. In this paper, we discuss the operation of various AeroRP modes and analyse their performance
using the ns-3 network simulator. We compare the performance of beacon, beaconless, and ground sta-
tion (GS) modes of AeroRP. The simulation results show the advantages of having a domain-specific
routing protocol and also highlight the importance of ground station updates in discovering routes.

I. INTRODUCTION AND MOTIVATION

The present day telemetry architecture uses legacy point-to-point links connecting multiple sources (test
articles) to a ground station. The increased usage of wireless devices to meet the emerging needs of Major
Range and Test Facility Bases (MRTFB) led to increased requirements for bandwidth and connectivity.
These legacy point-to-point links will not be able to cope with the limited spectrum. This need was recog-
nised by various groups including the Integrated Network Enhanced Telemetry (iNET) group [1], [2].
Multihop routing protocols are necessary for the airborne test articles (TAs) to operate as an integrated
system. TAs in these environments move at velocities of up to Mach 3.5 and move towards each other
with relative velocities of about Mach 7.0. These high velocities lead to frequent link breaks and incon-
sistent routing of packets among nodes.

The Aeronautical Routing Protocol (AeroRP) is one such domain specific routing protocol that was
designed for highly dynamic airborne networks [3]. AeroRP was first introduced in [4] and later mod-
elled and analysed using the ns-3 network simulator [5, 6]. The preliminary results showed that AeroRP
outperforms the traditional MANET routing protocols in terms of throughput and packet delivery ra-
tio (PDR) [5, 6]. AeroRP uses the node’s current or predicted geolocation1 information for discovering
routes. Neighbour discovery in AeroRP is multi-modal, in which various modes can be used to discover

1The words location and position can be used interchangeably and mean the same in the context of this paper.
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neighbours depending upon the mission needs including stealth requirements. One of those neighbour
discovery modes is GS (ground station) update mode. In this paper we present the design and implemen-
tation of GS update mode of AeroRP in ns-3 network simulator [7]. We compare the results of different
modes of AeroRP neighbor discovery modes and show that priori knowledge of the network topology in
this highly-dynamic environment significantly improves the performance of the routing.

The rest of the paper is organised as follows. In Section II we present an overview of MANET routing
protocols, AeroRP, and AeroNP. The AeroRP design with GS updates is explained in Section III followed
by implementation discussion of AeroRP in Section IV. Gateway functionality implementation in ns-3 is
presented in Section V. The performance of AeroRP is analysed in Section VI. Finally, we present the
conclusions and future work in Section VII.

II. BACKGROUND AND RELATED WORK

AeroRP is a geographic routing protocol designed for highly dynamic airborne telemetry networks [4].
Contrary to the other MANET routing protocols that discover end-to-end paths, AeroRP makes only per-
hop routing decisions. This is reasonable as the nodes in the telemetry network move at very high velocities
often leading to breakage of links after an end-to-end path has been determined. AeroRP can operate in
various modes based on the mission requirements [3].

• TA update mechanism: AeroRP can operate in beacon and beaconless modes. In beacon mode,
the test article advertises its location information by broadcasting periodic hello messages, whereas
in beaconless mode no messages are sent out.

• Location information: AeroNP may or may not include the geolocation information of TAs in
their headers. This can be due to mission requirements. For example in a given mission, TAs can be
programmed to be in stealth mode so that they are not making their location available to other TAs.
We will explain more about location information in Section II-B.

A. Operational Aspects of AeroRP

The operation of AeroRP can be divided into two phases. The first phase of operation is the neighbour
discovery phase. In this phase, a TA gathers as much information as it can about the network topology in
the following ways:

• Active snooping: Active snooping is a mechanism in which the nodes snoop packets that are being
exchanged among other nodes, extract the location information from them and build or update their
topology tables. To accomplish this, active-probing on the node’s network interface must be enabled.
Location information thus gathered is only valid for a time interval specified by neighborHoldTime.
On expiration of this time-interval, the stored location information of a node is purged unless a new
update with a higher expire time is received. This helps in keeping track of all active neighbours in
this highly dynamic environment.

• Hello beacons: Hello beacons are transmitted by the TA when it is not transmitting any data. This
ensures that its neighbouring TAs are aware of its presence. These messages are usually broadcasted
periodically over helloUpdateInterval with time-to-live (TTL) set to one hop.
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• Ground station updates: These are optional updates transmitted by the ground station during some
missions having a pre-determined flight plan. These updates are broadcasted periodically and are
exchanged among all the TAs in the network.

The AeroRP modes explained earlier affect the various neighbour discovery processes. In beaconless
mode the hello messages are not sent by any of the test articles. Therefore, neighbour discovery relies
on overhearing the packets in the medium. Depending on the mission needs, AeroRP messages can have
location information of TAs. If the AeroRP routing messages include location information, then the TAs
can determine network topology information. Otherwise, without the location information, TAs can only
be aware of their neighbours. In GS update mode of neighbour discovery, the ground station broadcasts
GSLink or GSTopology packets. GSLink packets carry only the active or predicted links among all the
nodes and GSTopology packets carry the geolocation information of the nodes.

The second phase of AeroRP operation is data forwarding. In this phase, the sender node determines
the next hop to forward a packet by using the topology table built in the neighbour-discovery phase. The
Time-to-intercept (TTI) metric is used in determining this next hop neighbour [5, 6, 8]. TTI is calculated
for every node from the topology table as:

TTI =
∆d−R
sd

where ∆d is the euclidean distance between the current location and a predicted location of a node based on
the recorded location coordinates and velocity components from the table, R is the common transmission
range of all the nodes, and sd is the recorded speed component. The assumption made here is that the
nodes move at a constant speed during the interval for which we calculate the TTI value. TTI gives the
estimate of time taken by the neighbours to reach within the transmission range of the destination. The
neighbour with the lowest TTI value is chosen as the next hop neighbour and packets are forwarded to this
neighbour.

B. AeroNP

AeroNP is an IP-compatible network protocol specifically designed for highly-dynamic telemetry net-
works. Telemetry systems and other devices on TAs are IP -based. In addition to replicating the services
provided by IP, AeroNP provides QoS (Quality of Service), flow control, and error detection to the AeroTP
transport layer [9]. QoS is provided by tagging packets based on priorities; AeroNP provides four levels
of priorities. The AeroRP control packets are always given the highest priority. Mission specific com-
mand and control data will be given higher priority compared to telemetry data. The packets tagged with
a particular priority are queued in specific buffer classes. The flow-control mechanism is accomplished by
implementing a cross-layering mechanism with the iNET TDMA MAC layer. The congestion indicator
(CI) field in AeroNP specifies the congestion level at a node. If a node identifies that the MAC buffer is
full, it increases its congestion indicator value in the AeroNP header. Neighbouring nodes do not forward
packets to a node with high CI value, unless it is the destination. The wireless medium is error-prone
leading to packet corruption, and detecting these errors at the destination and waiting for the source to re-
send the packet increases the end-to-end delay. The AeroNP corruption indicator and HEC-CRC (header
error check – cyclic redundancy code) fields provide the error detection. As mentioned in Section II-A,
depending on the mission requirements geolocation information can be included in the AeroNP header.
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We designate the AeroNP header with the geolocation information as the extended header, whereas the
AeroNP header without the geolocation information as is referred to as the basic header. The AeroNP
basic and extended headers are shown in Figure 1 and 2, respectively.

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Ver |CI | C | Type |Parity |IP Protocol ID | IP ECN/DSCP |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Source TA Address | Destination TA Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Next Hop TA Address | Flags | Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Timestamp |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Source Dev ID | Dest Dev ID | NP HEC CRC-16 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
\ \
/ AeroTP Payload /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 1: AeroNP basic header

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Vers |CI | C | Type | Prty |IP Protocol ID | IP ECN/DSCP |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Source TA Address | Destination TA Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Next Hop TA Address | Previous Hop TA Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| GS Timestamp |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Fragment Bits | Flags |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Length | Reserved |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Transmitter X Coordinate | Transmitter X Speed |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Transmitter Y Coordinate | Transmitter Y Speed |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Transmitter Z Coordinate | Transmitter Z Speed |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Transmitter Timestamp |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Destination X Coordinate | Destination X Speed |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Destination Y Coordinate | Destination Y Speed |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Destination Z Coordinate | Destination Z Speed |
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Destination Timestamp |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Source Dev ID | Dest Dev ID | NP HEC CRC-16 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
\ \
/ AeroTP Payload /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 2: AeroNP extended header

III. DESIGN OF AeroRP WITH GROUND STATION UPDATES

Introducing ground station updates to the AeroRP routing protocol adds an additional mechanism for
neighbour discovery in AeroRP. The ground station tracks movements of all the TAs and broadcasts either
their TopologyInformation or LinkInformation to other TAs in the network.

C. GS Update Mechanism

A ground station broadcasts updates for all the TAs periodically over a time-interval called the period-
icUpdateInterval. Depending on velocities of the TAs and the frequency at which they change direction,
the periodicUpdateInterval is set. The frequency at which the GS sends these updates will affect the
protocol’s performance significantly. If the periodicUpdateInterval is low, the GS broadcasts updates
frequently resulting in increased control overhead. On the contrary, if the periodicUpdateInterval is
high, the GS will broadcast updates rarely resulting in the TAs not having up-to-date information about
the other TAs. Velocities of all the TAs are unlikely to be uniform and some of the TAs may change
their direction more frequently than others. Therefore, sending updates of all the TAs for every period-
icUpdateInterval alone is not sufficient. There is a need for a mechanism in which the ground station
can broadcast updates in-between the periodicUpdateIntervals as well, called the trigger update mech-
anism. Whenever the GS identifies a change in direction of any TA, it will immediately broadcast the
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changed location and velocity information of the TA. Highly dynamic changes result in the GS sending
trigger updates more frequently which leads to more control overhead and increased packet collisions in
the network. To avoid this, trigger updates over a triggerUpdateInterval are aggregated into a single
update and sent together. On the other hand, the GS verifies if a trigger update can be cancelled and the
change be sent in the next periodic update. If the time duration to the next periodic update is less than the
triggerUpdateInterval, then the trigger update is not sent.

To make sure the GS advertisements do not violate the maximum transmission unit (MTU) of 1500 B
set by the MAC layer, they are fragmented to multiple packets. Each packet is uniquely identified by the
time at which this packet was originated and by a 16-bit fragment number.

D. Types of GS Updates

The ground station sends two types of advertisements: GSTopology and GSLink. The GSTopology
and GSLink advertisements are explained in the following sub sections.

D..1 Topology Advertisements

Topology information of all the nodes is advertised by ground station using GSTopology advertisements.
This advertisement carries a TypeHeader over multiple GSTopologyHeaders containing the geolocation
coordinates and the velocity components in x, y, and z directions. A ground station also maintains a
topology table just like other TAs. The difference is that the TAs fill their table on receiving AeroRP
updates, whereas the GS topology table is assumed to have updated information of the entire network at all
times. The ground station uses this information to send out topology updates. It sets the EnableBroadcast
flag to true so that this message can be rebroadcasted among all the TAs. Depending on the update
mechanism used, the GS sends out updates for all the TAs or only for the TAs with changed information
since the last update. The GS creates multiple topology headers, one for each node and adds them to
a packet. It then creates a single TypeHeader, populates the necessary fields and adds it on top of the
topology headers. This packet is then broadcasted in the network. Every TA receiving the packet will
process the TypeHeader, identify the type of headers present in the packet and based on the header length
it will process each header separately. Figures 3 and 4 shows the header formats for TypeHeader and
GSTopologyHeader, respectively.

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Type | Flags | Header Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
\ \
/ AeroRP Message /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 3: AeroRP TypeHeader

Topology updates have an option for adding start time and end time as well. These fields are used
when a TA is flying in a pre-determined path. When the start time is populated, it is interpreted as the
TA is located at the location coordinates specified by the topology header. The end time field is the
time from which the TAs should stop using this location information. This field can also be set to next
periodicUpdateInterval or the predicted time after which the TA might go out of the network.
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Source TA Address | Reserved |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Transmitter X Coordinate | Transmitter X Speed |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Transmitter Y Coordinate | Transmitter Y Speed |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Transmitter Z Coordinate | Transmitter Z Speed |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Start Time | Expire Time |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 4: AeroRP GSTopologyHeader

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Node1 Address | Node2 Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Start Time | End Time |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| LinkCost |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 5: AeroRP GSLinkHeader

D..2 Link Advertisements

GSLink advertisements carry multiple GSLinkHeaders for all the links formed among nodes in the net-
work. Figure 5 shows the header format for GSLinkHeader. Each GSLinkHeader will carry two 16-bit
node-id addresses of the TAs forming the link, the start and the expire times for that link, and the link
cost. The start and expire times are calculated based on node’s geolocation and velocity information. A
link is said to be established between two nodes if the euclidean distance between the two is less than their
transmission range. The assumption here is that all nodes have the same transmission range. Based on the
nodes geolocation coordinates the euclidean distance is calculated. The link expire time is predicted based
on the geolocation and velocity components. The expire time is increased until the euclidean distance be-
tween the new predicted locations of the two nodes is greater than their transmission ranges. Thus the GS
calculates this information for all the nodes in the network. If there are n nodes in a network, considering
the best case scenario in which every node is connected to every other node, the total number of links are
n× (n− 1)/2.

IV. PROCESSING OF AeroRP UPDATES

AeroRP uses a protocol id of 251 and works in conjunction with the AeroNP network protocol. The
AeroNP protocol on receiving any packet from the MAC layer will identify an AeroRP packet by look-
ing at the protocol id field in the AeroNPHeader, and if appropriate will deliver it to the AeroRP routing
protocol along with the extracted AeroNPHeader. A GS node does not require any AeroRP control infor-
mation as it always keeps track of all the nodes in the network. Each TA examines the sourceTimestamp
field present in the AeroNPHeader. It compares it with the stored, last-received timestamp value for that
neighbouring node in its topology table. If the received timestamp is newer, the protocol will update the
node’s topology table with the geolocation information present in the AeroNPHeader. It also updates
the congestion and corruption indicators for the node from which this packet was received. AeroRP then
compares its own GSTimestamp value with that of the neighbouring node’s GSTimestamp value. If it
identifies that the neighbour node does not have a newer update from the GS, it unicasts those updates to
the neighbour node. This mechanism will make sure that every node will be as consistent as possible.

As mentioned in Section III, AeroRP uses three types of control messages to broadcast its updates.
They are hello messages, GSLink advertisements, and GSTopology advertisements. A hello message
does not have any information to be used by the AeorRP routing protocol. It is only used to inform
a node’s neighbours of its presence. Upon receiving a GSTopology advertisement, AeroRP unpacks
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Figure 6: Flowchart for processing a GS advertisement

all the GSTopologyHeaders one by one and updates the topology table entry for that node. GSLink
advertisements will also be processed the same way as a GSTopology advertisement by extracting the
GSLinkHeaders. However, after all the GSLinkHeaders are updated in the topology table, the protocol
will determine if the Dijkstra shortest-path algorithm should be run based on the changed link costs. If
there is a change in the links, AeroRP runs the Dijkstra algorithm, otherwise the algorithm is scheduled to
run at the time determined by the creation of a new link based on the predicted geocoordinates and velocity
components. A timer schedules the Dijkstra algorithm by keeping track of the new link formations or
breakages based on the information from the topology table. Figure 6 is the flowchart showing the GS
update process.

V. DESIGN AND ns-3 IMPLEMENTATION OF AeroGW

Telemetry data is expected to originate from a system supporting TCP/UDP/IP. This data should be
moved over the domain-specific ANTP protocol suite and handed over to the destination which is again
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expected to be TCP/UDP/IP-based. All the current telemetry applications and devices are IP-based which
arises compatibility issues of the new protocol suite. To overcome this, we have introduced an interface
called the Aero Gateway (AeroGW) [10] that resides on every node in the telemetry network including the
GS. Telemetry data originating from, or destined to these applications will be processed by the AeroGW
to convert to the ANTP protocol suite. The AeroGW will translate the IP header to the AeroNP header
and the TCP or UDP header to the AeroTP header. The original TCP/UDP/IP headers will be removed
from the packet and replaced with the newly generated AeroTP/AeroNP headers.

The AeroGW simulation in ns-3 was implemented with only the functionality of translating IP ad-
dresses used by the GS and the TAs to 16-bit device ids used in the ANTP protocol suite. As the ANTP
protocol suite is being simulated in ns-3 that creates all sockets by binding them to IP addresses, it is nec-
essary for the protocols being simulated in ns-3 to use IP addresses. To correctly evaluate the performance
of the Aero protocols, the 32-bit IP addresses are mapped to a 16-bit device ids in these AeroGWs.

VI. SIMULATION RESULTS

We performed the simulations over an area of 150 × 150 km2. All the simulations were averaged
over 10 runs with each simulation running for 1000 s and plotted with 95% confidence interval bars.
Simulations were performed with varying node densities ranging from 5 to 60 nodes. The communication
model is peer-to-peer with as many flows as the number of nodes in the network. All the TAs are configured
to send 1 packet/s. Using this lower packet rate, we can correctly evaluate the performance of the protocol
by removing any possibility of congestion at MAC layer. We used the ns-3.10 to perform these simulations.
The On-Off application in ns-3 is used to generate CBR (constant-bit rate) traffic. The 802.11b MAC is
used over the Friis propagation loss model to limit the transmission ranges of nodes. The transmit power
was set to 50 dBm to achieve a 27800 m (15 nautical mi) transmission range. The mobility model used
is 3D Gauss-Markov [11] with node velocities ranging from 50 – 1200 m/s. Setting α between zero and
one allows us to tune the model with degrees of memory and variation. We set the α to 0.85 to have
some predictability in the mobility of the nodes, while avoiding abrupt TA direction changes. Ferrying of
packets is enabled by default in AeroRP using a drop-tail queue implementation. The maximum buffer
size is set to 400 and the maximum buffering time is set to 30 s. Any packet that reaches its buffer expiry
time will be purged. Active snooping on all interfaces is enabled by default.

E. Performance Metrics

The performance metrics for the evaluation of AeroRP are packet delivery ratio (PDR), routing over-
head, and delay.

• PDR: The number of packets received divided by the number of packets sent by the application

• Routing overhead: The fraction of bytes used by the protocol for AeroRP control messages

• Delay: The time taken by the packet to reach the destination node’s MAC protocol from the source
node’s MAC protocol
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F. Simulation Analysis

We compare the AeroRP performance when the AeroNP header includes geolocation information
of the nodes (topology information) or no location information is present in the AeroNP header (link
information). Figure 7 shows the performance of different modes of AeroRP in terms of PDR as the
node density increases from 5 to 60 nodes, moving at a velocity of 1200 m/s. The GS update mode with
LinkInformation performed better until the node density reached 35 nodes and later it started to degrade
as the node density further increased. The increase in node density led to more link breakages. This
may have resulted in breakages in the end-to-end paths determined by the node. Though the GS tries to
update the changes in link information by sending out trigger updates, there is a chance that some nodes
might not receive all the updates leading to inconsistent routing of packets. As the node-density increased,
the AeroRP update mode without GS updates and using geolocation information in the TA update mode
began to perform comparatively better as the nodes in this mode exchanged geolocation information in the
AeroNP headers.
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Figure 7: Effect of node density on PDR
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Figure 8: Effect of node velocity on PDR

Figure 8 shows the variation of PDR as the velocity increases from 50 m/s to 1200 m/s for 35 nodes.
At 35 nodes the average network connectivity is 75%. The average network connectivity is determined by
using the geolocation information of nodes and their transmission ranges. Average network connectivity
of 75% is chosen to ensure we can analyse the PDR performance in a not fully connected network. We
see that AeroRP in presence of GS and using LinkInformation performed better. This is because with
the 3D Gauss-Markov mobility model TAs move without any abrupt change in their direction. Thus the
links predicted by the GS remains same most of the time. However, as the velocities increase there are
many link breakages leading to the GS sending an increased number of updates. As the TAs run the
Dijkstra shortest-path algorithm they need to have consistent information from the GS, otherwise this may
lead to inconsistent routing of packets. The other modes of AeroRP using TopologyInformation, with
and without the presence of GS updates, perform better as the velocities increase. This is because at high
velocities the nodes have more chance of identifying a path to the destination as they come across different
neighbours which increases their chance to identify a route to the destination. Furthermore, they are aware
of the entire topology of the network as they exchange geolocation information in the AeroNP headers.
AeroRP mode using LinkInformation in the absence of GS updates does not perform very well as it knows
only its next hop neighbours.
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Figure 9: Effect of node density on end-to-end delay
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Figure 10: Effect of node density on control overhead

Figure 9 shows the end-to-end packet delay with varying node densities. We see that the end-to-end
packet delay is greater while using TopologyInformation with and without the presence of GS updates.
This is because the calculation of of TTI is based on the node’s current and predicted geolocation coordi-
nates. By using TopologyInformation from GS updates, we can predict the node’s trajectory information
for a longer duration as the expire time provided by the GS is usually greater compared to the neigh-
bourholdTime. This results in having higher TTI values while using TopologyInformation from the GS
updates. TTI values specify how long a packet should be buffered before identifying a route to the destina-
tion. The other two modes using LinkInformation have very low delay as they do not use the TTI metric
to perform routing decisions.

The variation of AeroRP control overhead with node-density in its various modes of operation is anal-
ysed in Figure 10. The control overhead in the absence of GS updates and using LinkInformation is
significantly less as there are no AeroRP messages sent out except for the initial bootstrap beacons. Con-
trol overhead however, increases exponentially with the increase of node density for AeroRP mode with
GS updates enabled and sending out LinkInformation. This is because as the node density increases, so
do the number of links between those nodes leading more updates from the GS whenever a new link is
formed or an existing link is broken.

VII. CONCLUSIONS AND FUTURE WORK

In this paper we presented the various modes of AeroRP concentrating on the ground station update
mode using both TopologyInformation and LinkInformation. We presented a detailed analysis of these
different modes by modelling them in ns-3 and analysing their performance under various operations
scenarios. We showed that location information in the AeroNP header increases packet delivery ratio as
the network density increases. Our results also indicate that using ground station update mode increases
the overhead.

As part of the future work, we plan to analyse AeroRP performance using TDMA MAC model and
compare its performance benefits over 802.11 MAC. We are also planning to analyse AeroRP performance
with the AeroTP protocol [9, 12]. We are also starting to implement these protocols on prototypes [13].
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[10] E. K. Çetinkaya and J. P. G. Sterbenz, “Aeronautical Gateways: Supporting TCP/IP-based Devices and Appli-
cations over Modern Telemetry Networks,” in International Telemetering Conference, (Las Vegas, NV), Oct.
2009.

[11] D. Broyles, A. Jabbar, and J. P. G. Sterbenz, “Design and Analysis of a 3–D Gauss-Markov Mobility Model for
Highly-Dynamic Airborne Networks,” in International Telemetering Conference, (San Diego, CA), Oct. 2010.

[12] K. S. Pathapati, T. A. N. Nguyen, J. P. Rohrer, and J. P. G. Sterbenz, “Performance Analysis of the AeroTP
Transport Protocol for Highly-Dynamic Airborne Telemetry Networks,” in International Telemetering Confer-
ence, (Las Vegas, NV), Oct. 2011. to appear.
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ABSTRACT
Due to the challenging network conditions posed by a highly-dynamic airborne telemetry environ-

ment, it is essential for the transport protocol to provide automated mechanisms that dynamically adapt
to changing end-to-end performance on any path. The AeroTP multi-mode transport protocol provides
service tailored to the requirements of the telemetry mission control and data packets, achieving better
performance compared to the traditional TCP and UDP. We use ns-3 to simulate the AeroTP protocol’s
reliable and quasi-reliable modes and demonstrate the performance tradeoffs between the modes, as well
as comparing their performance with TCP and UDP.

I. INTRODUCTION AND MOTIVATION
The highly dynamic airborne telemetry environment poses many unique challenging network condi-

tions. One of the challenges is the constrained bandwidth caused by limited RF spectrum and the large
quantity of data being sent over the network. The second challenge is the limited transmission range due
to power and weight constraints of test articles (TAs). In addition, the high velocity of TAs poses the third
challenge, the problem of mobility that results in highly dynamic topology changes. The fourth challenge
is intermittent connectivity that arises due to the second and the third challenges. Unfortunately, the current
TCP/IP-based Internet architecture is not appropriate for this environment [1] and there are several issues
to be solved at the network and transport layers [2]. Given these constraints, in order to make the network
resilient, we need to have cross-layer enabled protocols at the transport, network, and MAC layers that are
uniquely designed to address the challenges posed by the aeronautical telemetry network. These protocols
also have to be TCP/IP compatible with those devices located on the airborne nodes and with the control
applications. With that in mind, in the context of the Integrated Network Enhanced Telemetry (iNET)
program for Major Range and Test Facility Bases (MRTFB) across United States [3], we developed the
Airborne Network Telemetry Protocol (ANTP) suite [4, 5]. The suite includes AeroTP – a TCP-friendly
transport protocol that supports multiple reliability modes, AeroNP – an IP-compatible network protocol,
and AeroRP – a routing protocol that takes advantage of location information to mitigate the short contact
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durations between high-velocity nodes. The different modes of AeroTP include reliable, nearly-reliable,
quasi-reliable, unreliable connection, and unreliable datagram modes [6].

The AeroTP transport protocol in our ANTP suite was introduced in [6] and further developed in [5].
This paper extends the simulation and evaluation of its different modes and demonstrates the performance
tradeoffs of each mode as well as comparing their performance with TCP and UDP. The rest of this paper
is organized as follows: Section II presents some background and related work. Section III gives a detailed
description of AeroTP simulation model. This is followed by our simulation results and an analysis on
the performance of different modes in comparison to each other as well as to TCP in Section IV. Finally,
Section V concludes the paper with directions for future work.

II. BACKGROUND AND RELATED WORK
Ideally, reliable data transfer transmits data end-to-end with low delay and with no errors or losses.

But, transmission in a network is often prone to delay, limited bandwidth, and multiple errors along the
path towards the destination. Bit errors are the most common in wireless channels because of the chan-
nel’s vulnerability to noise and interference. Packet losses are caused because of congestion, switching
between multiple paths within the network, and packet-drops resulting from the occurrence of bit errors
in the packet. To avoid the errors caused by congestion, congestion control and avoidance algorithms are
used. When implicit congestion notification is used they reduce the window size each time congestion is
detected. Packet drops at the receiver may be caused because of corrupted packets. Error recovery schemes
are often a solution to correct the errors in the received data packet. The Automatic Repeat Request (ARQ)
mechanism uses ACKs and retransmissions to ensure all the lost packets are successfully delivered to the
destination. The Forward Error Correction (FEC) is an alternative error-control mechanism that sends
redundant information in each packet, allowing it to correct bit errors at the receiver without requesting a
retransmission from the source.

A. Drawbacks of Traditional Protocols

Although TCP and UDP are the most commonly used transport protocols they fail to perform ef-
ficiently in a challenged wireless environment. In wireless networks packet losses are inevitable; link
outages, lossy channel characteristics, unstable connectivity, delay, and congestion are a few examples of
challenges that cause packet loss. A wireless channel is often subjected to interference and channel fading,
resulting in packet loss and packet corruption. TCP assumes every packet loss is caused by congestion
in the network and invokes its congestion control algorithm. This decreases the congestion window by
a fraction (usually half), thus causing inefficient use of bandwidth. Schemes such as split-TCP connec-
tions and local retransmissions were developed to circumvent the problem caused by TCP’s assumption of
congestion being the only cause for packet loss [7].

TCP uses ACKs to provide reliable data transmission and retransmissions. The source retransmits a
TCP segment to the destination when a timeout occurs while waiting for an ACK. A connection setup is
performed through a three-way handshake between the source and the destination pair of nodes. This takes
one round-trip time (RTT) before data may be sent, which causes significant performance degradation in
a telemetry network because of short contact duration between nodes. By using a slow start algorithm,
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TCP takes many RTTs to ramp up the sending rate before it can fully utilize the available bandwidth. This
results in a significant amount of wasted capacity in an environment that often has episodic connectivity.

Because of dynamic topologies, link outages are common. The congestion control algorithm is in-
voked during short link outages, causing an increase in the number of retransmissions. The connection
is terminated in case of longer link outages. This causes difficulty in restoring links and finding alternate
paths to the destination [4]. TCP also does not provide any QoS differentiation for prioritizing the type of
data being transmitted.

SCPS-TP (Space Communications Protocol Standards – Transport Protocol) [8] is an extension to
TCP, used particularly for satellite communications, developed to address problems posed by asymmetric
links. SCPS-TP addresses some similar problems to those of telemetry networks although it is not fully
suitable for highly dynamic networks. This is in part because it relies on channel condition information
which is either pre-configured or discovered over time from the network [9].

Although UDP is a simpler protocol than TCP, it does not offer any guarantee for data delivery, so
it is unreliable. Unlike TCP, UDP does not have a connection set-up mechanism and does not provide
congestion or flow control or data retransmissions. UDP also does not provide differentiated levels of
precedence or QoS for the classes of information required in the telemetry environment.

B. AeroTP Overview

AeroTP is a connection-oriented TCP-friendly protocol that performs efficient end-to-end data transfer
between the edges of the telemetry network, while providing QoS for various classes of data used and
smooth interoperability with TCP and UDP at the gateways. It performs transport layer functions such
as connection-setup and management, transmission control, and error control. The protocol operates with
five different transfer modes providing services that are connection-oriented and connectionless, and range
from completely reliable, to partly reliable, and unreliable:

• Reliable connection mode uses end-to-end acknowledgement semantics from source to destination
to guarantee correct data delivery.

• Near-reliable connection mode is highly reliable, but does not guarantee correct delivery. The
gateway uses split ARQ (custody transfer) and immediately returns TCP ACKs to the source.

• Quasi-reliable connection mode completely eliminates ACKs and ARQ. It uses open-loop error
recovery mechanisms such as FEC and erasure coding to achieve statistical reliability.

• Unreliable connection mode uses no error correction mechanism at the transport layer. It relies
exclusively on the FEC of the link layer to preserve data correctness.

• Unreliable datagram mode is a stateless mode which provides no assurance of reliable delivery.
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III. AEROTP SIMULATION MODEL
In this section we describe the ns-3 simulation model of AeroTP. The purpose of this model is to allow

us to compare its performance with other transport protocols, as well as refine its performance.

C. AeroTP Segment Structure

An AeroTP segment (shown in Figure 1) is structured for a bandwidth-constrained network so it does
not encapsulate the entire TCP/UDP and IP headers, but is capable of converting to the TCP/UDP format
at the gateways. To satisfy the end-to-end semantics it keeps certain fields in common with the TCP/UDP
headers such as the source-destination port numbers, TCP flags, and the timestamp. The sequence number
uniquely identifies AeroTP segments for reordering them at the receiving edge and for error-control pur-
poses. The HEC (header error check) field performs a strong CRC on the header to detect bit errors caused
by wireless channel, thus making sure the packet is correctly transmitted to the destination. In case the
payload gets corrupted, AeroTP performs FEC on the payload. The payload CRC is used in the absence
of a link-layer frame CRC and enables the measurement of bit-error-rate for error correction depending
on the transfer mode used.

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Source Port Number | Destination Port Number |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Sequence Number |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Timestamp |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|resv | Mode |ECN| Flags | Payload Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
/ Optional fields for FEC, Erasure Coding, ... / TP HEC CRC-16 /
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
\ \
/ Payload /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
/ Payload FEC Parity Trailer (Optional) /
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Payload CRC-32 (Optional) |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 1: AeroTP data segment structure

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Source Port Number | Destination Port Number |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Sequence (ACK) Number 0 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Timestamp |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|resv | Mode |ECN| Flags | Payload Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
/ Optional fields for FEC, Erasure Coding, ... / TP HEC CRC-16 /
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ACK Number 1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ACK Number ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ACK Number N |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
/ Payload FEC Parity Trailer (Optional) /
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Payload CRC-32 (Optional) |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 2: AeroTP MACK segment structure

D. AeroTP Operation

As a connection-oriented protocol, it is essential to define and maintain consistent states at the sender
and the receiver to establish a connection for data transfer. The states either remain the same or evolve
to another depending on the events and actions that happen within the protocol during a communication
session. Figure 3 shows the AeroTP reliable mode packet flow-diagram, in which S is the source, D is the
desitnation, and TmNS represents the telemetry network and figure 4 shows the state transition diagram.

Similar to TCP, the AeroTP source-destination pair uses control messages (ASYN, ASYNACK, AFIN,
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5.3 Unreliable Connection-Oriented Mode 
Unreliable connection-oriented mode may optionally use the payload CRC to check for
errors, but provides no other assurance of reliable delivery. 

 

 

5.4 Unreliable 

correctness. 

 
Figure 7.  AeroTP unreliable mode 

 the iNET environment, AeroTP will be expected to optimize performance in the 
TmNS environment, while facilitating translation to a standard TCP/IP or UDP/IP stack 
via gateways.  This section shows a number of examples of how this would work for 
different categories of traffic. 
 

 
Figure 6.  AeroTP unreliable connection-oriented mode 
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Figure 3: AeroTP connection management
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ASYN_SENT LISTEN 
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LISTEN_TO	  

APP_LISTEN	  

ASYNACK_Rx	  
	  MACK_Rx	  

ASYN_Rx	  

Figure 4: AeroTP state transition diagram

and AFINACK) for opening and closing a connection. The difference is an opportunistic connection
establishment, in which data and control overlap, is chosen over the TCP’s three-way handshake, thus
saving a round-trip-time that is otherwise wasted. Initially the sender and the receiver are in the CLOSED
state. A connection is initiated by the sender through an APP CONNECT message from the application.
The sender then sets the ASYN bit in the AeroTP header and transmits it with or without data depending
on the data being available in the send buffer and moves to the AFIN SENT state. The receiver receives an
APP LISTEN request from the application and moves to the LISTEN state, and upon receiving the ASYN
message it moves to the ESTABLISHED state, and acknowledges the ASYN by setting the ASYN bit and
the MACK bit simultaneously. The sender moves to the ESTABLISHED state as long as the ASYNACK
or a simple MACK is received, so that the connection does not have to terminated in case the ASYNACK
gets lost. While in the ESTABLISHED state, the sender and the receiver exchange AeroTPDU and ACKs.
After the sender is finished with sending all the data, an AFIN message (with AFIN bit set in the header)
is sent to the receiver and the sender moves to the AFIN SENT state. Upon receiving the AFIN message
the receiver moves to the AFIN RCVD state and transmits an AFINACK. To make sure that the receiver
has acknowledged all the data including retransmissions, the receiver begins a timer in AFIN RCVD state
which goes to a LISTEN state after a time long enough so that all the retransmissions have likely been
received from the sender. The sender also maintains a close timer, which expires after a certain time
interval that is long enough to likely receive acknowledgements for all data packets. This way the sender
is guarantees delivery of all the data packets with high probability.

In the reliable mode, error-control is achieved by implementing a selective-repeat ARQ mechanism.
To reduce the overhead incurred, AeroTP aggregates multiple ACKs at the receiver into a single packet
before transmitting them to the sender, as TCP does using the SACK option [10]. The number of ACKs
to be aggregated is a tunable parameter, and the optimal value depends on the probability of error or loss
in the channel, as well as the rate at which packets are sent. AeroTP also uses a timer to guarantee that
ACKs will not be delayed long enough to trigger unnecessary retransmissions.
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Table 1: State Transition Definitions
State Description
CLOSED State in which no connection exists and no data is transferred
LISTEN State in which a receiver is ready to listen to any incoming data
ASYN SENT ASYN message sent by the host initiating connection
ESTABLISHED A steady state in which data transfer takes places
AFIN SENT AFIN message sent to indicate no new data being sent
AFIN RECEIVED AFIN message received and AFINACK is sent as an acknowledgement
APP CONN Request issued by the application to initiate connection by sending ASYN
APP LISTEN Request issued to the receiving host to move to the LISTEN state
APP CLOSE Request to intiate closing a connection by sending AFIN
ASYN RX ASYN received, indicating a connection has been requested
ASYNACK RX ASYNACK received, indicating connection request has been granted
MACK RX Single or multiple packet ACK received
AFIN RX AFIN received, indicating end of any new data, initiating connection close
CLOSE TO A timeout allowing outstanding retransmissions before going to CLOSED state
LISTEN TO A timeout to go to LISTEN state so that the receiver can receive all data packets

IV. SIMULATION RESULTS
We have implemented the fully-reliable (ARQ) and quasi-reliable (FEC) described above as ns-3 sim-

ulation models from section III . This section presents the simulation results from running these models.
We compare the performance of AeroTP in the reliable connection and quasi-reliable modes with TCP and
UDP protocols using the ns-3 open-source simulator [11]. The selective-repeat ARQ algorithm is used to
provide reliable edge-to-edge connection between nodes for the reliable mode, and FEC (as discussed
above) is used for the quasi-reliable mode of the AeroTP protocol. The network in this simulation setup
consists of two nodes communicating via a link that is prone to losses. One node is configured as a traffic
generator, and the other as a traffic sink. The traffic generator sends data at a constant data rate of 4.416
Mb/s (3000 packets/s with an MTU of 1500 B). The path consists of a 10 Gb/s link representing the LAN
on the TA, a 5 Mb/s link with a latency of 10 s representing the mobile airborne network, and a second 10
Gb/s link representing the LAN at the ground station. Bit errors are introduced in the middle link with a
fixed probability for each run, and the performance for each probability of bit-errors is shown in the plots
described in the next section. A total of 1 MB of data is transmitted during one single simulation between
the two nodes. The link is made unreliable by introducing losses using an error model varying bit-error
probabilities ranging from 0 to 0.0001 for each of the protocols. Each simulation case is run 20 times and
the results averaged to obtain the data needed for comparison.

E. Fully-reliable mode performance

In fully-reliable mode, AeroTP uses ARQ as its reliability mechanism. This trades off additional
latency (in the case of lost or corrupted packets) and overhead of the reverse channel, for reliability.
The advantage to this mechanism is that given enough time, every lost packet can be retransmitted. In
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our model we are able to adjust the amount of bandwidth required by adjusting the number of ACKs
aggregated into a single packet before it is transmitted. We found this to have a negligible effect on
performance, and so have omitted the set of plots showing adjustments to this parameter to save space.
The overall performance of the fully-reliable mode can be seen in our last set of plots.

F. Quasi-Reliable Mode Characterization

In quasi-reliable mode, AeroTP uses FEC as its reliability mechanism. This trades overhead on each
packet for reliability. The advantage to this mechanism is low delay, because no retransmissions are
required to correct errors. Our first set of plots compares varying FEC strengths, from zero FEC 32 bit
words per packet, to 256 FEC words. In all cases 1500-byte packets are used, thus as the number of
FEC words in each packet is increased, the number of bytes of data in each packet decreases, meaning
that more packets are required to transfer the same amount of data. Figure 5 shows that the throughput
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decreases due to uncorrectable packets as the error-rate increases, however this effect can be mitigated by
increasing the FEC strength. For very high FEC strengths (128 and 256), there was virtually no decrease
in performance across the range of error-rates tested, however the performance is decreased at low error-
rates due to the high level of overhead. Due to the fact that retransmissions are not involved, the latency
of data transmission is not affected by packet errors as shown in Figure 6. However, as very high levels
of FEC result in link saturation this translates into added latency due to queuing delay. Similar to the
throughput plot, Figure 7 shows the total amount of data transmitted. Depending on the FEC strength, this
quantity decreases as the error-rate increases, except for very high FEC strengths (128 and 256) all errors
are able to be corrected, at the rates tested. Lastly in this set of plots, we show the overhead imposed on
the network by using the FEC mechanism at various strengths (Figure 8). This quantity is significant (note
the log y-axis scale), however it is not affected by the error rate.

The next set of plots continue to characterize the quasi-reliable mode. Figure 9 shows that for error
rates greater that zero, higher FEC strengths result in higher throughput up to a point. For the 128-word
and 256-word FEC strengths, the amount of FEC bytes being sent begins to saturate the link, resulting
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in reduced throughput of data. Figure 10 shows that for all error rates, higher FEC strengths increase
delay slightly as the link becomes saturated. Figure 11 shows that an FEC strength of 96 words/packet
or greater is able to correct all errors at the error rates tested. Figure 12 shows the increase in overhead
resulting from increased FEC strength. The increase is linear with respect to the amount of data being
sent, but since we have chose to quantify FEC strength with respect to the number of packets transmitted
it appears exponential, due to the fact that an increase in FEC strength results in an increase in the number
of packets sent to transmit a give amount of data using maximum-size packets. Future models may change
this quantification in favor of one relative to the amount of data being transmitted.

G. Performance Comparison over Lossy Links

Figure 13 shows that AeroTP reliable-mode is able to achieve significantly better performance than
TCP, which backs off substantially as the BER (bit-error rate) increases. TCP also becomes highly un-
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predictable in its performance, as shown by the error bars. At the same time TCP’s end-to-end delay
increases by 3 orders-of-magnitude doubles with a BER of 1× 10−4, while AeroTP increases less than 1
order-of-magnitude as shown in Figure 14. Over the course of the simulation, both TCP and AeroTP are
able to deliver the full 1 MB of data transmitted for low error rates <0.000035, but above that TCP per-
formance drops rapidly while AeroTP is still able to deliver nearly all the data at the highest error rates as
shown in Figure 15. In the same plot we see that UDP looses a percentage of the data due to corruption as
the BER increases, and that the AeroTP quasi-reliable mode losses a much smaller percentage. Lastly in
Figure 16 we see that the performance improvement of the AeroTP reliable-mode is achieved with much
lower overhead than TCP, while quasi-reliable mode does incur significant overhead, but does not cause
any increased delay as the BER increases.

V. CONCLUSIONS AND FUTURE WORK
In this paper we presented the ns-3 simulation model of AeroTP, and results showing it’s significant

performance advantages in a lossy environment. We also show the tradeoffs enabled by having both a
fully-reliable and a quasi-reliable mode. We are in the process of implementing this protocol to run in a
linux environment along with the rest of the ANTP suite [12]. This will enable testing on mobile platforms
as well as in real-world traffic conditions. In the future we will also be simulating and implementing
gateways to allow translation between the traditional Internet protocol stand and the ANTP suite.
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[12] M. AL-Enazi, S. A. Gogi, D. Zhang, E. K. Çetinkaya, J. P. Rohrer, and J. P. G. Sterbenz, “ANTP protocol suite
software implementation architecture in python,” in International Telemetering Conference (ITC), (Las Vegas,
NV), October 2011. (to appear).

11

http://www.nsnam.org


Performance Comparison of Routing Protocols for
Transactional Traffic over Aeronautical Networks

Yufei Cheng, Egemen K. Çetinkaya
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ABSTRACT

Emerging airborne telemetry networks present several challenges such that traditional MANET proto-
cols do not perform well. On the other hand, application traffic characteristics are expected to be identical
in this domain. Transactional application traffic performance has been studied for traditional MANETs,
however this type of traffic has not been studied for domain-specific MANET scenarios. We present the
simulation model for transactional traffic used in highly-mobile environments. Using the ns-3 simulator,
we examine the performance of a domain-specific routing protocol, AeroRP, to route transactional traffic
over the aeronautical environment and present performance comparison with two reactive (AODV and
DSR) and two proactive (DSDV and OLSR) MANET routing protocols.

I. INTRODUCTION AND MOTIVATION

Modern airborne telemetry networks require the multihop routing paradigm to cope with the chal-
lenges faced in this highly-dynamic environment [1, 2, 3]. To mitigate the impacts of this highly-dynamic
environment the AeroRP routing protocol exploits geolocation of test articles (TA) [4]. The performance
of the AeroRP protocol is further analysed and shown that it outperforms traditional MANET routing
protocols [5, 6]. On the other hand, different application traffic characteristics are expected to be identi-
cal with other network scenarios, that is CBR (constant bit rate) or VBR (variable bit rate) traffic can be
sent from TAs to the GSs (ground stations). However, short contact durations among TAs challenge the
performance of transactional traffic such as HTTP.

The performance of routing transactional traffic in MANETs with low mobility has been examined [7,
8], but there is no previous work that has considered transactional traffic over airborne networks with
high velocity TAs. In this paper we present the interaction of transactional traffic with AeroRP in a high-
mobility environment and compare the performance using legacy MANET routing protocols in the same
set of scenarios. We use the ns-3 network simulator [9] to analyse the performance of transactional traffic

1



in this highly-dynamic airborne environment. The ns-3 simulator is a recent replacement for the open-
source ns-2 simulator with many advantages, including modular extensibility and mixed wired and wire-
less models. However, it lacks some well-known models [10]. AODV and OLSR are the MANET routing
protocols implemented in ns-3 initially, with DSDV [11] and DSR (dynamic source routing) [12, 13] de-
veloped at The University of Kansas. In this paper we show comparison among these traditional MANET
protocols and show that certain modes of AeroRP with transactional traffic outperform the MANET rout-
ing protocols in terms of successful packet delivery and delay in this highly-dynamic environment.

In the remaining part of this paper, we present related work in application traffic models in Section II.
Next, we present our implementation of the HTTP traffic generator for the ns-3 network simulator in
Section III. We present preliminary performance results of the geographic-based AeroRP routing protocol
for HTTP transactional traffic and compare the performance of AeroRP to legacy MANET protocols in
Section IV. Finally, we conclude the paper in Section V.

II. BACKGROUND AND RELATED WORK

Routing protocol performance is commonly analysed with CBR traffic and bulk data transfer models,
however, the network loads from Web-based applications are typically characterised by bursty traffic flow-
ing over connections with variable durations ranging from a few seconds to several minutes. Web access
consists of frequent, short request-response traffic based on bursts of many small requests and frequently
large responses. Web users tend to surf rapidly among sites, which are verified from both client [8] and
server-side traces [14].

A transactional source traffic generator is an essential part of network simulation of the Internet. It
is responsible for injecting synthetic traffic into the simulation according to a model of how application
users would behave in certain circumstances. As one major contributor of transactional traffic, Hypertext
Transfer Protocol (HTTP) is a pervasive application protocol and consumes a significant share of applica-
tion flows in the Internet. Web traffic has transformed from plain-text web pages to large size pages with
embedded objects. With the sustaining influence of HTTP over the Web, we need a HTTP source traffic
model to accurately represent and simulate Web traffic.

A. HTTP

HTTP is a stateless protocol using the client-server paradigm. Its operation is transactional since the
client sends a request to the server, which responds to the request with a response message. HTTP is an
application layer protocol and presumes a reliable transport layer (i.e. TCP) for end-to-end data transfer.
The original version HTTP/1.0 [15] uses a separate connection for each request-response transaction.
HTTP/1.1 [16] persistent connections reduce the latency by allowing several request-response messages
over a single TCP connection. Another performance enhancement in HTTP/1.1 is the pipelining of a series
of requests on a persistent connection without waiting for a response between each request.
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B. Transactional Traffic Generators

There are broadly two types of transactional traffic generators: page-based and connection-based.
Page-based traffic generators only focus on the HTTP page details and fail to represent other major pa-
rameters of the HTTP traffic [17, 18]. On the other hand, connection-based models provide a better
alternative to page-based models [19] and their effectiveness has been shown [20, 21]. Connection-based
transactional traffic models TCP connections in terms of connection establishment rates, request/response
data sizes, and timing within the connection. We developed our HTTP traffic model based on TCP con-
nections between web servers and clients, with each node acting as either server, client, or both. The
model can run over both wired and wireless networks simulated with node mobility. To the best of our
knowledge, previous studies have not considered high mobility of the nodes in the wireless medium.

C. Overview of Routing Protocols

MANET routing protocols can be categorised into two major categories: proactive and reactive proto-
cols. Proactive routing protocols maintain routing information of all the nodes in the network and add new
routes or update existing routes by periodically distributing routing tables globally; therefore, routes are
ready to use instantaneously when needed. However, the cost is the large overhead involved with flooding
routing tables over the network. Unlike proactive routing protocols, reactive routing protocols construct
the route only when it is required; therefore, nodes in these routing protocols do not update their routing
tables frequently and globally. Nodes in reactive routing protocols broadcast route request messages when
a route is needed. Nodes with routes to the destination will send back route reply message with the route
information, which is used to send the data packets. However, it involves delay in finding routes to new
destinations and overhead to find the route.

Ad hoc On-Demand Distance Vector (AODV) [22] is a reactive distance-vector routing protocol that
minimises the number of broadcast packets by finding routes on demand. Optimized Link-State Routing
(OLSR) is a proactive routing protocol; therefore, routes to all destinations within the network are dis-
covered and maintained before a packet is sent from source to destination [23]. Destination-Sequenced
Distance Vector (DSDV) [24] protocol is a table-driven proactive protocol, thus it maintains a routing table
with entries for all the nodes in the network and not just the neighbors of a node. The Dynamic Source
Routing (DSR) [12] protocol is an on-demand routing protocol based on the source routing concept. The
advantage of source routing is that it is loop-free and allows the intermediate nodes to maintain up-to-date
route information.

The challenges posed by the aeronautical environment has requirements beyond the assumptions for
which traditional MANET routing protocols are designed [1, 3]. AeroRP is a routing protocol specifically
designed for this highly-dynamic environment [4]. It has been shown that AeroRP outperforms traditional
MANET routing protocols in terms of packet delivery ratio, delay, and overhead [5, 6].

III. IMPLEMENTATION OF TRANSACTIONAL TRAFFIC GENERATOR

Web traffic shows bursty characteristics. The duration of a flow ranges from a few seconds to a few
minutes while the packet size distribution consists of a high proportion of 1500 B for data packets and 40 B
for ACK packets [19]; However, large responses can reach more than 100,000 B [17]. In our HTTP traffic
generator implementation we consider this wide range of traffic characteristics via various parameters.
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We model TCP connections in terms of connection rate, the timing of request and response messages,
as well as the file sizes transferred, and generate both HTTP 1.0 and HTTP 1.1 traffic. In our HTTP
model the parameters are based on real-world HTTP traffic characteristics and can generate realistic traffic
distributions or synthetic distributions based on user-specified values.

The model consists of three major parts: the distribution function generation model, the client applica-
tion, and the server application. The distribution function generation model is responsible for generating
HTTP parameters for simulation as shown in Table 1. The parameters are: number of web sessions, num-
ber of web pages, number of inline objects in each page, inter-request time, and object size. The number of
web sessions is the total HTTP sessions in the simulation. The total number of objects consist of both the
number of web pages and number of inline objects in each page, fitted by the Gamma distribution [19, 18].
The inter-request time is the inactive interval between HTTP requests, and is fitted well by a heavy-tailed
Weibull distribution [18]. The object size parameter consists of request and response sizes and are both
fitted by a Lognormal distribution [18, 19]. The mean response size is larger than request size.

Table 1: Transactional Traffic Model Parameters
Parameters Distributions Model class
Web sessions User-defined User-defined
Request size Lognormal HTTPFileSize

Response size Lognormal HTTPFileSize

Total object number
Gamma HTTPNumPage
Gamma HTTPObjsPerPage

Inter-request time Weibull HTTPXmitRate

The client and server applications are responsible for the major functionality and generate the transac-
tional traffic over the entire simulation process. The client application controls the parameters used in the
simulation process, and is started when a new TCP connection is initiated. On the other hand, the server
application starts from the beginning of the simulation. The HTTP simulation workflow is illustrated in
Figure 1. When the HTTP model started, the client and server applications will be installed in client and
server nodes respectively. The user can define the number of clients and servers, not restricted to one client
corresponding to one server. In other words, each client can communicate with multiple servers, and one
server can respond to multiple clients.

Each HTTP client will start by running HTTPRandomVariables, which we developed for generat-
ing HTTP parameters. This implementation of HTTP provides several ns-3 RandomVariable objects for
specifying distributions of HTTP connection variables. The implementations were taken from source code
provided by PackMimeHTTP in ns-2 [25] and modified to fit into the ns-3 RandomVariable framework.
The model allows HTTP connection variables to be specified by any type of ns-3 RandomVariable, which
now includes HTTP-specific random variables. HTTPRandomVariable includes several subclasses with
each class responsible for sampling a single parameter. For each web session, the client first samples the
number of objects for a specific TCP connection from the distribution of HTTPNumPage and HTTPOb-
jsPerPage and sums up all the objects for all the number of pages. The client then checks the HTTP
version defined by the user. For HTTP 1.0, it will send the next request only after receiving the response
for previous request; for an HTTP 1.1 connection, the client will also sample the inter-request times based
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Figure 1: HTTP work flow

on HTTPTXmitRate and send requests without waiting for previous responses. For each of the requests,
the client node will also sample the HTTP request and response sizes based on HTTPFileSize. The model
will save the parameters generated to the RuntimeVariable table indexed with request size, globally ac-
cessible by all clients and servers, so they can synchronise with the parameters they use. The client sends
the first HTTP request to the server and goes into the Listen state to wait for data transferred from the
server. Once the client receives data from the server, it will set a timer to schedule the next request trans-
action and repeat the process until all the transactions are done or have a timeout without receiving any
packets.

The server will start from the beginning of the simulation and listen for requests from the associated
clients. When a request arrives, the server locates the RuntimeVariable entry as shown in Figure 1,
indexed with the request file size, and retrieves the response size and the server-delay time in the entry.
After this, the model schedules HTTP response traffic with the response size. The above process will
repeat until the requests are exhausted, and then the TCP connection will be closed.

IV. SIMULATION RESULTS

In this section, we present the results of simulations conducted with the ns-3 network simulator [9] to
compare the performance of AeroRP (without ground station updates and with the ferrying enabled [26]) to
the traditional MANET routing protocols such as AODV, DSDV, DSR, and OLSR. The AeroNP extended
header was used to include the geolocation information in the routing messages [26]. We analysed network
performance under the transactional HTTP application traffic and compared the network performance with
non-transactional CBR (constant bit rate) application traffic. We used fixed object sizes of 512 B and
10240 B for HTTP traffic instead of a distribution function to directly compare results to the CBR traffic.
The simulation time is 2000 s with 100 s warmup time. The timeout value for TCP connections is set
as 10 seconds. The topology setup consists of 5 to 60 mobile TA (test article) nodes that are randomly
distributed in a 150 km2 simulation area with a single stationary GS (ground station) at the center of the
simulation area. The GS is installed with the HTTP client application and all the TAs are installed with the
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HTTP server application. The TAs follow the Gauss-Markov [27] mobility model with velocities ranging
from 200 m/s to 1200 m/s. Each node has a transmission power configured to have 15 nmi (27.8 km)
transmission range. All data are plotted with 95% confidence interval bars.

D. Baseline Simulations with CBR Traffic

We analysed the performance of different routing protocols in the highly-dynamic aeronautical en-
vironment with CBR application traffic, using the ns-3 OnOffApplication traffic class. The number of
traffic flows is set to be equal to the number of TAs in a given scenario. All the TAs are configured to
send 1 packet/s with a size of 1024 B. For the CBR traffic, we consider the network performance metrics
of PDR (packet delivery ratio) and delay. PDR is the number of packets received divided by the num-
ber of packets sent at the application layer. Delay is the time it takes to deliver a packet from source to
destination.
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Figure 2: PDR of different number of nodes with CBR
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Figure 3: Delay of different number of nodes with CBR

Figure 2 shows the average PDR as the number of nodes increase when traveling at varying speeds
of 200 m/s to 1200 m/s for CBR traffic using the 3-D Gauss-Markov mobility model. The node density
of the network affects all of the routing protocols with AeroRP performing the best. The PDR for both
AODV and DSDV decrease as the number of nodes increases; OLSR starts to decrease from 55 nodes.
The PDR of DSR remains almost constant around 10% with increasing node densities. However, the PDR
of AeroRP increases when the node number increases reaching 60% delivery at node number 60. This
is most likely because with density increasing, the network is more connected, thus AeroRP can make
accurate routing decisions based on a larger set of geolocation information from other nodes.

End-to-end delay of the routing protocol is shown in Figure 3. Delay of AeroRP is higher than the
other routing protocols since AeroRP utilises ferry mode, in which the packet cache will store all unsent
packets, which makes the delay higher when the packets with no route stack up in the queue. Note that
this is the cost for higher PDR in which these packets do eventually get delivered. DSR has the lowest
delay around 50 ms. DSDV, OLSR, and DSR stays below 200 ms for all the scenarios mainly because
they use drop-tail queue with limited queue sizes.
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E. Transactional Traffic Performance

For transactional traffic, we use the same set of scenarios from CBR traffic. For the object size, we
chose 512 B as the starting point to fit in a single packet since the TCP model in ns-3 uses 536 B as
fragmentation threshold. We test the object sizes of 1 and 20 packets which are 512 B and 10240 B in size
respectively. We also set the maximum number of web transactions at 500. We use object delivery ratio
(ODR) and user perceived delay (UPD) as the performance metrics while evaluating HTTP traffic over
different routing protocols:

• Object Delivery Ratio (ODR) is the number of objects received divided by the number of objects
sent from server to client

• User Perceived Delay (UPD) is the time from the object request issue to the time when the whole
object has been received by the client, one measure of response time

The reason we choose ODR and UPD instead of PDR and packet delay is that for HTTP traffic, we
do not take account of the delivery of a singe packet, instead, the percentage of objects delivered is much
more important for the Web experience. The same also applies for UPD since users usually do not care
about the delay for a single packet, instead, they will just notice the loading delay of the objects.

Figure 4 shows the variation of ODR with different routing protocols for an object size of 512 B. We
can see that AeroRP performs better than all the other routing protocols with an average object delivery
ratio of around 60% throughout the simulations. The ODR for the distance vector protocols DSDV and
AODV drops as the number of nodes increase. DSDV and AODV exchange neighbor topology changes in
the network and as the network density increases in this highly dynamic network, the routing information
will not be up to date. DSR and OLSR have mediocre object delivery ratio with 50% and 30%.

Figure 5 shows the variation of UPD with a fixed object size of 512 B. The largest delay will be 10 s
since we set the timeout value of the TCP connection as 10 seconds. We chose 10 s value after some
test trials: with a timeout value of 1 s a majority of the objects were not delivered in this highly dynamic
environment, whereas with a relatively high value of 30 s timeout all of the objects were delivered. We
see that AeroRP performs better than all the other routing protocols with a delay of around 4 seconds.
Using the non-transactional CBR traffic (Figure 3) the delay of AeroRP was seen to be 500 ms. Inclusion
of transport layer protocol such as TCP in HTTP affects the increase in this delay. The delay values vary
between 5 s and 10 s among the traditional MANET routing protocols. We also notice in our simulations
that only AeroRP can finish the maximum number of transactions (set to 500) within the simulation time.

The object delivery ratio of AeroRP and traditional MANET routing protocols when using the 10240 B
object size is shown in Figure 6. ODR decreases as the object size is increased from 512 B. This is
because as the object size is increased, TCP requires more segments to be generated for a single object.
The ODR for AeroRP reduces from 60% to 40% as the object size is increased 20-fold. The object
delivery performance of the other MANET routing protocols also reduced. It should be noted that we also
analysed object sizes of 1024, 5120, and 10240 B. The ODR relative performance characteristics between
the routing protocols were similar, all degrading as the object size is increased.
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Figure 4: ODR with HTTP object size 512 B
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Figure 5: UPD with HTTP object size 512 B

ob
je

ct
 d

el
iv

er
y 

ra
tio

number of nodes

AeroRP
DSR
OLSR
DSDV
AODV

0.0

0.2

0.4

0.6

0.8

1.0

10 20 30 40 50 60

Figure 6: ODR with HTTP object size 10240 B
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Figure 7: UPD with HTTP object size 10240 B

User perceived delay performance of transactional traffic is shown in Figure 7. The delay for all the
protocols follow the same trend from Figure 5 when the object size is 512 B, however only the absolute
value of delay increases almost 2 seconds as the object size increases from 512 B to 10240 B. For example,
the delay of AeroRP for 5 nodes increases from 4 to 6 seconds.

V. CONCLUSIONS AND FUTURE WORK

In this paper we present our implementation of the HTTP traffic generator for the ns-3 network sim-
ulator. We analyse HTTP performance over AeroRP in a highly-dynamic environment and compare its
performance to traditional MANET routing protocols. Our preliminary results show that AeroRP outper-
forms other routing protocols in terms of both ODR and UPD. The involvement of transport layer protocol
TCP in HTTP traffic also impacts the network performance since it requires three-way handshake, slow
start, and connection timeout mechanisms.
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We also implemented well-known MANET protocol DSR in ns-3 and show the preliminary perfor-
mance of DSR in this highly dynamic environment. We show that using either transactional or non-
transactional application traffic over the routing protocols affects the performance in a similar manner.
On the other hand, increasing the object size of a HTTP response message degrades the network perfor-
mance. Our results also confirms our previous studies that our domain-specific routing protocol AeroRP
outperforms the traditional MANET routing protocols. As part of future work, we plan to compare the
performance of transactional traffic with CBR background traffic to pure transactional traffic. We will also
simulate the AeroTP protocol with transactional traffic to remove the degradation due to TCP mechanisms.
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ABSTRACT 
 

The increasing of space explorations requires space communication protocols to provide more 
capabilities, such as dynamic routing, adaptive data transformation and automatic resource 
allocation. Accordingly，a universal space communication protocol stack should be provided 
instead of specially designing protocol for given space mission. Considering the requirements 
and characters of space mission, potential protocols of all layers were compared and analyzed. 
Simulations were made based on OPNET. And a suggestion for space communication protocol 
stacks is proposed. 
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INTRODUCTION 
 
The increasing of space explorations requires space communication protocols to provide more 
capabilities, such as dynamic routing, adaptive data transformation and automatic resource 
allocation. Standardization is also need to increase cross-support between different space 
agencies and decrease development costs. As the practical international standard organization in 
space communication area, CCSDS has proposed a protocol stack, which layered from data link 
layer to application layer. And more than 400 international space missions have adopted 
CCSDS protocols. At the same time, constructing an IP-based space network is also an 
attractive solution. So what protocol stack that future space network should base on is an 
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attractive research issue.  
 
The future space network consists of two parts, the space link and the ground link. Since it has 
been recognized that TCP/IP should be adopted in the ground link, the focus of our research is 
the space link. The scenarios considered are missions that are up to lunar distance. And the 
traffics considered are telecommand, telemetry, and payload data. 
 
This paper is organized as follows. In section 2, according to the requirements and characters of 
space mission, potential protocols of all layers were compared and analyzed, and issues that 
need simulations were also list. In section 3, the realization of simulation was described briefly. 
In section 4, the results of experiment were presented and analyzed. We concluded in section 5. 
 
 

ANALYSIS OF POTENTIAL PROTOCOL STACKS 
 
Data Link Layer Protocol CCSDS has presented a set of space data link protocols, including 
telemetry space data link protocol, telecommand space data link protocol, AOS space data link 
protocol, and Proximity-1 space data link protocol. Since specially designed for space mission, 
supported by many space agencies, and has been researched and partially supported in China, 
CCSDS protocols are selected as data link layer protocols. And the optimized lengths of packet 
and transfer frame will be found by simulation. 
 
Network Layer Protocol CCSDS has presented two network layer protocols, which are space 
packet protocol and SCPS-NP. IP is also an attractive option. The three protocols are analyzed 
and compared in several aspects, such as protocol functions, address space, overhead, the 
technical maturity, and COTS support. And the main protocol functions considered include the 
ability of  supporting managed connections, the ability of supporting mobility, the ability of 
selecting routing mode by protocol mechanism, the way to maintenance routing table ,the 
ability of processing packet based on its priority, the ability of controlling the life time of packet, 
the ability of providing signaling mechanism to aid upper layer process and network 
management, the ability of segmentation of upper layer PDU, and the interconnection with 
IP-based ground network. 
 
Fully relying on management mechanism to establish end-to-end connections, space packet 
protocol provides the simplest functions with the least overhead. But it isn’t suitable for a space 
network with dynamic paths. 
 
The contents of SCPS-NP header can be configured according to the provided functions. Thus 
the overhead may be reduced. But SCPS-NP has almost the same overhead with space packet or 
IP if it provides the same function as them. 
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IP can support almost all of the functions provided by space packet protocol or SCPS-NP. There 
have been solutions for IP mobility management. And IP-based space network can interconnect 
directly with IP-based ground network. Compared with CCSDS network protocol, IP is more 
technically mature, and has more COTS support. So technically, IP is an ideal selection for 
space network layer protocol. There have been header compression mechanisms to reduce IP 
header overhead. The adaptability of such mechanisms to space communications environment 
should be evaluated by simulation.  
 
TRANSPORT AND APPLICATION LAYER PROTOCOL The transport and application 
layer protocols are configured in end systems, and will not influence the intermediate nodes and 
interconnections of different networks. The application layer protocols should be selected 
according to the requirements and characteristics of traffics. The transport layer protocols 
should cover the possible gaps between the requirements of application layer and services 
provided by network layer. 
 
The traffics considered are telecommand, blind command, telemetry, and payload data. As to 
telemetry and blind command, the performance of end-to-end delay is primary concerned. So 
UDP is selected for these two traffics, which mainly provides ports. The custom-built 
application software will be developed to process telemetry information or provide 
commanding strategy to meet an emergency. For all space missions, there is requirement of 
providing some degree of end-to-end reliability for telecommand and payload traffic. So some 
upper layer protocol mechanism should be selected to meet above reliability requirement. 
 
End-to-end reliability can be realized in transport layer or application layer. CFDP and MDP are 
file protocols which provide reliability in application layer. SCPS-TP and TCP are stream 
protocols which provide reliability in transport layer. Since telecommand traffic is suitable to be 
treated as stream, SCPS-TP or TCP can be selected. Payload traffic can be treated either as 
stream or file, SCPS-TP, TCP, CFDP or MDP can be considered. The final selection lies on the 
performance of above protocols in space communication environment, which needs simulation. 
CCSDS telecommand space data link protocol provides point-to-point reliability in data link 
layer by COP-1 option. The compare and interaction between COP-1 and end-to-end reliability 
mechanism also need evaluating by simulation. 
 
 

THE REALIZATION OF SIMULATION 
 
Considering the propagating delay, the traffic type and traffic load, four simulation scenarios 
were designed. Scenario one corresponds to LEO mission supported by ground station. 
Scenario two corresponds to LEO mission supported by TDRSS. Scenario three corresponds to 
lunar mission. And scenario four corresponds to GEO mission. Telemetry, telecommand and 
payload traffics are supported by the first three scenarios. The last scenario only supports 
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telemetry and telecommand traffic. Several parameters can be configured, such as bit error rate, 
the data rates of forward and return link, the traffic type, and so on.  
 
Simulations are made based on OPNET. A set of OPNET process models have been developed 
to realize CCSDS TC, AOS, SCPS-TP ,CFDP and MDP. Node models have been built to 
simulate mission center, ground stations and spacecrafts. And several simulations have been run 
under different scenarios and configurations. 
 
 

SIMULATION RESULTS AND ANALYSIS 
 
EXPERIMENT ONE: PARAMETERS OPTIMIZATION OF CCSDS SPACE DATA 
LINK PROTOCOLS The purpose of this experiment is to find the optimal packet length of 
CCSDS TC protocol, and the optimal combination of packet length and transfer frame length of 
CCSDS AOS protocol. The criterion is throughput. As to CCSDS TC and AOS protocol, the 
throughput is mainly influenced by bit rate, the method of constructing frame, and overhead, 
and has little relationship with delay and transmitting rate. So this experiment is run under only 
one scenario and one data rate. The result is showed in Table 1. 

 
Table 1  THE OPTIMAL PARAMETERS OF CCSDS SPACE DATA LINK 

PROTOCOLS 
CCSDS TC PROTOCOL CCSDS AOS PROTOCOL 

BER 
OPL1 (Bytes) OI2 (Bytes) OPL/OFL3 (Bytes) OI2 (Bytes) 

10-5 512 [512，1024] 1000/512 
PL4：[512，1024] 
FL5：[128，1024] 

10-6 2048 [512，30000] 4000/2048 
PL4：[512，10000] 
FL5：[512，2048] 

10-7 65000 [1024，65000] 30000/512 
PL4：[512，4096] 
FL5：[512，2048] 

NOTE: 
1 Optimal Packet Length. 
2 Optimal Interval. When packet length or frame length falls in the optimal interval, the difference 
between achieved throughput and optimal throughput is within 10%. 
3 Optimal Frame Length. 
4 Packet Length. 
5 Frame Length. 

 
As showed in Table 1, the throughput varies slowly near the optimal configures. And there are 
overlaps among the optimal intervals under different bit error rate. In the following experiments, 
the packet length of CCSDS TC is set as 1024 Bytes. With that packet length, the difference 
between achieved throughput and optimal throughput is within 5.5%. The packet length of 
CCSDS AOS is set as 1000 Bytes, and the frame length is set as 512 Bytes. With that 
combination, the difference between achieved throughput and optimal throughput is within 3%. 
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EXPERIMENT TWO: PERFORMANCE EVALUATION FOR TELECOMMAND 
TRAFFIC  
The purpose of this experiment is to compare the performance of telecommand traffic supported 
by different protocol configures, such as TCP, SCPS-TP, TCP plus COP-1, SCPS-TP plus 
COP-1, and UDP plus COP-1. The criterion is throughput rate and end-to-end delay. The main 
simulation parameters are showed in Table 2. 
 

Table 2  THE MAIN SIMULATION PARAMETERS OF EXPERIMENT TWO 
Simulation scenarios Scenario1 Scenario2 Scenario3 Scenario4 

The Altitude of Orbit（km） 1100 500, 36000 400000 36000 

Forward（kbps） 2 2 1 2 
Data Rate 

Return（kbps） 5 5 1 5 
BER 10-5,10-6,10-7

Network Layer IPv4  
Forward CCSDS TC  

Lower 
Protocol 
Configures 

Data 
Link 
Layer Return CCSDS AOS  

Forward (Bytes) 16～1024 Packet 
Length Return (Bytes) 1000 

Forward (Bytes) Matching with packet length Frame 
Length Return (Bytes) 512 

 
Since the forward data rate is rather low, transmission delay will dominate in end-to-end delay. 
The traffic model in application layer will have great influence in simulation result. Considering 
the characteristic of actual telecommand traffic, a traffic model is designed to evaluate the 
protocol configures’ adaptability to varied packet lengths and burst traffic. The length of packet 
produced by application layer obeys even distribution between 16 Bytes and 1024 Bytes, and 
will be selected equiprobably every 30 seconds. During simulation, application layer will not 
produce packet in two time intervals and will transmit packet by double rates in another two 
time intervals. So the traffic produced by application layer has some degree of burst, but its 
average rate will not excess the capability of lower link during the whole simulation. The 
simulation results of throughput rate and end-to-end delay are showed respectively in Table 3 
and Table 4.  
 

Table 3  THE THROUGHPUT RATE IN EXPERIMENT TWO 
Protocol Configures 

BER 
Simulation 
scenarios TCP SCPS-TP UDP+COP-1 TCP+COP-1 SCPS-TP+COP-1

Scenario 1 54.9% 56.9% 48.1% 51.0% 55.8% 
Scenario 2 54.1% 56.1% 48.1% 49.2% 54.0% 
Scenario 3 47.8% 49.8% 30.4% 46.1% 49.2% 

10-5

Scenario 4 54.1% 56.1% 48.1% 49.2% 54.0% 
Scenario 1 56.9% 56.9% 55.5% 56.1% 56.1% 
Scenario 2 56.9% 56.9% 55.5% 56.1% 56.1% 
Scenario 3 49.8% 49.8% 48.0% 49.8% 49.8% 

10-6

Scenario 4 56.9% 56.9% 55.5% 56.1% 56.1% 
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Scenario 1 56.9% 56.9% 55.5% 56.1% 56.1% 
Scenario 2 56.9% 56.9% 55.5% 56.1% 56.1% 
Scenario 3 49.8% 49.8% 48.0% 49.8% 49.8% 

10-7

Scenario 4 56.9% 56.9% 55.5% 56.1% 56.1% 

 
Table 3  THE END-TO-END DELAY IN EXPERIMENT TWO 

Protocol Configures 
BER 

Simulation 
scenarios TCP SCPS-TP UDP+COP-1 TCP+COP-1 SCPS-TP+COP-1

Scenario 1 8.2 s 3.0 s 11.2 s 4.8 s 5.1 s 

Scenario 2 8.9 s 4.1 s 11.8 s 5.4 s 5.7 s 

Scenario 3 14.3 s 10.9 s 45.9 s 10.8 11.3 s 
10-5

Scenario 4 8.5 s 3.7 s 11.5 s 5.1 s 5.4 s 

Scenario 1 2.4 s 2.3 s 2.0 s 2.1 s 2.4 s 

Scenario 2 3.3 s 3.1 s 2.6 s 2.7 s 3.0 s 

Scenario 3 7.6 s 7.6 s 7.0 s 8.8 s 7.6 s 
10-6

Scenario 4 2.9 s 2.8 s 2.3 s 2.4 s 2.7 s 

Scenario 1 2.0 s 2.0 s 1.9 s 2.0 s 2.1 s 

Scenario 2 2.6 s 2.6 s 2.5 s 2.6 s 2.7 s 

Scenario 3 7.6 s 7.6 s 7.0 s 8.8 s 7.6 s 
10-7

Scenario 4 2.3 s 2.3 s 2.2 s 2.3 s 2.4 s 

 
When BER is 10-6 and 10-7, the throughput rate of all protocol configures approaches. The 
differences are within 2%. When BER is 10-5, there is more notable difference among the 
throughput rates of different protocol configures. The throughput rate of SCPS-TP is best in 
either BER. 
 
When BER is 10-6 and 10-7, the end-to-end delay of all protocol configures approaches. The 
differences are within 2 second. When BER is 10-5, there is more notable difference among the 
delay of different protocol configures. The delay of SCPS-TP is least in either BER. 
 
From the simulation result, the following conclusions can be derived: 

 The BER requirement of telecommand traffic is usually 10-5, and may be upgraded to 10-7. 
SCPS-TP works best in such BER interval. So it’s the best candidate protocol for 
telecommand. 

 Without cooperation, applying reliability mechanism concurrently in data link layer and 
transport layer can’t further improve performance. Since SCPS-TP has been selected, it 
isn’t recommended to enable COP-1 concurrently. 

 Since traffic model of application layer has in-depth effect on delay and throughput 
performance, the length of packet produced by application layer should be designed 
carefully in mission engineering. 
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EXPERIMENT THREE: PERFORMANCE EVALUATION FOR PAYLOAD TRAFFIC 
The purpose of this experiment is to compare the performance of payload traffic supported by 
different protocol configures, such as TCP, SCPS-TP, CFDP, and MDP. The main simulation 
parameters are showed in Table 5. Payload traffic is transferred as files. The criterion is 
throughput rate, the average file transfer time, and the percent of successfully received files. 
The sender will produce and transmit files by a rate matching the physical channel rate. The 
size of single file is set as 1M Bytes. 
 

Table 5  THE MAIN SIMULATION PARAMETERS OF EXPERIMENT THREE 
Simulation scenarios Scenario1 Scenario2 Scenario3 

The Altitude of Orbit（km） 1100 500, 36000 400000 

Forward（kbps） 2 2 1 
Data Rate 

Return（Mbps） 10 10 1 
BER 10-7

Transport and 
Application Layer 

SCPS-TP, CFDP+UDP, MDP+UDP, 
TCP 

Network Layer IPv4  
Forward CCSDS TC  

Protocol 

Configures Data 
Link 
Layer Return CCSDS AOS  

Forward (Bytes) 16～1024 Packet 
Length Return (Bytes) 1000 

Forward (Bytes) Matching with packet length Frame 
Length Return (Bytes) 512 

 
SCPS-TP and TCP can’t work because the ratio of return and forward data rate is about 5000:1, 
largely excess the threshold of SCPS-TP and TCP. The performance of CFDP and MDP 
approaches when BER is 10-7. The throughput rate can achieve about 80%. The percent of 
successfully received file can achieve near 100% in scenario3. In other scenarios, the percent of 
successfully received file is under 50%. File is divided into small fragments. If under the 
constraint of retransmission times, there still exits fragment that hasn’t been successfully 
received, the file that this fragment belong to will not be treated as a successfully received file. 
But other fragments of this file that have been successfully received will be adopted when 
calculating throughput rate. So there is difference between the percent of successfully received 
files and throughput rate. Smaller file size or higher feedback channel rate should be selected to 
improve the percent of successfully received files. 
 
With further simulations, it’s found that when file size is under 128k Bytes, the percent of 
successfully received files can upgrade to 90%. To achieve 100%, the feedback channel rate 
should be raised. When the payload traffic transmission rate is 10Mbit/s, the feedback channel 
rate should be upgrade to 50kbps. Considering the traffic requirement on that channel is usually 
about 2kbps, this method is too costly. 
 
It’s difficult to realize 100% successfully payload file transfer with reliability. It is 
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recommended to reasonably set the file size and only provide reliability service for key data 
instead of for all data. 
 
EXPERIMENT FOUR: EVALUATION OF HEADER COMPRESSION MECHANISM 
The performance of UDP/IP header compression mechanism is evaluated by comparing the 
packet loss rate with and without header compression. The performance of SCPS-TP/IP header 
compression mechanism is evaluated by comparing the throughput and delay with and without 
header compression. The simulation result is showed in Table 6 and Table 7. From the result, 
introducing header compression doesn’t have obvious negative effect. 
 

Table 6  SIMULATION RESULTS OF SCPS-TP/IP HEADER COMPRESSION 
Protocol Configures 

Without Header Compression With Header Compression 

BER 
Number of 
packets 
received by 
transport 
layer 

Number of 
Packets 
submitted by 
transport 
layer 

End-to end 
delay (s) 

Number of 
packets 
received by 
transport 
layer 

Number of 
Packets 
submitted by 
transport 
layer 

End-to end 
delay (s) 

10-5 787808 718520 2.23 801939 716087 2.27 
10-6 780416 718520 1.87 782734 718520 1.86 
10-7 775232 722616 1.72 777372 724946 1.70 

 
Table 7  SIMULATION RESULTS OF UDP/IP HEADER COMPRESSION 

Protocol Configures 

Without Header 

Compression 

With Header Compression 

BER Packet Loss 
Rate with 

1024 Bytes 
Packet 
Length 

Packet Loss 
Rate with 
16Bytes 
Packet 
Length 

Packet Loss 
Rate with 

1024 Bytes 
Packet 
Length 

Packet Loss Rate with 
16Bytes Packet Length 

10-5 12.5% 0.36% 10.2% 0.18% 
10-6 1.4% 0.04% 1.2% 0.022% 
10-7 0.04% 0.01% 0.02% 0.01% 

 
EXPERIMENT FIVE: EVALUATION OF PROTOCOL EFFICIENCY The purpose of this 
experiment is to compare the efficiency of compressed UDP/IP, compressed SCPS-TP/IP and 
CCSDS Space Packet protocol. The simulation result is showed in Table 8. With header 
compression and appropriate configure, the efficiency of SCPS-TP and UDP approaches Space 
Packet Protocol. 
 

Table 8  SIMULATION RESULTS OF PROTOCOL EFFICIENCY 
Traffic Type Protocol Configures (Transport Layer/Network 

Layer/Data Link Layer) 
Protocol Efficiency 

SCPS-TPP

 1/IP/TC 96.65% 
TC without aggregation 2 84.05% 

Telecommand 
UDP/IP/TC 

TC with aggregation 3 94.35% 
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TC without aggregation 2 86.71% SP/TC 
TC with aggregation 3 94.35% 
With Packet Length of 16 Bytes 77.74% UDP/IP/AOS 
With Packet Length of 1024 Bytes 97.21% 
With Packet Length of 16 Bytes 71.03% 

Telemetry or 
Payload Data SP/AOS 

With Packet Length of 1024 Bytes 97.07% 
NOTE 
1：Nagle Option is enabled. And the length of segment is set as 1000Bytes. 
2：Every packet received from network layer constructs an individual frame.  
3：Several packets received from network layer can be aggregated in the same frame so long as the frame 
length isn’t excess 1024Bytes.  

 
CONCLUSIONS From the results of simulations, the following conclusions can be derived: 

 SCPS-TP is recommended for telecommand traffic. 
 CFDP is recommended for payload traffic. 
 Since IP can provide more integrated functions and its overhead can be reduced greatly by 

header compression mechanism, IP is recommended as network layer protocol. 
 Traffic model of application layer has in-depth effect on performance. To meet the QoS 

requirement of specific traffic, the length of packet produced by application layer or the 
size of file should be carefully designed. 

 
 

SUGGESTION OF PROTOCOL STACKS FOR FUTURE SPACE NETWORKS 
 

IP-BASED PROTOCOL STACK Based on the conclusion of simulation, the following 
protocol stack is recommended: 

 Data Link Layer: CCSDS AOS or TC  
 Network Layer: IP  
 Transport Layer and Application Layer: 

 Telemetry: UDP 
 Blind Command: UDP 
 Telecommand :SCPS-TP 
 Payload Data: CFDP 

 
CCSDS PROTOCOL STACK Although IP is technically advanced, applying IP in space 
requires more complicated on-board processing. For rather long time, many space missions 
don’t have strong requirements for IP’s versatility. It would be very difficult to convince such 
missions to adopt IP. At the same time, reliability and timeliness is more preferred than 
flexibility and extensibility in channels that provide basic telecommand and telemetry service in 
urgent condition. So CCSDS protocol stacks will still be needed. The CCSDS protocol stacks is 
as following: 

 Data Link Layer: CCSDS AOS or TC  
 Network Layer: CCSDS Space Packet  
 Application Layer :CFDP 
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Telemetry and telecommand are supported by space packet protocol. The reliability of 
telecommand can realize by COP-1 or other self-defined strategy realized in application layer. 
The payload data can be treated as bitstream directly supported by AOS or packets. If payload 
data need some kinds of reliability, it can be realized by CFDP. 
 
INTERNETWORKING Since IP-based protocol stack and CCSDS protocol stack will coexist, 
CCSDS SLE or other self-defined interface protocol that acts similarly as SLE will be adopted 
in ground stations and centers to realize space traffics exchanging on ground. 
 
 

CONCLUSION 
 
In this paper, protocols of all layers that may be applied in space communication are analyzed 
and evaluated by simulations. And a suggestion of protocol stacks for future space networks is 
presented. Actually, protocol is only one of factors influencing QoS. When multiple types of 
traffics and multiple upper layer protocols coexist, how to meet the QoS requirements of 
different traffics by reasonable resources management is an open research issue. 
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ABSTRACT

A highly compressed image inevitably has visible compression artifacts. To minimize these
artifacts, many compression algorithms exploit the varying sensitivity of the human visual
system (HVS) to different frequencies. However, this sensitivity has typically been measured
at the near-threshold level where distortion is just noticeable. Thus, it is unclear that the
same sensitivity applies at the supra-threshold level where distortion is highly visible. In
this paper, we measure the sensitivity of the HVS for several supra-threshold distortion lev-
els based on our JPEG2000 distortion model. Then, a low-complexity JPEG2000 encoder
using the measured sensitivity is described. For aerial images, the proposed encoder sig-
nificantly reduces encoding time while maintaining superior visual quality compared with a
conventional JPEG2000 encoder.

Keywords: JPEG2000, human visual system, low-complexity.

1. INTRODUCTION

Transmission of an aerial image of a large size via a bandwidth-constrained channel often
requires a high compression ratio. An image encoded with such a high compression ratio
inevitably has visible quality degradation induced by compression. Many image compres-
sion experts have worked to minimize this quality degradation. JPEG2000, a wavelet-based
compression standard, provides more powerful compression performance at low bitrates com-
pared to JPEG, but the image quality degradation from blurring or ringing artifacts that
occurs in JPEG2000 still hinders the interpretation of aerial images that contain a particu-
larly large number of high-frequency details.
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Many conventional JPEG2000 implementations optimize the codestream to minimize mean-
squared error (MSE) at a given bitrate [1]. However, this optimization may involve high
computational complexity as well as high memory usage. Furthermore, because the MSE
relies only on the numerical difference between the original image and the reconstructed
images rather than on the perceptual difference of human observers, lower MSEs do not
always mean higher image quality [2]. To achieve better visual quality at the same bitrates,
the encoder should take into account the properties of the human visual system (HVS).

The human eye has different sensitivities to different spatial frequencies. The varying sen-
sitivity to different frequencies, represented by the contrast sensitivity function (CSF), is
exploited in many image quality assessment metrics and encoders and contributes to im-
proving image quality. However, the sensitivity is typically measured at the near-threshold
level where distortion is just noticeable. Thus, it is unclear that the same sensitivity applies
at the supra-threshold level where distortion is highly visible [3].

In this paper, we measure the sensitivities for several supra-threshold distortion levels through
psychophysical experiments based on a JPEG2000 quantization distortion model. Then, us-
ing the sensitivities, we propose a JPEG2000 encoder that produces superior visual quality
compared with conventional JPEG2000 encoders at the same bitrate. The proposed encoder
encodes images faster than conventional encoders since it can skip the computationally in-
tensive rate-distortion optimization stage. All resulting codestreams are JPEG2000 Part-I
compliant, so any JPEG2000 decoder can decode the codestream without any modification.

2. SUPRA-THRESHOLD QUANTIZATION DISTORTION OF JPEG2000

The dyadic wavelet transform employed in JPEG2000 has several advantages in terms of per-
ceptual image compression. As shown in Fig. 1, a highly compressed image using the wavelet
transform yields perceptually more pleasing quality without blocking artifacts compared to
an image compressed using the common block-based discrete cosine transform (DCT) at
the same bitrate. The wavelet transform decomposes an image into logarithmically spaced
spatial frequencies and four orientations of 0◦, 90◦, 45◦ and 135◦. This decomposition is sim-
ilar to the decomposition process performed by the primary visual cortex (V1) of the HVS.
Compared with other cortical transforms designed to mimic the V1, the dyadic wavelet
transform is computationally much more efficient at applying the varying sensitivity values
to the subband. In addition, because the wavelet transform retains spatial information as
well as frequency information, it facilitates the application of masking models calculated from
background images [4]. Also, the wavelet transform inherently supports multi-resolution de-
coding, so it is possible to design an encoder that encodes images adaptively depending on
the display resolution [5].

In an error-free communication channel, visual quality degradation of an image encoded using
JPEG2000 is due to information loss that occurs by quantizing wavelet coefficients. Wavelet
coefficients that statistically have a generalized Gaussian distribution are first quantized with
the deadzone quantizer of an initial quantization step size. Then, the quantization indices
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(a) (b) 

Figure 1. Images encoded with (a) JPEG2000 and (b) JPEG at the same bitrate (0.350 bits-per-
pixel (bbp)). The JPEG image has the perceptually more distracting blocking artifacts.
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Figure 2. Models for probability density functions for: (a) wavelet coefficients in HL, LH, and HH
subbands (σ2 = 50); (b) quantization distortions in HL, LH, and HH subbands (σ2 = 50, ∆ = 5).
Dashed lines represent the commonly assumed uniform distribution.

are bit-plane coded. The effective quantization step size in subband b, denoted as ∆b, is
determined by the initial quantization step size and the number of bit-planes to be included
in the final codestream. The effective quantization step size produces quantization distortion
with the distribution shown in Fig. 2 (b). When the quantization distortion is below the
visibility threshold (VT) measured through psychophysical experiments, the quantization
distortion is referred to as sub-threshold distortion, and the resulting image has visually
lossless quality [6].

For supra-threshold quantization distortion in which the distortion is larger than the VT,
many perceptual compression algorithms apply the contrast sensitivity function (CSF) ob-
tained from the near-threshold level, assuming that the CSF still holds at the supra-threshold
distortion level (e.g., [7]). Although these algorithms are reported to improve compression
performance, it is unclear whether quantization step sizes based on the CSF are optimal
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at the supra-threshold distortion level. Contrary to the assumption made about the near-
threshold level CSF, [8] claims, through a contrast-matching experiment using a sinusoidal
grating, that the perceived contrast of supra-threshold distortion is less dependent on spatial
frequency, and that the sensitivity profile is much flatter than that obtained at the near-
threshold distortion level. This is called contrast constancy and it has been further supported
by other experiments using both Gabor patches and broadband noise [9]. However, [10] uses
wavelet data to show that images quantized based on contrast constancy are worse than
images quantized with the contrast sensitivity of the near-threshold distortion level. This
result was attributed to the global precedence effect (i.e., visual integration of structural
information in a coarse-to-fine-scale fashion). A CSF was suggested for the supra-threshold
distortion level that is similar to the CSF of the near-threshold distortion level. However,
this CSF is obtained using a uniform quantizer, so it is also unclear whether this CSF is
accurate for JPEG2000 and other codecs that use a deadzone quantizer. In the following
section, we describe a method of measuring the sensitivity for supra-threshold distortion
levels using a JPEG2000 quantization distortion model.

3. SENSITIVITY TO THE SUPRA-THRESHOLD QUANTIZATION
DISTORTION IN JPEG2000

3.1. PERCEPTUAL DISTORTION MATCHING EXPERIMENT

To compare the perceptual differences in the supra-threshold quantization distortion between
different subbands, a pair of images is displayed simultaneously, as shown in Fig. 3. Each
image (stimulus) is a gray image obtained by applying the inverse wavelet transform to
wavelet data containing quantization distortions. In this work, stimulus generation begins
with wavelet subband data corresponding to a 512 × 512 gray image. These initial data
have all coefficients of all subbands set to 0. Quantization distortion is randomly generated
in a subband of interest according to the quantization distortion model of JPEG2000, as
shown in Fig. 2 (b) [6]. This distortion is added to the entire spatial extent in the selected
subband. The left image is the reference image, and its quantization step size is explicitly
specified and is unchanged during the experiment, while the quantization step size of the
right image begins with an arbitrary value and changes based on the responses of a human
viewer (subject). In this work, the variances of the wavelet subbands for HL, LH and HH is
assumed to be 50, and the variance for LL is assumed to be 2000.

The comparison of the two distorted images is done using a two-alternative forced-choice
(2AFC) method. The subject is asked to select the perceptually more distorted image. The
two images are displayed for an unlimited amount of time until the subject selects an image.
For each trial, the quantization step size of the right image is adaptively adjusted by the
QUEST staircase procedure in the Psychophysics Toolbox [11] so that the two images have
similar perceptual distortion levels. Through 24 repeated trials, the quantization step size
of the right image that perceptually matches the quantization step size of the left image is
determined.
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Figure 3. An example of perceptual distortion matching experiment. The left image and right image are  

obtained  by applying the inverse wavelet transform to wavelet data containing quantization distortions.  

The quantization distortions of the left and right image are generated with (a) a quantization step size  

of 3.5 in (HL,3) subband and (b) a quantization  step size of 4.5 in (HH,3) subband, respectively. 

(a) (b) 

Figure 3. An example of perceptual distortion matching experiment. The left image and right
image are obtained by applying the inverse wavelet transform to wavelet data containing quanti-
zation distortions. The quantization distortions of the left and right image are generated with (a)
a quantization step size of 3.5 in (HL,3) subband and (b) a quantization step size of 4.5 in (HH,3)
subband, respectively.

The determined quantization step size is then used to generate the reference image (left
image) in the next experiment. To facilitate comparison between two images, HH subbands
are compared with HL subbands at the same wavelet transform level. The HL subband of
wavelet transform level k is compared with the HL subband of wavelet transform level k+ 1
or k− 1. LH subbands are assumed to require the same thresholds as HL subbands, so only
HL subbands are measured. Also, to minimize the propagation of measurement errors, the
experiment begins with the center frequency subband, (HL,3). The quantization step size
of the (HL,3) subband determines the supra-threshold distortion level. In this work, the
quantization step size of the (HL,3) subband is sequentially set to different multiples of VT:
q times the VT. For example, the VT (the quantization step size where distortion remains
invisible) is approximately 0.5 when the variance of the wavelet coefficients is 50. In this
supra-threshold distortion matching experiment, the quantization step size of the (HL,3)
subband is respectively set to 1.0 (q = 2), 1.5 (q = 3), 2.0 (q = 4), and so on, to find a set
of quantization step sizes. The set of quantization step sizes that provide similar perceptual
distortion at a given q is denoted here as q-VT.

The experimental environment is arranged similarly to a typical office environment. Stimuli
are displayed on a Dell U2410 24-in In-Plane Switching (IPS) panel LCD monitor in ambient
light. The monitor has a dot pitch of 0.27 mm, a resolution of 1920 × 1200, an image
brightness of approximately 70 cd/m2 at a mid-gray level, a contrast ratio of 1000:1, and is
connected to the PC through a Digital Visual Interface (DVI) cable. The viewing distance
is 60 cm (23.6 inches) with a resulting visual resolution of 38.72 pixels/degree. The center
spatial frequencies for the five wavelet transform levels are 19.36, 9.68, 4.84, 2.42, and 1.21
cycles/degree. Two subjects, who are familiar with wavelet quantization distortion and who
have normal visual acuity, conducted the experiments.
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Figure 5. Perceptually equivalent quantization step sizes measured through psychophysical experiments 

Figure 4. Perceptually equivalent quantization step sizes measured through the psychophysical
experiments.

orientation a1,θ a2,θ a3,θ b1,θ b2,θ b3,θ

HL/LH -0.188 3.920 -2.562 0.010 -0.117 -1.107
HH -0.919 13.200 -14.270 0.010 -0.166 -1.380

Table 1. Fitted quadratic parameters.

3.2. EXPERIMENTAL RESULTS

Figure 4 shows perceptually equivalent quantization step sizes for three supra-threshold
quantization distortion levels, together with the VT. Similar to the VT, the quantization
step sizes become larger as the spatial frequency of the subband increases. Nevertheless,
when the quantization step size for the (HL,3) subband increases by a multiple of q, the
quantization step sizes of the other subbands do not increase by the same multiple. The
quantization step sizes for low-frequency subbands slightly increase, whereas the quantization
step sizes for high-frequency subbands significantly increase.

Estimates of the quantization step sizes for supra-threshold distortion levels for values of the
multiple q other than those tested can be obtained with the following power functions fitted
to the measured quantization step sizes using the least-squares method.

∆θ,k(q) = (a1,θq
2 + a2,θq + a3,θ)k

(b1,θq
2+b2,θq+b3,θ) for q > 1 (1)

where k ∈ {1, 2, ..., 5} is the wavelet transform level, and θ ∈ {HL/LH,HH} is the orienta-
tion of the subband. The fitted quadratic parameters are listed in Table 1. Figure 5 shows
the quantization step sizes measured during the experiments and the fitted function. For
the (LL,5) subband, ∆LL,5(q) = 0.0236q2 − 0.0117q + 0.6196.

4. LOW-COMPLEXITY PERCEPTUAL JPEG2000 ENCODER AND
ENCODING RESULTS

In a typical JPEG2000 implementation, the wavelet coefficients in subband b = (θ, k) are
initially quantized with a small quantization step size ∆b. The subband is partitioned
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Figure 5. Quantization step sizes measured during the experiments (symbols) and the fitted
function (lines) for (a) HL/LH subbands and (b) HH subbands.

into codeblocks, and the quantization indices of each codeblock are bit-plane coded. Each
bit-plane is coded in three coding passes, except for the most significant bit-plane (MSB),
which is coded in one coding pass. Thus, a codeblock with M bit-planes has 3M − 2
coding passes. Common rate-distortion optimization methods compute the rate increase
and distortion reduction for each coding pass, and select coding passes included in the final
codestream as those with highest distortion-length slopes as formulated in [1]. The main
penalty imposed by conventional rate-distortion optimization methods is that they require
the encoding of coding passes that will not be included in the final codestream. This can
be partially addressed by estimation techniques [12], though they may require to encode
some more coding passes than those strictly required, or they may produce a degradation
on quality. This paper proposes the use of Eq. (1) to determine the quantization step sizes
so that all coding passes are included. Image quality in this coding method is controlled by
choosing a target quality q rather than a target bitrate. Because no extra coding passes are
computed and the PCRD-opt stage is skipped, this coding method can dramatically reduce
the encoding time.

Table 2 compares the encoding times for an 8-bit grayscale aerial image of size 14580×14565
at several bitrates for the proposed method, for a conventional JPEG2000 implementation
that encodes all coding passes, and for a JPEG2000 implementation that uses heuristics
based on already encoded codeblocks to reduce the amount of the aforementioned over-
coding [13]. The encoding times were measured using Kakadu v.5.1 [13] on a PC equipped
with an Intel Core 2 Duo E7400 2.8 GHz CPU and 4 GB of RAM. The target bitrates
for the conventional and heuristic JPEG2000 encoders were chosen to match those from
the bitrates of the images encoded by the proposed method. The conventional JPEG2000
encoder requires 21.71 seconds on average to encode the image with little variation according
to the target bitrate. The use of heuristics reduces the encoding time by approximately a
factor of 2 on average. The encoding time of the proposed method reduces the encoding time
by an additional factor of 2 on average. The savings of the heuristic and proposed methods
increase with decreasing bitrate.
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q 2.0 2.5 3.0 3.5 4.0 4.5 5.0 5.5 6.0

bitrate (bpp) 0.477 0.363 0.303 0.263 0.235 0.214 0.198 0.184 0.173
proposed (sec) 7.401 6.145 5.742 5.561 5.438 5.084 4.999 4.894 4.829

conventional (sec) 23.474 22.515 22.972 21.231 21.752 21.450 21.151 20.298 20.545
heuristic (sec) 13.979 12.184 11.754 10.521 10.487 10.178 9.948 9.175 9.142

Table 2. Encoding times for an 8-bit grayscale aerial image of size 14580×14565 at several bitrates
for the proposed, conventional, and heuristic methods.
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Figure 6. Average DMOSs converted from VIF scores. The points are the average DMOSs and
the error bars represent ± 1 standard deviation. Smaller values indicate higher visual quality.

To examine the visual quality of the three methods at the same bitrate, 10 test images of
size 512 × 512 were used. The test images were created by cropping the 14580 × 14565
aerial image that had been down-scaled by a variety of factors. Figure 6 shows the average
difference mean-opinion-scores (DMOSs) converted from the Visual Information Fidelity
(VIF) scores [14]. The VIF metric has a very high correlation with human subject ratings
and outperforms state-of-the-art objective metrics such as SSIM, Sarnoff, and VSNR [15].
In the figure, the points are the average DMOSs and the error bars represent ± 1 standard
deviation. The DMOS is scaled from 0 to 100, and a lower DMOS represents image quality
closer to the original image. The DMOS scores of the proposed method lie well below those
of the conventional and heuristic JPEG2000 encoders at all bitrates, which suggests that the
proposed method provides better quality despite the significantly reduced encoding time.
Two encoded images are shown in Fig. 7. Though the conventional JPEG2000 encoder yields
the optimal codestream in terms of the MSE, images encoded with the proposed method
exhibit less blurring and superior visual quality than those encoded with the conventional
JPEG2000 encoder. In particular, at low bitrates, the proposed method better preserves
details compared with the conventional JPEG2000 encoder.
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(a) 

(b) 

Figure 7. Images encoded with the proposed method (left images) and the conventional JPEG2000
encoder at the same bitrates (right images). The target quality for the proposed method is set to
(a) q = 3.5 and (b) q = 4.5, respectively. The left images exhibit less blurring and superior visual
quality than the right images as emphasized by the boxes.

5. CONCLUSIONS

This paper introduces a low-complexity perceptual JPEG2000 encoder for aerial images.
The encoder is based on quantization step sizes obtained from perceptual distortion match-
ing experiments. This quality-driven encoder significantly reduces the encoding time while
maintaining higher visual quality at the same bitrate, as compared with a conventional
JPEG2000 encoder. Furthermore, the resulting codestream is JPEG2000 Part-I compliant,
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so is decodable by any JPEG2000 decoder.

While the work presented in this paper uses only a fixed quantization step size for a subband,
assuming that the variance of wavelet coefficients is fixed, an adaptive quantization scheme
that varies with the variance of the wavelet coefficients is expected to provide consistent
quality control and better visual quality, at the expense of slightly increased complexity.
This is the subject of ongoing research.
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ABSTRACT

As video systems move from analog NTSC to HD digital video, it is also important to
, real time text and graphics insertion capabilities. We

benefits between direct video insertion and data insertion in
metadata. We will explore the impact transmission infrastructure has on time accuracy,

control and data recovery when transporting HD-SDI video from source to destination
the side effects of compression tools used (e.g. JPEG 2000, MPEG, H.264) to

will be discussed.

Introduction

As technology changes we have all learned that language changes with it. Some of the terms
become common to all of us in the business of technology and some of it stays focused on those
directly participating in it. We also know that few solutions are perfect. So as technology

nges some things get better, perhaps a lot better, but new tradeoffs and new problems arise.
This is certainly the case in transitioning from analog NTSC video to digital video. We have
had some exposure to digital video, which is taking analog NTSC output and digitizing it in
video capture cards and software. But the SMPTE standards of 259M, 344M, 292M and 454M

video that starts at the source; a camera or other sensor. This

What is different?

Analog NTSC video

We are all well familiar with the wave form of an
NTSC (RS170A) video signal. As shown in

is comprised of horizontal and vertical
a color burst signal

and specified voltage levels that define black and
There is also the vertical

interval that includes field/frame sync and black
re not normally in the display area.

Figure 1: NTSC Video Wave Form

to HD Digital Video
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between direct video insertion and data insertion into the SDI
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nges some things get better, perhaps a lot better, but new tradeoffs and new problems arise.
This is certainly the case in transitioning from analog NTSC video to digital video. We have
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These lines are commonly used to hold encoded digital data. The TV networks place time
marks, advertiser codes and other information to coordinate network affiliates and bill sponsors.

An SDI digital signal (Figure 2) is a data stream. It is the nearest cousin to the analog NTSC
signal and is its digital video equivalent. It has similar components; an active video area, a
leading sync called start
of active video (SAV)
and a trailing sync called
end of active video
(EAV). It has no
equivalent of a color
burst signal, but has an
ancillary packet (ANC)
and a line counter (LN).
There is also a CRC
block.

The ANC packets are
used to store data related to the video. There is one packet for each horizontal line referred to as
the HANC and one for each frame referred as the vertical ancillary packet (VANC).

The overall video data rate is a variable unlike the standard bandwidth of NTSC. Bit rates are
determined by the pixel resolution, pixel depth and frame rate. Basic bit rates range from 40
Mbits/second for a standard definition data stream to 3 Gbits/sec for a 1080p HD data stream.
SDI decoders use the basic bit rates to determine the core resolution of the incoming signal to
initiate the synchronization process.

The active video area is like the analog signal equivalent. It is the image content.

The SAV and EAV are fixed markers defined by SMPTE 291M for the SDI stream. The ANC is
a packet or metadata is not in the video. In broadcast use, some of this area is defined by
SMPTE to hold up to 16 channels of related encoded audio data, some is for a SMPTE time code
and then there is a user area for data that is specific to an application.

Anyone familiar with edge encoding of analog video to embed machine readable data will
appreciate that SDI video streams have frame related built in places to store machine readable
information. A fair amount of data can be retained in the ANC packets and none of it is in the
active video area; a benefit to be sure.

Synchronization

Synchronization used to be detection of a voltage level in the video stream that was below a
blanking level. Color was derived by demodulating the phase of the chroma information with
respect to a color burst signal (3.58 MHz). Digital video now detects a bit pattern in a stream
(e.g. SAV and EAV). Illumination strength and color are defined by the values of bits encoded
in a pixel. Video resolution is not simply defined by bandwidth and scan lines, but pixel depth,
scan lines and scan rate. Unless there are undetectable and uncorrectable bit errors in the data
stream, image information can’t interfere with sync. Saturation and black are precise values.
Color is a precisely set value pixel by pixel at the time of encoding. Level detection, color phase

Figure 2: SDI Stream (National Semiconductor, 2005)
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no longer drifts or is subject to noise. Just as with digital audio, the only noise present has been
coded into the signal. That is, as long as bit error rates are controlled, detectable and correctable.

Resolution

While digital video has many resolutions, the most commonly used are 640 (pixels/line) by 480
(lines), 1268x720 and 1920x1080. In the USA, the NTSC standard definition TV resolution is
704x480 (4:3 pixel aspect ratio) which is equivalent to 640×480 when the pixels are square. For
HD video, the most widely used resolutions are 1268x720 and 1920x1080. Both are 16:9
format. The first measure of picture quality and image detail is pixel resolution. But pixels
themselves have resolution.

Pixels

Pixels are pixels, right? No. A pixel is a sample of the image luminescence (brightness) and
chroma (color value) of a given scan line. When image resolution is specified, pixel resolution is
the number of samples taken per line, e.g. 640, 1268 or 1920.

The range of brightness of a pixel is a critical part of the detail we see in any digital video image.
The number of steps of brightness (dark to light) is determined by the pixel depth and can be any
value from 1 (light/dark) to 256 shades (8 bits) and more. The more shades, the more detail can
be represented in the display, thus more resolution. A pixel is also made up of color elements.

When mixing light to create a spectrum of colors, one uses the primary colors of red, green and
blue (RGB). As you know, to generate a specific color each primary color must be set to a
specific strength. The mix renders the desired color. The number of colors one can make is
determined by the number of shades of each primary color one can specify. An 8-bit primary
color depth defines 256 shades. When applied to all three primary colors one can render 16
million colors (i.e. 3 x 28 bits results in a 24 bit color spectrum). This pixel depth is typically
what is in use today high definition video. But 24 bits isn’t the end-all. There are 30 bit and 36
bit systems with resolutions of over 4000 lines for cinema level digital video.

Data Rates

With NTSC video you need a 6 MHz bandwidth to transmit television quality video from the
camera to the screen; perhaps
8 MHz to retain studio quality.
But digital video bandwidth
requirements are a variable. What
is needed… all depends.

When one calculates a bit rate, the
pixel resolution, pixel depth and
frame rate must all be specified.
In general interlaced formats are at
30 Hz frame rates and progressive

formats are at 60 Hz frame rates,
thus double the data rate for the same line x pixel count resolution.

Resolution Type Frame
Rate

Mbit/Sec colors (k)

352x480i SDTV 30 46 262

640x480i 640 30 166 262

640x480p EDTV 60 442 16,777

1268x720i HD-TV 30 657 16,777

1268x720p HD-TV 60 1,315 16,777

1920x1080i 1920 30 1,493 16,777

1920x1080p 1920 60 2,986 16,777

Table 1: Resolutions, Frame and Bit Rate



Table 1 lists raw bit rate just for the video itself. The
for SAV, EAV, LN, CRC and

As you can see as resolution increases and one chooses between interlace and progressive scan
imagery, data rates go up geometrically.

In August of 2010, ITS set out to d
video inserter. The analog product is robust;
surround colors. It can insert
crosshair and a bore site graphic
receive IRIG B time code and insert that precisely
in the video fully synchronized to each frame.

This was designed using a Z80 8
running at 4 MHz, a 320 CE gate array, a 20
video amplifier, D/A converter and a few other miscellaneous parts

The 6980G-HD product is a bit
embedded GPS receiver to generate synchronous time stamps. It can still take a
too. But in the end it inserts
text; up to 4,000 characters.
It can do this with 16 colors
and has more fonts. It can
even insert an uploaded bit
mapped graphic.

This board has two FPGAs.
The 25K CE Altera Cyclone
part serves as the main
controller with an embedded
32 bit RISC processor running at 1
Ethernet and control functions. The
the HD-SDI video. This part
we developed to form an SDI processing
performs SerDes, reads/writes VANC data and reads/writes pixel data. When writing time
the metadata, it can do so to w
text that is to be overlaid on the video, the graphic identifiers, etc
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just for the video itself. The actual bit rates are slightly higher to allow
and the metadata.

As you can see as resolution increases and one chooses between interlace and progressive scan
rates go up geometrically.
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Transport

A big difference in handing HD video is the systems it may take to move the picture from the
source (camera) to the destination (recorder or display). In the studio, the sources and
destinations are close by. SMPTE specifies drive capability for SDI equipment to support 75Ω
coax to 100 meters. There is a lot of silicon available in the market to support driving the cable
and receiving the bit streams to meet this specification. Therefore, raw video can be moved from
cameras to composition, editing and direction stations in real time directly.

On a test range, things are different. The cameras and displays/recorders are often miles apart.
The means to transport video from source to destination include microwave radio, long coax
runs, Ethernet, optical fiber and new things one day. The pathways make many stops,
interchanges and control points along the way.

The transport systems available vary widely and so do the bandwidths available. The range is
6 MHz (or less) to 1-2 GHz if you are lucky enough to have an optical fiber network.

In order to transition to meaningful HD digital video, one wants to have sources with at least
720p resolution. Many wish for 1080p resolution. After all, 1080p is available on TV, right?
Not really. Broadcast television is 1080i. Blueray disk can be 1080p. This however is a local
source and it is highly compressed (H.264 is a standard for this media).

In transitioning from NTSC analog video to HD, not only are the cameras and the lenses even
more expensive, but the transport infrastructure needed to move the video is more costly as well.

Why? Data rate. All of us want images from the source be unmodified along the way to the
recorder or the display. We want our images often to be in real time as we have become
accustomed to in an analog video world (except in telemetry situations of course!). With a target
of having instantaneous display of 1080p images from a camera source five miles down range,
you need to be able to support a raw data rate of 2.9 Gigabit/sec. Not unobtainium, but almost at
this point in time. This bandwidth may never be available in a radiated medium One can’t get
there via the most advanced Ethernet. Fiber and short run coax is probably all that can be done.

So how do you transport HD video over long distances? Data compression.

The Compression Beast

MPEG-1, MPEG-2, MPEG-4, MPEG-4 Part 10, H.264, Motion JPEG, JP2000 are all terms we
have heard and are an evolution of schemes to compress the data in a picture or series of related
pictures to reduce the data rate need to transport them form source to destination.

Explaining the compression techniques, their math and strategies is out of the scope of this
paper. There are many sources to explore this subject in depth.

Having said that, an article found on the web by Jae-Beom Lee of Intel Corporation and Hari
Kalva of Florida Atlantic University (Lee) states that “digital video has significant redundancies
and eliminating or reducing those redundancies results in compression. Video compression can
be lossy or lossless. Lossless video compression reproduces identical video after de-
compression. We primarily consider lossy compression that yields perceptually equivalent, but
not identical video compared to the uncompressed source. Video compression is typically
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achieved by exploiting four types of redundancies: 1) perceptual, 2) temporal, 3) spatial, and 4)
statistical redundancies.”

They go on to explain that “Perceptual redundancies refer to the details of a picture that a
human eye cannot perceive.”…” Because of the large number of rods, the human eye is more
sensitive to variations in intensity than variation in color. The RGB color space does not closely
match the human visual perception. The YCbCr color space (also known as YUV), where Y gives
the average brightness of a picture and Cb and Cr give the chrominance components, matches
the human visual perception better. The YCbCr representation thus allows exploiting the
characteristics of the visual perception better.”

In discussing temporal frequency sensitivity they point out that “Human visual persistence is
about 1/16 of a second under normal lighting conditions and decreases as brightness increases.
Persistence property can be exploited to display video sequence as a set of pictures displayed at
a constant rate greater than the persistence of vision. For example, movies are shown at 24
frames per second and require very low brightness levels inside the movie theater. The TV, on
the other hand, is much brighter and requires a higher display rate.”

Then there are spatial frequency sensitivities of the eye that is frequency of the change in picture
levels. Here they point out that “as the spatial frequencies increase, the ability of the eye to
discriminate between the changing levels decreases. The eye can resolve color and detail only to
a certain extent. Any detail that cannot be resolved is averaged. This property of the eye is called
spatial integration.”

The spatial integration property can be exploited to remove or reduce higher frequency level
changes without affecting the perceived quality. This is why in NTSC analog video, the
bandwidth allotted to modulate color is about 1/3 of that for luminescence.

So before compression begins, the raw RGB color captured by a source such as a camera is
transformed into YCbCr color space. This transformation is the first step in compression
because it reduces bit count without sacrificing any perceived image quality… to the eye that is.
Essentially this scheme makes a super pixel for color values (Cb & Cr) while luma information
(Y) remains at the image resolution. There are several YCbCr formats. In the 4:4:4, format
luma and color are at the same resolution as the pixel resolution. This is a very high detail
image. There is no data compression benefit, and from a human perception point of view no
benefit over the 4:2:2 format. 4:4:2 format makes a super pixel for the color components that are
twice a large as the luma pixel. 4:2:2 sampling saves about 1/3 of the data space relative to
4:4:4. Used in many systems such as DVD and HDTV is 4:2:0 where the color super pixel is
4 times the size of the luma pixel. 4:2:0 sampling reduces bit count by 2 over RGB space.

In addition to providing a bit of background, it is important to remember from this discussion
that compression strategies in digital video are designed to minimize data storage and channel
bandwidth by taking advantages of the foibles of the eye. Preservation of the data itself is not
the central theme. Therefore, compression algorithms may obscure and lose information that is
embedded in the video as the compression demand grows.
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There are many fans of one type of compression approach or another. The basic MPEG strategy
is to make a mosaic out of an image and compress each mosaic. Mosaics of 16x16 pixels are
commonly used. One can see in
the most basic way that a scene
with a blank wall in the
background will offer a 16x16
areas that only requires a little bit
of data to tell a decompressor how
to reconstruct it. MPEG
techniques also group a series of
pictures together to create chains
of reference frames and
interframes. The reference frames
are compressed as much as
possible without compromising
any data. The interframes are
comprised of skeletal images that
are essentially the changes
between the reference frame and
the current or nearest interframe. Predictive algorithms can/are used to interpolate motion
between frames to smooth out motion aliasing. Often to implement these algorithms the order of
frames compressed in a group of images is shuffled to help the decompressor reverse the process
efficiently. Above, The H.264|MPEG-4 AVC (IEEE, 2011) Coding Standard, depicts the
processing steps to yield high quality images (to the eye) at high compression ratios.

JPEG 2000 uses a wavelet strategy. Still a mosaic, but each macro block is further divided into
resolution layers. This makes
JPEG 2000 coding/decoding is a
scalable process. An artifact of
scalability can be seen when an
image improves as the decode
process takes place. The key
benefit here is that a wavelet
retains the fine detail better at the
same level of compression than
the mosaic strategy. JPEG 2000
does not use interframes as
MPEG encoding uses. That
means every frame is there, unless
frames have to be dropped to meet
bandwidth limits.

In the end, though, the problem is the same. The amount of data that has to be moved must fit
into the available bandwidth.

Table 2 shows data rates that can be expected when applying a range of compression algorithms
to video streams of a common range of resolutions.
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Table 2 Data Rates

Resolution Type
Frame
Rate

Mbit/S Mbit/S
MPEG-2

H.261
lossless

MPEG-2
H.263

JPEG
2000

H.264
MPEG-
4AVC

Average
Compression

Ratio
10 30 40 50 60

352x480i1 SDTV 30 46 46 4.56 1.52 1.14 0.91 0.76

640x480i 640 30 166 166 16.59 5.53 4.15 3.32 2.76

640x480p EDTV 60 442 442 44.24 14.75 11.06 8.85 7.37

1268x720i HD-TV 30 657 657 65.73 21.91 16.43 13.15 10.96

1268x720p HD-TV 60 1,315 1,315 131.47 43.82 32.87 26.29 21.91

1920x1080i 1920 30 1,493 1,493 149.30 49.77 37.32 29.86 24.88

1920x1080p 1920 60 2,986 2,986 298.60 99.53 74.65 59.72 49.77

As you can see even H.264, a very efficient high quality algorithm, cannot provide enough
compression to pass a 480p image through a 6 MHz channel. Ethernet 100 requires the
maximum compression of JPEG 2000 or H.264 to pass just one 1080p data stream.

The Compression Tradeoff

While compression can address the transport problem, it has been shown it is not without a price.
Lossless compression would be best. All the data is there all of the time. Any detail you want to
see is there. Any nuance is there unless of course have transformed the RGB to YCbCr space.
You may not see this difference, but if one is extracting data from the video, something may be
missing that a computer could have seen.

As the required compression ratio increases, one has to find a way to eliminate content. Some
bits can be eliminated by differentiation, some by grouping images together. These techniques
will yield compression in the 10-30 range. As available bandwidth goes down, one has to
compromise more and more. Eventually, frames may have to be dropped or frame rate reduced,
pixel depth must be reduced, the mosaic structure must grow in MPEG or the layer parameters of
JPEG2000 must change.

All encoders give the user choices. Not all encoders work the same. Much like your SLR still
camera, you can chose between image quality and frame rate priority. Image quality priority will
reduce frame rate in lieu of compromising image data. If you are trying to see and time things
that happen quickly, this choice may cause you to miss an event. Frame rate priority may cause
you to lose the resolution to see a small detail well enough to analyze. The compression
tradeoff is new when transitioning to digital video and it is dynamic. The choice depends on the
transport bandwidth available, the resolution needed and what you are trying to measure.

Care is the word. There are many choices and those choices in part depend on what you are
trying to measure, see and what environment exists in the view. You will get different results

1 When interlacing, half of the vertical line count is sent at twice the frame rate in a manner similar to NTSC
interlace video. Full HD progressive scan is sent at higher frame rates to eliminate temporal flicker effects. HTDV
up to now (2011) is 1080i as there is not sufficient bandwidth even at an H.264 compression rates to support 1080p.



9

for different situations, transport bandwidth, software, hardware, cameras and just about
anything in the chain.

Latency

Latency is a bit more invisible; at first. When watching a recorder or a display, the images are
recreated in real time; 30 or 60 FPS. But the time from when the picture was taken and when it
arrives can be many seconds. Latency is an accumulation of transport time needed to move the
number of bits required for the decoder to buffer and start the reconstruction process and the
amount of calculation required at both ends to accomplish the CODEC function. As available
bandwidth reduces, the amount of calculation increases (more compression) and more bits must
be buffered and traverse the transport mechanism. The CODEC calculation time depends on the
power of the computer and software available at each end. The available bit rate (bandwidth
become a dominant factor in sizing the buffers needed to absorb compression variation.

The CODEC suppliers will quote end-to-end latency, but it is usually based on a loop signal
stream from input (encode) to output (decode) directly. H.264 is in the 1-2 even 3 second ranges
depending on mode. JPEG 2000 can be fast, in the 45 ms range. Even this will not meet the
needs of range timing. Remember, buffer time and transmission time have not been factored in
to these values.

Clearly given the variability of latency, precisely knowing when a picture was taken by a video
source is much more challenging in the digital video world than what we have known in the
analog video world.

Where to time stamp

If the time an event is recorded is important, as it usually is, where in the chain to mark it must
change as the transition is made from analog to digital video.

In order to time correlate many video streams and other sensors, the accuracy of image time
stamps is critical. In analog video streaming, the time between picture at the camera and video at
the recorder or display is usually MUCH less than a frame interval, less than a millisecond. It is
dominated by propagation delay over the medium through which it is transported. Therefore,
time stamping an image or edge/line encoding a video stream at the receiving site has little
impact on the accuracy of measurement. This is what has been done in the industry for 35 years.

While there is a SMPTE time code place in the SDI stream, SMPTE time code marks only hours,
minutes, seconds and frame number since the last 1 second mark. Since video time marks in
instrumentation environments require time stamps having resolution down to microseconds in
some cases, standard SMPTE time code is not adequate for this purpose. Further, not all
cameras support any time stamping or synchronization to a time source such as GPS or IRIG B.

In analog video, time stamps are placed as overlay on the video and/or in the video with edge
encoding. Digital video compression may compromise these methods if accomplished at the
camera source via a pixel swap overlay on the original stream before insertion into the transport
system. Time stamping must be accomplished at the video source to ensure accurate results.

As mentioned earlier, SDI video streams have ANC packets that are intended to store data. This
area of the stream is losslessly compressed if compressed at all. ANC packets are intended for
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data read by a computer and are preserved to ensure it can do so. Therefore, a place to insert
time stamps and other information is in the ANC packets. Still; this must be accomplished at
the source side to ensure time accuracy and avoid the effects of latency. It may also be
important if the location of the source is moving and accurate position data is needed.

Much work has been done to better utilize the metadata in an SDI stream for instrumentation
purposes. This has been a particularly important area of UAV research. The results of the UAV
effort have been formalized in NATO STANAG 4609. In this public standard, a format for
accurate time stamping and marking of other important data in each frame has been developed.
The Predator Program makes use of this standard to fill the ANC with accurate time marks,
lat/long/height information and other image synchronized mission data. ITS used this format as
guidance to insert time in the VANC packets of incoming SDI streams.

Conclusion

Transitioning from analog video to SDI digital video requires a new language and a new set of
tradeoffs to enjoy the higher resolution and maintain the usefulness of the imagery. The
transport infrastructure to move digital video from the camera to the recorder or display plays a
key role in the process and forces time stamping back to the source in these new systems.

Bandwidth limitations introduce the effects of compression which introduce video latency, image
loss and ultimately cause pictures to be lost.

In putting together HD video based systems for testing,

1. Specify video sources that generate SDI.
2. Configure time stamps can be inserted at the SDI source.
3. Require time stamping to be integrated into the SDI metadata.
4. Genlock your video sources.
5. Required that any recording system selected must preserve the metadata.

Also be aware that other data such as text, crosshairs, boresites and markers may also be
compromised by the compression process. Any insertion engine selected should keep display
text and identifiers for these insertion elements in the metadata.

An interoperable system must be selected for decoding the metadata at display time. Such a
system should serve as a decoder, read the metadata and offer controls to define where and if
such data should be displayed on the video stream. This capability enables the user to move or
remove annotation as the display is presented should an event of interest be obscured.
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ABSTRACT

There are a myriad of applications for terahertz radiation: security, military radar, product
inspection, and telecommunications. These require manipulation of the radiation beyond
simple transmission and detection, namely refraction: focusing, defocusing, and collimation.

The current state of the art fabrication of terahertz lenses is an expensive and time
consuming processes; involving high purity semiconductors and months of lead time. Our
project focused on demonstrating that an inexpensive and quick process could reduce the
production investment required by more than three orders of magnitude. This process is
based on fabrication using a novel gradient index structure produced with polymer-jetting
rapid-prototyping machine.

1 INTRODUCTION

Optics that operate in the high gigahertz to terahertz ranges typically are inordinately ex-
pensive. This is due to the current state of manufacturing techniques that will be explained
in 1.1. As a result, there is both large financial overhead, investment, and time required to
go from tape out to physical realization and final construction. This project explores fabri-
cation of similar EM spectrum domain structures using a polymer jetting technique which
realizes much faster time of construction, and orders of magnitude less financial overhead.
In addition, this project investigates the use of a gradient index (GRIN) structure to effect
a lens. The same optical phenomena (focusing, defocusing, achromatizing) should be at-
tainable from this gradient of index as one would expect from a optic with curved surfaces
designed for a specific wavelength. The wavelengths this project is concerned with are on
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the order of millimeters, meaning that the features that need be generated are substantially
smaller than the wavelength. The interaction of the wave with these features can be modeled
using effective medium theory, and give us very fine control of the index at each point, despite
having relatively rough granularity over the the spatial distribution of material. The index
profile was generated starting from an arbitrary four-parameter polynomial description, then
optimized using a modified Levenberg-Marquardt algorithm. The resulting distribution was
implemented using a dithered geometric distribution of two polymers available to be rapid-
jet prototyped. Several physical designs for creating the index profile were created, and
the simplest, a dithered combination of two polymers, was realized. Mapping indices to the
physical geometrical distribution of material was achieved with an intermediate computation
step and validation of the produced design was run in ANSYS HFSS, simulating the system
response to an electromagnetic plane wave stimulus. HFSS simulates the full behavior by
imposing specific boundary conditions upon Maxwell’s equations, and therefore is a realistic
interpretation of the actual performance expected from the geometries and indices simulated.

1.1 Existing Methods

The current state of manufacturing techniques for optics in the GHz to THz range is both
time consuming and expensive, the most common technique is the traditional CMOS process
utilized for semiconductor manufacturing which includes multiple several step processes from
tape out of the design (optical mask) to exposure/photoresist development/acid etching to
rinsing.

1.2 Effective Medium Theory

1.2.1 Introduction

Effective Medium Theory (EMT) provides for the mixing of different media based on general
inclusion geometries in that their properties, usually and in our case electric permittivity ε is
considered, can be effectively summed, averaged, or properly mixed (weighted) depending on
application, inclusion geometry (cubical, spherical, ellipsoidal, etc.) and particular circum-
stance. Effective Medium Theory allows for the ability to mix different media, and predict
the properties of the resulting material with respect to a certain feature size compared to
the wavelength of concern.

1.2.2 Theory of Mixing

Mixing theory is based on the fact that essentially any volume (3D case) or area (2D case)
that we wish to encapsulate and create a mathematical boundary therein can be found and
material properties (in our case, electric permittivity) are known or can be found. The
Maxwell-Garnett mixing formula [5]

εeff
εe

= 1 + 3f
εi/εe − 1

εi/εe + 2 − f (εi/εe − 1)
(1)

gives us a relation for implicitly finding the electric permittivity for a generic inclusion. In
equation 1 above, εeff is the effective medium permittivity, εe is the permittivity of the
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environment, in our case this is model polymer, εi is the permittivity of the inclusions, f
is the dimensionless volume fraction of inclusions, in our case fraction of support to model
polymers, in the effective medium. Based on the Maxwell-Garrent mixing formula the mixing
of model and support polymer can be done successfully and implicitly.

2 METHODS AND ANALYSIS

2.1 Simulating Arbitrary Index Profiles

In order to simulate the index within the three-dimensional optic, we first made some sim-
plifying assumptions. First, we assume that the resulting profile should be symmetric about
the optical axis. Second, we assumed that the optic would be operating in air (with a nom-
inal index of 1.0). This allowed us to simulate a single two dimensional slice, running from
the optic axis to the edge, and the full depth of the optic with a small layer of air on the
entrance side and a longer air buffer after the lens. This two-dimensional set of indices was
stored as an array. No physical dimensions were imposed upon the model; only the aspect
ratio of the device (aspects of 1 : 2, 1 : 3, and 1 : 4 were used during testing) was locked for
each optimization.

Figure 1: Raytracing simulation of a Luneberg lens index profile for validation of the raytracing algorithm.
Black lines are contours of equal index of refraction, blue lines are traced rays.

2.2 Optimizing the Index Profile

A novel ray tracing algorithm was developed for determining ray paths through the distribu-
tion of index. This method requires a well-defined gradient of index, and in order to reduce
the computational load of optimizing a totally arbitrary field, the index within the optic
was constrained to those describable using the University of Rochester GRIN formula, seen
below:
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n(r, z) = n00 + n01z + n02z
2 + n03z

3 + n04z
4 (2)

+n10r
2 + n20r

4 + n30r
6 + n40r
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This allowed us to optimize utilizing only eight parameters, rather than allowing the op-
timizer to tweak the hundreds of thousands of elements within the array individually. It is
important to note that being able to alter the individual elements in the physical optic is a
great strength of rapid prototyping fabrication as compared to traditional methods of GRIN
fabrication, but designing such a profile lay beyond the scope of our project. The optimiza-
tion itself was done using a modified version of the Levenberg-Marquardt algorithm, which
converges to stable local minimum even if the initial guess is very far away.

The figures of merit used during optimization were the standard deviation of the axial
ray crossings (using between 25 and 100 rays), the difference between the desired axial cross-
ing distance (typically the back focal distance, but in this case it remains unitless) from
the optic and the average of the locations where the rays crossed. The final results of the
optimization were the values of the eight coefficients, which where then used to generate an
array of indices for the discretization process.

A proof of concept was undertaken to validate the function of the ray tracing algorithm.
The test structure fed in was a Luneberg lens, a sphere with radially varying index of
refraction. The index profile for this test structure can be modeled as follows, wherein r is
the radial distance, R is the sphere radius, n0 is the index of refraction of the surrounding
medium, and n1 is the highest index expected within the domain:

r =
√

(x− xc)2 + (y − yc)2 (3)

n(x, y) =

{
r ≤ R

√
n1 −

(
r
R

)2
r > R n0

(4)

The well-documented behavior of a Luneberg lens profile is to focus collimated light
entering one side onto a focused spot on the opposite side, and take light from an object in
contact with one side and emit collimated light out the opposite side. The result of tracing
this profile can be seen in Figure 1 to follow this behavior exactly.

2.3 Discretization the Index Profile

The index profile optimization step yielded a continuously defined function that returns the
index of refraction at any point in space. While convenient for a simulation, it was not
convenient for fabricated. In order to affect the index at one given point, we fall back to
the aforementioned effective medium theory, which holds that the material properties in a
volume will act in concert as the volume-average material property. As such, we needed to
find a scheme for distributing our three materials (model polymer with neff = 1.7, support
polymer with neff = 2.0, and air neff = 1.0) in space that meshed well (no pun intended)
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with the capabilities of the rapid prototyping machine available. Two specific schemes were
settled upon as being realistic and computationally designable (as the complexity of the
profile quickly went beyond what one would want to discretize by hand).

The first such scheme was dithering. In image processing this processes takes an image
possessing many intensity levels and, using a set of quantized intensity levels of our choice,
re-builds the image using only the allowed intensity levels by propagating the difference be-
tween the quantized levels and the existing level to neighboring pixels. The result is an image
that resembles the original when viewed at a different scale and lacks visible quantization
steps that a straight threshold or halftone dither would result in. This is the same scheme
utilized by comic book printers years ago to affect gradients with only discrete points of
ink, as shown in Figure 2. We implemented a modified Floyd-Steinberg dithering algorithm
and used it for discretization. This algorithm is commonly used in image processing and
yields good uniformity and minimal quantization error over our average sizes. We also im-
plemented a ordered dithering algorithm which turned out to be not as smooth and was thus
abandoned, though the swiss cheese example later roughly approximates an ordered dither.
Subjectively better smoothness was realized with the Floyd-Steinberg algorithm. Further
experimentation with Bayer and other dither algorithms could potentially yield different,
better results as well. This discretization algorithm was applied to each layer of the struc-
ture, in effect creating many area dithers rather than a true volume dither.

The second discretization scheme is nicknamed ‘swiss cheese’ since it approximates the
holey structure of the cheese which it derives its namesake from. Simply put, the swiss cheese
model consists of columns of one material surrounded by another material. One structure
consisting of air surrounded by model polymer was designed, another consisting of support
polymer surrounded by model polymer. In the swiss cheese system, the index varies only in
x and y, not z through the optic. A two-dimensional slice of material is divided up into an
regular grid. Each entry in the grid is replaced with a predefined structure whose volume
average is closest to the desired index.

Figure 2: An example of how a “halftone” or dithered pattern effects a gradient on different length scales
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2.4 EM Simulation

One avenue used to prove the focusing ability of our swiss cheese structure was simulating
the structure in ANSYS HFSS. The HFSS software allowed for the structures to be built
in three dimensions and simulated to observe electromagnetic plane wave behavior through
and beyond our discretized structure. As will be discussed later, due to computational com-
plexity and processing limitations not all of our designs were able to be simulated using
HFSS, the dithered structure being one of these. The dithered model had on the order of
one million more boundary conditions than the swiss cheese structure. However, the swiss
cheese design was simulated to show, in simulation, that the focusing of a terahertz domain
plane wave is possible with this structure.

Figure 3: HFSS Model of the Swiss cheese discretization scheme

To simulate the design using HFSS the structure was built by hand using HFSS’s built-in
three dimensional model building features. Once built, individual portions of the structure
was selected and assigned material properties, in particular the dielectric constant for rel-
evant regions was set to those of the model and support polymers. Other methods were
considered but not implemented in building the structures for simulation. The first involved
building the structures using the SolidWorks three dimensional model building software,
which allows for greater design detail, and importing the structure into HFSS using a .STEP
file extension. This seemed to be illogical because our structures were able to be built with
similar precision and difficulty using HFSS which excludes the process of transferring the
simulated structure between different software. The second method considered was creating
script files generated using MATLAB in order for the structures to be built automatically.
This method would have been useful in order to build the dithered solid block design in
HFSS because of the complexity of the structure. However, because of foreseen computa-
tional limitations, the dithered model was not attempted to be simulated using HFSS. Thus,
work in generating the script files was not undertaken.

Due to high radial symmetry and no z-directional variation in index profile it was pos-
sible to build only a quarter of the structure in HFSS to reduce computation time while
still obtaining significant results. A radiation boundary was built around the structure and
extended out to an appropriate distance where the focal point was predicted to fall inside, in
general about five times the depth of the structure. An incident plane wave within the tera-
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hertz frequency region was selected to travel normal to the surface of the selected entry plane
of the structure. Further, observation planes (ones with unassigned material properties, and
therefore air) were placed at stepped z-varying distances in order to observe electromagnetic
intensity activity as the plane wave travels through and beyond the structure. The simula-
tions were then analyzed by the HFSS software which took between 20 minutes to multiple
hours depending on the complexity.

Figure 4: HFSS Results near the focal plane

Focusing effects were observed in HFSS simulation of the Swiss Cheese dithered design
as seen in Figure 3. Again, only a quarter of the entire structure was built to decrease
computation/processing time. The dimensions of the optics are (2.5 cm x 2.5 cm x 1 cm)
in (x y z). The original design called for a depth in z of 2 cm although when simulated
an “out of memory” error occurred on the computer so the structure depth was cut in half
so computation was possible. The incident plane wave tested on the structure was set at
100 GHz which translates to a 3 mm wavelength. By cutting the depth of the structure
in half the incident wave was still able to pass the distance of just over three wavelengths
through the material. It is untested as to whether having a thicker depth would provide bet-
ter or worse focusing effects. Although it would decrease the intensity of the plane wave due
to absorption and reflection effects by the structure. It is known that both the model and
support polymers are quite optically dense. From this simulation the results show the best
focusing desired at 2 mm and 8 mm from the exiting surface of the swiss cheese structure.
The multiple peaks of intensity suggest a less focused result than a well defined focal point
which is a result of having a lack of z- varying index. However it does show that focusing
is possible with the use of varying polymer materials at sub-wavelength increments which
can be understood through effective medium theory. Figure 5 is a visual representation of
the intensity of the plane wave focused at where the center of the structure would be if the
whole structure was simulated.

3 RESULTS AND DISCUSSION

Testing of the current optics is being done with a Fourier transform spectrometer and has
been more time consuming than expected. As a result, testing is still underway and data is
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Figure 5: HFSS Results near the focal plane

still being collected. The team is confident that these data will be meaningful. Acquiring a
source capable of producing 300 GHz was one of the major challenges that needed to be be
overcame. There has been a concern that the optics, as produced currently, will cause too
much loss of the electromagnet field. Should the loss show to be overwhelming, the optics
can simply be scaled to a smaller, thinner structure while keeping the aspect ratio of height
to thickness constant at a minor cost of production and time, exactly one of the benefits of
this fabrication method.

4 CONCLUSIONS

It has been readily shown here that through the use of a rapid prototyping polymer jetting
machine structures can be produced that can effect terahertz domain waves. The benefit
of using a rapid prototyping polymer jetting machine has also been shown to reduce both
fabrication cost and time several orders of magnitude with respect to the current industry
standard, semiconductor processing. As a proof of concept project, this means of production
for terahertz optics has been a success and shows great promise.
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ABSTRACT 

 

This paper presents the remote detection and geolocation of breathing targets, for the purpose of 

effective search and rescue. The key objective is to detect and locate micro oscillatory movement 

through high-performance sensing, such that breathing targets can be clearly identified from the 

stationary background image. The presentation of this paper includes theoretical analysis, structure 

of the imaging formation algorithm and data-acquisition hardware, and full-scale field experiments. 

 

 

I
TRODUCTIO
 

 

As real-time microwave imaging systems become feasible, detecting and tracking of moving targets 

has been a research subject of great importance and interest. However, the focus of the research 

effort has been limited to mainly the translational displacement. And the most challenging object 

remains to be the detection and geolocation of non-displacement motion, such as small periodic 

movement of stationary objects. The most direct and immediate application is the imaging and 

detecting of breathing, in search and rescue missions, which is one of the most critical elements in 

medical telemetry. This effort requires real-time high-resolution systems with high-performance 

image formation algorithms. 

 

In this paper, we describe the development of a high-resolution portable ultra-wideband MIMO radar 

system and present the high-performance imaging algorithm for the detection and geolocation of 

breathing targets. The image formation algorithm is capable of producing two components from the 

image sequence, separating dynamic profile from the stationary background profile, which enables 

us to visualize the location of breathing human subjects accurately. With the assistance of camera 

units, this high-performance imaging system allows us to perform remote search for survivors 

efficiently and effectively. 
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SYSTEM DESCRIPTIO
 

 

The hardware system used to verify the breathing detection algorithm is a stepped FMCW radar 

operating over a frequency range of 500 MHz to 2 GHz. The instantaneous peak output power of the 

radar over the frequency band is 17 dBm, while the average output level depends on the number of 

stepped frequencies specified by the user. There are 16 user selectable hopping rates that vary from 5 

to 90,000 data points per second. All of the system operating parameters are controlled by user 

through a software interface, and can subsequently be tailored for specific operating objectives. The 

open interface allows users to acquire, store, and replay data, as well as to develop, test, and 

implement special signal processing algorithms such as ones for breathing detection and geolocation. 

 

An antenna switch interface board allows the radar to operate with an array of four planar Vivaldi 

antennas in a MIMO mode. The antennas are directional with beam-widths covering approximately 

60° at 500 MHz to 30° at 2 GHz. The gain varies between 5.5 and 10 dBi over this same frequency 

band. These antennas were placed approximately 33 cm apart. Each of the antennas can act as a 

transmitter or receiver but only a single pair is active at a time. In operation, the antenna array is 

scanned end to end sequentially through all of the transmit/receive antenna pairs, with a complete 

frequency sweep taken for each pair. The fast data acquisition rates available mean that for practical 

applications, each antenna pair in the same sweep can be treated as being approximately 

simultaneous. 

 

Scanning the array produces a set of data from each antenna pair that can be transformed into a high-

resolution range profile of all the scatters in the field of view. A complete image frame uses the set 

of data associated with scanning through all the transmit/receive pairs in the array a single time. 

Conventionally, complex superposition of data from the antenna pairs is performed to produce a 

reconstructed image of the illuminated scene.  

 

Breathing machines with adjustable breathing rates and depths are used as simulators for stationary 

individuals. Each breathing machine is constructed of a 0.43 m diameter slightly convex metal plate 

attached to a linear bearing that is driven by an electric motor to produce a horizontal sinusoidal 

motion. The typical setting for the breathing depth was 1.3 cm, while the period varied between 0.2 

Hz and 0.33 Hz to simulate the typical range of human breathing rates. 

 

 

IMAGE FORMATIO
 

 

Consider the range profile R(r). At a range distance r, the time delay to the receiver is 

 

τ = 
c

r
 

    (1) 

 

 

where c is the propagation speed. Then, the received wave-field sequence is in the form of 

 

e(k) = ∫ R(r) exp(-j2πf (r/c)) dr     (2) 
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Because the frequency of the stepped-frequency FMCW illumination is in the form of  

f = fo + k∆f, the equation becomes 

 

 

e(k) = ∫ R(r) exp(-j2πfo (2r/c)) exp(-j2πk∆f (r/c)) dr      (3) 

 

 

We now group the first two terms for simplicity, 

 

 

R’(r) = R(r) exp(-j2πfo (r/c))    (4) 

 

 

The equation is now simplified down to 

 

 

e(k) = ∫ R’(r) exp(-j2π(k∆f /c) r) dr    (5) 

 

 

 

Hence the received wave-field data sequence is in the form of the Fourier transform of the range 

profile, evaluated at the discrete spatial frequencies of 

 

 

f =  k (∆f /c)  (6) 

 

 

This suggests that the range profile can be estimated by taking the Fourier transform of the FMCW 

data sequence. During one data-acquisition cycle, 12 data sequences are obtained from the radar 

array. Traditionally, after Fourier transformation, these 12 range profiles are mapped to the region of 

interest to form one image frame by complex superposition. For the purpose of detecting breathing 

movement, an additional Fourier transform is implemented to separate the micro oscillatory 

movement from the stationary component. 

 

 

FIELD EXPERIEM
T 

 

A field experiment was conducted to illustrate the capability and performance of this portable radar 

imaging-sensing system. Figure (1) shows the 4-antenna radar unit and the setup of the outdoor field 

experiment.  
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Figure (1): 4-antenna radar unit and the setup of the field experiment 

 

 

For accuracy, two breathing machines were stationed in the target area, operating at the breathing 

rates of 0.2 Hz (12 breaths per minute) and 0.28 Hz (17 breaths per minute) respectively.  

 

The data acquisition was conducted by a radar system with 4 antennas, operating in FMCW mode. 

The operating frequency band was from 0.5 GHz to 2.0 GHz. The system scanned through 1024 

frequency steps in 0.035 seconds, generating 12 bi-static tracks of data sequences corresponding to 

12 transceiver pairs. The data sequences were then converted to 12 range profiles by Fourier 

transformation. Figure (2) show a typical range profile. 

 

 

 
Figure (2): A range profile from one transceiver pair 

 

 

The conventional approach is to form one instantaneous image frame form the 12 range profiles 

through complex superposition. Subsequently, motion detection can be conducted from the image 

sequence. However, this image-sequence based method is ineffective in separating the breathing 

movement from stationary background component. 

 

One full scan cycle, for all 12 transceiver pairs, requires approximately 0.42 second. Then, as an 

example, during a period of 54 seconds, each transceiver pair will produce 128 range profiles. If we 

perform an additional Fourier transformation with respect to time, a two-dimensional range profile 

1st machine

2nd machine

wall
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can be constructed. As it can be seen from Figure (3), the breathing machines are clearly shown at 

the correct range distances and breathing rates.  

 

 
 

Figure (3): 2D spectrum of the data sequences from one transceiver pair 

 

 

This implies the breathing components of the range profiles can now be separated from the 

stationary background distribution. The remaining DC component of the two-dimensional range 

profile is corresponding to the stationary background structure. This allows us to form a separate 

image of breathing elements from the background. Figure (4) shows the images of the breathing 

components. 

 

 

         
 

Figure (4): Images of the breathing components 

 

 

More effectively, we can superimpose the breathing component to the stationary background, as 

shown in Figure (5), with colored version for the breathing elements and standard grey-scale image 

for the background wall. 
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Figure (5): Composite image of the breathing elements and the background wall 

 

 

CO
CLUSIO
 

 

The objective of this research task is the design and implementation of image formation techniques, 

capable of detecting micro oscillatory movement with a portable radar sensing system. The main 

application is the remote detection and geolocation of breathing targets, for the purpose of effective 

search and rescue. Detecting spatial displacement with microwave imaging system has been a 

subject of great interest and importance. The detection of translational spatial displacement has been 

successfully implemented. Yet, the detection and geolocation of breathing elements have been 

extremely difficult due to insufficient spatial displacement. This paper presents an effective 

approach to the detection and separation of breathing elements from the stationary background 

structure, which allows us to significantly improve the execution of search and rescue operations. 
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ABSTRACT 
 

The National Aeronautics and Space Administration’s (NASA) Remote Imaging System 
Acquisition (RISA) camera will integrate the functionalities of existing space cameras. The 
system operates between 350nm and 1050nm wavelengths, with a MATLAB user interface,  
uses a CS-mount standard with a CMOS detector, and has a fixed focal plane. The 
implementation of a liquid lens uses electrical focus adjustments to image from infinity down to 
one foot. This will allow  wireless operation and reduces mechanical failure. All images and 
video captured will be transmitted wirelessly to a MATLAB program. This data is then 
processed and stored, allowing for remote imaging. 

 
 

INTRODUCTION 
 

The current space shuttle being used by NASA, Discovery, is being retired in order to allow for a 
more up-to-date shuttle to be created. During the interim period,  NASA will not have a space 
shuttle of its own, the astronauts from the United States will be flying to the International Space 
Station on the Russian Soyuz shuttle. This shuttle, as well as the one that will be built for NASA, 
is smaller than Discovery, resulting in less cargo space. Currently up to six off-the-shelf separate 
imaging devices are used to perform necessary tasks ranging from cameras used to monitor crew 
and space vehicle health to telescopes, microscopes and endoscopes. These imaging devices are 
not designed to withstand the radiation and other extreme conditions that occur within the space 
environment, and often fail before a single mission is completed.  
 
The RISA space camera is the solution for eliminating all of the weaknesses of the former 
system by condensing all of the separate imaging systems into a singular device. Utilizing a C 
mount interface, a variety of imaging systems utilized by the device. Radiation toleranced parts 
ensure that the device will be able to better withstand the conditions of the space environment. 
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The final product will communicate wirelessly using the 802.11g protocol and can communicate 
with a base computer equipped with MATLAB transmitting imaging as well as monitoring 
environmental conditions such as ambient temperature. Wireless connectivity will allow for an 
increase in the functionality of the device enabling it to be used both internally and externally of 
the space craft allowing monitoring of the crew as well as Lunar or Martian surfaces. A diagram 
showing an overview of the system is provided in Figure 1.  
 

 
Figure 1: Overview of RISA System 

 
As the project is ongoing, and is currently within its fifth year, there were components that were 
already completed from previous years. Working imaging and temperature sensor code for use in 
MATLAB was provided. Additionally, an imaging sensor, circuit board, as well as a USB 
interface board were provided. Wireless connectivity or an optical system that had met the 
requirements provided by NASA had been implemented into the system. These were core 
components of the system that had yet to be completed. As a result, the focus of the project for 
the year was to provide wireless interfacing with the device as well as implement a working lens 
system to meet the requirements provided. 
 
 

OPTICAL OBJECTIVES AND ANALYSIS 
 

The final optical design for the system prototype that was developed uses five custom lenses, two 
optical windows, and a novel liquid lens. This system allows for maximum functionality and 
versatility through the ease of focus adjustment as well as a CS-mount interface that allows 
interchangeability of various optical systems. The system is also designed to accept wavelengths 
from  approximately 350nm to 1100nm. In order to produce a high quality system it was also 
required that there be no visible distortion across the full field of 30°, and have an MTF of at 
least 0.3 at the maximum frequency of approximately 95 line pairs per millimeter. As designed, 
the system met and surpassed all of the requirements set forth optically, however a 
manufacturing error caused a need to replace one of the custom lenses with an off the shelf lens. 
This lens introduced a great deal of error into the system, both through simulation and in testing, 
causing the system to fail some of the requirements. The optical system with the replacement 
lens can be seen in Figure 2. 
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Figure 2: Optical layout with replacement lens 

 
One of the key elements to the optical system was the use of a Varioptic Arctic 314 Liquid Lens. 
This lens has the ability to change its optical power through the use of an applied voltage across 
its faces. By changing the applied voltage, it is possible to change the surface curvature of the 
interior system , thus changing the optical power, without any moving parts. This component 
caused a few issues as well. Because the lens itself only has an aperture of approximately 
2.5mm, the system had to reduce the diameter of the beam of light down to this aperture and then 
expand and focus it onto the 7mm detector. The system that was designed was able to overcome 
most of the issues created from this, although it did cause a limit on the field of view and some 
increased aberrations. Because the liquid lens is made primarily of two different liquids it is 
susceptible to freezing and radiation, both of which are real concerns in the space environment. 
In order to combat these issues the system was designed to allow for forward heating from the 
body of the camera into the lens system, and to use radiation shielding lens materials to prevent 
radiation from travelling down the center of the barrel. The layout of the liquid lens can be seen 
in Figure 3. The material that lies between Face 2 and Face 3 is an oil based liquid and the 
material that lies between Face 3 and Face 4 is a water based liquid. Due to the hydrophobic 
characteristics of oil based liquids, the two materials will not mix, causing a curved surface to 
form in the center. When a voltage is applied to the electrodes, the water is attracted to the 
charge, causing a change in curvature of Face 3. The outer two materials are simply plane 
parallel plates that contain the liquids. 
 



4 
 

 
Figure 3: Varioptic Arctic 314 Liquid Lens 

 
The designed for system with the liquid lens allowed for all of the requirements set forth to be 
either met or succeeded according to the computer analysis of the system. The system began to 
degrade by a large amount, both in computer analysis and in testing, when the replacement lens 
was used. The system still has a proper focal length so as to meet the CS-mount standard of 12. 
256mm from the flange. It also is still able to adjust focus electrically, and produces a clear 
image of a scene. 
 
Analysis of the optical system can be divided into two categories: computer-based and test-
based. The computer-based analysis was done using Code V software. It is predictive in nature, 
and was used primarily as verification before proceeding further during the design process. The 
following analyses drove the computer based lens design. 
 
Through focus spot diagram 
 
This diagram indicates how a point source might image in an ideal situation. This analysis is 
useful because it incorporates ray tracing algorithms to predict the image of a point source under 
varying field angles, wavelengths, and focal planes (along the optical axis). The shapes of the 
spots can be a decent indicator of the aberrations that degrade image quality. For example, a 
comet-shape (or cone-shape) represents the coma aberration which is the result of different 
magnifications for different field angles. A linear horizontal or vertical shape represents 
astigmatism, the result of different orientations of light perceiving different radii of curvature on 
the same lens surface. The spots in the center column are very sharp and provide a more than 
adequate point on our detector. As long as the light can be focused onto the image plane within 
10 to 15 microns, we are confident that our images will be sharp and aberration-limited. 
 
Ray aberration curves 
 
This metric is similar to the spot diagram in that it depicts the degradation of a point source 
imaged through our system. Again, it shows data for all specified field angles and test 
wavelengths used by Code V. Ray aberration curves graphically show the departure from a 
perfect point image (y-axis) along the diameter of the exit pupil, in both the tangential and 



5 
 

sagittal directions (x-axis). Essentially, the flatter the ray aberration curves, the better the image. 
Aberrations cause the rays to depart from ideal, and this is represented in the curves. The 
concavity and slope of the curves also provides insight into the details of the aberration and help 
to characterize the system. Based on the ray aberration curves predicted by Code V, our system 
seems to effectively balance aberrations to produce a nice spot across the entire exit pupil. We 
predict that the maximum departure is generally contained within 5 microns. 
 
Field curves and distortion 
 
Field curvature is an aberration that stems from physical phenomena. Ultimately a flat object, 
imaged by spherical optics, cannot come to a perfect focus at all field angles onto a flat image 
plane. A flat object can be imaged perfectly onto a curved image plane; however, CMOS 
detectors are flat. Code V predicts the severity of field curvature in an optical system. Quality is 
indicated by the straightness of the line: the straighter the better. Distortion refers to the fact that 
different field angles experience different magnifications in the image plane. Objects at the edge 
of the field can either be magnified or minified relative to objects in the center, creating the 
appearance of a pincushion shape or a barrel shape. Distortion is critically important when 
making measurements of any kind, so for our system it must be near enough to zero so that no 
difference can be discerned. No visible distortion is allowed. Our field curvature, based on the 
analysis within Code V, is more than acceptable, and distortion is kept to a minimum as well. 
 
Modulation transfer function 
 
The modulation transfer function is an indicator of resolution ability. Code V predicts image 
contrast for object patterns of varying spatial frequencies, assuming perfect contrast in the object 
plane. The graph is normalized to 1 at zero spatial frequency, and then degrades as the 
frequencies increase. It is more difficult to resolve two lines as they move nearer each other. 
Thus contrast decreases. At the maximum resolution possible for our CMOS detector, Code V 
MTF values for all field angles and colors are well above 50%, exceeding the 30% requirement. 
There are other contributing factors that bring the MTF down. Atmosphere and electronics each 
contribute to the degradation of contrast, this is why the optical system was over-designed for 
MTF. 
 
Once the system is fully assembled, there are six key tests that complete the system analysis, 
which are summarized below. 
 
Optical Performance Requirement Test 
MTF of 30% at 95 cycles/mm MTF Test: Optical machine that uses a microscope to focus 

a spot of light that is shone through the test optic. The spot 
hits a detector and the test optic is moved through various 
field angles. A computer algorithm numerically computes 
the MTF. 

5 micron minimum pixel pitch Image a standardized resolution chart. This will determine 
our maximum resolution. Maximum resolution then 
determines pixel pitch. 



6 
 

Spectral range of 300 - 1050 nm Use a monochromator to image specific frequencies of 
light from 400 nm to 900 nm. Record CMOS detector 
output. 

30 degree field of view Use simple geometry. Create a target of specified length 
and image it from a set distance, calculated using 
trigonometry. If the entire target is imaged, then field of 
view passes inspection. 

Full field illumination: 90% Vary the incident angle of a light source that doesn't 
oversaturate the detector. If detector output intensity does 
not fall by more than 10 % at a 15 degree half-field, then 
the imager passes inspection. 

No visible distortion Image an even square grid. Measure the leg distances on 
the image. If there is no measurable difference between 
squares in the center of the image and squares on the edge, 
the imager passes inspection. 

 
 

ELECTRICAL OBJECTIVES AND ANALYSIS 
 

The purpose of the electrical system is ultimately to allow and regulate communications between 
the components in the system.  The previous design utilized a USB connection to enable user 
interaction through a familiar computer interface.  The final design must operate wirelessly, 
utilizing the IEEE 802.11g protocol.  Achieving this wireless functionality and incorporating a 
circuit to control the liquid lens are the main design objectives for this iteration of this ongoing 
project.  The electrical subsystem mainly consists of three circuit boards:  A main board, an image 
detector board, and a control board.  
 
The image detector board was provided by NASA, and uses the Kodak 9638 CMOS detector.  The 
main board is largely complete from previous iterations of the project; it includes an Xilinx xcv300 
Virtex FPGA, a xc18vo4pc44c EEPROM set for master serial mode, an SRAM memory system and 
buffer, a parallel to I2C bus controller, a 2x5 I2C header, and a USB port.  The control board demands 
the majority of the electrical work for this iteration.  Included on the control board are a DataHunter 
Radion 802.11g wireless module, a DrivBoard LL3 voltage regulator chip, a 5V battery pack, a 2x5 
I2C header, a 1x6 SPI header, and a two wire connector to attach the liquid lens.  The hardware 
configuration is outlined in Figure E1. 
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Figure E1:  Control Board Schematic 
 
The DrivBoard LL3 is a device matched to the specifications of the Varioptic ARCTIC liquid lenses.  
It allows adjustment of the voltage output from very low up to 60Vrms, through an I2C interface.   
The commands must be sent in the proper order to be successful, beginning with the device’s slave 
address and a write bit, followed by three data bytes and a stop command.  Each byte is followed by 
an acknowledgement, ensuring the proper number of bits is received in each transmission.  The first 
data byte sets the driver’s operation mode.  The second data byte is the least significant byte of the 10-
bit input, and the last data byte is the most significant byte of the input.  This structure is shown in 
Figure E2. 
 

 

 

 
Figure E2: I2C communication format for driver board 

 
A simple GUI was created in MATLAB to simplify the process of lens focus adjustments.  The 
program allows input from either a slider or text entry of a voltage.  Each time the requested voltage is 
changed, the program sends an I2C command to the lens driver, indicating the desired voltage setting 
as a hexadecimal value between 0x0000 and 0x03FF.  This corresponds to 1024 steps, allowing 
precise focus adjustments.   
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Figure E3: Graphic user interface for liquid lens control 

 
Lens Control Testing 
 
The DrivBoard LL3 package utilizes surface mount pads, requiring very precise soldering.  Upon 
testing, the component appeared to be functioning, although with voltages lower than expected; a 
maximum at about 40Vrms instead of 60Vrms.  After preliminary testing using the MATLAB Lens 
Control GUI, the soldering failed on two of the contacts.  Attempts to re-solder were unsuccessful, and 
this component will need to be reflowed or possibly replaced if the voltage discrepancy is due to 
physical damage and not a weak connection. 
 
Wireless Interface 
 
The DataHunter Radion 802.11g module was chosen mainly for its high data throughput 
capability of 25Mbps and for the interface options.  Testing and implementing this component 
proved to be very difficult.  The USB port on the development kit is non-functional.  The 
Ethernet port is recognized by the host, but the module does not respond.   The documentation 
for this component is sparse, possibly because it is fairly new to the market.  The basic steps to 
create an ad hoc wireless beacon were developed, and a description follows: 
 

1. With the Radion module attached to the development kit, connect a PC using the first or 
second RS-232 port. 

2. Connect the development kit’s power adapter. 
3. Open TeraTerm or a similar terminal program on the PC. 
4. Configure the terminal program to connect to the appropriate COM port (2001 by 

default). 
5. These instructions were used to successfully establish a connection with the wireless 

module.  The password, SSID, IP address, and channel are arbitrary.  The commands 
must be copied and pasted in the terminal program, with the option to append <CR> 
character enabled: 

ATSetUpDIP=169.254.1.2 
ATSetUpDMSK=255.255.0.0 
ATSetUpOPM=A 
ATSetUpWCH=6 
ATSetUpWEAT=1 



9 
 

ATSetUpWSID=RADION 
ATSetUpWECM=1 
ATSetUpWEKV=1,1234567890 
ATSetUpIPA=169.254.1.2 

6. Cycle power on the development kit. 
7. A beacon with the chosen SSID (RADION) should be available to connect.  If not, the 

computer may need to be configured to allow ad hoc connections.  Also, the computer’s 
IP address and subnet mask must be set in the same range as the module.  In this example 
it could be 169.254.1.1, and the subnet mask should match: 255.255.0.0. 

8. Once connected to the signal, open Microsoft Internet Explorer and enter the IP address 
specified.  Other browsers were not able to view the configuration page correctly during 
tests. 

9. A configuration window should appear, allowing configuration of certain interfaces.   
 

A full list of Radion commands may be accessed at http://designradios.com/9.html. 
 
With these settings in place, the wireless signal was tested at various distances.  To transmit data, 
characters are entered without the “ATSetUp” gatekeeper command.  The data rate was not 
measured, as the desired SPI interface was not operational.  The module successfully transmits a 
signal over 100 meters, transmitting data from the RS-232 port.  This is the only interface that 
was successfully tested, so throughput capability was not verified.  
 
In order to take full advantage of the Radion module, an SPI interface must first be implemented in the 
firmware of the FPGA.  The VHDL code to create the SPI interface has been obtained, but has not 
been synthesized on the FPGA.  A header must also be wired to the FPGA and mounted appropriately 
to enable SPI communication.  This should be completed in subsequent work on this project to 
finalize the wireless capability of the system. 
 
 

CONCLUSION 
 

The objective for the current RISA project was to create a lens system to meet NASA 
requirements as well as be able to control the liquid lens objective electrically as well as make 
the entire device communicate wirelessly. A custom optical system featuring five custom lens 
elements, two if which are cerium doped for protection against radiation, was designed. Due to 
complications with the manufacturer, one of the optical objectives was undelivered and an off-
the-shelf lens had to be used. Testing performed on the optical system show that the current 
system was able to meet most of the optical requirements made by the sponsor. The system is 
able to image with minimal distortion within a 30 degree full field of view meeting illumination 
and MTF requirements. The spectral range of 300nm-1050nm was not able to be met; only a 
spectral range of 400nm-900nm was able to be met due to lens coating limitations from the 
optical manufacturer. 
 
While the system was not able to focus the liquid lens via electrical controls, foundation work is 
set into place to where this would be easy to implement in the future. Great strides were also 
made in the wireless component of the project. A Radion wireless board was purchased and 
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testing has been performed on the module. Due to time constraints the wireless board was not 
able to be fully implemented into the system. 
 
The next steps would be to further test the optical system as well implement the wireless board 
and the electrical control of the liquid lens system. Further work on the project ideally would add 
further onto the project rather than redesigning existing components as the existing elements of 
the project meet NASA requirements 
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1  INTRODUCTION 

1.1  The UA Aerial Robotics Club and SUAS Competition 

The Aerial Robotics Club considered the annual AUVSI Student Unmanned Aerial Systems Competition 

in Fall of 2010 and decided to make this competition the number one priority for generating new student 

interest, developing new aerial vehicles, and increasing the level of excellence sought by the club.  In 

order to assemble a competition team to design, construct, and test a vehicle of high enough caliper for 

this competition, the club officers selected two sub-teams. The first sub-team is composed of six 

aerospace engineering senior students who were responsible for designing and building a complete 

composite flight vehicle (AVATAR – Aerial Vehicle for Autonomous Target Acquisition and 

Recognition). The second sub-team is composed of two electrical engineering students, one optical 

sciences and engineering student, one systems engineering student, and one aerospace/mechanical 

engineering student. This sub-team was responsible for developing a comprehensive avionics system 

(LAARK – Low-Altitude Aerial Reconnaissance Kit) that meets all the performance requirements of the 

2011 AUVSI SUAS Competition and more within ten months.   

 

 

Figure 1: Demonstration of Collaboration between LAARK and AVATAR 

1.2  Mission Requirements 

The competition rules provided a product simulation scenario for which competing teams had to perform.  

The challenge was required to have several hard to meet characteristics that effectively simulate the 

challenge of producing a real-world UAS for a military or other application.  These rigorous rules 

provided production and performance requirements that the teams had to meet under the            

LAARK Avionics Module
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production scheduled timelines. 

 Autonomous flight 

 Autonomous target recognition 

o Alphanumeric character and color 

o Target shape and color 

o GPS location and orientation 

(Full list of system requirements can be found in the University of Arizona‟s journal submission to the 2011 AUVSI SUAS competition) 

 

 

 

 

 

 

 

Figure 2: Conceptual Mission Layout and Flow Diagram 

1.3  Brief System Overview  

The University of Arizona‟s UAS is composed of two main systems, the aircraft (AVATAR) which 

includes the airframe, propulsion system, and flight control system, and the avionics (LAARK) which 

includes the onboard camera system, autopilot, air-to-ground communications, and ground station 

systems.  The airframe was specifically designed for the 2011 SUAS competition and was constructed 

using modern composite materials in order to carry the mission payload of up to 8 lbs. for 40 minutes.  

The mission payload (LAARK) developed for the SUAS competition consists of a Piccolo II autopilot 

system with DGPS for autonomous flight navigation, takeoff, and landing, and an aerodynamically 

encased gimbaled camera system with dual 10 MPixel cameras capable of capturing up to 3 frames per 

second.  The dual camera system provides a combined 120 degree horizontal FOV and is directed 

vertically towards the ground while the aircraft maneuvers.  This is accomplished using a Trossen 

Robotics pan/tilt gimbal with a MosquitIO gimbal microcontroller.  The imaging system is controlled by 

an onboard FitPC2 computer that streams imagery and telemetry data to the ground station over 

optimized 2.4 GHz Wi-Fi.  The ground station employs a software suite of image processing software 

(OpenCV and Matlab) that corrects for image distortion and performs autonomous target recognition and 

analysis. The entire system is monitored using a network of three graphical user interfaces to control 
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flight navigation, monitor telemetry data, display ground imagery, and present target reconnaissance 

results.  

2  AIRCRAFT DESIGN AND OVERVIEW  

The AVATAR aircraft (Figure 3) was designed to meet the requirements of the 2011 SUAS competition 

and to provide a stable imaging platform for the LAARK avionics module.  The aircraft design was based 

upon the results of trade-off analyses performed for the configuration, powerplant, and control system.  

The aircraft employs a twin-boom configuration (with 10ft. wingspan) with an inverted V-tail and tricycle 

landing gear.  Two brushless electric motors powered by five 5-cell lithium polymer (LiPo) batteries 

provide the necessary thrust and are located on the forward ends of each boom. The aircraft is controlled 

using ailerons for roll control, ruddervators for pitch and yaw control, and differential thrust between the 

twin tractor propellers for additional yaw control when needed. Inboard flaps and flaperons can easily be 

implemented with the current configuration. The aircraft has an empty weight of 15 lbs. and a maximum 

takeoff weight of 30 lbs. with 7 lbs. reserved for batteries and 8 lbs. for payload.  With this configuration, 

the aircraft is able to achieve a flight time of 40 minutes.  The aircraft has a takeoff speed of 25 knots, a 

cruise speed of 45 knots, and a dash speed of 60 knots.  The aircraft can be disassembled into 5 sections 

for easy transportation and has a quick assembly time of 2 minutes by two individuals.   

 

 

 

Figure 3: The AVATAR Airframe Pictured in CAD (left) and on the Runway (Right) 

3  ONBOARD AVIONICS DESIGN AND OVERVIEW 

The AVATAR aircraft was designed for optimal integration with the LAARK avionics package.  

The LAARK system configuration (Figure 8) was designed for ultimate performance. The design 

features powerful, cutting edge technology components that achieve all of the functional 

requirements set forth in the CONOPS documentation. 
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3.2  Piccolo II Autopilot and Telemetry System  

The Piccolo II autopilot subsystem is an industry standard and consists of the onboard Piccolo II 

autopilot, the Ground Station and the Piccolo Command Center.  Waypoint navigation, override controls, 

and flight sensory data is commanded via the Piccolo ground station.  Transmission is sent and received 

over 900MHz channel to the onboard autopilot via the ground station.  The onboard autopilot module 

connects via RS-232 (serial port) to the aircraft‟s onboard computer, the FitPC2. A custom autopilot data 

Figure 6:  LAARK Avionics System Components Overview 

parser (“autopilot”) runs on the FitPC2. This program is run upon the kernel detection of the 

autopilot‟s RS-232 to USB adaptor, and is terminated upon device removal, via a udev script that 

identifies adaptor serial number and manufacturer.  

The programming for the Piccolo system is C-based, and the flight data can be requested from the 

onboard aircraft computer via the UserData class public member assessors that are detailed in the Piccolo 

documentation.  Among these data are the GPS location, flight altitude, heading, pitch, roll and yaw. 

These data are made available to the gimbal controller and camera client systems via a Linux kernel-

managed shared memory segment. Shared memory segments were chosen because they are non-blocking 

and incredibly fast. The non-blocking aspect was of particular importance. In the event of a program 

crash, a typical socket or pipe connection must be closed properly before another task can utilize that 

connection. With a shared memory segment, the kernel simply manages this memory segment as it does 
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any other memory segment in its process tree, handling multiple concurrent requests with ease and 

efficiency. Since the shared memory segments are „keyed‟ to a specific file‟s inode (the inode is used to 

synthesize identical memory addresses for each sharing process), shared memory segments persist after 

program termination and thus are resistant to program crashes. 

3.3  Gimbaled Camera System  

The onboard camera system features two IDS uEye LE Machine Vision cameras (UI-1495LE-C) 

equipped with Edmund Optics Tech-Spec 4.5mm fixed focal length lenses.  The board level cameras have 

a resolution of 10 mega-pixels each and are controlled using Linux drivers running on the FitPC2 onboard 

computer‟s Linux platform.  The cameras are positioned at an angle optimized to provide a 120° 

horizontal field of view with minimal image distortion.  

The cameras are mounted onto a pan-tilt gimbal that is controlled by an external MosquitIO (ATMega168 

board) gimbal micro-controller that receives aircraft Euler attitude data from the aircraft‟s FitPC2 via a 

gimbal control program (gimbalctl). The gimbal control program is written in ANSI-C and is 

automatically run whenever the Linux kernel recognizes the RS-232 connection to the gimbal 

microcontroller. This detection takes place via custom udev scripts that match manufacturer and serial 

number of the USB devices. If at any time the gimbal device disappears, the gimbal controller program is 

terminated until the device reappears.  

Aircraft attitude information is received from the autopilot data parser via a shared memory segment 

using a custom data struct. The gimbal controller first checks the status member of the data struct to see if 

the segment is currently being updated. This is a custom handshake developed to prevent using a mixture 

of past and current telemetry information in the event of concurrent access. The gimbal functions to 

ensure that the camera system remains orthogonal to the ground and the field of view is never 

compromised.  Images are immediately sent via 802.11n to the ground station, and relevant flight sensory 

data are also sent to ground and air-based MySQL databases. 

3.5  Air to Ground Communications  

Figure 8: Ideal Antenna Pattern for Aircraft  

The camera to ground subsystem consists of an 

optimized onboard Wi-Fi data-link between the 

FitPC2 and the 2 ground station access points, the 

ground network, Labview (human interface), the 

mirror image folder (on the ground), and the mirror 

MySQL database (on the ground) of collected 

image data.  The Wi-Fi data-link utilizes a custom 

multithreaded client-server program to push 

images and data to the ground for processing using 

the industry standard TCP/IP protocol. Additionally, the aircraft populates ground and air-based MySQL 

databases connecting imagery, telemetry, and target results together in one place. 

The onboard antenna was specially designed to maximize gain at low radiation angles (when the plane is 

furthest away). It was constructed using a 12-cm radius aluminum plate (1mm thick) with an N-type 

coaxial connector placed in the center and a 3cm 12-AWG wire connected to the center pin as the vertical 

radiator. For the ground station, a “keyhole” pattern was constructed in order to cover the far end of the 

field and the takeoff area. This was done using a Ubiquiti Wireless Bullet M2 with a Comet SF-245W 
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vertical antenna as the omnidirectional access point, and a Ubiquiti Nanostation M2 as the sector access 

point. To facilitate roaming between these two access points (AP), a custom-roaming algorithm was 

devised. First, the “iw” Linux wireless command was modified to output wireless scan data in easily 

parsable column format. Data from this scan is then placed into a shell script that looks for the highest 

signal matching a set of rules (frequency and SSID). If the strongest signal is currently not associated 

with, the script will compare the current RSSI with the RSSI of the strongest received AP. If the 

difference is greater than a set threshold, a handoff is initiated. Should the handoff fail, the aircraft will 

revert to the previously used AP. Any decisions made by this program are logged and may be studied post 

mission.Another critical aspect of Wi-Fi equipment is band crowding. Band crowding occurs when 

multiple users and devices attempt to share a given spectrum. On 802.11, these devices may include baby 

monitors, video surveillance equipment, and computer access points. Problems that may be encountered 

include increased link delay, loss of signal, and diminished bandwidth. To alleviate these concerns, the 

Linux Wi-Fi subsystem, kernel, and regulatory domain enforcement was modified to allow for a 

frequency-agile Wi-Fi system that spans 2.38 – 2.42 GHz.  

3.4  Image Client-Server Application 

Figure 7:  Image Client-Server Model 

The client-server application (Figure 9) is a crucial link in the overall system architecture because it 

controls and interacts with many sub-components. The client is controlling image capture, synced with 

autopilot data, and controlling this data flow into the ground station. The client system relies on the 
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capabilities of many other components just as other components rely on it; for example images must be 

obtained at such a rate that all of the search area is covered at the given speed of the aircraft. 

4  GROUND SYSTEMS DESIGN AND OVERVIEW  

Figure 10: The Piccolo Command Center (PCC) Graphical User Interface 

The LAARK ground station is a network of computers that are used to process the flow of imagery and 

telemetry data received from the aircraft and display it to the ground station operators in a professionally 

organized manner.  The raw imagery received from the aircraft is stored in an image directory that is 

accessible by all network computers.  The telemetry data and image data are stored in a MySQL database 

with tables for each camera, autopilot telemetry, and target recognition results. The raw imagery is 

immediately processed using OpenCV to remove image distortions. The corrected images are then stored 

in a corrected image directory where Matlab can read images and process them for target recognition and 

analysis. These ground station processes are all monitored and controlled by two graphical user interfaces, 

the Sensor Operator View (SOV) and the Intelligence Officer View (IOV).  

The other component of the ground station is the Piccolo Flight Command Center (Figure 10) and ground 

station.  Aircraft navigation is controlled by the proprietary Piccolo Command Center (PCC) from 

CloudCap Technology and this allows the pilot operator to plan and execute flight plans.  The pilot may 

also re-task the aircraft to other mission objectives and monitor all available aircraft sensors.  The 

controller attached to the ground station interface allows the pilot to manually override the autopilot in 

case of emergency.  The PCC interface displays the aircraft‟s current position over USGS maps in both 

2D overhead view and 3D elevation relief view.   

4.2  Ground Station Graphical User Interfaces 

The sensor operator view (SOV) is written in Microsoft .NET framework and displays aircraft sensor 

information as well as the telemetry data associated with each image.  This offers a time stamp view of 

the raw images before they enter into the barrel and keystone correction processes.  The SOV displays the 

targets that were detected in the machine vision process by interfacing with the ground MySQL database.  
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Figure 11: LAARK Ground Station User Interfaces. Sensor Operator View (SOV) (top left), IMAQ 

Image Analysis Control (top right), Intelligence Officer View (IOV) showing live flight plan view 

(bottom left), and Real Time Target Info Display on Map (bottom right). 

4.3  Distortion Correction in OpenCV 

Figure 12: Original Image, Corrected Barrel Distortion, and Corrected Keystone Distortion. 

When images are initially received by the ground station they must be processed before accurate machine 

vision and target recognition can take place. This processing is necessary for two main reasons. One, the 

images are taken through wide-angle lenses that suffer from severe barrel distortion (fish-eye effect). 

Two, the cameras are angled 70 degrees outward from the ground‟s normal vector in order to achieve a 

combined 120 degree field of view.  This angle results in a trapezoidal imaging plane that must be 

corrected by applying keystone correction.   

Intel‟s OpenCV is an open source collection of image processing functions that can be used for a variety 

of image processing applications.  Image distortion can be measured by calibrating each camera using a 

checkerboard template. Distortion coefficients are determined and used to apply corrective manipulations 

that counter-act the distortion inherent in the optical system. This results in a final image that has constant 

spatial resolution and is representative of the real physical area. Figure 12 shows each stage of this 

process.  

4.4  Target Recognition and Analysis in MatLab  

Figure 13: (left) Image 

Acquisition Process into 

the Matlab Workspace for 

Target Identification 
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Figure 14: (above) Target Analysis Processes. Image Filtering, Shape and Alphanumeric Recognition  

The MatLab Image Processing Toolbox (IPT) is used to process the undistorted aerial images and 

autonomously identify ground targets between four and eight feet in any direction coplanar with the 

ground.  Matlab processes two images at once, one from each camera taken at nearly the same instant in 

time.  If targets are identified, Matlab crops the target image, saves it to a target directory, and performs 

in-depth analysis to determine its approximate GPS location, orientation, shape, colors, and alphanumeric 

characters. The results of the analysis are written into the LAARK MySQL ground database (using 

Matlab‟s Database Toolbox) for access by the ground station user interfaces discussed previously. The 

image acquisition process is outlined by Figure 13. 

The Matlab Target Recognition Software starts the process by periodically checking the MySQL 

database for new imagery data. If a new image has been received, the corrected image and time-synced 

telemetry data (GPS, Euler Angles, etc.) are read into the Matlab workspace for analysis.  The target 

identification process involves a series of filtering techniques to isolate targets from the background 

image by exploiting key target features such as size, color intensity, and eccentricity. This process is 

outlined in Figure 14.  Once a target has been identified, it is cropped from the original image and 

sent through a series of analysis techniques to determine its shape, colors, location, orientation, 

and alphanumericcharacter. Shape and character recognition is achieved by applying a series of 

image manipulations to obtain a binary image of only the shape and only the alphanumeric. 

These new images are then compared to a database of 11 shapes and 35 characters by calculating 

a maximum correlation coefficient. The target colors are determined by finding the average RGB 

values of both the alphanumeric and shape. The GPS location of each target is approximated by 

considering the time-synced GPS location of the aircraft, the pixel resolution to geospatial 

resolution relationship (function of altitude), the time-synced heading of theaircraft, and the pixel 

centroid of the target in the original image. 
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5  CONCLUSION  

The rigorous work of AVATAR and LAARK took nine months to design, construct, and test a complete 

unmanned aerial system for competition in the 2011 AUVSI Student Unmanned Aerial Systems 

Competition from June 15 – 19
th
 2011.  ARC is quite pleased to have met the challenge having received 

8
th
 place and been awarded within the Top 10 near many teams which have iteratively designed aircraft 

for four consecutive years or more. To be located in such a placement deems that the University of 

Arizona rose to meet the challenges of this project.  

This project represents one of the most comprehensive and 

advanced unmanned aerial system ever developed by 

University of Arizona students. Future students who 

compete by extending this project will have to contend 

with many challenges this AUVSI competition offers.  

With the LAARK and AVATAR platforms at their 

availability, many of these challenges will be system 

engineering challenges with emphasis on compacting into 

onboard processing in order to streamline the data 

acquired. 

 

 

 

Figure 15: (at left) Machine Vision Generated HUD for 

purposes of GPS Approximations.  Regions of Interest in 

Red are Detected Autonomously.  Data Collected During 

Preliminary Flight Testing in Tucson, Arizona 
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ABSTRACT 
 

The introduction of network elements into telemetry systems brings a level of complexity that 

makes performance analysis difficult, if not impossible. Packet simulation is a well understood 

tool that enables performance prediction for network designs or for operational forecasting. 

Packet simulators must however be customized to incorporate aeronautical radio channels and 

other effects unique to the telemetry application. This paper presents a method for developing a 

Markov Model simulation for aeronautical channels for use in packet network simulators such as 

OPNET modeler. It shows how the Hidden Markov Model (HMM) and the Markov Model 

(MM) can be used together to first extract the channel behavior of an OFDM transmission for an 

aeronautical channel, and then effortlessly replicate the statistical behavior during simulations in 

OPENT Modeler. Results demonstrate how a simple Markov Model can capture the behavior of 

very complex combinations of channel and modulation conditions. 
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I. INTRODUCTION 

 

The Aeronautical channel poses its own set of unique challenges during simulation. Aircrafts 

moving at the speed of up to 2 Mach are exposed to environmental conditions that can change 

dynamically and rapidly. Since ground and aircraft antennas are non-directional, multipath signal 

distortion is the main source of disturbances for iNET system. Also, under such dynamic 

conditions, other factors such as Doppler Shift and fading/shadowing may simultaneously 

contribute to the signal degradation at times, while randomly remaining passive at other 

instances [1]. Therefore, depending upon the channel condition, terrain, weather and other 

environmental aspects, aeronautical channel can bring abrupt and drastic changes in the signal 

level. For this reason, any developmental progress made in modeling iNET protocols and nodes 

cannot be truly verified unless the aeronautical channel, that these nodes will be tested under, has 

been successfully implemented. The success of iNET simulation thus depends on the successful 
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implementation of the unique effects introduced by aeronautical channel, hence emphasizing 

aeronautical channel simulation as a critical part of iNET simulation. However, this component 

is not present in commercial simulators such as OPNET Modeler, thus highlighting the 

significance of the work proposed in this paper in the overall success of iNET.  

 

In packet simulators such as OPNET actual physical layer features are replaced by statistical 

models such as the Markov Model. OPNET does not include aeronautical channel models and so 

it is important to create this feature for our simulations. Previous work, done in modeling the 

aeronautical channel for iNET, included incorporating MM driven calculations to randomize 

SNR output during simulations [1]. This was an initial step to prove that any default Radio 

Pipeline Stages for wireless communication could be modified to add custom features as needed. 

The problem in this simulation however, was that the input parameters that were fed into the 

MM were random and required verifications quantitatively and qualitatively. In order to solve 

this problem, and to be able to recreate more realistic channel behavior during simulation, this 

paper proposes using the HMM to learn from real channel data and extract the features necessary 

to feed into MM within the customized OPNET SNR pipeline stage. This paper begins with an 

overview on MM and HMM, followed by the approach adopted in this project. The HMM 

algorithms were validated before using them for feature extraction. This paper ends with the 

discussion of the simulation scenario as well as the results used to conclude that using HMM and 

MM, we could effortlessly replicate the statistical behavior of an aeronautical channel during 

simulations in OPNET Modeler. 

 

 

II. MARKOV MODEL 

 

Markov Model (MM) is a stochastic model in which a system can move from one state to 

another following the Markovian Property, which says that the probability of the system moving 

to a certain state at time (t+1) depends only on the state of the system at time t, and not on any 

other previous states or pattern of states [2], [3]. The system must be in any of the defined states 

at any given time, so that the probability that the system will be in any of the defined states is 1 

[3]. When the state changes, it means that it only transitions from one of the defined states to 

another defined state or bounce back to same state. This behavior of MM can also be represented 

using a Finite State Machine (FSM) structure. To fix ideas, a simple 3-state MM is illustrated in 

Figure 1 which depicts an FSM with arrows indicating the probability of system transitioning to 

another state or to itself in next time-slot. 

 
Figure 1: A Simple 3-State Markov Model 
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A. States  

Suppose a system have three states S = {S1, S2, S3}, each representing the observations for a 

person to either drive a car, or ride a bicycle, or take a walk respectively. The system starts in 

one of these states and moves successively from one state to another. If the system is currently in 

state Si, then it moves to state Sj at the next step with a probability denoted by Aij, and this 

probability does not depend upon which states the chain was in before the current state. This is 

the basis of forming a Markov Chain.  

 

B. Initial State Probabilities and Transition Probabilities  

A particular state is randomly chosen as the starting state. This is usually done using an initial 

state probability distribution (π) matrix. For any Markov system with N number of states, the π-

matrix will be of size [1 x N]. Therefore, for a 3-state MM, π-matrix will be denoted as  

π = [p1, p2, p3],          (1) 

Where, pi = probability of the system starting from state i. 

 

The probabilities Aij discussed in previous section are called transition probabilities. In the above 

figure, all the arrows indicate the transition probabilities. Also, the process can remain in the 

same state it is in, and this is given by transition probability Aii. For ease, these transition 

probabilities are also arranged in a matrix, called the State Transition Matrix or simply A-matrix. 

For any Markov system with N number of states, the A-matrix will be of size [N x N]. Therefore, 

for a 3-state MM, A-matrix will be denoted as  

A = 

         

         

         

          (2) 

Where, Aij = probability of system transitioning from state i (time t) to state j (time t+1) [2], [4]. 

 

C. Simulation using Markov Model  

In modeling a Markov Model in computer simulations, we introduce randomness in system 

transitions. The randomness begins from the starting (initial) state of the system, and is inhabited 

throughout the simulation using Markovian transitions. Therefore, using only π and A-matrices, 

a complete modeling of MM can be accomplished during computer simulations. After the initial 

state has been chosen using π-matrix, the A-matrix will dictate the next random states: 

Next Probable State = π * A        (3) 

 

 

III. HIDDEN MARKOV MODEL 

 

A Hidden Markov Model (HMM) is an extension of Markov Model in which the system being 

modeled is assumed to be a Markov process with unobserved (hidden) states [2][3][4]. In a 

regular Markov Model, the state is directly visible to the observer, and therefore the state 

transition probabilities are the only parameters. In a Hidden Markov Model, the states are not 

directly visible, but outputs, dependent on each state, are visible. Each state has a probability 

distribution over the possible output tokens. Therefore the sequence of tokens generated by an 

HMM gives some information about the sequence of states. Hence, an HMM model requires an 

additional parameter called Emission Probability for complete mathematical representation. 

HMMs can be represented by the following useful compact notation: 
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λ = (π, A, B)          (4) 

Where, 

π = [1xN] initial state distribution vector π = {πi} 

A = [NxN] state transition probability distribution given in the form of a matrix A = {aij} 

B = [NxM] observation symbol probability distribution given in by B = {bj (k)} 

 

A Hidden Markov Model is “hidden” because the parameters of the model are not initially 

known [3]. The model has to be “trained”. The previous section demonstrates that a discrete-

time, discrete-space dynamical system governed by a Markov chain emits a sequence of 

observable outputs: one output (observation) for each state in a trajectory of such states. One can 

infer the most likely dynamical system from the observable sequence of outputs. The result is a 

model for the underlying HMM process. To fix ideas again, the MM model discussed in previous 

section is illustrated with addition of the hidden states. 

 

A. States and Observations 

The FSM system presented in the previous section can be presented using the HMM. In addition 

to the original three observations for a person to either drive a car, or ride a bicycle, or take a 

walk respectively, the HMM will consist of some hidden states. If there were four states (sunny 

day, rainy day, foggy day and cloudy day respectively), the FSM would look like one in Figure 

2. The FSM now has four different states (indicated by the white circles), and three possible 

observations for each state (indicated by the dark circles). The states provide the intuition as to 

what the weather condition is in the given time, while the observation shows what the person is 

most likely to do (drive/ ride/ walk) for each weather pattern. Just by observing whether person 

A is walking, driving or riding a bike in New York as seen on a TV set at his home, person B 

living in California could make an inference as to what the weather is like in New York. 

 
Figure 2: A 4-State Hidden Markov Model 

 

B. Transition Probabilities and Emission Probabilities 

Like in the MM, the probabilities of the system moving from one state to the other in an HMM 

are given in State Transition Matrix (A-Matrix). These probabilities are indicated by dark blue 

curved arrows in the figure, and are called transition probabilities. The addition of possible 

observations for each hidden state adds more complexity, and can be seen in the figure by the 

presence of straight blue arrows. These are the observation probabilities, or more commonly 

known as emission probabilities. The emission probabilities indicate the probability of observing 

certain emission, given the system is in some predefined state at the given time. The emission 

probabilities can be arranged in a matrix, known as Observation Matrix, or simply B-Matrix. For 

a system with N states and M different possible observations for each state, the A-Matrix will be 

of size [NxN], and B-Matrix will be of size [NxM]. Therefore, for the example given above 

where N = 4 and M = 3, the HMM parameters (       will look like the following: 
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   P1 P2 P3 P4] 

 

 
 

C. Answers to Three Problems (using HMMs) 

The most important characteristic of an HMM is that it is able to reduce a complex system 

described by many observations, into a simple MM with fewer states. Given a sequence of 

outputs observations, HMM can infer the most likely sequence of states. HMM can also be use to 

model or predict the next observation or more generally a continuation of the sequence of 

observations. Looking back to the above example, if Person B were to know of Person A’s 

observations, but nothing about how the weather changes (transition probabilities) and the 

observation probabilities, how would Person B model the weather in Person A’s location. Can he 

even be able to do so? With a HMM, Person B should be able to model the weather in Person 

A’s location just off of observation data made by person A. In general, HMM can solve three 

important problems; Evaluation Problem, Decoding Problem and Optimization Problem.  

Evaluation Problem: Given the observation sequence and the model, what is the probability 

that the observation sequence was produced by the model? 

Decoding Problem: Given the observation sequence and the model, what is the most probable 

sequence of hidden states? 

Optimization Problem: Given a sequence of observation, how can the model parameters be 

optimized? I.e. find λ = (π.A.B). 

 

Each of the above problems is solved with a different algorithm. The “forward-backward 

algorithm” can solve the first problem addressed by HMM. The output of the “Viterbi algorithm” 

is called Viterbi path, and is the solution to the second problem solved using HMM. The most 

important and difficult problem that can be solved using HMM is the Optimization Problem. 

Studies about Hidden Markov Model have demonstrated that “Baum-Welch algorithm” can be 

used to find optimized Markov Model parameters. The underlying math for each algorithm is 

beyond the scope of this paper. Detailed algorithms for each solution can be found in [2] and [4].  

 

 

IV. PROPOSED WORK 

 

The key improvement in this project involved extensive use of all three algorithms, especially 

the Viterbi algorithm and the Baum-Welch algorithm, to decode the training data and optimize 

the MM parameters. The overall approach for this project is shown using the block diagram in 

Figure 3. As seen in the diagram, the work was divided into four blocks. First, SNR outputs from 

real OFDM data transmission was taken as training data to feed into HMM. Second, an HMM 

toolbox was to be embraced, capable of patterns recognition, to extract channel behavior from 

the training data. These first two parts were done in the Matlab platform (top half of the figure).  
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Figure 3: Illustration of Approach for the Project 

 

The third step was to replace the MM model in the customized SNR stage that would now be 

able to intake all three parameters obtained from HMM learning. SNR stage was chosen because 

the HMM would be learning from training data which was SNR output from actual OFDM 

transmission. In the final step, comparison of SNR patterns in original training data and the 

OPNET simulated output should show similarity between the training data and the reproduced 

sequence. By doing so, it could replicate the propagation properties of aeronautical channel in 

time, frequency and space, which is useful for the analysis and simulation of the aeronautical 

links. The last two parts were done in the OPNET Modeler platform (lower- half of the figure). 

 

 

V. VALIDATING HIDDEN MARKOV MODEL 

 

For ease in maneuvering this project, HMM toolbox developed at MIT was adopted to learn from 

the training data [5], [6]. This toolbox has all the features needed to accomplish our target for 

this project. Most importantly, it incorporates both the Viterbi Algorithm and Baum-Welch’s 

Algorithm. However, before we could use it in our experiment to learn from real OFDM data, we 

needed to verify that the HMM toolbox works as expected. A Matlab function was developed 

that would take number of states (N), number of possible observations (O), and number of 

iterations (T) as input parameters. The function would then generate random HMM model 

parameters (λ = π, A, B), based on the inputs. This model would first generate a state vector of 

length T using Markovian Properties, and for each state, assign an observation from the set of O 

possible observations. By only using this observation vector as our training data, we try to 

estimate the original HMM model parameters that produced the training data. The Baum-

Welch’s Algorithm was used to learn the HMM parameters from the training data. A second set 

of observation data would then be generated using these estimated HMM model parameters. A 

comparison was done between two sets of HMM models, state vectors, and observation vectors 

(original, and estimated data set) to verify the HMM toolbox [6]. 

 

After several experiments over same training data, it was concluded that the HMM toolbox 

worked better under two conditions: first, the toolbox gave better results when the number of 

states (N) was guessed to be 5, to make the initial guess parameters. Second, when the diagonal 

elements of the A-matrix used as initial guess parameter were reinforced, and the matrix was 

renormalized before using it in EM procedure, the Baum-Welch’s Algorithm performed faster, as 

well as yielded better output observation sequence. These conditions suited in our case because 
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we would be using the HMM toolbox to train from real OFDM data, which would have several 

observations affected by noise, Doppler shift, multipath and some other external factors. So, it is 

harmless to assume there were 5 channel states during the flight, and possibly multiple 

observations while in same state. Also, it can be presumed, that when the aircraft entered any 

state, it would tend to remain in that state for a while before jumping to other states. The 

reinforced diagonal A-matrix would ensure that this practical trend is mimicked in simulations.  

 

Figure 4 shows a section of Viterbi path obtained by estimation made on the training data, using 

5 as possible number of hidden states. The plot reveals how the system made random transitions 

from one state to the other, but following some patterns. The patterns were that the system 

tended to remain in any one state for a longer time, and that it spent more time on lower states 

(states 1-3) than in higher states (states 4-5). This can be attributed, to the fact that the diagonal 

of the A-matrix was reinforced as explained in the above two conditions. 

 
Figure 4: State Transitions (Viterbi Path) for 5-State System 

 

Figure 5 illustrates the histogram comparisons of original and estimated states sequences (L) as 

well as observations (R). The histogram comparison of state sequence reveals there were three 

states in total that produced the training data. Since estimated number of states was entered as 5 

before creating the initial guess parameter and then using thus obtained parameters to estimate 

the Viterbi path, the histogram of Viterbi path correctly determined all 5 states. Obviously, since 

the number of states did not match in the two cases, their histograms also mismatched.  

 
Figure 5: Histogram Comparison of Original vs. Estimated State (L) and Observations (R) 

 

It can be observed that there were 10 different observations throughout the training data, and the 

HMM correctly identifies all 10 of them, as well as the counts for each observation. It is to be 

noted that the regenerated observation in this case did not yield exact match to the training data, 
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but the overall pattern was followed as shown in the histogram. This shows that although the 

HMM input parameters and states did not match that to the output, observation data and training 

data were following similar patterns. In modeling of random processes like aeronautical channel, 

successful modeling of these observation patterns is of more importance than the hidden states 

sequence themselves. This verified the authenticity of the HMM toolbox we adopted. 

 

Now that the HMM toolbox was verified, this toolbox could be used to read any training data set 

and it would provide the most likely HMM parameters that can closely describe the data using 

simple mathematical mode. This meant that a complex set of aeronautical effects that would 

otherwise be difficult to explain and recreate, could now be easily reduced to a set of matrices, 

and these matrices could be used during simulations to recreate similar patterns.  The MM that 

would take all the parameters given by HMM toolbox was also verified in reproducing similar 

observation data with patterns. The SNR pipeline stage in radio communication mechanism 

within OPNET Modeler was modified to be able to incorporate the new parameters given by 

HMM toolbox. Now, the only task remaining was to simulate a scenario in OPNET and verify 

that the aeronautical effect was working as expected during simulations. 

 

 

SIMULATION SCENARIO AND RESULTS 

 

A scenario was created in OPNET Modeler comprising of a TA and GS prototype. Both the TA 

and GS are yet to be completely designed for iNET, so the ones used in this simulation were 

defined with only the basic components. The TA had a source module, a queue, a transmitter, 

and one transmitting antenna. The TA was assigned a trajectory (white curved arrow in Figure 

6), and would travel from Saint-Louis towards Denver at the average speed of 3 Mach. The 

average height of the TA throughout the simulation was 25,000 m. The total length of trajectory 

was 1144.70 km, and the TA would complete the path in about 12 minutes and 43 seconds. 

Constant Bit Rate (CBR) was used for packet creation. The transmitter is operating at a base 

frequency of 1GHz, with a bandwidth of 5000 KHz, which produces a data rate of 5 Mbps. This 

is the maximum data rate that can be archived [1]. The transmission power allocated to packets 

transmitted through the channel is set to be 1 watt. The antenna offers a transmitter Gain of 1db.  

 

The GS was placed near the city of Tulsa, mid-way through the trajectory. The GS had three 

modules: receiving antenna, a radio receiver, and a sink where the packets would be destroyed. 

The receiver Gain is set at 15db. It is done by customizing the GS antenna which is derived from 

the isotropic antenna model. A 15db Gain is assigned to every direction of an isotropic antenna. 

The ECC threshold was set to be 0.2, meaning that packets with 20% or more bits in error would 

be dropped. All the models and parameters used in this project were adopted from [1]. 

 

The 5-stage MM parameters, obtained as outputs of HMM by training from real OFDM data, 

were used to mimic the aeronautical channel effect during simulation. Figure 6 shows three 

snapshots taken during a simulation that used the new SNR stage customized for this project. 

The three figures indicate the status of packet reception at three different time slots. Figure (a) 

indicates that the transmission began when the TA just started to move towards the GS. Figure 

(c) indicates that the GS was successfully receiving packets transmitted by the TA as the TA was 

moving away from the GS. The TA is closer to the GS in figure (b), as compared to the other two 
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figures. Yet, it is at this time when a packet was dropped due to “reception” fault, as indicated by 

the red-cross mark on the packet. This pattern of “dropped packet” was not observed while 

simulating with default SNR stage. When the customized SNR stage was used on the receiver, 

the unique aeronautical effects caused the signal level to drop at random times and the packets 

got dropped. Therefore, the unique aeronautical effect was successfully simulated.  

 
Figure 6 (a), (b), (c): Aeronautical Channel Simulation 

 

To verify whether this simulation gave the desired randomness in output while following 

some state structure, three simulations had to be run for the same scenario and the results had to 

be compared. Figure 7 shows plots for bit error rate, signal-to-noise ratio, and throughput at the 

receiver for the three simulations. 7 (a) shows the results obtained when the default SNR stage 

was assigned to the receiver. In the second run, shown in (b), the SNR stage customized in [1] 

was used to simulate aeronautical channel. The third run, shown in (c), used the SNR stage 

customized in the build-up to this paper to simulate aeronautical channel. Figures 7 (b) and (c), 

both taken over MM driven aeronautical channel, show that the MM successfully created an 

aeronautical effect by introducing randomness in signal reception during simulations. However, 

the major difference in these two charts is that the plots on (c) yielded more randomness and less 

predictability in the results, which is more realistic representation of an aeronautical channel. 

Due to Doppler Shift, multipath, shadowing and test article status, the channel quality may drop 

or vary significantly. Such effects are considered unique features of an aeronautical channel. 

     
(a) Default SNR (b) Customized SNR from [1] (c) Newly Customized SNR 

Figure 7: Comparison of OPNET Simulation Results Obtained using Different SNR Stages 
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CONCLUSION AND FUTURE WORKS 

 

The simulation results showed that the MM which was incorporated in OPNET by modifying the 

SNR pipeline stage was able to recreate the unique behaviors attributed to the aeronautical 

channel. This also proved that using HMM and MM, we could train from real data and mimic all 

the uniqueness posed by complex aeronautical effects during simulations. More importantly, the 

results proved that we could actually reduce the overall complexity of the problem into a simple 

mathematical model. If all the uniqueness within the physical layer were to be modeled by 

mathematical calculations, the simulation would have been computationally expensive and time 

consuming. Calculating individual phenomenon at random times, and erratically ignoring them 

at other instances could bring unrealistic results during simulations. By using simple 

mathematical and probabilistic model instead, the results demonstrated that we could reproduce 

the randomness, while maintaining patterns similar to that found in real life.  

 

The next step in our research is to develop various sets of HMM models for all possible channel 

conditions, and use them accordingly to profile different situations during iNET simulations. 

This will allow us to easily represent various channel conditions using simple matrices, and 

perform simulation of aeronautical channel utilizing less computation, yet with parallel accuracy.   
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ABSTRACT
Due to the highly-dynamic nature of airborne telemetry networks, we have developed the ANTP pro-

tocol suite consisting of AeroTP, AeroRP, and AeroNP. Having verified these protocols through simulation
and analysis, the next step towards deployment of the ANTP suite is developing a cross-platform imple-
mentation of the protocols. Towards this end we present a preliminary architecture for the protocol stack to
be implemented in the Python programming language. Initial development and testing is being conducted
in the PlanetLab testbed environment, with future trials to be conducted using embedded processors on
radio-controlled aircraft and ground vehicles.

I. INTRODUCTION AND MOTIVATION
This paper presents the implementation architecture of the Aeronautical Network and Transport Pro-

tocol (ANTP) suite [1, 2]. It is optimized for the highly-dynamic airborne telemetry environment, while
maintaining edge-to-edge compatibility with the legacy Internet architecture. The protocols in the suite
include: AeroTP – a TCP-friendly transport protocol introduced in [3] with multiple reliability and QoS
modes, AeroNP – an IP-compatible network protocol (addressing and forwarding) introduced in [4], and
AeroRP – a routing protocol introduced in [4] and further evaluated in [1], which exploits location infor-
mation to mitigate the short contact times of high-velocity airborne nodes. This protocol suite is designed
to perform well in an environment in which the rapidly-changing topology prevents global routing conver-
gence, as well as those in which long-lasting stable end-to-end paths do not exist.

The remainder of this paper is organized as follows: Section II gives the background of the ANTP
suite. Section III presents the Python implementation architecture. The details of the modules being
implemented are contained in Section IV. Section V concludes and gives future directions for this work.

II. BACKGROUND
This section gives an overview of the protocols found in the ANTP suite, as well as the Python pro-

gramming language.

A. ANTP Suite
AeroTP is a TCP-friendly domain-specific transport protocol designed to meet the needs of the teleme-

try network environment: dynamic resource sharing, QoS support for fairness and precedence, real-time
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data service, and bidirectional communication. AeroTP has several operational modes that support dif-
ferent service classes: reliable, nearly-reliable, quasi-reliable, unreliable connection, and unreliable data-
gram. The first of these is fully TCP compatible, the last fully UDP compatible, and the others TCP-
friendly with reliability semantics matching the needs of the mission and capabilities of the telemetry
network. All but the last mode are connection oriented, but are opportunistic and do not use a three-way
handshake for connection establishment.

AeroRP is designed to provide reliable communications over a highly dynamic physical topology. The
basic operation of AeroRP consists of two parallel phases: neighbor discovery and data forwarding. In the
neighbor discovery phase, each node advertises its information to other nodes. Based on the advertised
information, each node constructs a routing table containing the position and velocity information of its
neighbors. In the data forwarding phase, AeroRP exploits the information present in the routing table to
find the most reliable route with the least amount of delivery time. For this purpose, the routing algorithm
employs a time metric called the time to intercept (TTI), which determines the least amount of time needed
for a neighbor node to reach the packet’s destination.

AeroNP is a network protocol designed for highly-dynamic airborne environment. AeroNP provides
several functions to make the protocol suite more efficient. To support AeroRP, it carries the location
and velocity information of the node and it provides multicast and broadcast functionality. Instead of the
IPv4 addressing scheme, AeroNP uses a 2-byte addressing system to reduce the overhead. For AeroTP, it
provides a strong header check for a high recovery rate of corrupted payloads.

B. Network programming in Python
C/C++ and Python are very popular languages for network programming. Python requires less than

half of the programming time as writing the same program in C, and roughly half the number of lines
of code [5]. In C, a careful check of the details including variable lifetimes, memory allocation, header
files, and so on are required. The low-level language is preferred if high-performance and portability is
required, while a higher-level language expedites the programing process. It is a simply tradeoff between
execution speed and developer productivity. Given that we want to have a higher programmer productivity
over the machine productivity for the ANTP testbed, Python as a high level scripting language is preferred.
The static typing used by some other languages might be better for the purpose of program correctness but
reduces productivity. The dynamic typing with minimal scaffolding is a more productive way for Python,
though at the risk that a run-time type exception might appear later. Python programmers can focus less
on the syntax and grammar of the programming language, but focus more on the realization of the project.
Except for the simplicity that is a common characteristic of all high-level languages, Python also keeps
its flexibility, an advantage over some other high-level languages [6]. The mandatory indention in Python
makes the codes cleaner and easier to read. Although sometimes mixing use of TAB and SPACE will
result in confusion for programmer, it helps to prevent bad programming behavior (such as no indention
in the next line of an if-clause) from being compiled successfully. Plenty of built-in module choices are
available in Python, including many networking blocks, e.g. socket, HTTP, and some web applications,
are provided and best supported by the Python Standard Library. In spite of some deficiencies of the
high-level language, the advantages of Python over others now make it a popular platform of networking
programming, an area in which C has traditionally dominated.
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Figure 1: System Architecture

III. SYSTEM ARCHITECTURE
The system architecture is designed to provide several features: maintainability, reliability, and data

analysis accessibility. To achieve the maintainability, the system is fully designed based on the object
oriented programming (OOP) approach. This approach tries to eliminate the dependency between the data
structures, which gives us the option to upgrade the components with less dependency errors. For reliabil-
ity, the system employs try-catch error handling to avoid any I/O errors during runtime. For performance
analysis, the system provides a shared logging system that can aggregate the logs in a single Web server.
Based on these considerations, the system is divided into several components as shown in Figure 1.

Utility Library Component. The Utility Library consists of several functions essential to the imple-
mentation process. The library is shared by all protocols of the system.

• GPS Location Emulator. Since PlanetLab nodes are stationary, we present a GPS location emu-
lator to provide GPS-like information for each node. It is implemented as a function that takes an
initial position vector P i

n and a velocity vector Vn of a node i. The position of a node i at time t:

P t
n = (Vn × t) + P i

n

This approach provides a way to emulate moving in straight lines. If a node reaches a specified
boundary, the node’s velocity vector is multiplied by negative one to make it move in the opposite
direction. The initial position and velocity vectors are stored in topology information list. Each entry
in the list is a tuple of three values: the IP address of PlanetLab node, initial position and velocity
vector.

• Binary Functions. Two functions are implemented to deal with signed binary numbers: int2bin
and bin2int. The bin2int function takes two parameters: number and digits. The number is a signed
integer value to be converted to binary. The digit is the target number of binary digits that a function
should return. The conversion is done based on the 2′s complement of the binary number. The
bin2int converts a binary number to a signed integer.
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• Vector Arithmetic. The routing algorithm is based on the TTI metric that is calculated using basic
vector operations such as addition, subtraction and vector normalization. All of these functions are
implemented to work with 3-dimensional vectors.

• Time Representation. Python has a set of built-in time functions to present and process time in
different formats. The reference time used in this implementation is UTC. This decision is made to
resolve the problem that PlanetLab nodes are located in different time zones. There are two time
formats used in the system; POSIX time and IEEE standard format (RFC 3339). The POSIX time
is used in the GPS location emulator and the logging system. The IEEE standard format is used in
time stamping the AeroNP packets. The timestamp format is in decimal form; from left to right,
the first two digits represent the hour in the range 00–23; the third and fourth digits represent the
minute in the range 00–59; the fifth and sixth digits represent the second in the range 00–59. The
remaining 4 digits represent the 4 highest-order decimal positions of the second, which have a range
of 0000–9999.

Logging System Component is added to check operational correctness and to monitor the performance
of the Aero protocols. One way to implement the logging system is to store the logs locally. This is simple
to implement, but it would be difficult to aggregate the logs from all the nodes. Furthermore, it would be
difficult to monitor and compare the nodes in the real-time. The other approach is to host a database at a
Web server and push the logs to the database as created. This approach provides a more convenient way to
analyse the performance and check the correctness of the system while running after it is done. Moreover,
using a third-party map system, we can present real time visualisation of the running system. For example
using the Google Maps API, the main logging web page can show all the running nodes in the system. By
selecting a node, more information such as routing table entries will be displayed.
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Figure 2: AeroTP implementation architecture

AeroTP Component is designed as a centralized top-level controller module that guides the flow setup,
termination and data transfer as shown in Figure 2. In its activity, it employs supplemental modules
each designed for a specific service. The controller runs independently on a POSIX operating system
environment as a daemon on both source and destination nodes to provide service to the application layer

4



for end-to-end communication. It utilises services provided by network layer protocol AeroNP in the
ANTP suite. The current implementation architecture uses UDP sockets for compatibility with the security
restrictions in place on PlanetLab testbed nodes.

NetController Component is a controller program that manages the communication between AeroNP
and AeroRP and runs on the operating system as daemon. Furthermore, it creates an API interface to
mange the communication between AeroNP and AeroTP, which runs on a separate process. During the
initialisation phase, it will start the AeroNP and AeroRP protocols by creating on object of each corre-
sponding class.

AeroRP 

Process Updates 

Routing Table 

Routing Algorithm 

Neighbor Discovery  
Controller 

Next Hop 

Figure 3: AeroRP component function block

AeroNP 

Header Update 

Send 

Broadcast 

Congestion Control 

Schedule 

Listen 

Forward 

Figure 4: AeroNP component function block

AeroRP Component impliments the AeroRP protocol. It consists of two public functions designed
to be used by AeroNP. The first function finds the next hop based on a given distention node. The sec-
ond function processes updates that fetch incoming AeroNP packets to update the routing table inside the
AeroRP component.As shown in Figure 3, AeroRP has other private functions such as the routing algo-
rithm and neighbor discovery controller. The neighbor discovery controller is responsible of advertising
the node’s location by sending hello messages. The routing algorithm determines the next-hop based on
the topology information present in the routing table.

AeroNP Component represents the AeroNP protocol. It has several public communication functions
such as send, listen and broadcast. The send function can be used by both AeroRP and AeroTP. For
AeroTP, the send function is called through the AeroNP API interface. The listen function can be ac-
cessed from the NetController container receive incoming packets. As shown in Figure 4, AeroNP has
other private functions designed as helper functions for the main communication functions. For example,
congestion control monitors the congestion level of the network. The header update function is used to
update the header with the location and velocity information as well as the congestion indicator.

IV. IMPLEMENTATION
This section describes in detail the modular implementation of each of the protocols.
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C. AeroTP
The controller flow at the source begins with connection setup that uses the state machine as de-

picted in Figure 5 in case of the connection-oriented modes [3]. During the connection establishment,
the overhead of three-way handshake is eliminated by opportunistic connection approach that overlaps
data with control [3]. Segmentation is fallowed with optional FEC error-correcting codes added to the
payload. Header processing involves the application layer QoS and error control requirements embedding
into AeroTP Header object. Depending on the class of service used by the application, error control-
ling mechanisms are employed in the subsequent steps. These functions are complimented appropriately
at the receiver by to decompose the segment based on service mode, maintaining state, and aggregating
ACKs fallowed by connection teardown. Beside these modules, a consistent and efficient buffer-handling
mechanism augments the main controller using send and receive buffer.
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ASYN_SENT LISTEN 

ESTABLISHED 

AFIN_RECIEVED AFIN_SENT 

APP_CONN	  

CLOSE_TO	  

APP_CLOSE	  

APP_CLOSE	   AFIN_Rx	  

LISTEN_TO	  

APP_LISTEN	  

ASYNACK_Rx	  
	  MACK_Rx	  

ASYN_Rx	  

Figure 5: AeroTP state machine

While the centralised controller provides the main functionality, each supplemental module provides a
key piece of solution to the application error control requirements. These modules make use of the object-
oriented features of Python. These modules act as independent libraries, instantiated by the centralised
controller.

Segmentation and Header processing modules are a prerequisite for processing related to size and
alignment of control and payload data during network communication. The segmentation module accepts
data and segments it to chunks to be inserted into SEND BUFF buffer list. In contrast, the receiver side de-
capsulates the segment from RECV BUFF buffer list. Segmentation also provides the sequence numbering
mechanism, which numbers each transport protocol data unit to permit resequencing.

Header processing at the source helps in constructing the header of 16 byte (in network byte order)
using the binary packing library method struct.pack(format, v1, v2, ...), which can easily
be decomposed at the destination. The arguments v1,v2,.. that are header fields are packed according
to format. This module provides extensive support in terms of handling header field attributes.

State Management module effectively manages the state transitions in the case of connection-oriented
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end-to-end communication. This is an event-driven module that transitions based on an event occurrence
from CURRENT STATE to NEW STATE and takes appropriate action. The events are listed in Table 1. It
maintains AeroTP states and possible event transitions with action handlers.

Table 1: State Transition Definitions
State Description
CLOSED State in which no connection exists and no data is transferred
LISTEN State in which a receiver is ready to listen to any incoming data
ASYN SENT ASYN message sent by the host initiating connection
ESTABLISHED Steady state in which data transfer takes place
AFIN SENT AFIN message sent to indicate no new data being sent
AFIN RECEIVED AFIN message received and AFINACK is sent as an acknowledgement
APP CONN Request issued by the application to initiate connection by sending ASYN
APP LISTEN Request issued to the receiving host to move to the LISTEN state
APP CLOSE Request to initiate closing a connection by sending AFIN
ASYN RX ASYN received, indicating a connection has been requested
ASYNACK RX ASYNACK received, indicating connection request has been granted
MACK RX Single or multiple packet ACK received
AFIN RX AFIN received, indicating end of any new data, initiating connection close
CLOSE TO A timeout allowing outstanding retransmissions before going to CLOSED state
LISTEN TO A timeout to go to LISTEN state so that the receiver can receive all data packets

Error-control modules ARQ, FEC, and CRC provide different types of reliability to the service
classes. ARQ (automatic repeat request) is employed in the reliable mode of AeroTP [7]. Positive ac-
knowledgement in combination with the payload CRC is used to guarantee the effective data delivery.
For the AeroTP protocol, the selective repeat ARQ algorithm is used to provide reliable edge-to-edge
connection between nodes. In our Python implementation, ARQ is built as a module which can be op-
tionally used by the central controller. There are four AeroTP modes and ARQ is only used in the reli-
able mode. A pair of AeroTP client and server sockets are employed. A separate Python thread using
thread.start new thread(function, args) is created with function timer for each sending
segment. By using the socket.settimeout(value) of the socket library, a value of the timer is set
in the sending end, and failing to receive the ACK from the receiver within the timeout will trigger the
retransmission of the lost packets. The thread will be closed automatically once the sender has confirmed
the successful delivery of that segment. The acknowledgment mechanism of ARQ, namely MACK (mul-
tiple ACK) dynamically aggregates many ACKs depending on the transmission rate and loss rate at the
destination end.

FEC (forward error correction) is based on open-loop error recovery mechanisms, eliminating ARQ
and ACKs entirely. This provides an arbitrary level of statistical reliability but without absolute delivery
guarantees. FEC uses the Reed-Solomon forward error correcting based library [8] that represents the
payload as polynomials and encoding at the source. The forward error correcting code object is created by
the constructor with two arguments n and k where n is the length of a codeword and k is the length of the
message, must be less than n. This has the ability to correct at most (n− k)/2 errors. The source encodes
the payload, which on receipt by the receiver decodes to correct the errors if existing. This module can be
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tuned to provide error correcting strengths between 0 and 100%. Though FEC adds additional redundancy
of inserting codes into the payload, it overcomes the need to retransmits.

The CRC (cyclic redundancy check) protects the integrity of the data end-to-end across telemetry
network. It can be used in conjunction with FEC to detect errors. The HEC (header error check) is a
16-byte strong CRC where as the payload has a 32-byte CRC performed by the Python library module
binascii. AeroTP also supports hybrid error control in which FEC provides statistical reliability, with
ARQ invoked only as occasionally needed for full reliability.

D. AeroRP
The AeroRP class uses three other classes. The main class of AeroRP is the routing table class. Before

presenting the routing table class, we will present the other two because they are used in implementing the
routing table.

• GeolocationTuple is represented as a class. The main function of this class is to represent a node
inside the routing table. It maintains several pieces of information about a node: IP address, loca-
tion, velocity, range and recoding timestamp. Also, it maintains a list of neighbors represented as
NeighborTuple class.

• NeighborTuple is also implemented as class but it has less information than GeolocationTuple. The
main function of this class is to represent the neighbors of each node. It maintains IP address, time
start, time expire and link cost.

• RoutingTable is a main component of the AeroRP. It maintains a list of the nodes in the network
represented as GeolocationTuple.

The AeroRP class has two public functions designed to be used by AeroNP clases:

• next–hop is a function that determines the next hop for a given destination address. It performs the
routing algorithm based on the TTI metric system.

• processUpdates is a function that is designed to be called by AeroNP. Incoming packets will be
received by the listen function inside AeroNP class. One a packet is received, a copy of it is sent to
this function, which checks if the packet has any routing table updates.

E. AeroNP
The AeroNP class uses one of two packet formats to represent a single AeroNP packet: basic header

and extended header. The basic header format is designed to be relatively compact whereas the extended
header carries optional location and trajectory information that is utilized by the AeroRP routing protocol.

• Basic Header and Extended Header are implemented as classes. The values are stored as binary-
like format using packed structures. The main goal of using this approach is to match the packet
length, using some functions in the Utility Library. For each field of the header, there are two
accessors to set and get the value of that field. To get the binary representation of the header, each
class has a get-datagram function.
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The AeroNP class has five functions. It has three public functions send, broadcast and listen. These
functions are designed to be used by AeroRP and AeroTP. The other two functions are private that are
designed are called by the public functions:

• send function encapsulates AeroTP and AeroRP packets into an AeroNP packet. Then, based on the
destination address, the next-hop address is obtained from the AeroRP class using the next-hop
function. The AeroNP payload is obtained by the get-datagram function of AeroNP packet.
The next-hop address, obtained from the next-hop function, is assigned a destination address for
the UDP socket and the payload is sent over the UDP socket.

• broadcast is a main network layer function needed by the AeroRP. Since we are using just selected
nodes of PlanetLab, we have to implement a broadcast function that uses unicast sending functional-
ity. Basically, the function sends a given AeroNP packet to all the nodes in the topology information
list.

• listen is a function that is implemented as an infinite while loop. A UDP socket is created and set to
listen for incoming packets. If the packet is of extended type header, a copy of the packet is passed
to the function ProcessUpdates that is located in the AeroRP class to update the table based on
the information located.

• forward is a private function that can be called by the listen function. Once a packet is received
from listen function, it is passed to the AeroTP protocol if destination source is the local host
address and the protocol ID is the corresponding AeroTP ID.

• headerUpdate is a private function that can be called by the listen function. It updates the
AeroNP packet header. It accepts the two types extended and basic. Based on the type, it inserts the
geolocation information generated by the GPS location emulator into an AeroNP extended header
packet when the packet is sent from the current node. Also, it sets the congestion indicator that is
obtained from the congestion controller.

F. AeroNP API
The AeroNP API is an AeroNP interface designed to be used by the AeroTP protocol. It uses UNIX

sockets to listen to AeroTP requests. The socket has two ends; one is accessed by the AeroNP and the other
is accessed by the AeroTP. Each end has two functions send and readTPbuffer. For the AeroNP end,
the functions are send2tp and readNPbuffer. The buffer is a FIFO list in Python. For the AeroTP,
the functions are send2np and readNPbuffer. AeroTP can send a packet by passing the payload to
the send2np function. Then, the function is passed to the send function, which is in the AeroNP class,
to be sent to the destination node. Once an incoming AeroTP packet is checked in AeroNP, it is inserted
into the buffer. Using the size attribute of the buffer, each end can detect if there are packets to be sent or
received.

V. CONCLUSIONS AND FUTURE WORK
In this paper we have presented an overview of our design architecture for implementing the ANTP

protocol suite. We have given our rationale for using Python as the reference implementation language, as
well as discussing the design considerations to allow maximal portability, including PlanetLab compati-
bility.
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As we continue the implementation project, we will add additional variables to the testing environment,
such as mobile nodes, which will change some of the prototyping requirements as well as adding realistic
challenges as we cross-validate our implementation results against past simulation results.
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ABSTRACT 
 

The National Aeronautics and Space Administration (NASA) Space Network (SN) consists of a 
Space Segment, composed of the Tracking and Data Relay Satellite (TDRS) fleet, and a Ground 
Segment that includes the White Sands Ground Terminal (WSGT), Second TDRS Ground 
Terminal (STGT) and the Guam Remote Ground Terminal (GRGT).  Collectively, the SN 
Ground Segment is commonly referred to as the White Sands Complex (WSC).  Traditional 
methods of latency and performance measurement across the component links of network have 
relied on the use of simplified test patterns and basic data formats that are often specific to the 
instruments providing the measurements.  These tests do not often correlate to the operational 
data normally transferred through the network. 
 
This paper discusses an alternative approach to performance measurement within the Space 
Network. By embedding and extracting performance metrics directly within simulated data sets 
that closely resemble operational traffic, performance measurement can be combined with link 
verification and validation to provide a single, comprehensive set of test and measurement 
activities. 
 
 

KEY WORDS 
 

NASA Space Network, TDRSS, Link Latency Testing, Link Performance Measurement 
 
 

INTRODUCTION 
 

The NASA Space Network (SN) is an infrastructure mechanism to provide data relay services to 
end users by operating a bent-pipe relay system between customer platforms and customer 
ground facilities.  The SN consists of a Space Segment, which is composed of the Tracking and 
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Data Relay Satellite (TDRS) fleet, and a Ground Segment, which includes the White Sands 
Ground Terminal (WSGT), Second TDRS Ground Terminal (STGT) and the Guam Remote 
Ground Terminal (GRGT).   The WSGT and STGT are located near Las Cruces, New Mexico, 
while the GRGT is located on the island of Guam and it is linked to the WSC through the NASA 
Integrated Services Network (NISN). 
 
The primary role of the SN is to provide data acquisition services to a wide variety of Earth-
orbiting satellites, as well as the International Space Station (ISS), the McMurdo TDRSS Relay 
System (MTRS), and the South Pole TDRSS Relay (SPTR). 
 
The SN service provision is subject to support requirements expressed in individual customers’ 
Mission Requirements Requests (MRR) document.  For each project, the Detailed Mission 
Requirements (DMR) document contains the detailed support requirements for the project, as 
well as comprehensive plans to meet those requirements.  These detailed requirements include 
specific latency constraints for services provided by the SN.   
 
 

CURRENT PERFORMANCE MEASUREMENT METHODS 
 

The methodology of latency and performance measurement within the SN was examined by a 
2008 study conducted by Jaluria and Anderson of HTSI [1].  The study examined three different 
performance measurement scenarios in use within the SN infrastructure.  These include two 
scenarios designed to test the performance of a particular ground terminal, and one scenario 
designed to test the performance of the link between the SN sites.  These scenarios are detailed 
below. 

 
Figure 1: Analog performance test scenario.  This configuration tests the performance  

of the pre-demodulator RF processing chain at WSC. 
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The first of the performance measurement scenarios, shown in Figure 1, focuses on determining 
the latency through the front-end analog equipment connected to a particular antenna, consisting 
of the LNA, the down-converters, the secondary amplifiers, and the channel filters.  The test 
configuration uses an RF signal generator to inject a known signal pattern into the analog circuit 
input to the LNA, and measures the delay introduced to the pattern on the output of the analog 
filters using a time interval counter. 
 
The propagation delays through the RF processing chain can be represented as the sum of two 
distinct components: the delay due to the finite-speed propagation of the signal in the physical 
media, and the group delay induced by the electrical transfer function of the RF signal chain 
components.  With proper calibration, these latencies can be consistently measured to an 
accuracy of 10-20 ns. 
 
The second performance measurement scenario, shown in Figure 2, focuses on determining the 
latency through the entire ground terminal processing chain, from the antenna to the network 
gateway. 

 
Figure 2: End-to-end performance test scenario.  This configuration tests the performance of the entire 

ground terminal processing chain from the antenna to the local NISN gateway. 
 
The test configuration uses a specialized data source with an RF output to inject test data into the 
LNA, and then a specialized data sink with a network input to collect the data from the gateway; 
the original data is then compared with the output of the gateway to determine signal integrity 
and latency through the system. 
 
The WSC uses a set of legacy test systems, such as a 1970’s-vintage PDP-11/03-based Data 
Generator, to generate test data with embedded PB-4 timestamps, which can then be compared to 
the output of the processing chain.  The delta of the originally generated time and the time 
measured on the output of the system indicates the delay through the system for the particular 
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data rate used in the test; this delta can be measured to the resolution of the timestamps used, 
resulting in a nominal accuracy of 1 microsecond. 
 
The third performance measurement scenario, shown in Figure 3, focuses on determining the 
latency through the network link between Guam and WSC.  The LAN/WAN performance 
between the two sites must be routinely measured by the SN network engineers, as path delays 
are different between the prime and redundant circuits; measurements are made after circuit 
outages, routine maintenance on the circuits, or communications equipment changes. 
 

 
Figure 3: Link test scenario.  This configuration tests the performance 

of the Guam-White Sands network infrastructure. 
 
The test configuration does not use any specialized test and measurement equipment, and relies 
on the use of standard Internet Control Message Protocol (ICMP) PING and PING ECHO 
messages between the two NISN gateways to determine approximate round-trip latency.  To 
perform the test, a network engineer at one site will directly invoke an ICMP PING operation 
from one gateway to the other; dividing the resulting round trip time (RTT) by two provides an 
approximate measurement of the one-way latency across the LAN/WAN link.  Due to the 
limitations of the ICMP protocol, this measurement is taken at a millisecond resolution, and thus 
cannot provide latency statistics with a higher precision. 
 
 

INTEGRATED LINK VALIDATION 
 
The first two performance test scenarios – analog performance measurement and end-to-end 
performance measurement – were found to be generally sufficient to determine the latency and 
performance of those portions of the SN.  However, the network link validation configuration 
was considered unsatisfactory, because the use of the PING tool produced rough estimates of the 
latency, and because the traffic generated by this tool bore no resemblance to the nominal 
operational traffic of the SN. 
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An alternative approach is to deploy test equipment that will generate traffic more closely 
resembling nominal operational traffic; timing information can be directly embedded within this 
traffic, allowing a single test scenario to verify both the integrity of the link and the latency and 
performance characteristics of the network. 
 
One variant of this approach, which Jaluria and Anderson reported as being a common practice 
within WSC, is to use a PRBS generator to perform a long-loop test across the link between the 
two sites.  For example, operators could establish a serial loopback circuit through Guam, with a 
Fireberd PN pattern generator at WSC serving as the source and sink for the test data.  The 
Fireberd synchronizes to the received PN code and measures the delay between the transmitted 
and received patterns; dividing this delay by two results in an approximate one-way latency 
measurement with millisecond accuracy. 
 
However, using a raw PN pattern introduces a number of limitations to the test configuration.  
First, the pattern is necessarily distinct in format from the operational data carried by the 
LAN/WAN link; operational traffic cannot be simulated without sending the pattern through 
encapsulation/decapsulation systems at either end of the network, which would affect the 
resulting measurement.  Second, the configuration is intended for use directly through an end-to-
end serial channel; it is not possible to inject the data directly into the network link at the 
gateway level.  Thus, an alternative test method is sought. 
 

 
Figure 4: Nominal placement of the SN PTS.  The primary objective of this test scenario  

is to validate the performance of the Guam-White Sands communications link. 
 
The approach shown in Figure 4 uses a set of dedicated SN Performance Test Sets (PTS), one 
located at each SN site, to simulate operational traffic on the Guam/WSC link.  During the test, 
one PTS acts as a data source, while the other acts as a data sink and performance measurement 
tool. 
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The SN PTS, shown in Figure 5, is a custom-built, 
portable system designed for ease of transport 
between SN sites.  The PTS provides a modular 
software framework that allows individual 
functional blocks to be configured into an end-to-
end data flow.  Each SN PTS is configured to 
provide both network and serial (RS-422) input 
and output channels, to allow for flexibility in 
accessing test data inject points at either the SN 
gateways or the SN front-end-processors (FEPs).  
In their nominal configuration, each SN PTS is 
connected directly to the NISN gateway at each 
site. 
 
To more closely simulate the operational traffic on 
the LAN/WAN link, the source PTS is configured 
to generate a simulated telemetry stream in 
Consultative Committee for Space Data Systems 
(CCSDS) Telemetry (TM) format.  This stream 
consists of sequential fixed-size telemetry Transfer Frames (TFs), which contain packetized 
PRBS data with embedded timing information.  The high-level data flow though the source SN 
PTS system is shown in Figure 6. 

 
Figure 6: Configuration of the SN PTS on the transmitting end.  The SN PTS  

generates CCSDS telemetry with embedded timing information. 
 
When the test data is generated, timing information is embedded in the Time Code field of the 
Space Packet Secondary Header for each generated Space Packet [2]; these Space Packets are 
then encapsulated in Transfer Frames for transmission across the SN network link.  The Transfer 
Frames are transmitted at a fixed data rate, which is specified according to the operating 
parameters of the SN service being simulated. 
 

 
Figure 5: SN PTS.  The SN PTS is a portable system 

designed for transport between SN sites. 
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The sink PTS is configured to receive and validate the simulated CCSDS telemetry stream, and 
to determine the latency of telemetry through the system by examining the embedded timing 
information present within the simulated Space Packets.  The high-level data flow through the 
receiving SN PTS is shown in Figure 7. 
 

 
Figure 7: Configuration of the SN PTS on the receiving end.  The SN PTS receives CCSDS telemetry 

with embedded timing information and generates latency and performance measurements. 
 
The received telemetry Transfer Frames are time-stamped during the frame synchronization 
process; these time-tags are applied to the extracted Space Packets during the telemetry 
processing stage.  Each Space Packet’s time-tag is compared to the timestamp embedded in the 
Space Packet during the simulation process to determine the one-way latency through the SN 
link.  Simultaneously, the content of the Space Packet is validated against the original PRBS 
pattern to determine the integrity of the link; errors during the transmission process are detected 
via the pattern comparison, and Bit Error Rate (BER) and Packet Error Rate (PER) statistics are 
generated for the link. 
 
 

CONCLUSIONS 
 

The proposed test methodology is an improvement over the existing latency and performance 
test and validation methods for the NISN network components of the SN, since it allows the 
operational usage of the NISN link to be more closely modeled by the test configuration.  In 
particular, the ability to generate simulated CCSDS data in a format matching that of the 
expected operational traffic allows for any network conditions specific to the format, size, or 
relative timing of the traffic to be detected and analyzed.  This permits more accurate evaluation 
of both the impact of particular types of operational data on network latency, and the integrity of 
particular types of operational data across the network link.   
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In addition, the use of simulated operational data allow for latency measurements to be taken at 
the precise data rate used by each service provided by the SN.  This is a marked improvement 
over the use of ICMP PING, since the ICMP protocol does not allow test engineers any 
substantive control over the effective rate at which PING data is injected into the network link; 
the resulting measurement is essentially that of the latency at some nominal ICMP data rate 
rather than at the rate of any particular SN service. 
 
 

REFERENCES 
 

[1]  Jaluria, Naveen & Anderson, Velma, Latency Analysis Study – Current Methods, Future 
Options, Honeywell Technical Services, December 2008. 

 
[2]  Consultative Committee for Space Data Systems, Space Packet Protocol, September 2003 

(CCSDS 133.0-B-1). 



 
 

1

Telemetry Network for Ground Vehicle Navigation 

 
 

Christopher Moore, Dylan Crocker, 
Garret Coffman, Bryce Nguyen (Students) 

and Kurt Kosbar (Advisor) 
Telemetry Learning Center 

Department of Electrical and Computer Engineering 
Missouri University of Science and Technology 

 
 
 
 

ABSTRACT 
 
This paper describes a short distance telemetry network which measures and relays time, space, 
and position information among a group of ground vehicles. The goal is to allow a lead vehicle 
to be under human control, or perhaps controlled using advanced autonomous path planning and 
navigation tools. The telemetry network will then allow a series of inexpensive, unmanned 
vehicles to follow the lead vehicle at a safe distance. Ultrasonic and infrared signals will be 
relayed between the vehicles, to allow the following vehicles to locate their position, and track 
the lead vehicle. 
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INTRODUCTION 
 

The goal of this project is to allow a commercial all-terrain vehicle (ATV) to autonomously 
follow another ATV operated by a human driver. Ideally, this concept could be extended so that 
a single human driver could lead a train of many autonomous ATVs. As the driver goes up a hill 
or maneuvers around an obstacle, the following ATV’s would be able to precisely collect 
information on the lead ATV’s path and be able to make accurate decisions involving turning, 
distance, and speed.  While the human on the lead vehicle would make the high level decisions 
on where to go, the autonomous vehicles would be responsible for maintaining a safe distance, 
and avoiding local obstacles. 
 
This concept can also be applied to military applications; when moving fleets of military vehicles 
across deserts or other difficult terrain, only a fraction of soldier operators would be needed to 
move the equipment. 
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Putting this concept into function is a large and intricate project that is beyond the scope of this 
team’s senior design class budget and time constraints. To simplify this project for first phase 
conceptual design, the project has been limited to a human operated remote control (RC) car with 
only one programmable robot following. Once the main conceptual program and components 
have been proven to work correctly, other following vehicles would be able use a slightly altered 
version of the original software where the lead autonomous vehicle would be the reference point.  
 
To accomplish this goal, the system will need to be able to accurately track the path of the lead 
vehicle. This requires constant data points of information to be transmitted to the following 
vehicle regarding location, speed, and direction. Thus, a telemetry network capable of 
communicating these pieces of data must be implemented. This system must be capable of 
sending and analyzing samples of data quickly and efficiently. The following vehicle will have 
to constantly determine the correct direction and distance and be able to disregard an occasional 
inaccurate piece of data.  
 
To execute this concept, distance/direction sensor circuitry will be designed and implemented to 
form the telemetry network, and this network will then interface with the control system of a 
programmable robot vehicle. With all these pieces in place, the following vehicle will then be 
able to accurately maneuver itself with no human control along a direct path. 
 
 

DESIGN CONCEPT 
 

For the sake of simplicity and efficiency, an RC car will be used as the lead vehicle. Attached to 
this vehicle will be two main components: infrared light emitting diodes (IR LEDs) and 
ultrasonic transmitters. The IR LEDs will be assembled in an array and will be read by the 
following vehicle to determine the lead vehicle’s direction relative to the following vehicle. The 
ultrasonic transmitters will be used in reference to the pulses from the IR LEDs to determine 
distance. Since this vehicle is not the main focus of the project, it will be under complete human 
control. 
 
The following vehicle will be based on a commercially available small robotic platform [1]. This 
is a mid-sized programmable robot. The metal body provides ample mounting locations for IR 
LED sensors, transducers, or even extra battery power.  The robot comes equipped with a 
microcontroller board that can be multitasked to operate the sensors.  The 32 bit processor has 
approximately 32 kB of RAM and 64 kB of EEPROM. The robot is driven by two DC servo 
motors and includes a rear omnidirectional wheel, which allows the robot to make zero degree 
turns. The following vehicle’s IR and ultrasonic receivers will interface with the robot’s 
microcontroller based control system. The decision-making software will be implemented on the 
robot’s microcontroller. From there, the robot will be able to move with varying speed and 
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varying direction with regards to the lead RC car. Figure 1 is a block diagram of the design 
concept.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Figure 1. Top Layer Design Concept 
 
 

DESIGN DETAILS 
 

Directional Sensor 
 
In order to measure the direction of the lead vehicle relative to the following vehicle, an array of 
photodetector transistors will be placed on the following vehicle and a corresponding array of IR 
LEDs will be attached to the lead vehicle. The receivers will be attached in an arc-shaped array 
with each receiver's field of view slightly overlapping. The LEDs will be set up in a similar array 
and will emit sequenced IR pulses. The IR LEDs each have a 50 degree beam angle and the 
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photodectors have an approximate 30 degree field of view. The goal is to achieve a minimum 
viewing angle of 180 degrees by overlapping seven elements in each array. The direction of the 
lead vehicle relative to the following vehicle will then be calculated by measuring the intensity 
of an IR pulse received at the photo detector array. The difference in intensity at each photo 
detector will allow the robot to calculate approximate direction.    
 

 
Figure 2. Directional Sensor 

 
Using this method to measure direction requires less overhead processing and is less complicated 
than other implementation methods considered. The disadvantage with this implementation is 
that the lead vehicle must be in line of sight of the following vehicle and the accuracy is limited. 
However, if the following vehicle loses sight of the lead vehicle, it will proceed to the point 
where the lead vehicle was lost and then turn in a circle trying to locate the lead vehicle’s signal. 
This procedure will be implemented in the software as a contingency routine. 
 
Measuring Distance 
 
In addition to determining the relative direction of the lead vehicle, the distance between the two 
vehicles must be determined. The two methods of computing distance shown below were 
considered for this project:  measuring IR intensity and measuring the time difference between 
an IR and ultrasonic pulse. 
  
Measuring IR Intensity 
 
This method was not chosen for this project. The issue with this method is that the emitting 
LEDs would need to emit a uniform distribution of intensity no matter how the lead vehicle is 
oriented relative to the following vehicle. Without a uniform distribution, the system would 
erroneously speed up or slow down the following vehicle when the lead vehicle made a turn 
because the turning LEDs would result in varying intensity at the receiver.  
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Measuring the Time Difference Between an IR and Ultrasonic Pulse 
 
The method that will be realized in this system will use both the directional IR LEDs as well as 
an ultrasonic transducer. The lead vehicle will emit an IR and ultrasonic pulse simultaneously 
which the following vehicle will receive at different times. At small distances the travel time of 
light is effectively zero (6.7e-9 seconds for two meters) compared to that of sound (0.0059 
seconds for two meters); therefore, if the time between receiving the two pulses is multiplied by 
the speed of sound the result will be within .0001% of the actual distance. The accuracy of this 
method is sufficient for the distances of this application; the maximum distance intended for this 
system is five meters.  
 
The following algorithm will be used by the following vehicle to calculate the distance: 

1. Receive IR pulse 
2. Start timer (trigger interrupt) 
3. Receive ultrasonic pulse 
4. Stop timer (trigger interrupt) 
5. Scale timer value to seconds 
6. Multiply time difference in seconds by the speed of sound (m/s) 
7. Scale first calculated distance to account for error 
8. Save and use calculated distance 

 
The first result will need to be scaled by an error factor to account for delays in circuitry and any 
other errors. This factor will be determined and adjusted during testing. 
 
A similar method was implemented by researchers at the University at Buffalo [2].  They found 
that using optical sensors to synchronize ultrasonic transducers was an improvement over 
standard ultrasonic echo methods because of lower signal loss and greater control of the 
ultrasonic pulse shapes used at the transmitter and receiver. 
 
Distance Sensing Hardware 
 
A 555 timer will be used to synchronize the output pulses on the lead vehicle. On the following 
vehicle an ADC and a microcontroller will calculate the time difference and then the distance by 
sampling data from the receiving sensors. When the IR pulse is received it will trigger a high 
level interrupt on the microcontroller and start a timer. Once the ultrasonic pulse is received the 
timer will be stopped and the distance calculated. To measure distance to an accuracy of 0.01 
meters will require a sampling frequency of 100 kHz. The needed sampling rate is within the 
range of low cost microcontrolers and ADCs. 
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The ultrasonic part of the distance sensing network will consist of one transducer on the lead 
vehicle and another on the following vehicle, as shown in Figure 3. The transducer on the lead 
vehicle will send a square wave pulse that can be sampled by the following vehicle. Research 
shows this frequency should be in the range of 40-100 KHz; an exact frequency will be 
determined with testing of the sensors. The receiving transducer will be on the following vehicle. 
This transducer will be connected to an amplification circuit to amplify the wave pulse sent from 
the lead vehicle.  The application of a bandpass filter to the receiver circuitry may also be used to 
increase the accuracy of the signal pulses as shown from research at Yonsei University [3].  
Researchers at Yonsei University found ultrasonic sensors to be very sensitive to vibration and 
noise.  To help mitigate the problem, they used a bandpass filter.  The filter helped eliminate 
many of the components of the signal generated from the vehicle’s vibration and shocks, and 
also improved the overall signal-to-noise ratio at the receiver. 
 
The receiving transducer will use an analog-to-digital converter to interface with a 
microcontroller. Once the wave pulse is received, the program will be able to calculate the 
distance between the lead vehicle and the following vehicle. The setup of the IR part of the 
distance sensing network was described in the directional sensing section of the paper. The 
following block diagram demonstrates how the components will be assembled.   
 

Figure 3.  Ultrasonic System 
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SOFTWARE 

 
Since the following vehicle is operated by microcontrollers, controlling software will need to be 
written. The signals from the distance sensor network will be sampled and analyzed by the 
microcontrollers. The software will need to be able to calculate distance and direction, and then 
implement control algorithms to get the following vehicle to actually follow the lead vehicle. 
One concept the software will implement is the use of waypoints in order to control the 
following vehicle’s travel path. By using the waypoint system, the following vehicle will head to 
where the lead vehicle was previously and not directly towards the lead vehicle. This will result 
in the following vehicle tracing out a path that closely resembles the actual travel path of the lead 
vehicle, which will prevent the following vehicle from cutting corners and colliding with static 
objects that the lead vehicle avoided. 
 
In order to accomplish this, the software will periodically sample the sensor network to 
determine the immediate location of the lead vehicle. The distance and direction information will 
be added to a queue. After adding this data point, the microcontroller can then compare the first 
two data points in the queue to generate the next set of commands that the following vehicle will 
perform. Each time it sends the next action to the following vehicle, the top data point of the 
queue will be popped off. 
 
Incorporating the waypoint system in this way instead of having the queue contain a set of 
commands will allow the system to be more dynamic. With a set of commands in the queue, the 
following vehicle would need to execute them perfectly so the waypoints could begin from the 
position they were intended for. Factors such as wheel slipping would accumulate. Such a system 
would also require much more processor overhead as each new waypoint would have to first 
subtract all the stored preceding waypoints from the distance/direction sample. Storing only the 
sensor data in a queue and generating the commands as the next action to be sent will omit these 
problems. 
 
In order to keep the following vehicle within a set range, a higher level system will be set up to 
guide the waypoint system. The higher level system will discard data samples when there is no 
change in the direction and the distance has not exceeded a to-be-determined threshold. Another 
consideration that needs to be made is how the distance between the vehicles should be 
generated. If the last distance sample is used during 180 degree turns it is possible that by the 
time the lead vehicle is beyond the 1 or 2 meter away threshold, the following vehicle will have a 
4 or 5 meter distance to travel. This is because the following vehicle will still be executing the 
rounded path the lead vehicle took and will not cut across. One way to solve this problem is to 
keep a running distance total that will account for turns. However, this solution will require a lot 
of overhead which makes it impractical. Another solution is to have the microcontroller monitor 
when the lead vehicle has gotten closer between the new data sample and the preceding one and 
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ignore the distance threshold in such cases. The second solution will likely end up being the 
solution selected for use. The speed of the following vehicle will then be calculated based on the 
distance given from the last data sample. 

 
 

FUTURE IMPROVEMENTS 
 
The current design of this project is at a rudimentary level. Once the basic functionality is in 
place, the system can be expanded from the base platform. There are several system expansions 
that are intended for this project. 
 
Wider Field of View 
 
The current design parameters require only a 180 degree field of view for both the lead vehicle’s 
emitters as well as the following vehicle’s receivers. Once the initial circuitry for the 
communications system is working correctly the field of view will be expanded to 360 degrees. 
This will ensure the following vehicle does not lose connection to the lead vehicle in the event 
that the lead vehicle makes a quick turn and quickly drives behind the following vehicle. 
 
Multiple Following Vehicles 
 
The current design focuses on a single following vehicle. However, for the system to be useful, it 
would need to be able to be easily implemented on multiple following vehicles.   
 
Avoid Dynamic Obstacles 
 
The current implementation of this design enables the following vehicle to determine its 
respective course of travel based solely on previously detected locations of the lead vehicle. 
When measured to a certain degree of accuracy this method will enable the following vehicle to 
avoid any static obstacles that the lead vehicle also avoided. However, an issue arises if the 
obstacle avoided by the lead vehicle was a dynamic obstacle. If the obstacle is dynamic it could 
be in a different location once the following vehicle encounters it. To avoid this problem, a 
network of proximity sensors could be added to the following vehicle. These sensors would send 
real time surroundings information to the following vehicle’s control system. This data would be 
used in addition to the information coming from the lead vehicle in order to determine the 
following vehicle’s course or travel. 

 
 

CONCLUSION 
 
The purpose of this project is to have a lead vehicle under human control and a vehicle or 
multiple vehicles following its path without any operator input. As described in the introduction, 
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this concept could be very useful for using ATVs as pack vehicles and has multiple military 
applications. To implement on large vehicles, every aspect would have to be perfected such as 
wider field of view, multiple followers, dynamic obstacle avoidance, and lead vehicle detection. 
For this project, an RC car will be used as the lead vehicle and the following vehicle will be a 
commercially available robotic platform.  
 
To determine the location of the lead vehicle, two concepts will be implemented: IR LED and 
ultrasonic detection. The following vehicle will detect an array of pulsing IR LEDs on the lead 
vehicle to determine its relative orientation. This constant flow of data will interface with the 
control system to allow the following vehicle to make decisions on turning. The following 
vehicle will also receive an ultrasonic pulse from the lead vehicle. This data will be referenced to 
the IR pulses to determine distance. The control system will use this data to determine if the 
following vehicle should speed up, slow down, or stop. With the following vehicle receiving this 
data, it will trace the lead vehicle’s path with precision and accuracy.  
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ABSTRACT 

 

The Central Test and Evaluation Investment Program (CTEIP) Integrated Network Enhanced 

Telemetry (iNET) program is currently testing networked telemetry transceivers (IP.TM-Tx/Rx) 

using the Internet Protocol (IP), for use in telemetry (TM) channels.  A unique characteristic of 

networked telemetry channel is packet drops due to radio frequency (RF) signal dynamics, i.e., 

terrain, weather, aircraft attitude, manmade objects, etc..  One of the key measures of the IP.TM-

Tx/Rx is reliability is link availability (LA), and a key element of LA is time to resynchronize 

after RF link loss.  
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INTRODUCTION 

 

In this paper we discuss a method and results to model resynchronization time and simulate a 

degraded channel to estimate a measure on the time for a Teletronics Technology Corporation 

(TTC) IP.TM-Tx/Rx to resynchronize after RF signal loss.  We test the IP.TM-Tx/Rx in a two-

node degraded channel, under four modulation schemes of an Orthogonal Frequency Division 

Multiplexed (OFDM) signal, over three Time Division Multiple Access (TDMA) timing epochs.  

For our discussion, a modulation scheme entails a waveform type, which is either fixed or 

variable, a forward error correction code (FEC) and an adaptive power level.  A timing epoch 

entails ratio of sink-to-source transmission time over a one second epoch. 

 

 

TEST METHOD 

 

To estimate the time to resynchronize – which we expected to be relatively short with respect to 

the transmission epoch – we created a model of epoch time variation based on known link 

availability.  To simulate channel degradation we generated Ethernet traffic with a Spirent 

network emulator and switched the channel into binary states (ON | OFF) of high and low 

impedance to force RF signal loss and transceiver resynchronization.  We processed time 
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measures based on increasing and stale packet data, as described below, to statistically estimate 

the resynchronization time.   

 

Degraded Channel and Tuned Payload: 

We degrade the channel with a high dB attenuator to impede signal transception between two 

IP.TM-Tx/Rx carrying unidirectional universal datagram protocol (UDP) transport-layer payload 

from emulated wired Ethernet terminals.  We use UDP to allow for dropped packets.  The traffic 

flow is unidirectional, which we designate from source to sink.  We ‘tune’ traffic payload (in 

bytes) and frames per second (FPS) between ‘wired and wireless sides’ of each node to a 

maximum transmission unit (MTU) in bytes for each modulation scheme such that there are no 

significant packet drops in the pristine ‘ON’ channel.  We then capture transmission packets with 

an emulator application that samples time-tagged byte counts of the tuned traffic at the data-link 

layer and stores count-time samples in a spreadsheet for analysis.   

 

Test Configuration-Traffic Emulator: 

Using a Spirent Ethernet traffic emulator, we configure the two wired sides of the nodes.  The 

wireless channel is linked through a switched (0|80dB) attenuator.  The channel is switched over 

a 2s, 50% duty-cycle clock (½ -period = 1s, our epoch-time), which is triggered by the source 

GPS-1pps clock.  We configure the emulator to capture time-stamped Ethernet packets at ms 

accuracy with precision 0.1s over approximately 65s intervals, for each modulation scheme and 

epoch timing.  The emulator is also GPS-1pps triggered for clock alignment.   

 

Test Configuration-Transceivers: 

Using the TTC transceiver command-line interface (CLI), we configure each for three timing 

epochs of 1:1, 10:10 and 4:16.  These designators signify sink : source slot-time message ratios 

of the epoch-time.  For each epoch we test four OFDM modulation modes: BPSK4, QPSK4, 

QAM164 and AUTO.  The ‘4’ represents ¾ forward error correction (¾FEC) coding.  AUTO 

mode selects a modulation mode based on channel conditions, and is not restricted to ¾FEC.  

AUTO mode can and does run ½FEC.  The power leveling is automated by an IP.TM-Tx/Rx 

algorithm.   

 

 

DATA SAMPLING, MODELING AND PROCESSING 

 

Data Sampling: 

The Spirent emulator captures data packets at the link-layer and time-tags data accurate to 1ms 

intervals resolved to 0.1s precision.  There are ~65x10
3
 samples over a ~65s sample interval, of 

which ~32 are in the ‘OFF state’ and ~32 ‘ON states’ of 1s each.  We sample all data and cull 

timing information to these 32 intervals of 1s plus the unknown time, t, to resynchronize when 

the state transitions from OFF to ON.  Thus our data model is resync-time is a positive variation 

of a unit: 1 + t.  We use two differences and offsets to cull the variations, t. 

 

Data Analysis Model: 

From the ~32 OFF and ON intervals, each duration 1s, we filter ~65x10
3
 samples down to 32 

data points of counts and time.  We create a statistical means-model based on the equivalence of 
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1
st
 variation of a 1 second epoch-time of the 2

nd
 difference of our processing algorithm sample 

set:  



t(1)  1 + t  1 + (t)  .      (1) 

 

Where (t) is the mean of all time measures of a modulation scheme,  is a vector of sample 

residuals, of an assumed zero mean ( = 0)  normal-, N(0,

), time series; (t) serves as the 

variant origin.  In our model, 1 is the unit of our timing, and 2
nd

 difference 

t is the differenced 

measures modulo this timing unit: the timing unit is the epoch-time plus a sink bias-time due to 

epoch messaging structure and sample clocking.  The epoch-time is a composite of transceiver 

slot-times, in which a node either receives (sinks) or transmits (sources) message traffic.  Slot-

time is a composite of 1ms frames, and minimum slot-time duration is 5ms, or 5 frames.  From 

these details we create a model of delta-time as a function of resync-time for the sampled data 

and known timing constants:  



t
e
m,k(1k) = 1k + t

e
m,k; k{1,…,K},      (2a)   

1k  T1pps,k + T
e
snk,k  (measure time-unit),     (2b.1) 

1K  T1pps + T
e
snk. (measure time-series-unit)    (2b.2) 

 

Subscript ‘m’ indexes the set of four modulation mnemonics: {BP4, QP4, QA4, A}; the 

superscript ‘e’ indexes the set three epoch mnemonics: {1:1,4:16,10:10}; and K designates the 

samples culled via our processing the time-series per modulation mode.  Assuming a simple 

means-model for resync-time we have in time-series element form: 

t
e
m,k=(t

e
m)  

e
m,k ; k{1,…,K}.      (3a.1) 

 

In a time-series array form, for all k, we rewrite (2) and (3a) as: 

t
e
m = (t

e
m)  

e
m,           (3a.2) 



t

e
m(1K)  1K + (t

e
m)  

e
m.      (3b) 

 

Where data array t
e
mk designates the resync-times we seek, and 

e
m is an array of scalar 

sampling errors, 
e
m,k, the assumed normally distributed, zero mean of unknown variance: 

N(0,

)  – ‘white-noise’ – residuals.  The sample clock constant, T1pps is a time window on the 

epoch.  Each clock ½-period is trigger-aligned on GPS-1pps edge controls switching ‘ON and 

OFF’ times.  The sample clock period is Tsample = 2s, so the ON and OFF windows are T1pps = 

Tsample/2 = 1s.   

 

Tuning Payload: 

To tune payload we match the Ethernet MTU (in bytes per frame (BPF)) to the radio data rate.  

All rates are based on these time constants: 

Tepoch = 1000ms = 1s;  Tsample = 2s; T½pps = ½Tsample = 1s; Tframe = 1ms 

Tsink = Tsource = 5Tframe; Tgrd  1Tframe 

 

And message structure satisfy: 

Tsnk  Tsink; Tsrc  Tsource       (4a.1) 

Tmsg = Tsink + Tsource = ( + )5Tframe = ( + )5ms    (4a.2) 

Tsnk/Tsrc = Tsink/Tsource = Tframe/Tframe = /    (4a.3) 
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The transmission ratio is a composite of source to message ratio,  

rsrc/msg = Tsrc/Tmsg = (),       (4b.1) 

 

and source minus guard to source ratio,  

rgrd/src = Tsrc – Tgrd/Tsrc = ().      (4b.2) 

 

So, 

(rsrc/msg)(rgrd/src) = ()() = ()().    (4c.1) 

 

This is the ratio of ‘guarded transmission’ with respect to message.  For obvious reasons we 

define the radio transmission ratio: 

radio  ()().        (4c.2) 

 

The transmission ratio is dimensionless and serves as an operator.  We can use it to find the 

radio payload transmission rate and transmission time: 

Repoch = radio(Rframe) = radio(10
3
 FPS); Tepoch = radio(1000ms).  (4d) 

 

Epoch and Ethernet loads are: 

Lepoch = Repoch x bBPF = Repoch x hMTU,     (4e.1) 

Leth = Reth x bBPF = Repoch x hMTU.      (4e.2) 

1 h 4, 751 b 036 

 

We tune the radio and Ethernet via equal MTUs: 

Leth/Reth = hMTU = Lepoch/Repoch,      (4f.1) 

Leth = Reth(Lepoch)/Repoch = Lepoch(Reth/Repoch) = Reth/Repoch(Lepoch),  (4f.2) 

Reth/Repoch = Reth/radio(Rframe) = 


radio(10
3
 FPS) Reth.    (4f.3) 

 

This last is the Ethernet rate modulo the transmission ratio.  We define the Ethernet-Epoch rate 

ratio:  




eth/epoch 


radio Reth/Rframe.       (4g) 

 

So we can operate the epoch load to yield the Ethernet load.  This is how we tune the payload 

traffic flow. 

Leth = 


eth/radio(Lepoch).        (4h) 

 

Data Processing: 

The processing algorithm is: 

1. Get time and count arrays: yields time-series matrix [c,t].   

2. 1
st
 delta-counts and time, [c,t] with zeros: yields matrix [c,t], adjacent 

differences. 

3. 2
nd

 delta zeros removed: yields matrix [

c,


t], interval difference: ‘delta-time’ and 

‘delta-counts’. 

4. Filter 

t with ‘time-offsets’ via ‘time-window’: W[


t| TL,TU]: yields ‘resync-time’ 

(t) we seek as an error distribution. 
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The period drifts, and ‘drift error’ is realized with offset correction modulo the sum of epoch-

time, Tepoch = 1s and bias-time, T
e
bias, which is sink slot-time duration, for each culled sample.  

We correct for these offsets and model them as arrays scalar errors.  To offset we refer the epoch 

to the GPS-1pps: (T1pps,k – Tepoch)
e
k; and the bias to the sink slot-time: (T

e
snk,k – T

e
bias)

e
b,k.  

We then fold these errors and the sample measure error into one N(0,T

) residual distribution. 

We have an error array:  


e
m,b,k 

e
k + 

e
b,k + 

e
m,k = 1k – 1M + 

e
m,k; k{1,…,K}.   (5a)   

 

In array form for all k, and from (6b.3) below: 


e
m,b

e
 + 

e
b + 

e
m = 1K – 1M + 

e
m.      (5b) 

 

Total error includes trigger clock drift, slot bias jitter and sampling errors.  Twice differencing 

the matrix [c,t], yields (3b) we filter with theoretical offsets via a time-window filter:  

W[t| TL,TU]  t:{tt| TL  t TU}.        (6a.1) 

 

This operation filters the resync-time plus sample-clock ½-period and sink slot-time biases, 

which contribute to ‘total error’ via this process.  Using definition (3c): 

W[

t

e
m| TL,TU]  TL 1K + (t

e
m)  

e
m TU,    (6a.2) 

 

where: 

TL = 1M + Tl (resync-time lower bound offset by unit),   (6b.1)  

TU = 1M + Tu (resync-time upper bound offset by unit),   (6b.2) 

1M  Tepoch + T
e
bias = 1 + T

e
bias (model time-unit).    (6b.3) 

 

Offsetting the window filter by Ts yields: 

W[

t

e
m – 1M | TL – 1M ,TU – 1M]  Tl (t

e
m) + 1K – 1M + 

e
m Tu. (6a.3) 

 

After processing, we have a matrix of 30 plus (K = 30+) samples.  In (5d) we simplified (3b) 

using (2b.2), (5b), (6c.3) and we substitute 


e
m  (t

e
m),         (7a) 

 

to get: 

t
e
m= 

e
m  1K – 1M + 

e
m,       (7b.1) 

 

or collecting all errors, simply: 

 

t
e
m

e
m  

e
m,b.        (7b.2) 

 

 

These are the resync-times we seek as a data distribution.  Also note that delta-counts are 

counted to filter delta-times (3b).  We use counts to confirm payload, which should approximate 

the MTU of the Ethernet traffic ‘tuned’ to the modulation-epoch scheme: MTU
e
m.  As it turns 

out, all 

c

c  hMTU

e
m ; h{1,…,4}.      (8) 
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All time-tagged counts are stored in spreadsheet format for easy export for later analyses.  We 

discuss analyses next and then summarize our results in the conclusion. 

 

 

DATA ANALYSES AND INTERPRETATION 

 

We use Microsoft Excel™ and R (open source statistical program), for standard statistical 

analyses.  We analyze via our means model to derive a Confidence Interval (CI) statistic on t
e
m 

for each modulation mode within an epoch.  We then extend the means model to an effects model 

for an Analysis of Variance (ANOVA) on t
e
m for all modulation modes across epochs.  We 

employ a one- and two-factor ANOVA respectively for modulation schemes within an epoch, 

and modulation within and across epoch.   

 

 

TEST RESULTS 

 

Confidence Interval: 

Figure 1 shows CI results of a 2-node channel for epoch 1:1 at 5ms.  From the table we can list 

the resync-times (in ms) to 95% confidence of 31 degrees of freedom, using the simplified 

nomenclature yields: 

CIp(
e
m) = 

e
m  q(t

e
m)/n.      (9a.1) 

 

For our data and 95% confidence: 

CI.95(
e
m) = 

e
m  (2.0395)

 e
m/31.     (9a.2) 

 

For our data in a 2-node TDMA of 1 epoch ratio at 5ms frames, these resolve as: 

 CI.95(
1:1

BP4) = 2.0006  0.0012     

 CI.95(
1:1

QP4) = 1.9894  0.1039     

 CI.95(
1:1

QA4) = 1.9995  0.0009    

 CI.95(
1:1

A)  = 2.4691  0.1784 

 

The CI.95 results of  ratio at 5ms are: 

 CI.95(
4:16

BP4) = 3.2438  0.1560     

 CI.95(
4:16

QP4) = 2.5006  0.1992     

 CI.95(
4:16

QA4) = 2.008  0.0007    

 CI.95(
4:16

A)  = 2.0310  0.0622 

 

The CI.95 results of  ratio at 5ms are: 

 CI.95(
10:10

BP4) = 3.1879  0.2890    

 CI.95(
10:10

QP4) = 2.0933  0.1042    

 CI.95(
10:10

QA4) = 2.808  0.1608    

 CI.95(
10:10

A) = 2.2187  0.1479    

 

The length of the confidence interval is 

|CI().95| q/n.       (9b) 
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This interval centers on sample mean time .  The sample standard deviation, , is an estimate of 

population standard deviation for resync-times; /n denotes the standard error for ‘n’ degrees 

of freedom, and q is a quantile weighting factor of the residual-distribution.  For our tests, we 

chose 95% confidence, so q = 2.0395 for a Normal distribution. 

 

 

 
 

Figure 1: Data and 95% CI for Resync-Time Statistics for  Epoch at 5ms 

 

 

ANOVA: 

We ran ANOVA to find any statistical significance between resync-times within and across 

modulations, and across epochs.  Figure 1 also shows the ‘one-way’ ANOVA for epoch 1:1 

alone.  The model is based on equation (3), which contains one dependent variable, resync-time, 

and one independent factor, modulation.  Note the very small ‘p-value’ – an indicator of the 

probability of occurrence that the variation between modulations being significantly different 

than the variation within any one modulation scheme.  The very small probability of this random 
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event indicates there is a statistically significant difference between resync-time due to 

modulation.  But for practical purposes, the differences are not important.   

 

 

 
 

Figure 2: ANOVA for Resync-Time across All Epochs 

 

 

For the ‘two-way’ ANOVA we model variation due to modulation and epoch structure, so we 

extend the mean of equation (3) to an effects model by extension of the mean to include effects 

due to modulation and epoch:  


e
m  m

e
.        (10a) 

 

If we assumed interaction between effects:  

t
e
m,k = m

e


e
m 

e
m,k ; k{1,…,K}.    (10b) 

 

Where, , is the grand-mean, m is the modulation effect and 
e
 is the epoch effect, and 


e
mdenotes the interaction effect of modulation and epoch, 

e
m,k is the error.  In this model, 



9 
 

the ‘effects’ cause variation around the grand-mean, .  The two-factor ANOVA compares all 

modulations and epochs, as shown in Figure 2.  I’ve left the data table out, as it is too long to fit 

legibly.  All data is included in the attached Excel workbook, and available on request.   

 

 

CONCLUSION 

We have presented a viable test method for determining a very small duration of time for a 

known TDMA epoch of a commercially available networked telemetry transceiver to 

resynchronize.  We were able to isolate and analyze this resynchronization time using standard 

network testing tools, statistical models and analyses.  In the ANOVA results, small p-values of 

the analyses indicate that there is a statistical significance with respect to modulation and  epoch 

structure (see row p-value in one- and two- factor tables), i.e., the variation across modulation 

schemes is statistically significant with respect to modulation within an epoch structure.  If we 

examine resync-time over epochs, the average time is also significantly different with respect to 

epoch.  But these differences have no practical effect on channel recovery due to signal 

dynamics.  The small CIs for each modulation scheme suggests our samples are a good estimate 

of the ‘unknown population mean’ that represents the transceiver resync-time and epoch 

reacquire-time.  Whatever the form of ANOVA model employed, we are confident that resync-

time never exceeds the duration of minimum slot-time of 5ms.   
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ABSTRACT 

 

Launch vehicle equipment reliability is driven by infant mortality failures, which can be 

eliminated using a prognostic analysis prior, during and/or after the exhaustive and 

comprehensive dynamic environmental factory acceptance testing. Measuring and 

confirming equipment performance is completed to increase equipment reliability by 

identifying equipment that fails during test for repair/replacement. To move to the 100% 

reliability domain, equipment dynamic environmental factory testing should be followed by 

a prognostic analysis to measure equipment usable life and identify the equipment that will 

fail prematurely. During equipment testing, only equipment performance is measured and 

equipment performance is unrelated to equipment reliability making testing alone 

inadequate to produce equipment with 100% reliability. A prognostic analysis converts 

performance measurements into an invasive usable life measurement by sharing test data 

used to measure equipment performance. Performance data is converted to usable life data 

provides a time-to-failure (TTF) in minutes/hours/days/months for equipment that will fail 

within the first year of use, allowing the production of equipment with 100% reliability. 

 

KEY WORDS 

 

Predicting Failures, Telemetry Analysis, Prognostic Analysis, Failure Analysis, Prognostic 

Technology, Calculating Remaining Usable Life, Mission Life, Measuring Reliability. 

 

INTRODUCTION 

 

Some equipment production process such as those in the aerospace industry uses dynamic 

environmental acceptance testing, hoping to increase equipment reliability. The measurements 

are performance related, e.g. how well something is working. These performance measurements 

are used during test, to identify the equipment that fails performance measurements but 

performance is unrelated to reliability. The equipment that fails (during test) is then 

repaired/replaced/salvaged or scrapped
2
. It is hoped by all that testing equipment and measuring 

performance will (somehow) improve equipment reliability, but based on the high rate of infant 

mortality failures that occur in most industries that produce electrical and electro-mechanical 

equipment, it does not. A prognostic analysis uses equipment telemetry to measure equipment 

reliability invasively using data-driven, prognostic algorithms that illustrate accelerated aging 

present in equipment operational data (telemetry) that will fail within one year of use with 100% 

certainty 
3
. 
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According the Aerospace Corporation report published in 1989 titled “The Effectiveness of 

Satellite Environmental Acceptance Tests” by Otto Hamberg and William Tosney, space vehicle 

systems equipment that passes full factory acceptance testing will suffer from at least 4 major 

equipment failures during vehicle equipment integration and test (I&T) with equipment that 

already passed equipment-level dynamic environmental acceptance  testing. Then, after passing 

vehicle-level dynamic environmental acceptance testing, there is a 70% likelihood of another 

major equipment failure within 45 days of use.  

 

FIGURE 1 FORTY-EIGHT YEARS OF RELIABILITY OF U.S. LAUNCH VEHICLES 

USING TESTING TO INCREASE RELIABILITY (AEROSPACE CORPORATION) 

 

Launch vehicle equipment failures occur frequently and are the causes of all failures in both the 

launch vehicle and its payload. These surprise failures occur during launch because the dynamic 

environmental testing, only equipment functional performance is measured, which should be 

measured at some point during production. Measuring equipment performance is used to 

increase equipment reliability yet; there is no relationship between equipment performance and 

either short-term or long-term launch vehicle equipment reliability 

 

FIGURE 2. INITIAL INFANT MORTALITY FAILURES (OVAL) FOR A COMPLEX 

SYSTEM OVER A 10 YEAR LIFE ELIMINATED USING PROGNOSTIC ANALYSIS 

Year of Launch 
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Measuring launch vehicle equipment performance during test, and then hoping testing increases 

launch vehicle equipment reliability has been done since the ICBM/launch vehicle inception in 

the 1950’s and the extremely actual reliability of launch vehicles as a result of measuring 

equipment performance during test and the high rate of infant mortality failures is well 

documented. The proven unreliability of launch vehicles illustrates that testing equipment alone 

is inadequate for producing equipment with 100% reliability.  

 

A prognostic analysis shares the same test data (telemetry) generated during I&T used to 

measure equipment performance to also measure equipment first year usable life. In the 

prognostic analysis, equipment performance data is converted into a measurement of usable life. 

A prognostic analysis illustrates accelerated aging, often present in normal appearing test data 

from fully functional equipment. The presence of accelerated aging in test data identifies the 

equipment that will fail prematurely with 100% certainty for replacement. Launch vehicle 

equipment reliability is dominated by infant mortality failures. A prognostic analysis completed 

after dynamic environmental acceptance and replacing the equipment with accelerated aging 

increases launch vehicle equipment reliability to near-perfect.  

 

The dynamic environmental acceptance test program (ATP) was added to the aerospace/launch 

vehicle/ICBM production process in early 1960 because launch vehicle reliability was low. With 

no other actions available to be taken to increase launch vehicle equipment reliability, 

government and military organizations agreed to add the requirement to measure equipment 

performance during ATP hoping that measuring equipment performance during the test program 

would increase equipment reliability. Reliability analysis engineering used for calculating the 

likelihood of equipment failures was also added in the early 1960’s. During dynamic 

environmental testing completed at both the equipment and vehicle factory, only the equipment 

that fails during test is repaired or replaced. Testing successfully identifies 100% of the 

equipment that fails during test. If this equipment was not repaired or replaced, the same failures 

would likely occur during launch. 

 

During the production, integration and test, launch vehicle equipment reliability is dominated by 

infant mortality failures. Equipment failures occur on equipment that has successfully passed 

equipment-level testing demonstrating the testing alone is inadequate for producing equipment 

with near perfect reliability. Sometimes, launch vehicle equipment will fail several times and be 

repaired several times during manufacturing process. This is in violation of the Markov property. 

To increase launch vehicle reliability, launch vehicle equipment is exhaustively and 

comprehensively tested prior to use and yet most launch vehicles will suffer a failure at about 

10% of the time.  

 

In 2005, the Aerospace Corporation published a report of equipment that fails prematurely 

stating that all launch vehicle contractors are responsible for equipment infant mortality failures 

for a variety of reasons 
4
. We used a different strategy for eliminating infant mortality failures. 

We the launch vehicle test data for the early signs of premature aging/failure (a.k.a. accelerated 

aging). Its presence in satellite and launch vehicle equipment was documented in almost 40 

issues of the Boeing GPS Monthly and Quarterly Orbital Test Report, CDRL Item A004 

published between 1978 through 1988 to the Air Force Space and Missile Center (AFSMC). 
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Accelerated aging is also known by a variety of names in different industries including 

deterministic behavior (mathematics), prognostic markers (medicine), prognostic identifiers 

(medicine), cannot duplicates (CND – aircraft maintenance)), no failure found (NFF – aircraft 

maintenance)) and no failure identified (NFI – aircraft maintenance)) and failure precursors. 

These are sometimes found in test data and documented in production paperwork/documentation.  

 

A Weibull distribution models the infant mortality, normal wear out and end of life failures for 

complex systems and large population of electrical and mechanical parts assuming that 

equipment and parts failures are instantaneous and random (Markov property). For aerospace 

equipment, infant mortality failures occur after dynamic environmental acceptance testing is 

completed demonstrating that equipment testing alone is inadequate for producing equipment 

with 100% reliability. Dynamic environmental testing is used to reduce the number of infant 

mortality failures from occurring because no one has been able to develop any other means of 

improving equipment reliability. Infant mortality failures continue to occur long after the first 

year of life because they continue to occur in the equipment that replaced the equipment that 

failed initially. 

 

To identify the equipment with piece-parts that are suffering from accelerated aging, we then 

developed and used data-driven prognostic algorithms. Data-driven algorithms illustrate 

accelerated aging, often in normal appearing data from fully functional equipment by personnel 

trained to discriminate them from other normal occurring transient behavior. Using the origin of 

accelerated aging, we explain why equipment that has passed dynamic environmental acceptance 

testing, will fail immediately when used. Dynamic environmental testing was added to space 

vehicle production to eliminate unreliable equipment and does eliminate some of the unreliable 

equipment; a prognostic analysis identifies the rest of the equipment that will fail when used.  

PROGNOSTIC ANALYSIS 

 

The analysis used to illustrate accelerated aging includes the tools and education that is not 

normally acquired in the industry and the training to identify the early signs of premature 

aging/failure and discriminate them from other normal occurring transient behavior is a 

prognostic analysis. Prognostic technology simply accepts that equipment failures do not have 

the Markov property and that the early signs of premature aging/failure exist and if found will 

identify the equipment that will fail within one year of use. A prognostic analysis is also forensic 

analysis, which includes the illustration of accelerated aging that is often available in plain sight 

but misdiagnosed as noise or transient behavior of no consequence and any other forms of 

documenting the presence of transient behavior such as production paper work.  

 

Prognostic technology was developed by companies who produce large quantities of like units 

and recognized that there were failure models that could be used to identify when other units 

were going to fail. The thrust of prognostic technology is the production of near perfect products 

that will not suffer infant mortality failures by identifying the units that will fail within one year 

of use while they are still at the factory for replacement. 
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Figure 3 identifies the definition of the time between equipment beginning-of-life (BOL) and 

end-of- life (EOL). Using just diagnostic analysis, the duration is defined as being random and a 

failure occurs instantaneously. When behavior is random and instantaneous, no information prior 

is related to any behavior and the result is neither predictable nor preventable. From prognostic 

analysis, the time between the beginning of life and the first transient observed in the data caused 

from accelerated aging is random, but the time between the first transient and the equipment’s 

end-of-life is deterministic. Deterministic behavior is 100% predictable and thus equipment 

failures from accelerated aging illustrated using prognostic analysis and prognostic algorithms 

are predictable and preventable.  

 

FIGURE 3 THE DEFINITION OF THE DURATION BEGINNING-OF-LIFE AND END-

OF-LIFE BASED ON DIAGNOSTIC ANALYSIS AND PROGNOSTIC ANALYSIS 

A prognostic analysis is a forensic analysis, which includes, but is not limited to using all 

operating equipment analog data and proprietary, data-driven or model-based algorithms to 

illustrate accelerated aging in test data or data of any kind. Accelerated aging is observable as 

latent, transient behavior often present among other normal occurring transient behavior. 

Personnel must receive special training (prognostician) to discriminate transient, deterministic 

(predictable) behavior from other expected non-deterministic transient behavior. In complex 

systems such as a launch vehicle or satellite, the operational environment of the on-board 

equipment is very dynamic. Transients may occur from equipment cycling or set to cycle or a 

failed sensor and thus the behavior of the equipment telemetry may include transient behavior as 

a result that is not deterministic behavior. Prognosticians can discriminate between normal 

occurring transient behavior and accelerated aging.  

 

Launch vehicle equipment that will fail during launch will have deterministic behavior present in 

telemetry usually many weeks/months prior to the actual failure, when telemetry is available, the 

accelerated aging can be illustrated using data-driven prognostic algorithms and identified by 

personnel trained to discriminate the transient behavior from other normal occurring transient 

behavior (prognosticians) in a prognostic analysis. Telemetry is not always available from all 
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equipment and so a prognostic analysis may be done on equipment that does not have telemetry 

available during integration & test while the equipment remains on the ground prior to launch. 

Analog test (performance) data from test equipment may be used if it has been archived. 

Generally, test equipment data is not archived during equipment trouble shooting activities.  

 

 

WHAT ARE THE EARLY SIGNS OF PREMATURE 

AGING/FAILURE/ACCELERATED AGING? 

 

The early signs of premature aging/failure a.k.a failure precursors/deterministic behavior are 

latent, extremely hard to identify, transient behavior often present in normal telemetry from fully 

functional equipment, and any analog test data. No two failure precursors or deterministic 

behavior behave alike, thus the behavior observed preceding one failure will not be repeated and 

may be the reason for previously never having been identified and not leveraged to measure and 

increase equipment reliability 

 

FIGURE 4 EXAMPLE OF ACCELERATED AGING PRESENT IN ALL TYPES OF 

EQUIPMENT 

 

Figure 4 illustrates an example of deterministic, transient behavior caused by parts suffering 

from accelerated aging relative to the other parts in the unit inducing a transient in the circuit. 

Deterministic behavior is present only when piece-parts (electrical and/or mechanical) begin to 

change functional performance in the circuit/assembly and instantaneously affects the steady-

state behavior of the unit. Changes in internal behavior observable in telemetry require 

embedded interface such as telemetry provides. Deterministic behavior has not been identified 

until prognostic technology because it mimics signal noise and other normal transient behavior 

from equipment cycling and sensor failure. 

 

CALCULATING REMAINING USABLE LIFE (RUL)/TIME TO FAILURE (TTF) 

 

The remaining-usable-life or the time-to-failure (TTF) for equipment can be calculated once 

accelerated aging has been identified by using the piece-part failure characteristics in equipment 

telemetry generated under test. Unlike calculations such as MTBF and MTTF are statistical 

results, the equipment that has accelerated aging identified will fail prematurely with 100% 
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certainty. The calculation of the TTF is probabilistic result based on a proprietary database of 

equipment failures analyzed over a 30-year period. 

 

To accurately predict a remaining-usable-life for equipment that has been predicted to fail, 

Failure Analysis maintains a database of previous flight equipment failures that were analyzed 

over a 30-year period. This information is used to determine the probability of success (Ps) of a 

circuit with a failure precursor identified reaching its predicted remaining-usable-life. This 

information is in the form of a cumulative distribution derived from the actual remaining life that 

occurred on the many failures analyzed over a 30-year period.  

 

Predicting an accurate time-to-failure (TTF) after the early signs of premature aging/failure are 

identified, we use the cumulative distribution curve in Figure 5 developed from our proprietary 

database of equipment failures we have analyzed over 30-years on launch vehicles and satellites 
7
. Distribution curves model normal occurring behavior and are tools used to before understand 

and quantify the failure rates at a complex system such as an aircraft the beginning-of-life, 

normal lifetime and end-of-lifetime failure rate. In the equipment failures we analyzed, we 

measured the duration of time between the failure precursor and the actual failure to generate the 

cumulative distribution. We have used this cumulative distribution to predict the duration of 

remaining usable with 100% accuracy. 

 

FIGURE 5 PROPRIETARY CUMULATIVE DISTRIBUTION USED TO DETERMINE 

TIME-TO-FAILURE/REMAINING-USABLE-LIFE  

Failures in electrical and electro-mechanical equipment occur over a very long period of 

equipment operational life, as long as 1 year.  To understand why our cumulative distribution in 

Figure 5 is an accurate method for measuring the equipment with the early signs of premature 

aging/failure present remaining usable life, understanding the use of normal (random) 

distributions will help.  

 

The integral of a normal distribution function is its cumulative distribution. The integral of all the 

probability functions are the cumulative distribution functions for the normal distribution 
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functions. The cumulative distributions illustrate the likelihood that a piece-part failure in a 

population of piece-parts duration will occur. Knowing that piece-part failure rates should have a 

Gaussian distribution, piece-part manufacturers test a sample of piece-parts from a population 

and determine if their failure rate matches a Gaussian distribution. 

 

RESULTS FROM THE PROGNOSTIC ANALYSIS CONDUCTED ON THE NASA/U.C. 

BERKELEY EXTREME ULTRA-VIOLET EXPLORER ASTROPHYSICS SATELLITE 

 

The NASA/U.C. Berkeley EUVE low earth orbiting astrophysics satellite was utilized to 

demonstrate the capability of predicting on-orbit spacecraft equipment failures using data-driven 

prognostic algorithms 
8
. The NASA EUVE satellite bus was built by Fairchild Aerospace (now 

Orbital) as one in a group of 10 common-core, multi-mission spacecraft bus for many GSFC 

science missions.  

 

FIGURE 6 RESULTS OF A PROGNOSTIC ANALYSIS CONDUCTED ON THE NASA 

EUVE/HUBBLE TELESCOPE RATE GYRO UNIT ILLUSTRATING ACCELERATED 

AGING AND TIME-TO-FAILURE/REMAINING-USABLE-LIFE 

 

 

CONCLUSION 

 

Equipment manufacturers only measure equipment performance testing, but there is no 

relationship between equipment performance and short-term or long-term equipment reliability. 

Using a prognostic analysis to convert performance measurements before, during and/or after 

equipment factory test allows the identification of any equipment that will fail prematurely after 

test. Expanding factory production activities to include equipment and vehicle reliability 

measurements using a prognostic analysis allows the production of equipment with near 100% 
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reliability eliminating infant mortality failures of all kinds. The equipment reliability 

measurements results include the calculation of the equipment with accelerated aging time-to-

failure (TTF)/remaining usable life (RUL). 
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ABSTRACT 
 

When embarking into the design of a new launch vehicle, engineering models of expected 
vehicle performance are always generated.  While many models are well established and 
understood, some models contain design features that are only marginally known. Unfortunately, 
these analytical models produce uncertainties in design margins.  The best way to answer these 
analytical issues is with vehicle level testing. The National Aeronautics and Space 
Administration respond to these uncertainties by using a vehicle level system called the 
Development Flight Instrumentation, or DFI.  This DFI system can be simple to implement, with 
only a few measurements, or it may be a sophisticated system with hundreds of measurement and 
video, without a recording capability. From experience with DFI systems, DFI never goes away. 
The system is renamed and allowed to continue, in most cases. Proper system design can aid the 
transition to future data requirements.  
 
This paper will discuss design features that need to be considered when developing a DFI system 
for a launch vehicle.  It will briefly review the data acquisition units, sensors, multiplexers and 
recorders, telemetry components and harnessing. It will present a reasonable set of requirements 
which should be implemented in the beginning of the program in order to start the design. It will 
discuss a simplistic DFI architecture that could be the basis for the next NASA launch vehicle.  
This will be followed by a discussion of the “experiences gained” from a past DFI system 
implementation, such as the very successful Ares I-X test flight.  Application of these design 
considerations may not work for every situation, but they may direct a path toward success or at 
least make one pause and ask the right questions. 
 
 

KEY WORDS 
 
Development Flight Instrumentation, DFI, Launch Vehicle, Operational Flight Instrumentation, 
OFI 
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INTRODUCTION 
 

Development Flight Instrumentation has been a component of a launch vehicles avionics suite 
from pre-Saturn to the present. Engineers will design systems and components using the best 
engineering practices and modeling, but there still remains the unknown of “did I miss 
something” in the design.  This is where DFI abounds. A DFI system can consist of a handful of 
measurements to a vast, elaborate networking of spider harnesses, sensors and data systems.  
This is dependent on the complexity of the launch vehicle and how well the engineering models 
have been refined in the past. But in all cases, an early, system engineering team is the key for 
success.  It starts at the beginning of a new program.  Not one or two years after the program 
starts.  NASA typically starts DFI programs after the design has matured somewhat.  And this 
causes the DFI team to have to “catch-up” and do so with fewer resources. 
 
 

SYSTEM ENGINEERING 
 
At the start of a new design, there needs to be in place a strong systems engineering and 
management team.  This team needs to be considered a high performance team*. (*Katzenbach 
and Smith). They need to understand how high level flight test objectives will flow down, and 
are supported, by the DFI design engineers.  They must be critical thinkers.  They need to know 
the purpose for the system.  And the purpose needs to be significant and realistic. They need to 
understand the problems that might arise from any derived design.  They need to examine data, 
concepts and make assumptions as well as understand any implications of those assumptions. 
They need to rely on past experiences, both positive and negative.  The system engineering team 
must produce a set of unambiguous requirements. 
 
So what would be a good set of high level requirements? “A system for model validation shall be 
provided by the launch vehicle.” Well, maybe. How about, “The launch vehicle shall contain a 
system of measurements for gathering engineering data.”  These are extremely high level 
requirements that might point to a DFI system.  But the requirements like, “A DFI system shall 
be able to transmit and record data, up to 20 Mbps” and “The DFI system, excluding harnessing, 
shall weigh no more than 500 pounds” are requirements the engineering team needs to design a 
system.  Even a programmatic requirement like, “The complete DFI system shall not exceed $1.4 
million” is useful.  These requirements set a “bogie” or a target to design too.  But these “bogie” 
requirements tend to be levied too late. And this leads to a less than ideal DFI system design. A 
minimum of “must have” requirements should be: 
 

1. A DFI system will have transmit bandwidth of X Mbps for telemetry. 
2. The DFI system shall weigh no more than Y pounds, including all components. 
3. The DFI system shall utilize OTS (off-the-shelf) components where practical. 
4. The environmental requirements for the DFI system are Z. 
5. DFI measurement requirements shall be justified based on technical needs as opposed 

to programmatic needs. 
 
The variables X, Y and Z must be known or provided at the earliest phase of a DFI system 
design. The Ares I-X test flight program was a good example of how DFI was not considered in 
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the beginning.  The original program was not to gather data, but to achieve lift-off and separate 
successfully. It was not until design engineers elevated their concerns, to well above the program 
manager, that DFI was added to the program. When it was added, it was at a lower cost “bogie”, 
which limited the system.  Needless to say, the system was designed, but sensors were removed 
from the measurement list, DAUs were reduced, etc., but the flight was very successful.  It is 
very important that the DFI system be considered at the beginning of a program and that “bogie” 
type requirements are levied. 
 

DESIGN FEATURES 
 

One of the most important design features of a DFI system is having a well thought-out DFI 
System Specification.  This specification should define the general functions for and 
requirements of each component that makes up the system.  It should contain operational 
scenarios and concepts as well as organizational and management relationships (roles and 
responsibilities).  The operational concepts can also be provided as a separate document and is 
sometimes referred to the Concepts of Operations (CONOPS) document.  These documents 
should describe how a specific set of DFI capabilities would be used to achieve the desired DFI 
design and performance. 
 
Another feature is procuring hardware with the proper level of available test data.  Many OTS 
manufacturers design hardware to fit a majority of their customers.  They can operate to benign 
environmental requirements. In the case of NASA, we use hardware in harsh environments 
which tends to push technology to the fringe and perhaps beyond most hardware capabilities.  
This poses a set of issues in developing a DFI system.  Not only is this issue technical but it 
becomes project as well. More money is required and the schedule is impacted to meet the DFI 
system requirements. NASA’s use of hardware will lead to costly testing if the environmental 
requirements are not provided early in the programs life cycle. 
 
 

HARDWARE 
 
The DFI system purpose is to sense and record flight operational systems within a particular 
launch vehicle or system. DFI system hardware can vary, but it mainly contains a common set of 
critical components. There are data acquisition units (master and remote), batteries, sensors, 
telemetry systems (video and data), harnessing, mounting provisions, cameras, multiplexers and 
recorders, and power dividers. Not all these components are required, but they are the typical 
components on a NASA DFI system.  For the purpose of explanation, a non-proprietary, DFI 
system is shown in figure 1. This architecture was in contention for a flight test vehicle but not 
implemented for a follow-on test flight.  The program was redirected shortly after the successful 
Ares I-X launch and thus canceled. This hardware is available commercially to anyone, thus is 
not proprietary in its description.  Only hardware function names are listed on the drawing. 
 
The Figure 1 architecture shows OFI data passing through the DFI system.  In reality, this would 
not be allowed.  None the less, this is an option.  The DFI system could possibly take out the OFI 
system in an anomaly.  
 



4 

 

The data acquisition units are the heart of the DFI system.  They are available as OTS 
components or can be designed from the ground up. They will contain all the signal conditioning 
for all the sensors being measured. These units provide the data format types, such as PCM or 
Ethernet. They can have user changeable signal conditioning cards or be designed for a very 
specific application.  NASA launch vehicle requirements change from launch to launch, so a 
specific application design is not cost effective to NASA. 
 
A battery and a power distribution system (PDU) are required, because NASA has a requirement 
that a DFI component cannot share resources with operational flight resources, sometimes 
labeled OI or OFI.  As stated at the beginning, a DFI system has a requirement to “Do No Harm” 
to the flight system being measured. 
 
The telemetry system, TMS, is the components that take the PCM data and passes it to a ground 
station.  This hardware again is separate from OI hardware, because of the “Do No Harm” 
requirement.  The TMS and matching ground assets are the main requirement drivers that drive 
overall DFI measurement capabilities.  In NASA’s case, many components are lost to the sea 
after they perform their job, thus recording the data on the vehicle may not be an option. 
 

 
 
 

Figure 1.  Proposed DFI Architecture 
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Sensors transduce a physical phenomenon into an electrical signal that can be read by the data 
acquisition units. Sensors can vary, but typically sensor types are vibration, acceleration, force, 
strain, temperature, heat flux and pressure.  There are sensor systems as well.  The DFI system 
can collect data from navigation systems or air data systems. Cameras are sometimes considered 
sensors but because of their high bandwidth requirements, they are usually telemetered and 
recorded separately from the other measurement data.  But in some cases, they can be combined 
with measurement data. On Ares I-X, the DFI system switched between several cameras.  They 
were converted into a PCM stream and combined before being transmitted to ground with its 
own telemetry system.  But all the converting and combining was handled by the DFI hardware. 
Cameras are difficult to use on a DFI system, but they are necessary to have.  An early 
implementation plan is very beneficial for including cameras in a DFI system. 
 
The recorder is that component which captures and stores data from the measured sensors. 
Hopefully a system can benefit from its use.  This component needs rigorous testing before 
implemented into the design. Timing, buffering and synchronization are critical for future 
analysis. While the Data acquisition units are the heart of the DFI system, the recorders are the 
brains. And sometimes, two heads (brains) are better than one. If the recorder fails, even in a 
small way, precious data loss is the result. Recorder issues will be discussed later. 
 
Not all DFI systems will need a multiplexer. If the system is of a few measurements, then this 
component is not required.  But for more complex systems, it is.  They are used to squeeze or 
combine data into data streams before they are telemetered and/or recorded.  They are also useful 
when dealing with cameras. 
 
All DFI system components are to be mounted somewhere on the launch vehicle.  Because of 
their various environmental requirements; mounting schemes for each component need to be 
considered.  Sensors can be mounted in bosses or inserts.  Harnesses can be p-clamped to the 
structure.  In some cases, pressure sensors can be p-clamped as well.  Data acquisition units 
require mating to a surface that meets certain environmental mitigation as well as flatness 
requirements. Placing unnecessary torque on a data acquisition unit may cause the components 
or cards within the box to lose contact.  Mounting is often overlooked or not considered until late 
in the program. 
 
All the system is held together with the massive harnessing.  These are the blood vessels of the 
system. Typically, it is the heaviest part of a DFI system.  Steps can be considered to reduce the 
harnessing but it is essential and must be designed into the system.  Miles and miles of spider 
harnessing are required for a launch vehicle.  Not much can be done about harnessing short of 
implementing wireless sensors.  Wireless technology brings a different set of headaches into the 
design. Strategic placement of DFI components may help reduce harness weight but this is not 
always a practical solution in NASA’s case.  Expect to have many pounds of harnesses, bent 
pins, connector issues, frayed protective sheathing, short harnesses, long harnesses and the list 
goes on.  
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SIMPLISTIC DFI ARCHITECTURE 
  
If the DFI architecture were to be designed for a future NASA launch vehicle then how would 
the design start?  There would be a need to have structural vehicle architecture.  At the penning 
of this paper, NASA has not yet decided on a launch vehicle concept, propellant types or 
mission.  So it is speculation as to what a launch vehicle might be.  Let’s assume that NASA uses 
Shuttle derived hardware.  That means, maybe, the conceptual vehicle will use solid strap-on 
boosters, core stage engines, and maybe components of the current ET (External Tank).  If this 
vehicle is to lift heavy payloads, then it can be assumed that there will be a boost stage and an 
earth departure stage.  It can also be assumed that the vehicle will be reconfigurable or modular.  
That means, if there is only a need to lift a crew capsule, maybe the SRBs are not needed. 
 
A DFI system requirement may read as follows:   
 
“The launch vehicle will have a system for measuring engineering data to track vehicle 
performance and verify engineering design models.” 
 
For this example derived requirements may be assumed. This conceptual launch vehicle will 
consist of the following elements: 
 

1. Boost stage 
a. Solid strap-on boosters 
b. Core stage engines 
c. ET-like boost stage propulsion system 
d. Unrecoverable core stage (splash and sinks) 
e. Solids are recoverable (splash and retrieved) 

2. Upper Stage 
a. ET-like main propulsion system 
b. Upper Stage engines 
c. Once consumed, the upper stage is unrecoverable (burns on reentry) 

3. Payload, 100 metric tons of stuff 
a. Payload is 1000 lbs overweight (assumed) 

 
Given these derived and assumed requirements, This DFI system will be very large and 
complicated. And because hardware cannot be located on the payload, it must all fit on the boost 
and departure stages. Even though this system is derived from Shuttle hardware, it is used in a 
different capacity on this vehicle.  So what worked on Shuttle, might not work on this vehicle.  
New models will need to be anchored with new DFI data.  
 
This first bogie is to determine any DFI weight and downlink restrictions.  For the simplistic 
architecture, the system can weigh what it weighs (within reason) but will have limited 
bandwidth to telemeter what it measures.  This scenario is that of a realistic NASA DFI system.  
The system will need a couple of thousand of measurements, but are limited on getting that much 
data through the telemetry system before separation.  Believe it or not, the telemetry system 
capability will balance the weight of the DFI system.  They work in conjunction with each other.  
When bandwidth goes down, measurement count can go down.  When measurement count goes 
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down, so do sensors and harness weight.  And finally, cost goes down.  If the program can 
provide the bandwidth bogie, the system can be designed to the fullest.  There can be an 
optimum balance between measurements and bandwidth, depending on format switching within 
the data system.  
 
So, one can predict that a telemetry system will be utilized on the earth departure stage. It can’t 
be placed on the payload.  It’s already too heavy.  It cannot be place on the boost stage because 
there are other elements depending on it when the boost stage falls away.  The same is with any 
strap-on solids.  They fall away with the boost stage or slightly before.  A recorder can be placed 
on the solids because they are recoverable.  This makes the system modular. It would be practical 
to send some critical DFI data from the solids to be telemetered, but it’s not required.  A recorder 
should not be placed on the boost stage for the same reason as the telemetry system. It is not 
recoverable. So, can a recorder be placed on the upper stage? The upper stage is not recoverable. 
Will it be a cost effective measure to have one? Technically, a need may exist, at least for a short 
period of time.  The data is critical.  It must get to the ground and in the hands of the analysts. It 
is envisioned the recorder on the upper stage can be triggered to continuously output the last few 
minutes of data as the telemetry system continuously transmits.  This would allow all ground 
stations and airborne assets to gather as much data as it can before all is lost on its toasty reentry 
and consumption. Figure 2 shows a simplistic DFI architecture for a future launch vehicle. By no 
means is this rendering depicting the future vehicle architecture.  It is only an example. 
 
As one can see, there are many data acquisition units on each element.  It only shows 2 to 4 on 
each.  But in reality, it could be more or less.  This design is modular.  That is, each element has 
its separate, but communicable, DFI hardware.  If the solids are not required, then the system on 
the booster and upper stage still exist.  If the boost stage falls away, the upper stage continues to 
take data.  Maybe a tweak in the software with a format change is all that is required to refocus 
the acquisition.   
 
Ascent phasing is another way to increase the amount of measurements for data acquisition.  
During the ascent, the upper stage is basically dormant while the boost stage is pressing on.  
With a format switch, the boost stage separates and the upper stage data acquisition starts.  This 
phasing will allow for more measurements on the vehicle while operating under the limited 
bandwidth of the telemetry system.  
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Figure 2.  Simplistic DFI Architecture 
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EXPERIENCES GAINED 
 
Experiences gained are a positive connotation for the term “lessons learned”.  In every 
implementation of a DFI system, obstacles are encountered that were not considered at the 
beginning of the system design.  While it is easy to catch the large obstacles like vibration levels, 
sensor requirements and the like; some issues don’t surface until the system is integrated into the 
flight vehicle.  One such issue encountered on Ares I-X was that of using strain gages.  Strain 
gages are used every day on various platforms.  If installed correctly they produce good 
analytical data.  As the DFI instrumentation was installed on Ares I-X, each segment, or “tuna 
can” was then stacked upon the other forming the simulated upper stage.  As each can was 
stacked, stress was induced on the strain gages.  When all were stacked, the gages had so much 
induced strain on them that the data system wasn’t able to “zero” the saturated gages.  A solution 
for future flights would be to install the strain gages after the vehicle is assembled.  It was a 
programmatic decision to install the instrumentation as the vehicle was being built.  The thought 
was that time will be saved in the end during system checkout. 
 
Another issue along this same thought was that once a flight data acquisition box has been tested 
and delivered, it cannot be opened and reconfigured or modified with “zeroing” resistors.  The 
same goes for the pre-built harnesses.  A possible solution to this would be to perform focused 
testing on each gage and to provide a resistor network design at the strain gage and just before 
the harness.  Ares I-X data suffered because of the lack of “zeroing” the strain gages.  Most data 
acquisition boxes have the ability to tweak parameters, but not to the extent Ares I-X 
experienced. 
 
A programmatic experience gained is having an early DFI plan from a program’s inception. In 
many cases, DFI is an afterthought. Programs are concerned with building and flying the vehicle.  
They are not concerned as to why it performs as it does.  Data is king and without it, there is no 
design validation.  On Ares I-X, DFI was considered in the beginning, but a contractor for the 
DFI or avionics portion of the vehicle was nearly two years late.  This will squeeze the schedule 
and increase risk. 
 
Having the proper sensor, or sensor system, specified for a given measurement is paramount. 
Pitot tubes need to be oriented in the proper orientation.  If not, expect was water infiltration. 
Speaking of water infiltration, choose sensors that tolerate water. I-X had certain pressure 
transducers that failed because of the presence of water.  Even the vendor said the sensor can 
tolerate it, but they did not.   
 
“Test-as-you-fly and Fly-as-you-test” is by far the number one lesson learned. This is a lesson 
learned, because we caught the negative side of not doing it. All the planning in the world cannot 
answer the questions that a test can answer. A partial set-up in a lab, though better than nothing, 
is not sufficient.  The entire data system needs to be tested together, before being integrated onto 
the vehicle.  Do have the conceived notion that testing only after integration will save time.  It is 
quite the opposite.  If I-X had tested as we flew, and flew as we tested, nearly 3 months of 
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troubleshooting avionics boxes, data synchronization and sensor incompatibilities would have 
been avoided. Plan ahead, and plan for a full systems integration laboratory. 
 
The recorder is the brains of the system.  Because of unknown buffering issues with the digital 
memory card in the recorder, Ares I-X lost the final 90 seconds of data.  When the vehicle 
splashed into the ocean, frayed wires shorted and the failsafe switching system turned the power 
off to the vehicle.  Turn the power off, and all data in the buffer is lost and cannot be recovered.  
The lesson here is to know the recorder’s buffering ability and test it in all conditions, even the 
rare off-nominal events.  This was not expected on Ares I-X, and the program lost critical data. 
 
 

CONCLUSION 
 
Many areas of DFI design were discussed in this brief.  But there may be other design features 
that may benefit a design, that weren’t mentioned.  By all means know this paper is not all 
inclusive.  Every system will have its own soul and particular needs.  The ones mentioned herein 
had an impact on how any DFI system will be designed in the future.  “Test-as-you-fly, fly-as-
you-test” lesson learned should be pushed. This impacted the Ares I-X flight the most.  It is the 
fact that we simplified this process and thus had issues in integration and test once the DFI 
system was installed on the vehicle. 
 
As each component is described, one needs to think about how it can be implemented into their 
design.  Maybe questions were answered, and maybe more questions were generated. Whichever 
is the case, it needs to be thought about.  Remember that data is King.  It is the data you are after.  
Without it, the millions of dollars spend will be for naught.  Perform the “due diligence” in the 
beginning of the design process and be able to roll with the punches as they happen. Doing so 
may increase chances of success. 
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ABSTRACT 
 

Satellite and launch vehicles continues to suffer from catastrophic infant mortality failures. 

NASA now requires satellite suppliers to provide on-orbit satellite delivery and a free 

satellite and launch vehicle in the event of a catastrophic infant mortality failure. A high 

infant mortality failure rate demonstrates that the factory acceptance test program alone is 

inadequate for producing 100% reliability space vehicle equipment. This inadequacy is 

caused from personnel only measuring equipment performance during ATP and 

performance is unrelated to reliability. Prognostic technology uses pro-active diagnostics, 

active reasoning and proprietary algorithms that illustrate deterministic data for 

prognosticians to identify piece-parts, components and assemblies that will fail within the 

first year of use allowing this equipment to be repaired or replaced while still on the 

ground. Prognostic technology prevents equipment failures and so is pro-active. Adding 

prognostic technology will identify all unreliable equipment prior to shipment to the launch 

pad producing 100% reliable equipment and will eliminate launch failures, launch pad 

delays, on-orbit infant mortalities, surprise in-orbit failures. Moving to the 100% reliable 

equipment extends on-orbit equipment usable life. 

 

KEY WORDS 

 

Telemetry, Prognostic, Diagnostic, Analysis, Failure Analysis, Prognostic Analysis Predicting 

Failures, Non-Markov Reliability, Calculating Remaining Usable Life, Measuring Remaining 

Usable Life 

INTRODUCTION 

 

Prognostics is a new area in reliability analysis which simply acknowledges that electrical and 

mechanical parts and assemblies do not fail instantaneously, but degrade in functional 

performance over a period of time and the behavior is identifiable using prognostic analysis and 

telemetry. This means that space equipment failures may occur randomly, but not 

instantaneously and so do not have the Markov property. The Markov property is a fundamental 

assumption in reliability analysis engineering so that stochastic processes can be used quantify 

parts, equipment, systems, processes and software reliability. Due to the wide spread use of 

reliability analysis engineering in the aerospace industry, engineers have come to believe that 

equipment failures are instantaneous and random and thus cannot be predicted or prevented. 

 

Space vehicle factory testing includes exhaustive vibration, thermal, vacuum, shock and acoustic 

testing and records telemetry to measure equipment performance. Testing equipment is believed 
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to somehow increase the overall reliability of electronic and electro-mechanical equipment. 

Engineers use diagnostic tools (e.g. data analysis, data trending, troubleshooting, failure analysis, 

root cause analysis etc.) to identify equipment that has failed so the equipment can be repaired or 

replaced. To increase equipment reliability for equipment used in space, the space vehicle 

dynamic environmental factory acceptance testing (ATP) was added and includes subjecting 

equipment used in launch vehicles, satellites and spacecraft to be the extreme the space 

environment the equipment will be exposed to on its journey to space and during it mission 

lifetime while in space. The existing high infant mortality rate demonstrates that space vehicle 

factory acceptance testing alone is inadequate for producing 100% reliable equipment. 

 

Telemetry is embedded in equipment as part of the unit and is used to measure internal 

equipment performance, i.e. how well something in operating. Telemetry is also used as status 

information, helping to confirm equipment selection and configuration. Space vehicle builders 

will often minimize equipment telemetry because it adds mass, requires more electrical power, 

more equipment, much more wiring, increases complexity, slows testing and finally-increases 

cost. Minimizing telemetry has become commonplace. A failure analysis will often include 

engineers having to use speculation to generate a list of potential causes of a failure. Since the 

results of failure analysis are used to improve future equipment and vehicle reliability, when 

inadequate telemetry forces speculation, it undermines the credibility of the results.  

 

Telemetry prognostics encourages having telemetry from all active and passive equipment as 

well as operating equipment continuously at the factory to spot accelerated aging. 

 

 
 

FIGURE 1 CATASTROPHIC COMMERCIAL SPACE VEHICLE INFANT 

MORTALITY FAILURE RATE FROM 1970 TO PRESENT 

 

By considering infant mortality failures as a symptom of unreliable equipment rather than the 

problem, we identified the problem as relying on reliability analysis engineering for producing 

results that are probability of failures and ATP, which only measures equipment performance 

and status.  

 

Because equipment failures are assumed to be instantaneous and random (having the Markov 

property) so that reliability analysis can be used to quantify reliability, equipment failures are 
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assumed by engineers to be random and instantaneous. To quantify reliability analysis, stochastic 

processes are used. Stochastic processes needs random and instantaneous behavior, thus our 

industry assumes equipment failures are random and instantaneous.  

 

 
 

FIGURE 2 COMPARISON BETWEEN DIAGNOSTIC RANDOM AND 

INSTANTANEOUS BEHAVIOR AND PROGNOSTIC RANDOM AND 

DETERMINISTIC BEHAVIOR FOR AN EQUIPMENT FAILURE 

 

Currently failure analysis is accomplished by using data immediately around the time the failure 

occurs. This is done because failures are believed to be instantaneous and random (Markov 

property) and thus there is no information of importance prior to the catastrophic failure. For 

vehicles and equipment in space, this is done to help provide important data that can be used to 

corroborate the results of a failure analysis with the part(s) suspected of failing.  

 

In our prognostic analysis of equipment failures, we found that the first transient occurs 

randomly, but that the complete unit failure occurs with deterministic behavior, which is fully 

predictable and quantifiable.  

 

PROGNOSTIC TECHNOLOGY 

 

Prognostic technology simply recognizes that equipment failures do not occur instantaneously 

but can occur over a very long period. Prognostics teaches that the source of the information 

from electronic circuits used to predict a catastrophic failure is created by the piece-part(s) or 

assembly that have an accelerated functional performance degradation and the information that 

prognostic algorithms illustrates is generated by circuits transient response caused by the 

increased change in piece-part functional performance. Often as piece-parts degrade in functional 

performance, the circuit they are in will experience several transients, which are illustrated by 

prognostic algorithms. Often, the piece-part that fails in a unit/circuit is the piece-part that is 

most susceptible to the circuit transients. The circuit behavior once the piece-part change in 
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functional performance is large enough to cause a circuit transient, the prognostic algorithm will 

illustrate the circuit response and is the source of prognostic information. 

 

Prognostics includes the use of model-based and data-driven algorithms for illustrating the 

accelerated aging occurring in normal appearing data from fully functional equipment that fails 

quickly when used. The Markov property requires both instantaneous and random behavior and 

is the foundation of reliability analysis since reliability analysis assumes random and 

instantaneous behavior to quantify reliability using stochastic processes. Individuals trained in 

prognostics, anticipates states/conditions before they occur. 

 

This new property is a combination of random and deterministic behavior because we can use 

algorithms to illustrate the information prognosticians use to predict equipment failures and once 

this information is identified, the same conclusion results. The widespread use of prognostic 

algorithms corrects the inadequacy that allows so many complex space systems to fail within the 

first year of use after production and launch. 

 

Prognostics include the identification of the data used to predict equipment that is going to fail
. 

Prognostic technology is necessary because current diagnostic technology is inadequate to 

identify all equipment that will fail from an infant mortality failure. Prognostic technology is the 

next logical step in advancing electronic and electro-mechanical equipment reliability. 

Prognostics and prognostic health management as part of equipment operations and maintenance 

is a critical technology for accurately predicting impending failures and providing a mechanism 

for replacing equipment and parts safely before failure for ground-based equipment and 

preparing for and executing recovery plans for space-based equipment.  

Using telemetry prognostics in the space flight equipment and at vehicle factories, upgrades 

space equipment processes by identifying more unreliable piece-parts and assemblies during 

equipment and vehicle factory acceptance test, reducing the time to test equipment, identifying 

equipment that has failed, is failing and will fail, increasing reliability and eliminating infant 

mortalities. The shorter equipment and vehicle test time reduces cost.  

MEASURING EQUIPMENT USABLE LIFE MEANS INCREASING RELIABILITY 

 

The remaining-usable-life for equipment once a catastrophic failure has been predicted can be 

determined by understanding the piece-part failure characteristics determined under test in an 

operating circuit. This information is considered proprietary by the piece-part manufacturer since 

it is an indication of the quality of their products and not available in the popular domain.  

 

Electrical and electro-mechanical piece-part and assembly failures occur over a very long period 

of operational life. This period can be as long as 1 year. We use a technique shared by companies 

that build spacecraft to agree on mission life of the spacecraft they sell. Spacecraft usable life, 

called the mission life is determined by quantifying the expected life of all piece-parts and 

mechanical systems on a vehicle. Mission life will not exceed the shortest life of any non-

redundant circuits or mechanical systems. If there are no life-limiting piece-parts or mechanical 

systems, mission life is derived by quantifying the risk to the company of meeting a mission life 

based on past vehicle mission life actually reached.  
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Since there is not a financial penalty other than loss of in-orbit incentives for suppliers of space 

vehicles if the mission life isn’t achieved, companies can claim very long mission life, some over 

20 years. This is confirmed with the actual life of many in-orbit satellites, some of which have 

operated for over 40 years.  

 

 

FIGURE 3 WEIBULL DISTRIBUTION FOR COMPLEX SYSTEM’S INFANT 

MORTALITY FAILURES (DOTS) AND NORMAL LIFETIME FAILURES 

(TRIANGLES) FOR 10 YEARS 
 

In reliability analysis, large quantities of parts and equipment are used. When individual 

performance of parts and equipment is not measured, the stochastic process in reliability analysis 

provides probabilities of events occurring based on commonly acceptable distribution curves. 

These distribution curves model many behaviors. 

 

To predict an accurate remaining-usable-life after the early signs of failure are detected, we use 

the cumulative distribution curve developed from our proprietary database of high-reliability 

aerospace/vehicle equipment failures we have analyzed over 30-years. Distribution curves model 

normal occurring behavior and are tools used to before understand and quantify the failure rates 

at a complex system such as an aircraft the beginning-of-life, normal lifetime and end-of-lifetime 

failure rate. In the equipment failures we analyzed, we measured the duration of time between 

the failure precursor and the actual failure to generate the cumulative distribution. We have used 

this cumulative distribution to predict the duration of remaining usable life achieving 100% 

accuracy. 

 

The cumulative distribution curve is also known as the Fermi-Dirac distribution in nuclear 

physics. The Fermi-Dirac describes the probability that one can expect particles to occupy the 

available energy levels in a given system. Each distribution curve is the normal distribution 

curve.  
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FIGURE 4 EXAMPLES OF DISTRIBUTION FUNCTION PROBABILITY 

DISTRIBUTION FUNCTIONS WITH VARIOUS SHAPE CONSTANTS 

The integral of a normal distribution function is it cumulative distribution. The integral of all the 

probability functions are the cumulative distribution functions for the normal distribution 

functions below.  

 

 
FIGURE 5 EXAMPLES OF CUMULATIVE DISTRIBUTION FUNCTIONS (INTEGRAL 

OF THE NORMAL DISTRIBUTIONS) FOR PROBABILITY DISTRIBUTION 

FUNCTIONS  
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The cumulative distribution function illustrate the likelihood that a piece-part failure in a 

population of piece-parts duration will occur. Knowing that piece-parts should have a Gaussian 

distribution, piece-part manufacturers test a sample of piece-parts from a population and 

determine if their failure rate matches a Gaussian distribution to find if manufacturing flaws or 

design flaws are in the population of piece-parts. 

 

In the relationship below used to define the normal distributions, if equipment/piece-part  

Our proprietary cumulative distribution (a.k.a Fermi-Dirac distribution) curve is generated from 

30 years of measuring the remaining-usable-life of high-reliability aerospace/vehicle equipment 

failures we put into our database of failures. The results are not random because they are based 

on actual equipment failures and so are a probability (Ps) of occurring based on many past 

failures and real durations of remaining usable life. We have been 100% accurate in predicting 

the remaining usable life for all our equipment failures we have used prognostic analysis on 

(please see Table 15). 

 

 
 

FIGURE 6 OUR CUMULATIVE DISTRIBUTION CURVE  

 

The early signs of aging/failure/cannot duplicates/failure precursors/prognostic 

markers/prognostic indicators are caused from the degradation in the functional performance of 

parts/piece-parts used in electrical and mechanical equipment and products and their effect of 

their degraded performance on the other parts in the circuits. If a part’s, functional performance 

degrades much faster than other parts in the circuit/assembly, it will eventually affect the 

circuit/assembly behavior it is in by causing transient behavior in equipment telemetry. When a 

part's performance has degraded so that the circuit/assembly it is in can no longer function as 

designed, transients will occur and these transients will expose the other parts to unpredictable 

operating condition stresses not designed to operate. The effect of the transient(s) on any other 

part is unpredictable. The transients may increase the degradation in part performance or may 

not. If the relationship between failure precursors and piece-part degradation provided in 20 were 

known in 1986 and 2004, neither the Space Shuttle Challenger nor the Columbia tragedies 

killing 14 astronauts would have occurred.  
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RESULTS OF USING TELEMETRY PROGNOSTIC ALGORITHMS OF THE NASA 

EXTREME ULTRA-VIOLET EXPLORER ASTROPHYSICS SATELLITE 

EQUIPMENT TELEMETRY 

 

Between 1994 and 1995, the NASA/U.C. Berkeley Space Sciences Laboratory EUVE low earth 

orbiting astrophysics satellite was utilized to demonstrate the ability predict spacecraft 

equipment failures using prognostic algorithms. The results of this effort were sent to the NASA 

GSFC Space Sciences Directorate and published at several technical conferences between 1995 

and 1997. The EUVE satellite payload was controlled from the Center for EUV Astrophysics at 

the University of California, Berkeley. The EUVE satellite bus was built by Fairchild Aerospace 

(now Orbital) as 1 in a group of 10 common-core, multi-mission bus’ for GSFC science 

missions. The self-contained and multi-payload, modular bus consisted of an attitude 

determination and control which included highly accurate reaction wheels and gyroscopes, 

electrical power, STDN/TDRSS telemetry, tracking, command and data storage, thermal control 

and structure subsystems.  

 

 
 

TABLE 1 SUMMARY OF RESULTS FROM COMPLETING A PROGNOSTIC 

ANALYSIS ON THE NASA/U.C. BERKELEY EUVE SATELLITE  

 

In 1994, reliability analysis engineers at Lockheed Missiles and Space Company Advanced 

Technology Center began an internally funded program to validate the use of prognostic 

algorithms to illustrate the information used to predict equipment failures. Their results were 

documented in an interim and final report published by Lockheed martin in 1995 and 1996. 

 

The NASA EUVE satellite three-scanner telescopes and the deep survey/spectrometer telescope 

are mounted in the payload module, which is installed as a unit on the Explorer Platform 

spacecraft. Each of the EUVE scanner telescopes weighed 260 pounds. In addition, a deep 

survey telescope/spectrometer weighed 710 pounds.   

 

The NASA EUVE satellite was launched into a low earth orbit in 1992, one of many orbiting 

telescopes funded by NASA Space Science Directorate. The EUVE mission was extended twice, 

but cost and scientific merit issues led NASA to terminate the mission in 2000. EUVE satellite 

operations ended on January 31, 2001 when the spacecraft was placed in a safe hold, both 

telemetry transmitters were commanded off on January 2, 2001 and EUVE re-entered the Earth's 

atmosphere over central Egypt at approximately in 2002. Telemetry from all satellite bus and 

payload equipment was analyzed. Five equipment failures were accurately predicted and all 

other equipment were accurately predicted to operate for another 6 months without failure. 

Satellite  
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TABLE 2 RESULTS FROM PROGNOSTIC ANALYSIS COMPLETED ON THE NASA 

EUVE SATELLITE TELESCOPE EUV DETECTOR TELEMETRY 

 

TABLE 2 RESULTS FROM PROGNOSTIC ANALYSIS COMPLETED ON THE NASA 

EUVE TELESCOPE EUV DETECTOR TELEMETRY 
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Conclusion 

Prognostic technology includes proactive diagnostics, active reasoning and data-driven 

algorithms that illustrate the information in equipment telemetry that prognosticians use to 

identify equipment that will fail within 1 year of use and thus preventing equipment failures. 

Telemetry is embedded in electrical and mechanical equipment and provides unique visibility 

into equipment performance. A prognostic analysis converts equipment performance information 

into a measurement of equipment usable life by identifying the presence of accelerated aging and 

calculating a Time-to-Fail from the start of accelerated aging. If prognostic technology is used in 

the design and test process, it upgrades the space vehicle factory testing process, eliminating 

equipment that will suffer from an infant mortality failure allowing the production of equipment 

with 100% reliability. Our predictive algorithms have been flight proven on Air Force, NASA 

and commercial satellite, missiles and launch vehicles to identify the equipment that was going 

to fail prematurely. When predictive algorithms are used in equipment factory testing, they 

identify the equipment that will fail prematurely and allow the equipment performance and 

usable life to be measured and confirmed, upgrading the current practice of only measuring and 

confirming equipment performance requirements.  
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ABSTRACT 

 

In recent years there has been a trend towards the wider use of Commercial Off The Shelf 

(COTS) products in space missions. One obvious source of COTS solutions is FTI equipment, 

since this equipment is rugged, compact and state of the art. However, issues associated with 

even greater reliability demands and tolerance to radiation effects have to be considered.  

 

This paper discusses the use of COTS FTI data acquisition and recording equipment on board 

spacecraft vehicle. It describes techniques used to characterize and qualify this equipment for 

space missions and demonstrates its practical usage with a case study. 

 

 

1. INTRODUCTION 

 

Functional requirements for data acquisition and recording equipment for both space flight test 

and space flight are very similar to those for aircraft flight test. It therefore seems to be an 

obvious choice to use proven COTS FTI equipment in a space mission. However, the differences 

between space and flight environments often require additional considerations. 

 

The impact of radiation effects on aircraft flight test equipment is minimal due to the relatively 

low altitude and short duration of the flight. However, when considering space vehicle beyond 

launchers, such as orbiters, satellites and re-entry vehicles, the tolerance to radiation effects 

becomes the most challenging task. As the risk of equipment failure due to the radiation effects 

increases with the altitude and flight duration, the tolerance to radiation effects becomes the 

crucial criteria for selecting the onboard equipment. More information on the complex 

challenges of the harsh space environment that designers of spacecraft equipment face can be 

found in [1], [2] and [4]. 

 

Designers of spacecraft systems have been encouraged to identify and overcome the obstacles 

that previously prevented using COTS products for space missions. One approach taken by 

designers focuses on characterization of commercial technologies and their optimization for 

space environments. 

 

The first step in this approach involves the analysis and tests required to determine the relevant 

environment properties of COTS products. This step is followed by the assessment of product 

characteristics against mission requirements. Identified shortcomings are then addressed by an 

appropriate system design with the objective to lower any potential risks to acceptable levels. 
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2. RADIATION ENVIRONMENT EFFECTS 

 

Semiconductor components are essential building blocks of modern spacecraft electronics, 

including data handling equipment. As radiation interacts with a semiconductor it produces 

ionization which effectively increases the conductance of the material. As a result, ionizing 

radiation creates tiny spikes of electrical current in the material. Cumulatively, these current 

spikes cause degradation of material characteristics and are known as Total Dose Effects. 

Individually, they can temporary or permanently disturb the function of a device, a phenomena 

known as Single Event Effects [2]. 

 

 

2.1 TOTAL DOSE EFFECTS 

 

The amount of radiation dose, i.e. the amount of energy deposited in the material, that results in 

ionization is called Total Ionizing Dose (TID). Historically, in the field of space environment 

effects, the total ionizing dose uses Rad units, where 1 Rad represent any kind of radiation which 

deposit 0.01 Joule per kilogram of material. The total dose accumulated during a space mission 

depends on orbit altitude, orientation and duration of the mission. 

 

Ionization of a semiconductor material typically causes very small leakage currents, which can 

lead to long-term consequences. Electron-hole pairs created by ionization do not simply 

recombine, but drift under the influence of any internal electrical fields. These displacements 

alter the structure of the component and invariably affect its function. The total dose effects 

cause a slow degradation of a component’s performance, such as threshold voltage shift or 

decrease in switching speed, and eventually lead to component failure.  

 

 

2.2 SINGLE EVENT EFFECTS 

 

The increased density of integrated circuits has resulted in the size of the elementary 

semiconductor structures shrinking to the level where a spurious current spike produced by a 

single particle can interfere with the operation of the circuit. These disruptions are commonly 

known as Single Event Effects (SEE), the three classes of which are [2]: 

 

 Single Event Upset (SEU) - occurs when a radiation-induced current causes a memory 

structure to change its state. This results in a temporary error in device output or its 

operation and is commonly referred to as “soft error”. The device is not damaged and will 

function properly in the future, but the data processed by the device can be corrupted. 

 Single Event Latchup (SEL) - occurs when a radiation-induced current activates a 

parasitic structure (e.g. transistor), which forms an undesired low-impedance path in the 

semiconductor structure. The circuit typically remain latched up until it is powered off 

and afterwards it may continue function properly.  
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 Single Event Burnout (SUB) - occurs in power MOSFETs when the current pulse forward 

biases the source of the device. If the drain-to-source voltage exceeds the breakdown 

voltage of semiconductor material, the device can burn out due to the large current that 

will flow. 

Sensitivity of an electronic component to SEE in a given environment can be quantified by the 

Linear Energy Transfer (LET) threshold. The LET is a measure of the energy transferred to 

material and the resulting current spike as a particle travels through it. The LET threshold 

represents a minimum critical energy that is necessary in order for an SEE to occur. 

 

 

3. ENVIRONMENT MODELS AND EQUIPMENT CHARACTERIZATION 

 

3.1 SPACE ENVIRONMENT MODELS 

 

When designing electronic equipment for a spacecraft it is essential to have a good 

understanding of the environment the spacecraft will operate in. This includes an understanding 

of anticipated total dose as well as the density and energy of particles that may cause SEE during 

the mission. 

 

There are three naturally occurring sources of radiation in space - the trapped radiation belts, 

galactic cosmic rays and solar particle events [2]. Due to the nature of these sources, the level of 

radiation experienced by the equipment onboard spacecraft depends on spacecraft trajectory and 

the time and duration of the mission.  

 

One of the tools available to designers in their analysis of space environment is the Space 

Environment Information System (SPENVIS). The SPENVIS was developed by the European 

Space Agency with the intention to facilitate the use of space environment models in a consistent 

and structured way [7]. Tools such as SPENVIS can be used to calculate the anticipated TID as 

well as the flux of particles for a given spacecraft trajectory and mission time and duration. 

 

 

3.2 EQUIPMENT CHARACTERISATION 

 

In order to quantify the level of radiation tolerance of COTS equipment in a given environment it 

is required to obtain radiation tolerance characteristics, such as maximum TID the component 

withstands and LET threshold, of all critical components used in the design. In practice these 

characteristics are rarely available for industrial grade components used in COTS FTI 

equipment. Moreover, the values of both maximum TID and LET threshold of a single 

component can vary significantly from one manufacturer lot to another. 

 

While the outlined analytical method provides a logical approach for quantifying the radiation 

tolerance of electronic equipment, it often needs to be complemented by a test. There are two 

basic approaches to the radiation testing. The first one is concerned with the characterization of 

each component by measuring its maximum TID, LET threshold and SEU rate. The outcome of 

this test forms an input to the above analytical method that determines the level of radiation 

tolerance for the analyzed equipment. 



- 4 - 

 

The second approach is based on regression tests where the entire equipment or equipment’s sub-

elements are exposed to a radiation environment representative to that of the mission. While it is 

non-trivial to create a representative environment and execute such a test, it is often the only way 

to characterize COTS equipment and justify it suitability for a space mission. The following 

section provides practical details of such a test. 

 

 

4. CASE STUDY - DATA ACQUISITION FOR RE-ENTRY SPACECRAFT 

 

4.1 MISSION OVERVIEW 

 

The European Space Agency (ESA) is currently undertaking work on a space mission with 

important implications for the future of space transportation in Europe. After being launched into 

space, the Intermediate eXperimental Vehicle (IXV) will return to Earth as if from a low-orbit 

mission, testing new European atmospheric re-entry technologies. As indicated by its name, the 

IXV is designed to be the “intermediate” element of European program for in-flight verification 

of re-entry technologies. The mission builds on earlier achievements and forms a significant step 

toward future developments. It is essential for further development of critical technologies 

required for future European manned and unmanned missions. 

 

The IXV will be launched in 2013 from Europe’s spaceport at Kourou in French Guiana using 

the new Vega small launch vehicle. The duration of the mission will be 140 minutes. After re-

entering the Earth’s atmosphere the vehicle will descend by parachute and land in the Pacific 

Ocean to await recovery and post-flight analysis. 

 

 
Figure 1: Intermediate eXperimental Vehicle 

 

One of the IXV mission success criteria is the collection and recovery of exploitable flight data 

and this objective is the driving factor behind requirements for the IXV data handling subsystem. 

ACRA CONTROL was selected to design the onboard data acquisition and recording system 

using COTS FTI equipment. 
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4.2 SYSTEM DESIGN 

 

Figure 2 shows a block diagram of the data acquisition and recording system for the IXV. The 

system was designed using COTS equipment originally developed for FTI applications. The 

system features four types of network devices - Data Acquisition Units (DAUs), a Network 

Switch, a Network Gateway and two Recorders. 

 
Figure 2: IXV Data Acquisition System 

 

Each of the four DAUs acquires data from a number of sensors. The acquired data is 

encapsulated into data packets and delivered to the Network Gateway via the Network Switch. A 

single Ethernet 100Base-TX data link is used for all required network services - data transfer, 

synchronization, configuration and management. In order to simplify the qualification testing 

and integration, all DAUs are identical and fully interchangeable. 

 

The Network Switch connects the DAUs to the network gateway and ground support system. It 

was selected from the range of COTS NET-500 switches. It features 8 Ethernet ports and an 

integrated IEEE 1588 Precision Time Protocol (PTP) Grandmaster. 

 

The Network Gateway receives data packets generated by the DAUs and encapsulates them into 

CCSDS transfer frames. The gateway creates three copies of CCSDS streams, one for each of the 

two recorders and one for the RF transmitter. At the data link level the gateway is connected to 

the recorders and transmitter via an RS-422 link. Additionally, the gateway acts as a MIL-STD-

1553 Remote Terminal, extracting predefined parameters from the received data packets and 

makes them available to the On-Board Computer via a MIL-STD-1553 bus. Like the DAUs, the 

gateway is based on a COTS KAM-500 data acquisition system. 

 

The data recording part of the system is dual-redundant. Each of the two Recorders is used to 

store a copy of CCSDS stream generated by the gateway. The recorder was selected from the 

range of COTS SSR-500 recorders. Because the CCSDS stream at bit-stream level is identical to 
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the PCM stream, a standard network recorder with IRIG-106 PCM interface can be used. The 

data is stored in Packet CAPture (PCAP) files to a removable CompactFlash
®

 card using the 

FAT32 file system. During the pre-flight and post-flight operations the ground support system 

can download recorded data from the recorders using the Trivial File Transfer Protocol (TFTP). 

 

 

4.3 RADIATION QUALIFICATION 

 

The radiation environment of IXV mission was modelled using SPENVIS tool [7]. The worst-

case TID and LET thresholds for the mission were determined by considering the IXV trajectory 

and time and duration of the mission. The TID qualification limit obtained by the analysis was 

100 Rad. The equipment’s tolerance to total dose effects in IXV mission environment was 

verified by TID test (4.3.1). The obtained LET threshold qualification limit was 20 MeV. 

Components with known LET threshold greater than 20 MeV were considered radiation 

insensitive.  

 

For components with LET threshold lower than 20 MeV, a test in a representative radiation 

environment was required in order to quantify their tolerance to SEE. The representative 

environment for the duration of the mission was modelled using protons with energy of 200 

MeV and fluence of 3,500 protons/cm
2
. The equipment’s tolerance to single event effects in this 

environment was verified by SEE test (4.3.2). 

 

 

4.3.1 TOTAL IONIZING DOSE TEST 

 

A total ionizing dose test was carried out on a representative configuration of KAM-500 Data 

Acquisition Unit. The test was performed at the European Space Research and Technology 

Centre in Noordwijk, the Netherlands.  

 

The Device Under Test (DUT) was irradiated using Cobalt 60 gamma rays with a constant dose 

rate of 39.6 Rad (Si) per hour. The DUT was fully operational during the test and its 

performance was continuously monitored by real-time data analysis software. The aim of the test 

was to establish the TID level at which the DUT fails to be fully functional. Figure 3 shows the 

layout of the Cobalt 60 gamma ray facility and Figure 4 shows the DUT in the radiation test 

chamber. 
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Figure 3: Cobalt 60 gamma radiation facility 

 

 

 
Figure 4: DAU in radiation test chamber 

 

The first performance degradation was detected after 1,973 hours, when one of 47 monitored 

acquisition channels showed an incorrect reading. The test was terminated shortly after the 

failure occurred. 

 

At the rate of 39.6 Rad/hour the DUT accumulated the total ionizing dose of 78,130 Rad before 

the first failure was detected. This measurement exceeds the IXV TID qualification limit with a 

significant margin of more than two orders of magnitude. 

 

 

4.3.2 SINGLE EVENT EFFECTS TEST 

A single event effect test was carried out on a representative sub-element of IXV data acquisition 

system. The KAD/BCU/140, a KAM-500 backplane controller with Ethernet interface, was 

selected as a representative design of the four network devices used in the IXV system. Two 

samples of KAD/BCU/140 (DUT) were used during the test. 

 

The test was carried out at the Proton Irradiation Facility of Paul Scherrer Institute in 

Switzerland. During the test the DUT was exposed to a high-energy proton beam. The 

performance of the DUT was continuously monitored by the real-time analysis of data received 

from the DUT and by measuring DUT’s power consumption.  
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The data generated by the DUT was analysed with the intention to detect potential Single Event 

Upsets (soft errors) caused by interaction of high-energy protons with the components on the 

DUT. In the order to detect Single Event Latchup, the current drawn by the DUT was 

continuously monitored. A protection circuit was used for switching the power off if the current 

exceeded the nominal current by 15%. The nominal current of the DUT was 300mA and the 

threshold for switching off the power was set to 345mA.  

 

Figure 5 shows the test setup with two DUTs positioned in the front of proton beam. 

 

 
Figure 5: DAU controller module in the front of high-energy proton beam 

 

Multiple irradiation tests were carried out with each DUT. While the energy of protons was kept 

at 200MeV, the proton flux was incrementally increased until an event was observed. Table 1 

summarises the test results. 

Flux 

[p.cm
-2

.s
-1

] 

Elapsed 

Time 

[s] 

Fluence 

[p.cm
-2

] 

SEU 

detected 

SEL 

detected 

200 17.5 3,500 No No 

200 175 35,000 No No 

2,000 175 350,000 No No 

20,000 175 3,500,000 No No 

100,000 417 41,700,000 No Yes 

Table 1: Summary of SEE radiation test 
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No single event upsets were detected during the test. The first latchup event was detected at the 

total fluence of 41.7 x 10
6
 p.cm

-2
. The latch-up event caused an increase in the current drawn by 

the DUT, which activated the power supply protection and the power was switched off. After the 

power was re-applied the DUT continued to function properly. The test was repeated four times 

with similar results. The current measured during the test and its increase caused by the 

irradiation is shown in Figure 6. 

 

 
Figure 6: Current consumption during high-energy proton test 

 

The results of SEE test illustrate a relatively high level of radiation tolerance of the COTS 

design. The events were not observed with fluence levels representing the IXV mission 

environment (3,500 p.cm
-2

). Moreover, the fluence at which the events were detected exceeds the 

IXV SEE qualification limits by four orders of magnitude. 

 

 

5. CONCLUSION 

 

This paper outlined the challenges associated with the use of COTS equipment in space 

missions. Specifically the impact of radiation effects caused by harsh space environment on 

electronic equipment was discussed. 

 

It was proposed that concerns about reliability of COTS equipment in radiation environment can 

be addressed through testing. The practical use of this approach was demonstrated by radiation 

qualification tests performed on FTI data acquisition and recording equipment used onboard a re-
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entry spacecraft. The test results achieved using the proposed method show that where the use of 

highly specialized space equipment is not required, FTI equipment provides reliable and cost-

effective solution for short space mission or missions in low-orbit. 
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ABSTRACT 
 
The National Aeronautics and Space Administration (NASA), Goddard Space Flight Center 
(GSFC), Wallops Flight Facility (WFF), Research Range Services (RRS) Program supports 
NASA’s mission objectives by providing tracking, telemetry, meteorological, optical, and 
command and control services for flight vehicles including orbital and suborbital rockets.  The 
RRS Program’s mobile range instrumentation includes telemetry, radar, command and power 
systems.  These mobile assets are used as needed to supplement instrumentation at existing 
ranges, or to establish a temporary range ensuring safety and collection of data in a remote 
location where no other range instrumentation exists.  This complement of mobile systems can 
be deployed to provide complete range capabilities at remote locations around the world.   
 
Just 100 miles up the coast from where the Wright brothers first flew their airplane at Kitty 
Hawk, North Carolina, Orbital Sciences Corporation is planning to launch its new Commercial 
Orbital Transportation Services (COTS) system from the the Mid-Atlantic Regional Spaceport 
(MARS), located at NASA GSFC’s WFF. Orbital’s COTS system design is based on the new 
Taurus II rocket with a liquid oxygen (LOX)/kerosene (RP-1) first stage powered by two Aerojet 
AJ-26 engines. The Taurus II second stage is ATK’s Castor 30 solid propellant motor derived 
from their flight proven Castor 120. The spacecraft, known as Cygnus, is derived from Orbital’s 
heritage DAWN and STAR spacecraft projects and International Space Station cargo carriers. 
The Program is driven by the retirement of the space shuttle, and the United States lacking 
domestic capability to send crew and cargo to the International Space Station. As a consequence, 
NASA faces a cargo resupply shortfall of 40 metric tons (approximately 88,000 pounds) between 
2011 and 2015 that cannot be met by international partners’ space vehicles. 
 
Bermuda has played an important role in the United States space program since the 1960s.  The 
former NASA Tracking Station on Bermuda’s Coopers Island had range safety systems for 
command and control, and Missile Instrumentation Precision Radars (MIPRs) providing exact 
vehicle position and slaving for command destruct systems. Telemetry systems supported 
scientific spacecraft and manned space flight (i.e., Apollo, Space Transportation System [STS], 
and Spacelab) with high gain antenna systems.  With the advent of the Tracking and Data Relay 
Satellite System and changes in the STS flight envelope in the late 1990s, NASA no longer 
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required Bermuda and deactivated the site. NASA instrumentation was removed in early 2000, 
and the property returned to the Government of Bermuda (GoB).  
 
This paper defines the process undertaken to secure an agreement with the GoB to establish a 
temporary tracking site and describes the technical approach and analysis conducted that justifies 
bringing Bermuda back as a critical NASA tracking site as it was during the Apollo era and the 
early years of the Space Shuttle.  The RRS Program plans to support the COTS Program with a 
mobile launch range in Bermuda.    
 

 
INTRODUCTION 

 
Since its inception in 1958, the National Aeronautics and Space Administration (NASA) has 
never failed to capture the imagination of the public.  Crowds have gathered routinely in 
California, Florida, and Virginia to watch manned and unmanned rocket launches that made 
history.  From Alan Shepard’s first flight, to John Glenn’s first orbit, to Neil Armstrong’s first 
step, to the out of this world imagery from Hubble Space Telescope, to when Space Shuttle 
Atlantis blasted into orbit marking the final launch for NASA’s storied fleet, success started with 
safety of the public and each effort would have been useless if the data could not be sent back to 
improve life here on Earth. 
 
NASA Goddard Space Flight Center’s (GSFC) Wallops Flight Facility (WFF) is one of those 
little known launch ranges where crowds continue to gather and as it’s been home to over 16,000 
missions spanning the past 66 years.  Wallops Launch Range is one of only four active US space 
launch bases and is located on Virginia’s Eastern Shore just steps from the Atlantic Ocean. 
Wallops was established in 1945 by the National Advisory Committee for Aeronautics as a 
center for aeronautic research.  Today, the Wallops Launch Range consists of an integrated 
launch range and research airport.  The two elements are located approximately five miles apart, 
with the inland airport and the coastal launch range contained within restricted airspace.  The 
restricted area adjoins the offshore Warning Areas, allowing for continuous controlled airspace 
for runway or rocket-borne vehicles.  Wallops is responsible for implementation of NASA’s 
flight projects, including sounding rockets, ultra-long duration balloons, and scientific aircraft.  
Of less visibility is Wallops support of space launch through a history of more than 20 Scout 
space launches, seven Pegasus launches, and four Minotaur I launches, putting more than fifty 
small satellites into orbit.  
 
With the end of the space-shuttle program NASA assumes a new role as partner of the private 
sphere.  NASA has awarded contracts to two companies to carry cargo to the International Space 
Station (ISS).  Orbital Sciences Corporation (OSC), of Dulles, Virginia, is developing the Taurus 
II rocket to carry its Cygnus spacecraft, and Space Exploration Technologies (SpaceX) from El 
Segundo, California, is developing the Falcon 9 rocket and Dragon spacecraft.  OSC’s new 
launch vehicle – the Taurus II will be based at Wallops Flight Facility for its initial missions.   
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HISTORICAL BACKGROUND 
 
On June 11, 2008, Virginia Governor Timothy M. Kaine announced that Dulles, Virginia-based 
Orbital Sciences Corporation selected the Mid-Atlantic Regional Spaceport (MARS) as its base 
of operations for the company's new Taurus II rocket.  MARS is a commercial entity who, in a 
partnership with NASA, manages the two space launch pads (Taurus II launch pad is shown in 
the figure below) currently used for space access on the Wallops Launch Range.  MARS works 
with NASA to provide complete launch support services to commercial space vehicles launching 
from WFF.  
 

 
 

Figure 1. Artist Rendering of Taurus II Launch Pad at the Wallops Launch Range 

 
U.S. Government launch ranges such as Wallops Launch Range provide three basic functions: 
(1) an appropriate geographical location to meet orbital or other mission trajectory requirements, 
(2) project services such as processing facilities, launch complexes, tracking and data services, 
and expendable products, and (3) safety and property protection to participating personnel and 
third-parties.  Wallops Launch Range offers a wide array of launch vehicle trajectory options 
(Wallops trajectories are shown in the Figure 2 below).  The coastline of Wallops Island is 
oriented such that a launch azimuth of 135 degrees is perpendicular to the shoreline.  In general, 
launch azimuths between 90 and 160 degrees can be accommodated depending on impact ranges. 
For most orbital vehicles, this translates into orbital inclinations between 38 degrees and 
approximately 60 degrees.  Trajectory options outside of these launch azimuths, including polar 
and sun-synchronous orbits, can be achieved utilizing in-flight azimuth maneuvers.  For 
example, wider northerly options are possible by maneuvering around Assateague Island after 
passing 5 nautical miles downrange.  The North Carolina Outer Banks are generally the 
restricting landmass for southern launch azimuths.  To provide launch range operations services, 
the Wallops staff is made up of highly skilled engineers, project managers, flight and ground 
safety officers, pilots, business managers, radar operators, telemetry operators, command 
operators, photographers, and technicians. 
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Figure 2. NASA Wallops Launch Trajectories 

 

There are four related reasons why tracking stations are required.  First, a satellite or launch 
vehicle is required to send back critical performance and instrument data.  The launch vehicle 
information is used by ground controllers to monitor flight performance and systems 
performance during flight.  In the case of the satellite, the tracking stations provide the 
mechanism to relay data to and from the satellite.  This data is provided by the ground tracking 
stations to personnel who analyze the data coming from the satellite instruments or use the data 
to make changes to the satellite configurations or orientation.   Second, the method by which we 
have to communicate with launch vehicles and orbiting spacecraft is called radio frequency 
communication.  This method of communication, especially at the frequencies allocated for 
space to ground communication, only works when the ground station is in the direct line of sight 
of the launch vehicle or orbiting spacecraft.  These transmissions don’t bend (refract)  
significantly, nor do they reflect off certain layers of the atmosphere reliably to enable over-the-
horizon communications often practiced utilizing lower frequency communication methods. 
Thus, tracking stations must be in direct view of the launch vehicle or orbiting satellites.  Third, 
satellites are normally in relatively low earth orbits (from 120 to 500 miles above the earth’s 
surface), so they cannot transmit to tracking stations for any great distance around the world due 
to the limited coverage area on the earth.  Finally, NASA requires ground controllers to make a 
minimum number of contacts per day with each orbiting NASA satellite to ensure location 
precision and satellite systems performance.   
 
NASA implemented its first ground-based communications network—the Manned Space Flight 
Network (MSFN)—in the 1960s.  The MSFN was a worldwide communications network with 
stations primarily located at low-latitudes to support the Mercury, Gemini, and Apollo Programs.  
During this same decade, NASA also acquired management of the military’s Minitrack system, 
evolving it into the Satellite Tracking And Data Acquisition Network (STADAN) to support an 
emerging class of satellites requiring enhanced communications.   
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One of the new stations was to be in Bermuda, located on Coopers Island.   The Coopers Island 
station, located on the southeastern tip of Bermuda, is about 600 miles off the east coast of the 
United States in the Atlantic Ocean. The Bermuda station was certified operational in December 
1960 just 13 months after breaking ground.   
 
During the 1970s, NASA merged the MSFN and STADAN, forming the Spaceflight Tracking 
and Data Network (STDN) to support communications needs of manned and unmanned 
spacecraft missions.  During the next few decades, NASA decommissioned and commissioned 
STDN stations in response to the Agency’s communications needs.  For example, NASA 
expanded the STDN in the 1980s to provide crucial support to the Shuttle while the Agency 
developed the Space Network (SN), and eventually reduced the number of stations as the SN 
became operational.   
 
The NASA Tracking and Data Relay Satellite System (TDRSS) has been operating since 1983.   
This geosynchronous communications satellite network has essentially replaced the original 
NASA ground network stations as the primary solution for ground to space communication.  
These advances in technology and capability led to changes in spaceflight communications 
approaches and now make it possible for the TDRSS space network to provide the data 
previously provided by the S and C-Band ground systems located at Bermuda.   
 
In January 1998, astronauts aboard Space Shuttle Endeavour said farewell to NASA’s tracking 
station in Bermuda.  It was the first time NASA's Bermuda tracking station had ever spoken live 
to astronauts aboard the Shuttle.  Captain Terrence Wilcutt took the helm of the Endeavour to 
deliver a 15-second message in a live satellite uplink, thanking those at Bermuda who had 
provided all telecommunications to Johnson Space Center’s Mission Control for almost seven 
minutes during critical Shuttle launch periods.  Bermuda tracking station manager Bill Way said, 
"We've been here since 1961 and monitored every single NASA launch since then.  Now we're 
closing down and our last shuttle launch was very emotional. It was nice to have the link-up with 
the astronauts and to know that they appreciated all the work we have done.  At least that's 
official recognition for all the people who work here.''  
 

 
MISSION REQUIREMENTS 

 
Range operations often involve substantial hazards than can pose significant risk to life, health, 
and property.  The goal of the NASA Range Safety Program is to protect the public, the 
workforce, and property during range operations.  The NASA Range Safety Program is defined 
in NASA Procedural Requirements (NPR) 8715.5 Range Safety Program and is signed by the 
NASA Administrator.  The goal of the program is to protect the public, the workforce, and 
property during ranges operations.   
 
In order to provide the public protection from malfunctioning launch vehicles, a Flight 
Termination System is used to destroy the vehicle.  The FTS is comprised of the ground portion, 
including the command transmitters and antennas, and the airborne portion on the launch 
vehicle.  The airborne component of the FTS is termed   the command destruct system and 
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typically consists of antennas, batteries, Command Receivers and Decoders (CRD), controls, 
relays, liquid propellant engine shutdown devices, arming devices, destruct charges, and 
associated circuitry.  The flight termination system is controlled by a Flight Safety Officer 
(FSO), who will issue a radio frequency (RF) command to the vehicle to initiate the flight 
termination system, if required.  Due to atmospheric effects, the great distances that the signal 
must travel, and the negative effects from the exhaust plume of the launch vehicle, engineers 
perform an RF “link” analysis before launch to ensure the command will reach the vehicle with 
adequate strength.  For the Taurus II launch, the link analysis shows the command sites at 
Wallops and Coquina, North Carolina may not have adequate strength through the flight period 
when flight termination capability is required.  This is primarily due to the exhaust plume effect, 
which “attenuates” or decreases the power of the signal as it flows through the highly-charged 
and reflective rocket engine exhaust.  
 
In addition to analyzing the command frequency, engineers also perform a link analysis on the 
frequencies being utilized to transmit critical data from the launch vehicle to the ground.  This 
data, commonly referred to as telemetry, contains information on engine performance, vehicle 
attitude, command destruct system health, vehicle position (based on GPS or inertial guidance 
system measurements), strength of the command signal being received by the vehicle, and other 
performance indicators.  Much of this data is critical to the FSO in order to make decisions on 
whether the vehicle is performing nominally or otherwise, and how long the vehicle should be 
able to fly non-nominally before it needs to be safely terminated.  Just as with the command link 
frequencies, the telemetry link frequencies are negatively affected by atmospheric effects, 
distance, and the exhaust plume.  The link analysis performed on the Taurus II telemetry 
frequencies showed similar results to the command frequencies: Wallops and Coquina will not 
have strong signals from the launch vehicle, putting both Safety and Mission Assurance at risk. 
 
Bermuda is situated in an ideal location, downrange along the flightpath, and will provide the 
extra coverage necessary for both the command links and the telemetry links. 
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PROPOSED SOLUTION 
 
In order to provide the required safety coverage of the Taurus II launch vehicle as it travels down 
range from the Wallops Flight Facility and over the Atlantic Ocean toward Africa, the Wallops 
Launch Range will deploy mobile range instrumentation systems to Bermuda’s Coopers Island 
and establish a temporary tracking station.  Figure 3 shows a simulated aerial view of Coopers 
island and the location of the proposed tracking station.  The inset image illustrates the 
Flightpath of the Taurus II vehicle as it flies past Bermuda, maintaining a strong link in both the 
command and telemetry frequencies.  Engineering analysis confirms that the Bermuda location is 
ideal for this mission.  With the selection of the site complete, the challenge becomes two-fold: a 
technical challenge for placing the right systems on Bermuda, and a political challenge for 
working an agreement to utilize Bermuda property. 
 

 
 
Figure 3. Simulation System Product Showing Communication to Taurus II from Bermuda 

Wallops maintains a full suite of mobile instrumentation that routinely deploys around the world 
to all types of operating environments (tropical, arctic, etc), and has recent experience in 
deploying mobile instrumentation systems to Bermuda.   Shown in Figure 4 is a past deployment 
to Bermuda where Wallops Launch Range mobile instrumentation systems were configured to 
support a NASA launch from Wallops Flight Facility that needed over-the-horizon 
communications coverage for re-entering payloads to the point of ocean impact off the coast of 
Bermuda. For the pictured mission, mobile telemetry and radar antennas were deployed, along 
with their control vans and a special mobile power van.  To provide Taurus II launch support, 
Wallops will deploy a telemetry antenna and new telemetry van, a radar antenna and its control 
van, a mobile command system with roof-mounted antennas, and a mobile power van.  The radar 
is required to track the launch vehicle and point the command antennas in the right direction, and 
the mobile power system is required to provide uninterrupted conditioned power at the levels 
required for operating these high-voltage systems.   
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Bermuda is a maritime tropical environment, which is a challenging environment to maintain and 
operate these types of systems.  Water intrusion, high humidity, severe rust and corrosion, and 
insect damage are a serious threat to these systems.  Prior to deploying these mobile systems to 
Bermuda, they will have several upgrades and enhancements to improve their resistance to the 
environment.  New ventilation and cooling systems have already been installed to help keep 
humidity and temperatures inside the vans at a safe level.  Fluids have been replaced with high-
temperature fluids to improve the movement of machinery and antenna components.  The 
systems will all have corrosion control treatment, consisting of scraping off old paint and rust, 
and re-painting with an epoxy-based paint that will resist the caustic salt air.  Additionally, the 
vans will be re-sealed around doors, hatches, and expanding sides to prevent water and insect 
intrusion.  Despite these best efforts, normal wear and tear on the systems will be compounded 
by the environment, so frequent maintenance trips are being planned by Wallops to service the 
systems.   

 
 

Figure 4. Recent Wallops Launch Range Deployment to Bermuda 

 
In addition to preparing the systems for deployment, the site itself must be prepared.  The vans 
and the antennas themselves are mounted to tractor trailers, so these systems will take up a 
substantial footprint on Coopers Island.  Currently, the desired area of Coopers Island is a nature 
preserve, and has some other obstacles, including a weather radar (visible in figure 4) and some 
other old buildings remaining from the deactivated NASA Tracking Station.  In order to position 
the systems in an ideal arrangement for tracking the launch vehicle from horizon to horizon, a 
significant amount of site work is necessary.  Wallops Launch Range will work with the local 
Bermuda contractor to remove and relocate some existing infrastructure to make room for the 
systems.  In addition to taking up a lot of room, the mobile instrumentation systems are heavy, 
and in the case of the telemetry and radar antennas, they also move quite rapidly, which can 
create immense moment forces.  A Wallops Civil Engineer will perform an analysis of the 
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ground conditions and supervise ground work to pack and level the earth so it is suitable to 
support these heavy, high-moment systems.  This work will be accomplished in a manner to limit 
the impact to the nature preserve.  
 
Fielding mobile instrumentation systems to locations around the world is performed routinely by 
Wallops Flight Facility in support of NASA and United States Department of Defense missions.  
The systems configuration required for the temporary tracking station at Bermuda’s Coopers 
Island is typical of past deployments performed by Wallops.  However, what is not typical is the 
international cooperation that is required to ensure the location at Bermuda remains a long term 
solution for NASA and the United States.  Wallops Launch Range personnel have.  In April, 
2011, NASA officially entered into negotiations to conclude a formal agreement with the 
Bermuda Ministry of Transportation.  Since then, the draft agreement has gone through several 
revisions as Bermuda and US government agencies carefully lay out the provisions, not in an 
attempt to take advantage of the situation, but rather making sure that the agreement is sound and 
can prevail for the years to come without requiring additional revisions once the agreement is in 
place.  In the coming months, this international agreement between NASA and the Government 
of Bermuda is expected to be signed by both parties paving the way for future deployments to 
Bermuda in support of NASA’s new space transportation initiatives, including supporting 
continued commercial ISS resupply services from NASA’s Wallops Flight Facility.   

 
CONCLUSION 

 
As Wallops prepares to support the newest fleet of ISS resupply vehicles, the need for a 
downrange mobile tracking site at Bermuda is as critical to safety and mission assurance now as 
it was during the Apollo and Shuttle programs, and re-establishing the site is nothing short of a 
challenge.  But the RRS Program and the committed staff that execute the Wallops mission have 
a solid plan in place to ensure success.  The history Bermuda brings to this endeavor in 
supporting NASA’s space flight programs for many years will solidify the bond between the 
United States and Bermuda as we venture into this new era of space flight.  The inspiration this 
will bring to the children of Bermuda as we develop this new partnership will also be recognized 
due to the vision of the fine men and women of Bermuda and NASA striving to see another 
generation take part in the growth of a new era in NASA space flight. 
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Abstract 

The Isotropic radiator, a device capable of radiating energy evenly in all directions is an 
abstraction, itsʼ real counterpart is called an omnidirectional (omni) antenna.  The 
omnidirectional antenna is found on many vehicles.  Ideally, only one receiving system is ever 
needed to acquire an omni, no matter the vehicle orientation, given the range is not excessive.  
There are trade-offs with antenna efficiency, with gain typically around -15 dBi (95% coverage).

This paper proposes abandoning this paradigm.  If a vehicle knows where the ground is why 
radiate energy up into the sky, where there are no receiving stations.  This can be achieved by 
integrating some instrumentation with a discrete antenna array so that it radiates only from 
selected elements.  The accuracy required is modest, an inexpensive Inertial Measurement Unit 
(IMU) is sufficient to improve link margin by 10, 20dB or more.  These numbers are credible, as 
outlandish as they are, and substantiated in this paper.

Ironically, from the ground this non-isotropic antenna looks very isotropic.  Of significant 
benefit, this Smarter Antenna concept enables spatial discrimination and with that comes 
spectrum efficiency gains beyond that achieved by other means including advanced modulation 
formats.
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Background

Topics discussed in this paper were excerpted from the C-Band integrated Telemetry Testbed 
(CBiTT) Project initiated by the Systems Engineering (SE) Directorate at White Sands Missile 
Range (WSMR).  The intent of the CBiTT Project was to proactively address the looming C-
Band migration for the aeronautical/range telemetry community.  This effort is to provide 
preliminary testing and data to be used as guidance, rather than reacting to this at a later date.  
The CBiTT Project SE approach, intended to conduct comparisons of the C-Band technology 
available using test vehicles such as Unmanned Autonomous Vehicle (UAV); with low dynamics 
and extended range time and the Aegis Readiness Assessment Vehicles (ARAV), a high 
dynamic rocket.   These vehicles provide a “real world” test environment for these ground and 
airborne systems.  Con-Scan vs Single Channel Mono-pulse vs E scan is revisited along with 
other long standing questions.

The WSMR Systems Engineering (SE) Division collaboration began with the following 
organizations:
 
WSMR, Systems Engineering Division 
WSMR, Range Operations Division 
Naval Surface Warfare Center, WSMR Detachment (ARAV Team)
Physical Sciences Laboratory, New Mexico State University (ARAV Integration Agent)
Invertix Corporation

CBiTT also looked at potential opportunities that might be garnered by migrating to C-Band, i.e., 
reviewing a long standing isotropic radiator paradigm, using feeds that track to improve older 
L&S tracking assets, and adding C-Band capability.  

CBiTT briefed the Test Resources Management Center (TRMC), but was not funded.  Interest in 
CBiTT concepts is rapidly growing amongst ranges and testers that are facing the looming 
migration.  The ARAV and Economical Target (ET) Programs, have invited CBiTT “piggyback” 
participation on their vehicle tests.  The concepts and ideas developed are realizable and worth 
exploring and provided for your consideration.

 The Isotropic Antenna Paradigm

This long standing paradigm has served the telemetry community well.  In a typical scenario, the 
vehicle (missile etc) transmits from an omnidirectional antenna to a ground station that takes 
advantage of a large aperture tracking system.  Ideally the received signal is identical for all 
orientations of the vehicle.  

Generally, a vehicle antenna acts isotropically for some part of the radiating sphere.  So long as 
the trajectory geometry permits, the construct works well.  If the construct isnʼt ideal, there are 
antenna nulls and other faults that prevent this from working perfectly.  
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A wrap-around antenna uses multiple radiating elements to produce an omnidirectional like 
pattern.  Multiple power dividers are used to feed each element properly.  Significant effort must 
be expended to carefully optimize the phase relationship of all elements. Antenna efficiency is 
lamentable and most of the energy is radiated where it isnʼt needed.  As stated in the abstract, 
simply knowing where the earth is, and not radiating to the sky conserves power. 

Switching elements to control radiation simplifies antenna design as each element is not as 
vulnerable to phasing because each element is fed uniquely.  The proper radiating element is 
selected by a decoder that uses rate data from an IMU or attitude from an Attitude Heading 
Reference System (AHRS).  This is how the basic Smarter Antenna system works.

Recapping, adding a basic decoder and an accelerometer to detect the Earth would recover half 
(3 dB) of the transmitted power.  Recovering 10 dB means further constraining the antenna 
radiation.  Constraining to Pi/4 steradians, equivalent to a corner or an eighth of a sphere and 
bypassing the power dividers reduces losses making 10 dB achievable.   Accuracy 
requirements are modest, within that of low cost systems.

Two of the critical items:  Discrete Element Array Antenna, IMU or AHRS already exist and are 
in common use today.  IMUʼs or AHRS utilizing MEMS technology are miniaturized, rugged and 
inexpensive.  Two such devices are under evaluation by the Navy ARAV team for use on ARAV 
vehicles.  The first unit shown below is used on the Army ATACMS Missile and the second on 
the Navy ERGM Projectile (See Figures 1 and 2) and is designed to survive the gun shock.  
There are other manufacturers of these systems.  

Figures 1 and 2.  Memsence H3 IMU and Atlantic Inertial SiIMU02 IMU.

IMU systems with integrated GPS are available.  These navigation packages enable even 
greater directionality resulting in 20 dB or greater improvements to link margin performance.  
These items are available today at costs on the order of the typical wrap around antenna.

In comparison to L and S-Band, the C-Band exhibits a greater path loss for similar ranges.  
Conversely, receiving antenna systems enjoy larger Antenna Gain-to System Noise 
Temperature Ratio (G/T) figures for the same physical aperture.   The larger G/T offsets the 
additional space loss incurred, but there is no similar offset for the additional fringing problems 
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or degradations associated with shorter wavelengths.   A narrower beam width is consistent with 
a greater G/T implying better tracking precision is needed.  

A Nominal Case Study

The antenna pattern provided for this discussion is for a C-Band transponder wrap, not the best 
choice, but it was readily available.  This antennaʼs characteristics happen to be ideal for this 
discussion (See Figure 3 below).

       

Figure 3.  Wrap-Around C-Band Antenna Pattern

Suppose this antenna system is on a roll stabilized vehicle and the received power variations 
require additional signal power to deliver the desired Quality of Service (QOS) over the vehicle 
trajectory.  Ranges today deliver very good QOS over an entire trajectory by using multiple 
receiving systems and space diversity techniques that composite these signals.  WSMR has 
implemented this with Correlating Source Selectors (CSS) recovering better than 99% of the 
data even with such antenna patterns as shown in Figure 3.

Figure 4 on the following page is a representation of a nominal link margin plot for a single 
receiving site link when using a vehicle antenna as described in Figure 3.  The single receiver 
scenario is often the case because range assets are finite unable to provide space diversity 
support for large missions.  Mission designers must specify the signal power such that data 
quality is satisfactory throughout the flight.  The margin needed for acceptable data normally is 
10 dB, garnering the most improvement for a reasonable investment.  Additional margin as 
shown yields diminishing returns.

If the roles were reversed, and the ground site transmitted the data to the vehicle, despite its 
very directional antenna, the received strength of the signal available at the vehicle would look 
very much like the thick black line on Figure 4.  The vertical lines representing nulls and other 
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artifacts would disappear, because the nulls and degradations track with the main beam 
avoiding the vehicle.

Figure 4  Nominal Link Margin Scenario for single receiver with roll stabilized vehicles.

Similarly a Smarter Antenna on the vehicle, radiates only from elements that direct energy 
where required. The antenna main beam is steered, so are the steep nulls each side of the main 
beam, eliminating the many drops observed.  It is not necessary to increase the transmitter 
power 10 dB to raise the antenna nulls and degradations (vertical lines) above threshold, yet the 
same margin is maintained.  With additional antenna gain from radiating more directionally, it 
becomes evident that improvements on the order of 20 dB for equivalent data quality are 
attainable.

Serious Spectrum Stewardship

The steerable antenna also opens other doors.  Suppose two vehicles are flying adjacent to 
each other (in close proximity) such that they are within 1 degree of each other with respect to 
any receiving site on the Range.  Every receiving antenna beam will hold both vehicles.  This 
scenario must be supported utilizing frequency discrimination (two frequencies), assuming each 
vehicle uses only one frequency.  When multiple links are used by each vehicle, then twice as 
many frequencies are needed to support the scenario.  If three or four vehicles are flown, the 
additional frequencies or spectrum required would be four times that of a single vehicle.  Often 
spectrum availability is the most serious constraint to executing large scale missions.
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This is not true however, if the vehicles are using Smarter Antenna systems.  So long as 25 dB 
of isolation is maintained, any number of vehicles may be supported with one frequency (or set 
of frequencies).  Each vehicle requires only one site, greatly reducing requirements on Range 
assets.  Figure 5 below depicts two receiving sites with very directional antenna beams.  The 
two target vehicles are represented by red triangles with wider radiating patterns, directed at 
their assigned receiving sites.  Both vehicles lie in the beam of each receiving site, but only one 
receiving site lies within each vehicleʼs transmit beam.  Each receiving site may only “see” one 
transmitter.  Both vehicles share the same frequency.

Jig 10

Jig 67

Missile Trajectories

Figure 5.  Two Vehicle Scenario with Spatial Discrimination.

This scenario will deliver similar or better QOS compared to the multiple receiving site 
configured with Space Diversity (Correlation Compositing).  Because correlation compositing 
offers link margin improvements of 3 dB, it is a no brainer to sacrifice this in favor of Smarter 
Antenna systems that deliver 10 dB or more improvement.

Technology Teaming

The Physical Sciences Laboratory (PSL) and Invertix Corporation are the CBiTT teamʼs 
technical arm.  PSL is an ARAV Integration Agent and has fielded the two IMUʼs discussed 
earlier.  PSL fabricates numerous ARAV components including the telemeters (PCM encoders, 
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wrap-around antenna systems) decommutator, payload control systems and ground systems, 
etc.

Invertix demonstrated their Direct Spatial Antenna Modulation (DSAM), antenna technology at 
ITC2009, whereas phase modulation is performed by the antenna, precluding need for 
transmitter modulating sections.  In the laboratory, DSAM technology demonstrated beam 
steering (See references), and other characteristics of this technology that are of interest.  The 
DSAM technology is able to render the information transmitted outside of the beam edge 
unusable (similar to multipath).  This feature offers higher security compatible with encryption to 
better ensure that information transmitted is usable only to those intended.

Taking the C-Band Plunge

Will this technology benefit ground stations?  The question for ground systems is whether to 
replace or upgrade.   If upgrade paths will work, substantially large amounts of money can be 
saved.  Upgrading existing L & S systems requires; 1) That parabolic dishes used are made 
accurately enough to support C-Band frequencies, 2)  That servo systems designed for S-Band 
systems are able to provide adequate precision.  Narrower antenna beams intuitively require 
additional precision to point them properly.  In Figure 6, notional tracking error is depicted for 
both bands assuming the same aperture and tracking servo.   All things being equal, C-Band 
applications will result in greater antenna gain, proportionally narrower antenna beam, but 
greater tracker error artifacts.

Figure 6.  Notional Error Expectation for C-Band Upgrade of S Band Tracker (single axis)

Sub-Aperture Tracking

Using the Smarter Antenna approach may breathe additional life into those expensive large 
aperture tracking antennas.  Large 40ʼ antenna systems are massive, with narrow beams that 
become even narrower at C-Band.  Replacing an S-Band feed with a C-Band feed should result 
in additional tracking errors artifacts.  Simply replacing the S-Band feed with C-Band usually 
means not illuminating the entire aperture, this is desirable if the feed beam can be directed.  
Using the DSAM technology developed by Invertix to control the resultant phase and direction of 
the wavefront, it is possible to electronically steer the resultant beam.  Because this is 
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electronic, the steering does not exhibit any of the effects exhibited by the parabolic dish such 
as momentum effects etc.  As the parabolic dish attempts to track the intended vehicle, the 
errors caused by the dishes mass exhibit themselves as overshoot etc.  These effects are 
compensated for by the sub-aperture tracking feed.  Because sub-aperture tracking 
electronically maintains the target vehicle inside the antenna beamʼs sweet spot, the effects of 
tracking error are substantially reduced.  Figure 7 below depicts a single axis implementation of 
a sub-aperture tracking feed.



D

Figure 7, Sub-Aperture Tracking Feed Directed at Off-axis Target.

Simply canting a traditional feed will not work.  The parabola still directs the beam along the axis 
of symmetry.  The DSAM feed improves the entire tracking systemʼs agility when subjected to 
high dynamic targets.  DSAM improves performance when tracking vehicles directly off 
launchers.  Because of the mass, the tracking antenna will lag behind the vehicle at launch, 
especially if it is a missile.  The DSAM feed electronically steers the beam, maintaining 
acquisition on the vehicle while the dish positioning servo catches up.  The effective beam width 
and tracking servo dynamic performance are improved.  When the tracking system antenna 
broaches the pedestalʼs physical stops, a DSAM feed will allow acquisition further, and 
continues to track around the corner.

This is a hybrid antenna system with phased array characteristics and the economy that comes 
with a large reflector.   Ranges already have these expensive large aperture systems that 
should be evaluated for this upgrade.

ARAV vehicles offer an excellent test environment for C-Band hardware.  As shown in Figure 8, 
the vehicle hardware is processed locally at the Naval Surface Warfare Center at White Sands 
Missile Range and may be instrumented as desired for this application.
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Figure 8 Aegis Readiness Assessment Vehicle (ARAV) Payload

Conclusion

Current school of thought is that C-Band systems will exhibit poor performance relative to 
mature and inexpensive L & S-Band hardware.  For some programs this is unacceptable and 
acceptance will continue to be anemic until it is established that compatibility issues are 
manageable and C-Band system performance is comparable or better.

Potential gains in link margin, range resource utilization effectiveness, and spectrum 
stewardship discussed here are near biblical proportions, or at least that of winning the lottery.  
These gains once demonstrated will galvanize the migration.  

Assertions presented here give light to a new paradigm.  The decoders developed for the 
smarter antenna, as it matures, will be suitable for supporting free space optical links with their 
huge bandwidth potential.  It is not too soon to consider optical solutions as the expansive C-
Band spectrum will eventually become saturated or succumb to the iPhone-C (C-Band edition).
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ABSTRACT 

 
A novel dual-band S and C band antenna for high-performance autotracking applications 
is described. The antenna provides simultaneous dual band coverage for targets with 
circular or linear polarization.  A vertex mounted C-band multi-mode common aperture 
feed is added in a Cassegrain configuration augmenting the existing ViaSat patented [1-4] 
ESCAN®  S-band prime focus feed.  A dichroic subreflector is also added allowing 
simultaneous dual band operation for the prime focus and Cassegrain configurations with 
minimal interaction. Existing S-band antennas are easily upgraded for dual band 
capability with only the additions of the vertex mounted C-band feed and dichroic 
subreflector.  
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Introduction 
 

New range mission requirements necessitate that many S-band operations are being 
relocated to C-band for both interference abatement and additional data bandwidth. A 
cost effective approach to add C-band capability to the many fielded S-band systems is to 
retain the current S-band hardware and electronics while adding a second independent 
Cassegrain feed and subreflector for C-band.   
 
The intent of the upgrade path is to provide a field upgradeable modification that will 
provide superior tracking performance based on ViaSat's existing feeds. ViaSat has 
developed autotracking antennas for the most demanding applications.  Missile launch 
autotracking missions demands extreme autotracking dynamics. ViaSat has leveraged its 
existing C-band high performance feeds to supply an add-on Cassegrain feed that is used 
simultaneously with the existing S-band prime focus feed.  The new C-band feed is a 
traditional multi-horn array design with inherent high angular tracking sensitivity. The 
multi-horn array is combined with an output multimode horn section which significantly 
improves the sum channel pattern symmetry resulting in excellent secondary pattern gain 
and sidelobe performance while maintaining the desirable angular tracking performance.  



A dichroic subreflector that is transparent at S-band and reflective at C-band is mounted 
in front of the existing S-band prime focus feed and provides the simultaneous prime 
focus/Cassegrain antenna operation.   
 

Available Antenna Architecture Alternatives 
 
Several antenna tracking topologies were considered for the upgrade. ViaSat has over 50 
years experience providing autotracking antennas along with a large arsenal of available 
designs. ViaSat currently provides standard product autotracking feeds for all of the 
tracking techniques types shown in Table 1.  The technique chosen depends on the 
customer's mission requirements. Many of the generalized engineering tradeoffs between 
available autotracking techniques considered are summarized in Table 1.  
 

Table 1   Available Autotracking Techniques 
Technique Advantages Limitations 

 
 

Conscan 

 
Simple electrical topology 
 
Good sidelobe performance 
 
Minimal feed loss 

 
Scan frequency limited by 
mechanical rotation limits 
Difficult to provide variable scan 
frequencies 
 
Limited mechanical lifetime 
 
Tracking Modulation concurrent 
with data modulation 

 
 

TE21 Tracking Coupler 

 
Very good Antenna Efficiency  
 
Data channel free of tracking 
modulation  
 

 
Tracking modulation variation 
with incident linear polarization 
angle (not suggested for missile 
or high speed  autotrack 
applications) 
 
Issue with higher speed tracking 
application 
 
High feed electrical complexity 

 
 

Single Channel Monopulse 

 
Fast adaptable scan rates  
 
Data channel free of tracking 
modulation 

 
Moderate feed complexity 
 
Moderate sidelobe performance 
(< -14 dBp typ) 
 

 
 

ESCAN® 

 
Fast adaptable scan rates  
 
Data channel free of tracking 
modulation 
 
Good sidelobe performance 
 (<-18 dBp typ) 

 
Moderate feed electrical 
complexity 
 
 

 



 
Design Approach 

 
ViaSat provides a wide variety of autotracking antennas depending on the customer's 
mission requirements at frequencies ranging from UHF to Ka-band.  Some applications 
such as slowly moving inclined orbit geosynchronous satellites present minimal tracking 
dynamics and do not require high performance tracking techniques.  At the other end of 
the spectrum, fast moving, linearly polarized, spinning missiles during launch are often 
the most difficult targets to successfully autotrack. Since this is the application for many 
of the candidate S-band antenna upgrades, it is important that the new feed has high 
tracking modulation near boresight (good tracking error slope) and that the tracking 
modulation does not significantly change with incident linear polarization angle. ViaSat 
provides a number of higher order mode tracking couplers ranging from S-band to Ka-
band. These higher order mode couplers (TE21 mode) allow good aperture efficiency and 
sidelobe performance but substandard autotracking performance for varying linearly 
polarized targets such as missiles. Although ViaSat has off-the-shelf designs for TE21 
tracking couplers, we do not recommend them except for targets with minimal dynamics 
or well defined circularly polarized targets.  
 
Major design goals for the new C-band feed upgrade include:  
 
*Excellent angular tracking sensitivity  
*Tracking modulation level that is insensitive to incoming receive polarization 
*Good reflector aperture efficiency 
*Good secondary sidelobe performance for multipath rejection 
* Re-use of existing feed hardware 
* Design which can be field retro-fitted, minimizing system downtime for installation 
 
Figure 1 shows a typical ViaSat 2.4 meter antenna covering the 1.4-2.4 GHz band that is 
a candidate for the C-band upgrade 
 

 
Figure 1 Typical Fielded ViaSat S-band 2.4 meter Tracking Antenna 

 
 

 
 



 
New C-band Feed Design 

 
ViaSat has previously designed a C-band Cassegrain feed for multi-channel monopulse 
applications. This feed uses a multi-horn square array with a higher order mode aperture 
section.  A multi-horn feed array provides excellent tracking sensitivity since the phase 
center of the offset tracking elements are held close to the focal axis of the reflector.  This 
effect is illustrated in Figure 2.  As a prime focus feed is laterally displaced from the focal 
axis the amplitude of the pattern near boresight is reduced.  Less amplitude near boresight 
causes the error signal slope of the steered secondary pattern to be reduced.  Good 
tracking sensitivity is dependent on having a steep tracking pattern to provide the 
autotrack controller with a large voltage change for a given angular offset.  A steeper 
tracking pattern also provides a better signal/noise (G/T) ratio near boresight.   
 
 
Figure 2a Angular Slope of the Difference Channel is dependent on amount of feed 

angular offset 
 

 
 

Figure 2b  Secondary Pattern Difference Steering resulting from incremental feed 
offset from focal axis (reference Figure 2a)  

 

 

 

Note: Increasing feed 
lateral offset decreases 
error slope and absolute 
signal strength near 
boresight 



 
The baseline C-band feed is shown in Figure 3.   Measured radiation patterns for both the 
sum and difference modes are shown in Figure 4. Note the desirable near-equal E and H 
sum patterns along with the sharply defined difference pattern near boresight. Equal E 
and H plane patterns are desirable since the reflector aperture illumination may be more 
closely controlled resulting in higher antenna aperture efficiency.  Generic multi-horn 
monopulse arrays without the final aperture section do not have E and H plane symmetry. 
For fundamental TE10 mode horns, the E-plane is inherently narrower than the H-plane. 
The final horn aperture section shown in figure 3 generates higher order waveguide 
modes. These higher order modes when properly combined and phased with the 
fundamental TE10 waveguide mode modify the horn E-plane pattern to match the H-
plane radiation patterns resulting good pattern symmetry. Good pattern symmetry is 
important to help control the reflector illumination resulting in good gain and sidelobe 
levels.   
 
                                Figure 3  Baseline C-band Feed 
 
 

 
 
 

Figure 4   Measured Primary Pattern from feed shown in Figure 3 
 
 
 
 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 

ViaSat C Band MultiMode Tracking Feed PN 443418 
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Dichroic Subreflector Design 

 
The dichroic subreflector employs a frequency selective surface (FSS) that allows the 
antenna to be used simultaneously in the prime focus and Cassegrain configurations. The 
subreflector is constructed from resonant printed circuit layers with specific spacing that 
are conformal to the contour prescribed by the antenna optics.  The resonant elements are 
mostly reflective in the Cassegrain mode (C-band) and nearly transparent in the prime 
focus mode (S-band). The subreflector is an adaptation of a slightly larger S/C band 
antenna that was recently successfully fielded and in use. Figure 5 shows a photograph of 
the baseline S/C-band subreflector.   
 

Figure 5 Baseline S/C band Dichroic Subreflector 
 

 
 
 
 
 
 
 
 
 

C/S band Dichroic Subreflector 

C-band Cassegrain Feed 

S-band Autotrack 
(ESCAN) Prime 
Focus Feed 



Predicted Secondary Patterns 
 

The measured feed primary patterns were input into the Ticra Grasp 9 reflector software 
[5] to predict the C-band secondary performance. The results are shown in Figure 6 at 4.7 
GHz for both principal cuts.   
 

Figure 6  Predicted Secondary Radiation Patterns 
 

 
 

 
 



One of the technical risks associated with small dual reflector antennas is the potential 
detrimental effects of standing wave degradation between the feed and subreflector. A 
portion of the energy from the feed is reflected from the vertex region of the subreflector 
and back into the feed horn and again is possibly re-reflected back onto the subreflector. 
As the distance between the subreflector and feed is decreased (as with small reflectors),  
the resulting standing wave can modulate the primary reflector illumination energy 
distribution. This illumination perturbation is frequency variant.  The solution to improve 
the interaction is to add a subreflector vertex matching plate which modifies a portion of 
the reflected energy to be anti-phase. Vertex plates are also frequency dependent are not 
always able to completely mitigate the effects of the standing wave.   
 
ViaSat’s design approach mitigates this risk by modeling the entire feed and subreflector 
assembly combination in Ansoft HFSS [6].  HFSS is a full wave, three dimensional 
electromagnetic solver.  Until recently, this type of analysis would have been impractical 
because of computational limitations. This analysis required a large workstation with 
over 128 GB RAM capability. The calculated subreflector scatter patterns (including the 
effects of the feed-subreflector interaction) were again input in the Ticra Grasp reflector 
software [5] with the resulting secondary pattern showing good agreement with Figure 6. 
The HFSS predicted feed return loss is shown in Figure 7 both within and without the 
effects of the feed-subreflector interaction showing minimal return loss degradation.   
  

Figure 7 Feed Return Loss with/without Subreflector Interaction 
 

 
 



Conclusions 
 

The development of a dual band autotracking antenna based on ViaSat's 
extensive experience and substantial hardware inventory is shown to result 
in outstanding secondary performance with minimal technical risk. The 
current ESCAN® S-band feed has been field proven to provide low-
sidelobe autotracking performance for the most demanding tracking 
applications.  Dichroic subreflector design, critical for this application, is 
an almost daily activity at ViaSat. The reuse of available dichroic 
hardware minimizes risk to integrate fielded S-band prime focus feeds 
with the new C-band Cassegrain feed.  Finally, the use of ViaSat's existing 
C-band high performance Cassegrain feed is the key to obtaining 
secondary patterns with sharp tracking error slopes, high signal/noise 
performance, and equal E-H plane beamwidths providing excellent sum 
channel performance. These desirable characteristics allow the antenna to 
autotrack difficult targets such as rockets during launch.  
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IN-FLIGHT AUTO-TUNE OF AN AIRBORNE
SYNTHETIC BEAMFORMING ANTENNA
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ABSTRACT

At ITC 2009, we  described the real-world complications of fielding an airborne Synthetic beam-
forming Telemetry System, which simultaneously supports 20 individual beams (10 at each of 2 
polarizations).   We described how our layered  Open-Source software approach helped us to 
modify the system rapidly after delivery without disrupting mission operations.  Since then, we 
have further extended the software toolset that we developed to dissect the System behavior via 
post-mission replay and analysis, and to compare high-resolution in-flight measurements with 
our  detailed  physics  simulations.  This  analysis  has  shown  that  the  most  significant  factor 
affecting  operational  performance  of  the  System  was  variation  in  the  relative  phase  of  the 
elements from day to day.  These variations were traced to a variety of hardware issues, none of 
which  could  be  resolved  without  major  cost  and  effort.   As  an  alternative  approach,  we 
developed a dynamic auto-tuning capability that optimizes the phase calibration of the System 
using each actual signal source as it is being tracked.  This results in improved signal-to-noise 
performance  while  reducing  the  need  for  dedicated  in-air  calibration  flights  that  we  had 
previously created.  We believe that the flexibility of digital beamforming, allied with a modular 
and easily-extensible software architecture, have again proven capable of quickly and cheaply 
mitigating real-world operational issues, without (so far) requiring any hardware modification of 
the delivered System.

KEY WORDS

Synthetic  Beam-forming,  Digital  Telemetry,  Antenna auto alignment,  Open-Source software, 
Rapid Development, Operational improvement

INTRODUCTION

A prior paper entitled “Development of a Synthetic  Beamforming Antenna – From Drawing 
Board to Reality” was presented at ITC 2009 (System Block Diagram shown in Figure 1).  That 
paper described some of the areas of difficulty that were overcome during the pre- and post-
delivery phases of an Airborne Digital Beamforming (DBF) Antenna, including: Specification 
Development, Hardware (LNB), Synchronization, Reliability, AGC, Software Development and 
Testing, Operational Issues in the Flight-testing Phase, In-Flight Antenna Patterns, and Vendor 
Coordination  at  the  System  Level.   It  then  described  our  approaches  to  mitigating  these 
difficulties,  including:  Data  Collection  and  Post-Mission  Analysis,  Visualization  Tools,  and 
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Calibration.   Although we were successful  in demonstrating that  the System was capable of 
achieving the desired specifications for mission performance relatively soon after delivery and 
installation, some of the above difficulties  persisted throughout the flight-testing phase, and the 
subsequent  challenges  of  real-world  mission  operations  gradually  shifted  our  focus  from 
“achieving specification performance in the mission context” towards “maintaining day-to-day 
mission performance with minimal effort”. In turn, this required us (as the System Developers) 
to  refocus  the  data-collection,  analysis,  and  visualization  tools  on  Mission  Operations  (i.e., 
mission setup, system configuration, and real-time use by the Operators during actual Missions). 
Many of the tools we had initially developed for developer use were therefore extended and 
adapted for use by Operators, as we undertook to simplify operations and maintenance.  We also 
created new functions to automate routine operations, mainly using lower-level functions that we 
had first created during in-house development and testing.

OPERATIONAL EVOLUTION OF ANTENNA CALIBRATION PROCEDURE

In-flight  Antenna Patterns:   Since  our  antenna is  electronically  scanned,  we were able  to 
construct an operator test function (requested via the Quick Web Client – QWC) that performed 
a rapid High-Resolution Electronic Azimuth Scan over +60deg.  This “Hi-Res Scan” was logged 
for later analysis (along with all real-time measurements), but could also be viewed immediately 
by the operator using the QWC's graphical interface (initially constructed to simplify in-flight 
diagnosis and testing of the System).  We also allowed the Hi-Res Scan to be requested even 
during track mode (causing a temporary interruption of tracking on that channel).

Early in the Flight-Testing Phase, we discovered by this means that the antenna azimuth patterns 
obtained in-flight were far from ideal when compared with those that had been demonstrated 
during Factory Acceptance Testing (on the ground, typically using a far-field source at boresight 
at an antenna-test range).  Even after performing this procedure on the hangar throat (using a far-
field source placed across the airfield), the subsequent in-flight antenna patterns were still not 
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Figure 1 – Simple Block diagram of our Digital Beamforming Antenna



acceptable.  We therefore had to develop a calibration procedure that allowed the amplitude and 
phase (A,φ) of the antenna elements to be re-aligned for the in-flight situation.  We therefore 
devised  a  set  of  user  functions  that  could  be  run  from  the  web-based  Operators  Console, 
including  the  following  4  components:  Azimuth  Scan,  Boresight  Snapshot,  In-flight 
Recomputation of A/φ values, and Database Update.  These functions were typically utilized in 
the sequence now described.

Full-up In-Flight  Re-calibration Procedure:  Mission Operators  already had a  “Beam-Cut 
Mission” defined, consisting of a fly-by pass of the air base along a known path at a range of 
several  miles  from a ground source – a  horn mounted  on a  Ground-Service Vehicle  (GSV) 
emitting a CW signal within the telemetry band of 2200 to 2400 MHz.  Three airborne locations 
(A, B, C) were mapped on the path of this pass, such that B was “on boresight”, while A and C 
were respectively about 60 degrees in azimuth either side of boresight.  This pass could either be 
configured as a “tracking pass” or a “staring pass”.  The former provides a means of verifying 
the tracking capability of the System, since the tracking error can could be logged as a function 
of  SNR, and the signal  amplitude  can be measured as  a  function of scan angle.   The latter 
provides an in-flight antenna pattern, since if the antenna is pointed at boresight while the aircraft 
flies from A to B to C, then the signal amplitude traces the antenna pattern over approx. +60deg. 
 
In  order  to perform in-flight  re-calibration,  we adapted  this  Beam-Cut Mission to  become a 
“Beam-Cut  Calibration  Mission”,  requiring  the  fly-by  pass  to  be  performed  several  times. 
During the first pass, a Hi-Res Az Scan was performed at each point A, B, C (each hi-res scan 
takes  a  few seconds)  –  this  provides  the  “Baseline”  measurements.   During  the  2nd pass,  a 
Boresight Snapshot was performed at point B, after which the In-flight Recomputation procedure 
was performed.  During the 3rd pass, another hi-res scan (“Verification” scan) was performed at 
A, B, C, and if the operator was satisfied with the results, then the Calibration Mission was 
terminated.   Otherwise, the 2nd pass (snapshot and re-computation) and 3rd pass (verification) 
were repeated until a satisfactory verification scan was achieved.  Finally (after landing), the 
mission log was available for detailed off-line analysis, and the Database Update procedure was 
run to make the new A/φ element calibration values permanent.  The results of replaying such a 
datalog are shown in Figure 2 for the 3rd pass of a Beam-Cut Calibration Mission.  Figure 3 
further shows a zoomed version of the hi-res scan taken at point B (boresight).

Even though this procedure was highly successful, we discovered that the underlying airborne 
element calibration values changed over time, and we identified several hardware factors that 
contributed to these changes.  Since significant hardware redesign was not feasible at this post-
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Figure 2: Antenna Measurements from Live Beam-Cut Mission
1 – instantaneous channel pointing angle 2 – tracking error
3 – slant-left polarization signal level 4 – slant-right polarization signal level
5 – SNR for each polarization computed by the optimal spatial combiner.



delivery stage, we therefore began development of a software-only calibration procedure that 
would become part  of their  set  of standard maintenance functions.   It  was also necessary to 
provide a means to decide when this re-calibration procedure should be performed.  

Pattern Verification: In order to determine when the Beam-Cut Calibration procedure should be 
rerun,  the Operator  performed an  in-flight  hi-res  scan while  tracking any source  (ground or 
airborne) with sufficient SNR and dynamic stability.  Once the scan was visualized, the operators 
decided whether a new Beam-Cut Calibration mission was needed.  Typically, it was found that 
re-calibration was needed every few weeks, and a Beam-Cut pass was sometimes added on to the 
return path of an Operational Mission to provide efficient usage of flight and ground resources.

Automatic  Branch  Tuning:  As  can  be  seen  in  Figure  1,  the  antenna  array  consists  of  8 
segments (4 at each of two polarizations), and each of these 8 segment outputs was fed to our 
Spatial  Combiner,  which  optimally  combined  them  dynamically  in  amplitude  and  phase  to 
maximize the SNR of the output signal (which was typically up-converted digitally and then 
downlinked to the ground station).   In addition to this  “output” path,  the 8 segment outputs 
(filtered in amplitude and/or phase) were also provided to the azimuth tracker, which performed 
the  proper  vector  (complex)  combinations  to  provide  highly-accurate  monopulse  tracking  in 
azimuth.   While the Optimal  Spatial  Combiner did an excellent job of maximizing the SNR 
(even through deep fades in either polarization due to multipath and/or source maneuvers), it 
became quite challenging to maintain solid monopulse tracking in highly-dynamic situations, 
particularly when the SNR dropped below about 15dB.  It thus became clear that during normal 
operations,  the average phase alignment  between the 8 branches varied significantly,  and we 
therefore developed an adaptive mechanism to align the branches optimally specifically for the 
monopulse tracker (which is separate from that for optimizing the combiner output SNR).  We 
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Figure 3: Hi-Res scan during Beam-Cut pass
Row 1 – pointing angle Monopulse angle error Expanded around main beam
Row 2 – Slant Left pol. Ampl Slant Right pol. Ampl Spatial combiner, each pol
Row 3 – SNR at tracker 1st stage of spatial combiner Expanded Slant-left patterns



called this our “Branch Tuning” algorithm, and evolved this approach to increase the accuracy 
and robustness of the tracker as our experience with live mission datalogs increased.

However, as mission operations continued, it became clear that even adaptive Branch Tuning 
was  insufficient  to  optimize  dynamic  mission  performance  between  Beam-Cut  Calibration 
Missions.  We therefore conceived a method of simplifying the in-flight calibration procedure 
that would be amenable to automation.  First, we investigated coarse phase-only recalibration.

Automatic  Element  Recalibration: Since  Product  Delivery,  the  System  Developers  have 
continued product improvement activities in-house, and one such activity investigated the idea of 
performing an abbreviated  version of  the  above in-flight  calibration  procedure  automatically 
without operator intervention and without requiring a separate mission.  Our approach was first 
developed and tested in-house using the emulated version of the System, which is a complete 
executable software-only version of the real-time system that is fully configurable and can run on 
a standard PC requiring no external hardware.  Figure 4 shows a hi-res Az Scan performed on a 
simulated version of the full-up System in a “deteriorated” state, in which random amplitude and 
phase errors have been introduced to emulate serious deterioration in calibration values (much 
worse than experienced in normal operation).  The top row shows first angle versus time, second 
the monopulse tracking error (for a hi-SNR boresight target), and third a blowup of the same 
error, plotted vs scan angle just in the boresight region.  In all these plots, red represents the 
Slant-Left polarization, green the Slant-Right.  The 2nd row is as follows: first is the monopulse 
amplitude, second is the monopulse SNR, and third is a blowup of the same SNR plotted vs. scan 
angle just in the boresight region.  Later, we will compare these panels to those obtained after 
Coarse Auto-Tuning the antenna phase values only (not the amplitude).

During normal  operations,  each  channel  of  the antenna  System constantly  scans  an azimuth 
sector  looking  for  a  source  to  acquire.   When  the  measured  SNR  exceeds  the  acquisition 
threshold, a track is initiated, and the auto-tuning algorithm is run during track initialization (if 
the operator has “turned on” this feature during Mission Configuration.  The algorithm measures 
the signal from each element in turn, while incrementing its phase by 45deg over the entire range 
of 360deg (i.e., 8 values per element).  Once the optimum is found for each element in a given 
segment, it is fixed before moving on to the next element in that segment.  After all segments 
have been auto-tuned, the segments are then re-aligned with each other in phase, and subsequent 
variations of phase between Segments are handled automatically by the Branch Tuning algorithm 
previously described.  The result of this procedure is shown in Figure 5, showing that almost 
“ideal” calibration has been achieved, starting from what appeared to be an unworkable situation 
for monopulse tracking shown in Figure 4.  Since amplitude is not tuned in this algorithm (as it 
would be in a full Beam-Cut Calibration Mission), and since phase is coarse-tuned only to the 
nearest  45-deg  quantized  value,  this  procedure  is  very  rapid  (taking  only  a  few  hundred 
milliseconds  for  the  entire  System),  and thus  does  not  significantly  extend  the  source  track 
acquisition process (which normally takes about 1.5 sec).

Results of Coarse Auto-Tuning:  Comparing Figures 4 and 5 is quite instructive.  Starting with 
the bottom row, the first panel of Figure 4 (“Before Tuning”) shows no recognizable monopulse 
mainlobe,  and the middle panel  shows that  a peak in slant-left  monopulse SNR (red) rarely 
coincides with a slant-right peak (green).  The corresponding monopulse angle error (top middle 
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panel) shows that even in the mainlobe region around boresight (+2.5deg), there is conflicting 
information from the left and right polarizations (shown vs. angle in the top right panel).  This is 
a very bad situation for monopulse tracking, and it is unlikely that the tracker could maintain 
lock on this source for very long in this condition, despite the high underlying SNR.  Looking 
now at the same panels in Figure 5, we can not only see recognizable (almost ideal) antenna 
patterns,  but the red and green patterns  are  almost  overlays over the entire  mainlobe  region 
(which  is  all  that  matters  for  monopulse tracking).   Note  that  the  monopulse  SNR has  also 
increased  from  about  25dB  (in  only  one  or  other  polarization)  to  above  40dB  for  both 
polarizations  simultaneously.   Most  impressive  is  the  top  right  panel,  showing  that  the 
monopulse angle error vs off-boresight scan angle is identical for both polarizations over the 
entire  mainlobe  region.   This  configuration  (after  coarse  auto-tuning)  thus  produces  highly 
accurate and robust tracking, as it should for a source with such a high SNR.

Performance  of  Coarse-Tuning  Algorithm  vs.  SNR: As  the  source  SNR  reduces,  the 
algorithm  still  works  well,  but  it  has  increasing  difficulty  in  recovering  proper  calibration 
reliably as the deteriorated SNR drops below 12-15dB.  This finding thus also helps to determine 
when a full Beam-Cut Calibration Mission should be scheduled (as described above).  If the 
“before” and “after” SNR are too far apart, then the initial acquisition potential of the System 
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Figure 5: Hi-Res Az Scan from Figure 4 after Coarse Auto-Tuning

Figure 4: Simulated Hi-Res Az Scan with Deteriorated Calibration (Before Auto-tuning)



will  be compromised.  Moreover,  as the calibration deteriorates from day to day or week to 
week, tracking becomes progressively less robust, meaning the track will be dropped more often 
when deep fades occur in either polarization.  Our procedures thus help to keep the tracking in 
top shape automatically, while indicating when a full-up recalibration is required.

SUMMARY

Over  the  first  three  years  of  Mission  Operations,  we have  made  continuous  and significant 
improvements to the Airborne Telemetry DBF System that we first delivered in 2008.  Some of 
these  improvements  were  focused on user-operability  issues  (such as  testing,  diagnosis,  and 
maintenance), others were focused on improving in-flight performance or dynamic robustness as 
our knowledge of the actual airborne signal dynamics improved – through detailed analysis of hi-
resolution datalogs taken (mostly automatically) during normal operations.

This  paper  described  investigation  of  a  persistent  operational  problem (misalignment  of  the 
antenna  elements  in  amplitude/phase  increasing  over  time),  and  the  development  of  rapid 
software-only mitigations using our in-house simulation capability.  Once each of our concepts 
had been developed and proven in-house, transition of the (software-only) updates to on-board 
hardware  occurred  very  rapidly,  minimizing  the  effort  and cost  of  in-flight  verification  and 
validation, and avoiding any mission “downtime”.

The most surprising finding was that even serious performance degradation (due to dynamic 
misalignment of the antenna elements and/or branches) could mostly be recovered automatically 
with only minor software modifications.  We believe these solutions provide further examples of 
the advantages of the flexible hardware and software architecture of our Digital Beamforming 
System,  along  with  the  utility  of  its  emulated  counterpart.   One  final  note:  all  of  the 
improvements  developed over  the past three years have been delivered,  installed,  tested and 
accepted remotely, requiring no on-site visits by our development personnel to the actual aircraft. 
This itself represents considerable savings in time, effort, and cost, and provides a new level of 
low-cost “on-line support” capability.
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ABSTRACT 
 
New developments in miniaturized integrated film bulk acoustic resonator (FBAR) filters and low 
noise amplifiers have resulted in the possibility of extremely small integrated antenna, filter, and 
low noise amplifier subsystems for use in airborne telemetry (TM) systems.  This paper gives 
examples of a new development in airborne GPS antennas using an integrated band pass FBAR 
filter and low noise amplifier.  Data is also included on the example antenna in a GPS/TM 
system.   
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INTRODUCTION 
 
Airborne telemetry antenna systems background is that a GPS antenna is usually required along 
with a TM antenna.  The system problem is that the airborne antenna installation with limited 
real estate usually dictates two closely mounted antennas that have limited isolation from one 
antenna to the other antenna.  It has been shown that at least 40 dB isolation is required from the 
TM antenna to the GPS antenna at the TM frequency so that the GPS amplifier will not become 
saturated.  It has also been shown that there also must be 40 dB isolation of the TM antenna to 
the GPS antenna at the GPS frequency because of radiated noise from the TM transmitter at GPS 
frequencies that raise the noise level at GPS and reduce that ability of the GPS receiver to 
receive the low level GPS signals.  Past experience shows that most airborne telemetry systems 
must include these filters to work properly.  These filters are usually installed after the antennas 
and require more real estate and weight. 
 
Previous efforts on integrating components into the antenna has been reported in the past 
(Reference 1.) and usually involves adding space into the monition’s body for the LNA because 
the package did not fit into the antenna thickness. 
 
Microwave Subsystems, Inc. (MSI) is a small business that develops and builds high 
performance antennas primarily for munitions.  The Hardened Subminiature Telemetry Sensor 
System (HSTSS) antenna is produces by MSI under part number HSTSS2250.  A smaller 0.9 
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Figure 1.  LNA/filter/carrier top view 
and bottom view. 

Bottom 
 
 
 
Top 

Figure 2.  Conical GPS integrated 
LNA/filter/antenna. 

inch diameter version of this antenna has been developed by MSI, part number HSTSS2250.9, 
and is the TM antenna part of the total system that is described in this article.  
 
 

DEVELOPMENT DESCRIPTON 
 
The use of GPS receivers in cell phones has prompted the development of low cost, extremely 
small, GPS band pass filters, low noise amplifiers (LNA’s), and integrated band pass filter and 
LNA in one small integrated circuit (IC).  The particular device that was used and will be 
described is the Avago Technologies’ ALM-1712 (Reference 2), an integrated LNA with GPS 
film bulk acoustic resonator (FBAR) filters.  The LNA is a GaAs enhancement-mode pHEMT 
process to achieve a 1.65 dB typical noise figure with 12.8 dB gain at only 8 mA current drain 
from a 2.7 volts supply.  The advantage of the integration is to optimize the noise figure by 
splitting the band pass filter into two parts, one in front of the LNA and the other behind the 
LNA.  The resulting isolation in the cell band in more 
than 95 dB, PCB band is more than 90 dB, and TM 
band of more than 55 dB.  The size of the IC package 
is 0.177 x 0.087 x 0.039 inch (4.5 x 2.2 x 1 mm) and 
is small enough to be easily integrated into the 
conformal wrap-around antenna.  The small size is 
almost too small so that for the integration into the 
antenna, a carrier was designed that allowed the test 
of the IC and the easy installation of the IC mounted 
on the carrier into the antenna.  Figure 1 shows the IC 
mounted on the 0.005 inch thick carrier, view from 
the bottom and top.    
 
The GPS antenna is a conical conformal wrap-
around patch antenna as shown in Figure 2.  
The conical shape outer diameter is 1.595 inch 
on the smaller end and 1.875 inch on the larger 
end.  Two printed circuit boards (PCB’s) make 
up the total antenna 0.07 inch thickness.  The 
GPS antenna is composed of two grounded 
quarter wavelength patches to meet the 1 inch 
maximum antenna height.  The patches are 
equally spaced around the conical structure to 
provide a roll pattern with a small variation in 
gain.  The antenna polarization is linear and in 
the direction of the axis of the munitions.  
Experience has shown that this configuration 
produces small phase center variation with roll. 
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HSTSS 
0.9” DIA   
TM  
antenna 

Figure 3.  Test fixture with 
TM and GPS antenna without 
radome. 

TEST RESULTS 
 
The integrated GPS antenna on the mounting fixture along 
with the TM antenna is shown in Figure 3.  For the test, a 
protective radome was installed over the two antennas.  
Because of the dielectric constant of the radome, both 
antennas were required to be tuned with the radome installed.  
Removal of the radome reduces the dielectric loading and the 
resonant frequency of both antennas increases. 
 
Figure 4 is the measured VSWR of the GPS antenna S/N 34 
without the LNA/filter and shows an adequate frequency 
bandwidth for the GPS L1 frequency band.  The GPS antenna 
tuning was done without the LNA/filter and then it was 
installed and the isolation measurements were made. 
 
Figure 5 is the isolation measurements of the GPS antenna 
S/N 34.  The isolation measurements were transmission loss 
measurements from a linearly polarized horn antenna 
approximately 5 feet from the GPS antenna under test.  Bias 
for the LNA is provided through a bias tee on the output of 
the GPS antenna under test.  The isolation is more than 
adequate at TM, being in the area of 70 dB.  There are some peaks in the curve and these are 
speculated to be from the antenna not being epoxied down with a good ground connection. 
 
 

FUTURE DEVELOPMENTS 
 
Currently a GPS L1 and L2 band pass filter with LNA is being developed.  Since an IC is not 
available with all of these functions, separate L1 and L2 band pass filters and a LNA is being 
used.  Again, the thickness of each package is small enough to be incorporated into a wraparound 
conformal antenna.  
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Figure 4.  VSWR of GPS antenna without LNA/Filter. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5.  Relative gain of antenna on right and left sides. 
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ABSTRACT 

Today’s telemetry data acquisition systems demand an increased number of highly configurable 

acquisition channels delivering synchronized data samples in a specific format [1].  At the same 

time, there are additional requirements that these systems be compact and cost effective.  In 

order to design such systems, novel approaches in digital signal processing are required.  

 

In this paper, we compare the typical analog signal sampling approach used in current systems 

with a flexible system architecture that is based on digital signal processing, allowing for precise 

synchronization and simultaneous sampling.  An appropriate DSP filter structure is discussed, 

and a Xilinx FPGA based implementation example of this multi-channel filter that utilizes a 

minimal number of key signal processing components while easing the analog component 

requirements is presented. 

  

ANALOG AND DSP-BASED FILTER DESIGN APPROACH 

For critical vehicle parameters such as vibration, acceleration and pressure, traditional telemetry 

data acquisition systems sample and digitize analog continuous signals that have passed through 

analog 6-pole Butterworth low pass filter. One of the key traits of this type of signal conditioning 

is its analog filtering, which is bulky from an implementation perspective, and whose cutoff 

frequencies can’t be easily configurable to match various channel bandwidths.  On the other 

hand, this approach ensures that a continuous in time and filtered signal is always present at the 

sampling device which allows taking samples of a signal at any arbitrary point of time.    

A DSP based filter is implemented as a chain of steps, consisting of an analog wideband anti-

alias filter, sampling device and digital filter.  Such filters, compared to analog filters with 

similar characteristics, require less hardware real estate, can easily by reused for multiple 

channels, and are much more flexible with easily configurable cutoff frequencies and other 

parameters.  

There is, however, a significant problem. Since a digital filter works at a specific clock rate equal 

to or proportional to the sampling rate, only discrete signal samples are present at the output of 

the filter that does not allow taking samples of a signal at any arbitrary point of time. 

Nonetheless, with the appropriate interpolation techniques, this problem can be solved as will be 

shown. 
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For the sample rate �� [Hz], the digital filter produces a new sample every � = �
�� [sec.]. If next 

signal value acquisition is required at the time moment just before the next sample is produced, 

the maximum relative error becomes 

� = ��	
→�� �
� − ��� = ��� − ��� =  � ���� − ��� ,  (Eqn. 1) 

The error due to discrete sample time a difference between last available filter output sample 

value and the sample value that would be available at the point in time when the acquisition is 

required.  

 

This error introduces a noise proportional to the signal amplitude and bandwidth. 

For a signal with 3 dB bandwidth equal to the filter cutoff frequency  �� [Hz] and amplitude �, 

and filter sampling rate �� [Hz], the relative error is 

� = ��∙����
�∙���∙���� � = sin � ∙��!∙��� ≈  ∙��

!∙�� ,      (Eqn. 2) 

which corresponds to the signal-to-noise ratio introduced by the time quantization 

 # = −20 ∙ &'()*  ∙��!∙�� = 20 ∙ &'()*�� − 0.1961 − 20 ∙ &'()*��  [dB],   (Eqn. 3) 

Let assume that the digital system clock is 100 MHz, and has to provide 32 channel filters with 

highest cutoff frequency �� = /�	1kHz5 = �. �/	1MHz5, implemented so that one filter section is 

reused 4 times and the same section is multiplexed by all filters. Thus, the section is used 128 

times. These constraints make the sampling rate �� = ���	17895
�:; = �. <;�:=	1MHz5. It can be 

seen that, due to sample time mismatch, those filters have internal signal to noise ratio 

 # = 20 ∙ &'()*�. <;�:= − 0.1961 − 20 ∙ &'()*�. / = :>. /?	@A,   (Eqn. 4) 

This is surely too noisy of a signal and the situation must be addressed by introducing an 

interpolation module which takes the filtered signal and interpolates it to a new sampling rate. 

Suppose the highest system clock frequency, 100 MHz, is desired as an output sampling rate. 

This decreases the error and signal to noise ratio becomes 

#′ = 20 ∙ &'()*���. � − 0.1961 − 20 ∙ &'()*�. �/ = BB. =>	@A   (Eqn. 5) 

The actual signal-to-noise ratio will be lower because of the effect of signal digital quantizing 

present in any digital filter. The goal of the interpolator is to minimize the sample time mismatch 

related error thus leaving the quantizing error a dominant component of the filter self-noise.   

 

FPGA-BASED MULTI-CHANNEL FILTER IMPLEMENTATION  

The digital filter consists of the following components: 16-channel analog-to-digital converter, 

16-to-1 and 2-to-1 digital multiplexers, memory for filter coefficients and gains, 64-channel 2
nd

 

order recursive filter section [2], 1-to-16 de-multiplexer and 16 single channel interpolators [3]. 
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Analog signals from 16 independent analog channels pass to the 16-channel Analog-to-Digital 

Converter input through anti-aliasing analog filters with a cutoff frequency of 30 kHz and 

minimum frequency response slope 18 dB/octave. The multichannel digitized signal goes to the 

64-channel filter section through the 16-to-1 and 2-to-1 multiplexers where the latter multiplexer 

takes intermediate results and redirects them to the same (single) filter section. The output of the 

final filter stage (the 3-rd section of a 6-pole IIR, or the 4-th one of an 8-pole IIR) goes to the 

channel interpolators through the 1-to-16 de-multiplexer. 

A 64-channel 2nd order IIR filter section implemented in Xilinx FPGA is shown in Figure 1 

 
Figure 1- Matlab/Simulink model of a 64-channel 2nd order IIR filter section implemented in Xilinx FPGA 

This multi-channel filter section requires three 36 x 36 bit multipliers, four adders/subtracters 

and two delay lines of 64 positions each. 

A Xilinx FPGA based implementation of the interpolator is shown on the Figure 2. 

 
Figure 2- Matlab/Simulink model of a CIC interpolator implemented in Xilinx FPGA 

 

Figure 3, Figure 4, Figure 5 and Figure 6  show the Matlab/Simulink simulation results for the 

described filter.  

The top trace of Figure 3 represents a reference 30 KHz sine signal passed through an analog 

filter with the cutoff frequency 30 KHz; the 2
nd

 trace from the top is the 30 KHz sine digitized 

and filtered with the digital filter; the  3
rd

 trace depicts the ratio of the difference between the 

outputs of the two filters to the maximum output amplitude of the digital filter, and the bottom 
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trace is the square of the value of the  3
rd

 trace in dB which represents the filter’s signal-to-noise 

ratio caused by sample time mismatch. 

 

 

Figure 3- Filter signals and signal-to-noise ratio. Cutoff frequency 30 kHz, input – 30 kHz sine wave. 

 

The top trace of Figure 4 represents a reference step function signal passed through an analog 

filter with the cutoff frequency 30 KHz, the 2
nd

 trace from the top is the step function digitized 

and filtered with the digital filter, the 3
rd

 trace depicts the ratio of the difference between the 

outputs of the two filters to the maximum output amplitude of the digital filter, and the bottom 
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trace is the square of the value of the  3
rd

 trace in dB which represents filter’s signal-to-noise 

ratio caused by sample time mismatch. 

 
Figure 4- Filter signals and signal-to-noise ratio. Cutoff frequency 30 kHz, input – Step function 

 

The top trace of Figure 5 represents a reference 3.5 KHz sine signal passed through an analog 

filter with the cutoff frequency 3.5 KHz, 2
nd

 trace from the top is the 3.5 KHz sine digitized and 

filtered with the digital filter,  3
rd

 trace depicts the ratio of the difference between the outputs of 

the two filters to the maximum output amplitude of the digital filter, and the bottom trace is the 
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square of the value of the 3
rd

 trace in dB which represents filter’s signal-to-noise ratio caused by 

sample time mismatch. 

 
Figure 5- Filter signals and signal-to-noise ratio. Cutoff frequency 3.5 kHz, input – 3.5 kHz sine wave 

 

The top trace of Figure 6 represents a reference step function signal passed through analog filter 

with the cutoff frequency 3.5 KHz, 2
nd

 trace from the top is the step function digitized and 

filtered with the digital filter, 3
rd

 trace depicts the ratio of the difference between the outputs of 

the two filters to the maximum output amplitude of the digital filter, and the bottom trace is the 
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square of the value of the 3
rd

 trace in dB which represents filter’s signal-to-noise ratio caused by 

sample time mismatch. 

 
Figure 6- Filter signals and signal-to-noise ratio. Cutoff frequency 3.5 kHz, input – Step function 

 

EXPERIMENTAL RESULTS 

The simulation results are in agreement with the values predicted according to [2.4]. The filter 

was implemented and tested with a 3 kHz cutoff frequency and test results are shown in Figure 7 
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and Figure 8. On both figures, the top trace shows the input sine waveforms, 1.5 kHz or 3 kHz, 

and bottom traces show the output filtered signals. The 3 kHz output waveform is attenuated by 

3 dB in accordance with the filter’s cutoff frequency. 

 

Figure 7- Input and output of the filter implemented on Xilinx Spartan-3 FPGA. Cutoff frequency 3 kHz. Sine wave 1.5 

kHz 

 

Figure 8- Input and output of the filter implemented on Xilinx Spartan-3 FPGA. Cutoff frequency 3 kHz. Sine wave 3 

kHz. 
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SYSTEM SYNCHRONIZATION 

The ability to synchronize the sampling of a unique set of sensor inputs is a key feature of a 

distributed data acquisition system, providing the flight test engineer with the ability to correlate 

measurements from different locations on the vehicle.   With analog filtering, some systems 

implemented the sample and hold function using analog components, with data from each being 

converted by using a multiplexer and single Analog-to-Digital Converter; others dedicated a 

chain consisting of filtering and an Analog-to-Digital Converter  for each input channel and 

would implement simultaneous sampling by triggering the Analog-to-Digital Converter  upon 

the occurrence of the synchronization event (such as a frame mark). 

DSP based filter implementations require continuous sampling to generate the desired output 

products.  When used within a data acquisition system, failure to synchronize the sampling or the 

filtering operating can result in either a redundant filter output being inserted into the PCM 

output stream as highlighted in Figure 9, or a completely missed filter sample.  While this is not 

typically noticed when observing real-time data, power spectral density plots will show artifacts 

that have been created by the mismatch between the DSP filter operation and the PCM output. 
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Figure 9- Redundant PCM/DSP Filtering Anomaly Example 

The use of a high ratio oversampling interpolator after digital filter allows for the development 

and implementation of new methods of filtering that can be tightly coupled to the operation of 

the PCM format.  Not only do these methods eliminate the anomalies that occur with the heritage 

DSP filters, but also provide lower latency and more accurate results. 
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CONCLUSION 

The traditional analog design approach provides simultaneous sampling of the telemetry signals, 

but requires implementing individual filters with a fixed bandwidth for each channel. Contrary to 

the analog design, a digital signal processing based approach along with the use of a novel and 

efficient component base enables a multichannel filter implemented on the same set of DSP basic 

components which significantly decreases the acquisition system physical dimensions and 

increases the number of channels. Additionally, any DSP filter is highly configurable since its 

response is defined by the set of coefficients stored in memory. Finally, sample time mismatch, 

caused by the limited sampling rate of a digital filter which also prevents the implementation of 

simultaneous sampling, can be successfully mitigated by augmenting the DSP filter with a digital 

interpolator described in this paper. 
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ABSTRACT 

Bidirectional networked radio frequency (RF) communications between the ground and test 
articles are quickly becoming a normal mode of operation.  Not only can devices be remotely 
controlled, but other networking technologies are emerging into flight test.  Voice over IP (VoIP) 
is ubiquitous in the workplace and in homes, but it presents unique challenges when used to 
communicate between test articles.  This paper presents some issues to be considered and test 
results to help aid deployment of VoIP systems in network-based test systems such as iNET’s 
Telemetry Network System (TmNS). 

KEYWORDS 

IP networking, Voice over IP (VoIP), iNET 

INTRODUCTION 

The integrated Network Enhanced Telemetry (iNET) project has developed standards for 
network-based telemetry systems.  While these standards are based largely on the existing body 
of commercial networking protocols, the Telemetry Network System (TmNS) has more stringent 
performance requirements in the areas of latency, throughput, operation over constrained links, 
and quality of service (QoS) than typical networked applications.  One of the goals of the iNET 
project is to be able to leverage the openness of standard IP networking to support a wide variety 
of current and yet-unknown future applications, just as the same IP networking technology has 
supported the growth of diverse applications in the Internet. 

One possible application is providing two-way encrypted voice communications between test 
participants by transporting the voice data over the TmNS.  Since the TmNS is based on IP 
networking, it is a natural extension to consider Voice over IP (VoIP) technology to fulfill this 
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need.  VoIP systems provide telephony service by digitizing voice signals using a variety of 
standards-compliant coders/decoders (codecs), encapsulating the codec data into IP packets, and 
transporting the packets over an IP network to other phone call participants.  VoIP gateways are 
devices that adapt between analog voice and VoIP network traffic.  Interoperability of VoIP 
gateways is achieved through the use of a collection of protocols standardized through the 
International Telecommunication Union (ITU).  While standard VoIP may be common in the 
office and at home, it presents unique challenges when used to communicate between test 
articles.  This paper highlights some of these challenges and presents some test results to help aid 
the deployment of VoIP systems in network-based test systems such as iNET’s TmNS. 

INET NETWORK ENVIRONMENT 

The networks used in telemetry applications may use some of the same building blocks that are 
used in typical enterprise computer networking, but the performance requirements for telemetric 
networks require purposeful planning of architectures and interfaces to achieve success.  In 
enterprise networks, most applications can live with best effort service delivery because the 
applications rarely have tight latency requirements.  Telemetric networks have a much more 
difficult problem than enterprise networks.  Since a majority of the traffic in these networks is 
movement of acquired test data, a high percentage of the traffic has tight latency requirements 
(100s of milliseconds) due to safety of flight concerns.   

One of the key benefits of the new iNET program is the development of a two-way network 
telemetry link connecting the test article network to the ground network.  Within iNET’s TmNS 
architecture, the Test Article (TA) Subsystem connects to the Mission Control Room (MCR) 
Subsystem by way of the Radio Frequency (RF) Network Subsystem (RFNS) coordinated by the 
Range Operations Subsystem (ROS).  Like most wireless networks, practical constraints on 
available spectrum mandate that the available network throughput in the RF Network Subsystem 
is significantly smaller (in some cases two to three orders of magnitude smaller) than in the test 
article and ground networks it connects.  Managing this constrained RF Network Subsystem link 
efficiently is critical to ensuring that as much high-priority traffic is able to pass with as little 
latency as possible, often with additional reliability constraints. 

VOIP CONSIDERATIONS FOR TELEMETRY SYSTEMS 

VoIP systems are becoming increasingly common in enterprise networks, displacing most 
traditional private branch exchange (PBX) systems in commercial and government office 
environments and increasingly replacing analog and mobile phones in home environments due to 
the rise of home networking and services such as Skype, Google Voice, and Vonage.  The 
growth of VoIP has been enabled through a variety of standardized interoperable open services 
and interfaces.  These enabling technologies work well in standard enterprise networks and the 
Internet at large, but need to be considered carefully when applying them to the resource and 
latency constrained environments of telemetric networks like iNET’s TmNS.  The following 
sections discuss some of these considerations. 
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CODECS 

The first step to defining a VoIP capability for a network is to select the codec to be used for 
encoding and decoding the audio signals.  Most VoIP gateways support a number of 
standardized codecs, each one with distinct sampling, latency, bitrate, and voice quality 
characteristics.  Codecs fall into two classes: sample-based and model-based.  Model-based 
codecs model the human vocal tract and the perceptual capabilities of the human ear and brain 
and encode a block of voice samples as a single entity to minimize bitrate required.  As such, 
they are fine-tuned for encoding human voice, but are less capable of encoding non-voice signals 
such as warning tones with sufficient fidelity.  Sample-based codecs encode voice on a sample-
by-sample basis and thus are able to represent a wider class of signals (e.g. voice and warning 
tones), but require a higher bitrate than model-based codecs.  Table 1 contains a list of common 
codecs available in VoIP gateways and their associated characteristics.  Values for algorithmic 
and packetization delays are listed in the table for each codec.  These delays are discussed in 
more detail in the Latency section.  Also listed in the table with each codec is the associated 
Mean Opinion Score (MOS), a numerical indication of the average listener-perceived quality of 
the audio signal ranging between one and five, from a one indicating “bad” quality up to a five 
for “excellent” quality [1].  The values of the MOS shown in the table are associated with typical 
latencies of wired LANs and will be discussed further in the later Voice Quality section.   

Table 1.  Common Voice Codecs 

 

G.711 G.723.1 5.3 G.723.1 6.3 G.726 G.729a 

Encoding µ/A-law companded MPC-MLQ ACELP ADPCM ACELP 

Bitrate (kbps) 64 5.3 6.3 16/24/32/48 8 

Passband (Hz) 200-3200 200-3200 200-3200 200-3200 200-3200 

Algorithmic Delay (ms) 0.125 37.5 37.5 0.125 15 

Packetization Delay (ms) n*10 n*30 n*30 n*10 n*10 

MOS 4.3 3.62 3.9 3.8 3.7 

 
Codec selection affects the rate at which digitized audio data is produced.  Using higher bitrate 
codecs may provide a cleaner signal, but it requires more bandwidth for transport over the 
network. Selecting the codec to use requires weighing several factors, some of which are 
discussed in this paper, including latency, network bandwidth, and voice quality.   

LATENCY 

Latency is a key consideration of many applications using a telemetric network due to factors 
such as safety of flight.  The nature of two-way voice communications adds additional latency 
constraints to planning VoIP for telemetric networks.  Besides affecting how quickly a test 
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article audio event can be observed in the mission control room, the latency affects the network 
bandwidth and voice quality as discussed in later sections. 

Latency of the overall VoIP connection (“mouth to ear” latency) is determined by the sum of 
several factors: 

• Algorithmic delay – talg  

 How much data must be queued for source gateway codec to encode data 

• Packetization delay – tpkt 

 How much encoded data is sent in each IP packet 

• Transport delay – ttrans 

 How long it takes to send each IP packet from source to destination gateway 

• Buffering delay – tbuff 

 How much buffering the destination gateway codec adds to absorb transport delay jitter 

• Processing delay – tproc  

 How much time is required for codec processing, quantization, A/D, D/A, etc. 
 
Algorithmic delay and packetization delay are determined by codec choice and configuration as 
shown in Table 1.  Transport delay is affected by the intervening network and the distance 
between source and destination.  Buffering delay and processing delay are usually fixed for a 
particular VoIP gateway implementation.  Understanding the relative and absolute magnitudes of 
each of these factors in a particular implementation is important when deploying VoIP in a 
telemetric network. 

NETWORK TRAFFIC SHAPE/BANDWIDTH 

Bandwidth utilization is another factor to consider when implementing VoIP in a network-based 
telemetry system.  The physical constraints of the RF telemetry link between the test article and 
the ground already impose a bandwidth bottleneck on the system that limits the amount of data 
that can be telemetered.  Therefore, a VoIP implementation should be designed in such a way to 
leave the smallest possible bandwidth footprint and still achieve its goal of voice communication.  
The two critical aspects of VoIP systems that influence the bandwidth usage are the codec used 
and the latency constraints of the data samples as discussed in the previous section.  It is no 
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surprise that codec bitrate is a key driver of the overall Ethernet bitrate.  Packetization delay, too, 
affects overall Ethernet bitrate by its impact on the efficiency of transporting the audio data.  An 
increase in the packetization delay allows for more data to be sent in fewer packets, thus 
reducing the number of bytes required for network overhead during transmission.  However, 
increasing the packetization delay setting also increases total voice latency as discussed in the 
previous section.  Table 2 shows typical VoIP settings of various codecs and the resulting 
Ethernet bitrate. 

Table 2.  Typical VoIP Bitrate of Various Codecs 

Codec Codec bitrate 
(kbps) 

Packetization delay (ms) Ethernet bitrate 
(kbps) 

G.711 64 20 87.2 

G.723.1 5.3 30 20.8 

G.723.1 6.3 30 21.8 

G.726 32 20 55.2 

G.729a 8 20 31.2 

 
The Ethernet bitrates in Table 2 include the network overhead associated with the settings.  The 
packetization delays are typical values for the respective codec.  Increasing this delay creates 
larger packets, which reduces the number of total packets, ultimately resulting in a lower 
Ethernet bitrate through lower packet overhead. 

CONFERENCING SERVICES (SIP SERVER) 

VoIP technology can also provide conferencing services to more than two communicating 
parties.  Instead of two voice gateways calling each other directly, a Session Initiation Protocol 
(SIP) proxy server can be set up to host a conference call in which each party involved calls the 
SIP server.  Each party would maintain their own SIP session with the SIP server.  SIP control 
traffic is minimal, consisting of a small number of packets during call initiation and call tear-
down, control messages, and periodic session keep-alive messages.  The voice gateways send 
voice data to the SIP server using the Real-time Transport Protocol (RTP).  The SIP server 
combines audio streams and distributes them to all parties participating in the call.  In addition to 
conferencing, the SIP server can provide other features such as phone number to voice gateway 
address mapping, music on hold, voice mail, and other standard digital phone features. 

VOICE QUALITY 

Voice quality is a subjective measure that varies from listener to listener.  Differences in the 
human ear and brain that process the voice, situational context of the conversation, and 
background noise are all factors that can affect perception of voice quality.  Consequently, 
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objective measures such as signal to noise ratio do not accurately predict subjective voice 
quality.  To address this and allow numerical comparisons of quality, voice communication 
systems utilize the MOS.  As the name implies, a MOS is determined by having a large body of 
users rate the acceptability of a series of pre-recorded voice segments and then taking the mean 
rating as the MOS for that voice system configuration.  Ratings range from 1 for “bad 
quality/very annoying impairment” to 5 for “excellent quality/imperceptible impairment”. [1] 

One major determiner of voice quality is the codec.  As shown in Table 1, each codec has a 
nominal MOS associated with it.  This MOS can be considered the best-case MOS for that 
particular codec since it is determined with a lossless near-zero delay channel so that only factors 
associated with the codec itself are captured in the MOS number.  Another point to remember for 
telemetry applications of VoIP is that MOS is determined with voice-only inputs.  Since 
telemetry voice applications may also need to convey cockpit warning tones and other non-voice 
sounds, it is important to evaluate a considered codec against realistic operational sounds. 

The quality of a phone call is also affected by the latency between the parties on the call.  As 
latency increases, the MOS of a call decreases.  A study [2] conducted by the International 
Telecommunication Union (ITU) shows (see Figure 1) that most conversations can withstand 
one-way latencies up to 200 ms without a decrease in perceived voice quality (a drop in MOS).  
As latency rises above 250-300 ms one-way, an increasing percentage of people feel that voice 
quality decreases due to the increasing difficulty to not “collide” with the other participant in a 
two-way conversation. 

 

Figure 1.   ITU Study on the Latency Effect of Voice Quality 

MANAGEMENT 

A telemetric network is composed of a distributed collection of devices, each of which need to 
be statused, configured, and controlled remotely.  Likewise, the distributed VoIP gateways need 
to provide management capabilities to facilitate efficient use in the overall TmNS, so 
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management interfaces should be considered when selecting VoIP solutions for telemetry.  Since 
standard commercial VoIP gateways have been designed to be deployed in typical enterprise 
networks, they typically support a complement of management capabilities typical of other 
commercial network gear.  Most commercial VoIP gateways support Hypertext Transport 
Protocol (HTTP) (allowing management from a standard web browser) and Telnet.  Many 
gateways also support Simple Network Management Protocol (SNMP).  SNMP is the core 
technology of the TmNS System Management standard as well as common in many network 
management applications.  While standard commercial VoIP gateways likely are not sufficient 
for test article use, they likely are suitable for the VoIP needs of the mission control room. 

TEST RESULTS 

A study was recently performed in order to determine the suitability of VoIP for two-way 
encrypted voice applications in telemetric networks such as the iNET TmNS.  The study used 
two “typical” commercial VoIP gateway models (Patton Smartnode 4114 and Audiocodes MP-
114) and evaluated interoperability, network traffic shape, bandwidth, latency, and voice quality 
in a telemetric network environment.  The evaluations were performed in the iNET Systems 
Integration Lab at Southwest Research Institute.  Some of the results from the study are 
discussed below. 

Interoperability was investigated by establishing connections between various combinations of 
voice gateway and codec settings.  The two gateways all supported the five codecs shown in 
Table 1.  No special settings were required to allow the different brands of gateways to 
interoperate for a particular codec.  Likewise, the test engineers were not able to distinguish a 
difference in voice quality for a given codec when comparing the two different models of 
gateways.  Both short-term and long-term (overnight) calls were generated in the different 
configurations to look for interoperability or stability problems.  No issues were found.  This 
level of interoperability is encouraging and a sign that the VoIP standards and market have 
matured sufficiently to be used in operational environments like telemetric networks where 
reliability and interoperability are key. 

A variety of measurements were performed to determine the components of latency and to 
evaluate the effect of total latency on usability of VoIP in a telemetric network.  As mentioned 
earlier, the overall “mouth to ear” latency in a VoIP system is composed of several factors: 

latencytotal = talg  + tpkt + ttrans + tbuff + tproc  (1) 

The “mouth to ear” latency was measured using a 1 kHz tone generator to create a tone burst into 
the mouthpiece of one telephone and out the earpiece of the destination telephone. An 
oscilloscope was used to measure the delay between the source and destination tones.  Testing 
was performed with two VoIP gateways connected to the same Ethernet switch to minimize ttrans 
so that the remaining unknown terms (tbuff and tproc) could be determined since talg and tpkt are 
known for each codec type.  Table 3 shows the results of this latency testing.  Since tbuff and tproc 
are determined by internal implementation of the voice gateways, there is not a convenient way 
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to measure the terms separately.  It is likely that the processing delays are significantly smaller 
than the buffering delay, so the results indicate approximately 20 ms of buffering to account for 
transport jitter.  If the transport of VoIP packets exceeds this jitter, gaps or pops in the voice will 
occur. 

Table 3.  Latency Measurements by Codec 

 
 
 

Codec 

 
Codec 
Bitrate 
(kbps) 

Measured 
“Mouth to Ear” 

Latency 
latencytotal (ms) 

Algorithmic 
Delay talg 

(ms) 

 
Packetization 
Delay tpkt (ms) 

Transport 
Delay ttrans 

(ms) 

Calculated Buffering/ 
Processing Delay  

tbuff + tproc (ms) 

G.711 64 46.4 0.125 20 0.5 25.8 

G.723.1 5.3 95.5 37.5 30 0.5 27.5 

G.723.1 6.3 94.9 37.5 30 0.5 26.9 

G.726 32 43.1 0.125 20 0.5 22.5 

G.729a 8 58.0 15 20 0.5 22.5 

 
Latency was also measured for a three-party conference using the SIP server in order to 
determine the SIP server’s impact on end-to-end latency.  The testing was performed using an 
open-source SIP server (FreeSwitch) running on a Linux PC.  While the latency performance of 
a SIP server will vary between implementations, the tests with FreeSwitch are likely 
representative of most SIP servers.  These tests showed that an additional 40 ms of latency was 
added when using the SIP server for a three-party call. 

These tests provided a baseline of latency with negligible transport latency (ttrans).  In a real-
world system, the transport latency will depend on the intervening network and may become 
significant.  To test the effects of this, a network simulator was used to insert a configurable 
transport latency between the two voice gateways.  The two test engineers tried to hold a 
conversation at each transport latency setting from 50 ms up to 1 second in 50 ms steps.  
Conversation became increasingly difficult above 250 ms due to “collisions” with the other 
person in the conversation.  This is consistent with the classical results presented earlier.  The 
engineers were able to “make it work” up to 1 second transport latency, but it required unnatural 
flow to the conversation and was likely only because the two engineers were familiar with the 
other’s conversation patterns. 

Call quality testing involved playing a sample audio file through the voice gateways for each 
codec, recording the resulting audio, and providing these audio files to the iNET Project 
Engineer for qualitative analysis.  The test audio file included 48 seconds of flight test audio with 
multiple speakers, background tones, and noise.  The test audio file also included a seven second 
sinusoidal frequency sweep from the function generator for the 100 to 2300 Hz range of the IRIG 
106 Chapter 5 Continuous Variable Slope Delta (CVSD) voice modulation.  Voice quality is 
subjective, but all of the codecs appeared usable to some degree in the iNET use case.  The 
general order of codec preference of the SwRI testers was G.711, G.729a, G.726, G.723.1 (6.3 
kbps), and G.723.1 (5.3 kbps).  While all of the codecs conveyed the tones sufficiently for a 
human to recognize the tone, some of the codecs introduced spectral distortion that may cause 
issues for automatic tone detection processing of the audio.  The G.711 and G.726 codecs would 
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be good choices if spectral integrity of the tones is important for a particular application because 
these codecs are sample based instead of model based.  The AudioCodes voice gateway did have 
an issue during the frequency sweep.  The standard modem/fax answer tone is at 2100 Hz.  At 
approximately this point in the sweep, the AudioCodes falsely switches to fax mode which 
causes a half second gap in the audio before it recovers to voice mode.  Despite trying numerous 
tone handling settings on the voice gateway, this gap could not be prevented. 

Since the iNET TmNS will typically use network encryption, it was important to test the VoIP in 
the presence of encryption.  The encryptors were added to the test setup with the network delay 
simulator.  In general, there were no problems with sending VoIP over the encrypted network.  
However, some interactions of settings for the encryptor and voice gateway were found that 
caused either no audio or noise in place of the audio.  The specifics cannot be disclosed in this 
open paper, but the important result is that the configuration of the encryptor and VoIP gateways 
have to be coordinated in order to prevent a conflict. 

CONCLUSION 

Telemetric networks such as iNET’s TmNS leverage a foundation of standard IP networking and 
thus provide the ability to utilize existing and future networking applications.  VoIP is one of 
these applications that has drawn much interest from the telemetry community.  This paper has 
surveyed some of the issues to be considered when deploying VoIP into a telemetric network.  
The test results indicate that VoIP should be workable in an iNET-like environment as long as 
the considerations discussed in this paper are considered.  The most important considerations are 
choosing a codec appropriate for the specific sound environment and ensuring end-to-end latency 
are kept below 250 ms by controlling transport latency (ttrans).  To address these, iNET has 
chosen G.711, G.726, and G.729a codecs and a 150 ms maximum transport latency for the 
System Development and Demonstration (SDD) phase.  As the demonstration system is 
developed and tested, additional usability results will be determined that will serve as a guide for 
VoIP in future telemetric network systems. 
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ABSTRACT

In this paper we study a new streaming Compressive Sensing (CS) technique that aims to replace

high speed Analog to Digital Converters (ADC) for certain classes of signals and reduce the

artifacts that arise from block processing when conventional CS is applied to continuous signals.

We compare the performance of  both streaming and block processing methods on several types

of  signals  and  quantify the  signal  reconstruction  quality  when  packet  loss  is  applied  to  the

transmitted sampled data.
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INTRODUCTION

Telemetering systems rely heavily on the continuous acquisition of sensed signals (e.g., airspeed,

attitude, etc.) for control, navigation, and command decisions. This is crucial for the operation of

aircraft, missiles, and other remote platforms.  These systems contain hundreds of sensors and

data sources that must be digitized and wirelessly transmitted to a base station, and much of the

collected  data  needs  to  be  compressed  before  transmission  because  of  telemetry  system

bandwidth constraints.  Thus, system designers must pick and choose what telemetry data gets

wirelessly transmitted, and compression is also often applied to this data to increase throughput.

The transition of telemetry systems from analog to digital has increased the dependence on high

speed analog to digital converters (ADC) which must, according to the Nyquist criterion, sample

an incoming signal at a rate equal to or greater than twice the highest bandwidth present.  The

use of high speed ADC's combined with compression increases power consumption as well as

the cost of the system which can force the system's user to have to limit what kind of data is

collected  or  how  much  of  it  gets  transmitted.   In  an  attempt  to  reduce  cost  and  power

consumption,  we examine the use of  compressive sensing (CS) on continuous signals as an
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alternative to normal Nyquist sampling followed by digital compression.  

CS is a method of data collection that reduces the sampling rate for signals that meet certain

criteria while at the same time non-adaptively compressing the signal prior to quantization.  CS

extracts the information content of a signal in the analog domain as it is being sensed by mixing

the signal with a known sensing matrix, A.  This process is referred to as Analog to Information

Conversion (AIC) in [1].  In CS, it is know that if the signal being sampled is composed of only a

few coefficients with respect to some representational basis (e.g., wavelet or Fourier domains)

then it can be reconstructed perfectly later at the receiver using  l0 or  l1-sparse reconstruction

techniques  [2][3].  This  reduces  cost,  complexity,  and  power  usage  at  the  sensing  side  and

offloads it to the receiver where these issues are less of a concern.  This paper puts forth a system

utilizing CS for data acquisition and quantifies the real world restraints on such a system. We

show that under certain circumstances telemetry systems can greatly benefit from CS.

Researchers have only started investigating the problem of compressively sensing continuously

streamed analog data within the past few years [4][5][6][7] and many of the methods developed

thus far process incoming signals as non-overlapping blocks.  Block processing of the signal can

lead to delays and artifacts in signal reconstruction.  Recently, systems have been purposed that

utilize overlapping sampling windows to mitigate the effects of blocking and to allow continuous

real-time transmission of data with continuous reconstruction at the receiver [4][5].  In this paper

we consider a sensing matrix that is composed of offset overlapping windows in an attempt to

removing  blocking  artifacts  in  the  reconstructed  signal  and  to  increase  the  reconstruction

performance  while  using  fewer  multiplexing  channels  in  the  physical  implementation.  We

compare the performance of these overlapping-windowed sensing matrices to that of blocked

sensing matrices systems using varying window sizes and at several different compression ratios.

The two main issues tackled in this paper that affect system performance  are the effects of fixed-

point quantization at the sensing side and packet loss during transmission. The performance of

several classes of sensing matrix A are also quantified, including those whose elements are real

normalized Gaussian-distributed, those whose elements are selected from a ternary alphabet (+,

−, and 0), and those whose elements are selected from a binary alphabet (1, 0).

COMPRESSIVE SENSING BACKGROUND

CS is a relatively new technique in the field of signal processing wherein certain types of signals

can be sampled at sub-Nyquist rates and thus compressed prior to quantization.  Here, we present

some basic background information on the subject.  Consider the signal x to be a column vector

of dimension N x 1, which can be written in terms of a N x 1 'sparse' vector s as  x = Ψs.  In this

context, by saying that s is sparse, we mean only K of its N elements are not equal to zero [2][3]

[8].  CS theory states that this signal can be sampled at much lower than the Nyquist rate and still

be reconstructed without loss as long as that K << N  [2][8].  Furthermore, it is not necessary to

sample the signal in the sparse basis Ψ; in fact, the signal can be sampled using a fixed (i.e., non-

signal dependent) M x N sensing matrix A as long as A is largely incoherent with Ψ [8][1].  As it
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turns out, a number of sensing bases having been shown to satisfy the incoherence requirement

with respect to a wide range of sparsity bases.  This sensing matrix A samples a length N signal

and effectively “compresses” it to M samples where M < N.  Mathematically, the sampling of the

signal can be seen in (Eqn. 1) where e is M x 1 zero mean Gaussian noise with variance σ.

y = Ax + e (Eqn. 1)

In (Eqn. 1)  M inner products of the rows of the sensing matrix  A are taken with respect to the

column vector x in order to form the samples y, which is a M x 1 column vector.  It should be

made clear that in order to capture information on all K elements we must take at least M  >  K

samples since this would be the minimum number of coefficients need to represent the signal if it

was sampled directly in its  basis of sparsity (i.e.,  without CS) [2].   In  order  to use CS, the

sparsity of the signal being sensed should be known or estimated beforehand so that a sufficient

but not excessive sampling density is achieved. Conversely, it is not necessary to know the basis

of  sparsity at  the  time of  compressive  sampling,  but  this  knowledge  is required  in  order  to

reconstruct  the  signal  at  the  receiver.   The  signal  x is  compressible  because  most  of  its

information is represented by only a few coefficients with respect to the Ψ basis. In order to

efficiently sample  x so that each individual sample,  y
i
, contains new information content, it is

important  that  the  sensing  matrix  A be  maximally  incoherent  with  Ψ.   Several  random

distributions can be used to form  A so that it satisfies this low incoherence criteria including

independent  identically  distributed  (iid)  Gaussian  elements,  ternary  elements,  and  binary

elements [2][3]. Several methods for signal recovery have been developed, including a number

that are based on the principles of basis and matching pursuit. Matching pursuit algorithms use

stepwise greedy gradient  decent procedures to iteratively reconstruct  a  sensed signal.  This is

often faster and easier to implement than the convex programming involved in basis pursuit, but

it  requires more measurements to achieve the same level  of reconstruction quality [9]. Basis

pursuit  methods  rely  heavily  on  l1 minimization  for  signal  reconstruction.   The  typical   l1

optimization criteria (with the required quadratic constraint) is given below in (Eqn. 2) where ϵ is

a user-selected tolerance and x is the estimated signal [9].

min ||x||1 subject to ||Ax – y||2 ≤ ϵ (Eqn. 2)

STREAMING COMPRESSIVE SENSING

In the real world and telemetering applications, the signal  x is rarely of finite length and can

often times be viewed as infinite in length from a signal processing point of view. In this paper,

we compare two methods of dealing with continuously streaming signals. The first way is by

breaking the signal up into nonoverlapping finite-length blocks and applying the sampling matrix

A to each of these blocks separately.  Thus, for each block of  N time samples, we transmit  M

sampled values.  The physical implementation of this that we simulate uses M channels, each of

which effectively multiplies  a  different  row of  the sampling matrix  A with  the  input  signal,

integrates the result, and feeds this into a low-speed (in relative terms) ADC.  One channel of this
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physical implementation can be seen in Figure 1. Integration is performed over a time period of

T which is equivalent to the duration of N input samples in a block.  Even though M ADCs are

required in this implementation, the sampling rate of each is so low that the combined sampling

density of all M ADCs is significantly less than what Nyquist theory requires for a conventional

single ADC system operating directly on the time domain signal.   The formulation above is

similar to those proposed in [6] and [7]; in [6], however, the authors use slightly overlapping

blocks to suppress blocking artifacts while [7] uses low pass filters instead of integrators.  

Figure 1.  One channel of physical implementation of block processing method

The second sampling approach evaluated in this paper uses a sampling matrix,  As, which has

staggered, overlapping row vectors so that the signal is effectively continuously sampled.  This

concept of streaming compressive sensing is presented in [4] and [5].  As is generated this way to

facilitate  real-time  data  acquisition  while  decreasing  hardware  complexity  and  removing

blocking artifacts that can arise from the first method.  Each row of  As has a window size of W

whose elements are chosen from a random distribution and is offset from the previous window

with a shift of V elements.  This is seen in Figure 2.  M, the number of rows is set and the number

of columns is determined by N = M*V, which results in a 1:1/V the compression ratio [4][5].

Figure 2. Overview of overlapping windowed sampling matrix  As

In this research we consider ternary,  binary,  and floating-point Gaussian distributions for the

sensing matrices  A and  As.   For  As the rows of  the Gaussian distribution are made mutually

orthonormal using a Gram-Schmidt process to maximize the sampling efficiency.   The first row

of As is normalized Gaussian (i.e., its magnitude is 1) and contains only W consecutive non-zero

values.   The next row contains another  W Gaussian samples but  is  shifted to the right  by  V

positions  with  the  remaining  samples  being  zero  again.   Each  successive  row  is  made

orthonormal with the ones above it. This process is then repeated.  Furthermore, As  is made to be
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cyclic so that when its rows wrap around and start repeating the ending coefficients of rows am-j,

am-j+1, … , am are still orthonormal with rows a1, a2, … , aj where j = (W/V) – 1.   Being cyclic

greatly simplifies the hardware implementation.  One of the key benefits of this method is that it

reduces the number of multiplexer channels  that  are required in hardware because once one

window  has  been  completed  in  a  channel  the  coefficients  corresponding  to  the  next  non-

overlapping row of As  can be applied to the signal.  For binary sampling, the W elements of the

of each row are randomly selected from 1/ N  ,−1/ N  and for ternary sampling the W

elements in each row are randomly selected from  1/ N  ,−1/ N  ,0  .Figure 3 shows

the  hardware  implementation of  this  method.   The  signal  is  integrated  over  time period  Tp,

equivalent to W samples, with an offset time of Td between each integration channel, equivalent

to V samples.  Block processing produces a latency of T seconds for every N measurements while

the streaming method produces 1 measurement every Td  seconds where Td < T.  

Figure 3.  Hardware implementation of overlapping windowed CS

A similar scheme is used in [6] for spectrum sensing in cognitive radio networks, but in that

work  the  A matrix  is  not  staggered  which  requires  the  hardware  to  possess  as  many

integrator/ADC pairs as samples per block and would likely result in blocking artifacts for more

general applications.   Generating the sensing matrix beforehand allows its values to be stored in

on board memory of the transmitter (sampling) circuitry and does away with the need to generate

random values in hardware which decreases system complexity.

SIGNAL RECOVERY

In  CS  there  are  several  methods  of  signal  reconstruction  based  on  different  optimization

principles. In this study we rely on basis pursuit (BP) to recover our sparse signal of interest from

sampled data that was collected in blocked segments. Specifically, we use l1 minimization with

quadratic constraints due to the noise simulated in the data collection. The software package in

[9] is utilized here for this reconstruction.  Reconstruction of the continuous CS method is done

with the  streaming greedy algorithms described  in  [4]  and [5].   The  main metric  for  signal
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recovery in the paper is Signal to Error Ratio (SER) and is given below in (Eqn. 3) [4] [5].

SER = 20log10 ||x||/||x-x||2       (Eqn. 3)

RESULTS

First, we compare the performance of block CS versus the streaming method on signals that are

sparse in the time domain and frequency domain through the use of Monte Carlo simulations.

Sparse in the time domain means that the signal is zero valued (or effectively so) much if not

most of the time; sparse in the frequency domain, on the other hand, implies that the signal is

composed of a relatively small number of sinusoidal components, the exact mixture of which

may vary with time.  For time domain signals, we evaluate the two methods over the following

compression ratios: 50%, 75%, 83.33%, and 87.5% which correspond to shift values of V = 2, 4,

6,  8  when using the  streaming CS method.   We also  tested each  approach  over  a  range  of

sparsity rates,  specifically 0.005, 0.04, 0.08, and 0.12.  6000 measurements were taken from

these test signals and the results were averaged over 12 trials.  In each trial the signal and sensing

matrix were randomly generated with certain characteristics.  The window size for the streaming

CS method was set at  W = 80 here.  For the signals that were sparse in frequency content, the

compression rates tested were 50%, 80%, 90%, and 95% which was equivalent to shift values of

V =  2,  5,  10,  and 20.  The frequency-sparse signals were composed of 10 segments whose

lengths were selected randomly but whose total length was forced to be  V*3000.  Sparsity for

each segment was tested at 4, 15, 30, and 40 frequency components.  3000 measurements were

taken and the results were averaged over  12 trials.  For these tests,  the window size for the

streaming CS method was set to W = 40.  For both types of signals, the measurement samples

(i.e., the elements of vector  y) were quantized to 8 bits, 24 bits, and double precision floating

point  accuracies  so  that  the  transmission  performance  could  be  quantified.   Quantization  is

simulated  at  the  ADC  and   memory  storage  is  assumed  for  the  Gaussian  sensing  matrix

coefficients while for the ternary and binary distributions it is assumed that an analog switch

along with a voltage divider is used (to effectively scale the sampling vectors by  N  )  so

that no memory or digital-to-analog conversion is required.  Quantization of the measurements is

tested  to  determine  what  accuracy  is  required  to  achieve  the  optimal  results  since  higher

resolution  ADCs  typically  increases  cost.   When  comparing  the  cyclic-windowed  sensing

matrices to the blocking method, we test against 4 different block sizes.  For reconstruction of

signals that are sparse in the frequency domain, the cyclic-windowed sensing matrix As is taken

with Ms = W/V – 1 + 70 and Ns is set accordingly.  For signals sparse in the time domain, As is

taken with Ms = 3*W and Ns is again set accordingly.  The first block size tested, labeled  recSig1

in Figure 4, has M set equal to the number of analog multiplexing channels that would be needed

to  implement  the  cyclic-windowed sensing matrix  where  multiplexing channels  are  reusable

every W/V samples due to their overlapping nature.  For the second block size tested, recSig2, N

is set equal to Ns, which is the number of columns used in As.  For the third and forth block sizes,

labeled recSig3 and recSig4 in Figure 4, N = 2*Ns and N = 4*Ns respectively.  
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Figure  4  shows  a  summary of  the  results  from these  simulations.   Figures  4(a)(c)(e)  show

floating  point  results  of  frequency-sparse  signals  while  Figures  4(b)(d)(f)  are  for  8  bit  and

floating point results of time-sparse signals.  Figures 4(a)(b) were generated using the Gaussian

sensing matrix, Figures 4(c)(d) were generated using the binary sensing matrix, and Figures 4(e)

(f)  were  generated  using  a  ternary  sensing  matrix.   From  these  experiments  we  find  that

frequency-sparse signals suffer little from quantization and digitization.  In fact, there seems to

be no performance advantage of using 24 bits over 8 bits for both the blocking and streaming

methods.  The 8 and 24 bit results closely match the floating point results so they are omitted

from Figures 4(a)(c)(e) so that the floating point simulation results can be seen clearly.  For

instance the average difference between the the 8 bit and floating-point results for the Gaussian

sensing matrix for the blocking and streaming methods is 0.160 SER and the difference between

the 24 bit and floating-point results is 0.182 SER.  From Figures 4(a)(c)(e) it can be observed

that  cyclic-windowed  sensing  matrices  outperform  blocked  sensing  matrices  with  the  same

number of effective rows (which equate to the number of analog integrator channels in front-end

hardware) and they also outperform larger sized reconstruction blocks at low sparsities.  The

average  difference  between  the  streaming  method  and  the  largest  block  size,  recSig4,  for

floating-point accuracy is 4.642 SER for the signals with 4 frequency components per segment

(upper right hand corner plot in Figures 4(a)(c)(e)).  From these figures it can also be seen that

the Gaussian sensing matrices outperform the ternary and binary distributions.  Reconstruction of

time-sparse signals behave differently than reconstruction of frequency-sparse signals.  Figures

4(b)(d)(f)  show  that  block  processing  of  time-sparse  signals  seems  to  do  better  then  the

streaming method in all cases except at the lowest sparsity rate at a 50% compression ratio (V =

2) for all three sensing matrix  distributions.   We find that  the largest  three block processing

sensing matrices, recSig2, recSig3, and recSig4, perform almost identically and therefore recSig2

and recSig3 results are omitted in Figures 4(b)(d)(f).  The average difference between recSig2

and recSig4  over  the three sensing matrix  distributions  and  sparsities  is  0.546 SER and the

average  difference  between  recSig3 and  recSig4  is  0.315 SER.   Also,  for  block processing,

floating point and 24 bit quantization perform at about the same level with the average difference

for the three distributions and four sparsities being 0.281 SER.  At sparsity rates of 0.005 and

0.04 it  can  be seen  that  24 bit  quantization  outperforms 8 bit  quantization  significantly (an

average difference of 16.226 SER over the three distributions for 0.005 sparsity rate), while at

the higher sparsity rates cyclic-windowed CS and block processing all start to perform similarly.

(a) Freq. Sig. Gaussian Dist. (b) Time Sig. Gaussian Dist.
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(c) Freq. Sig. Binary Dist. (d) Time Sig. Binary Dist.

(e) Freq Sig. Ternary Dist.   (f) Time Sig. Ternary Dist.

Figure 4.  Results for varying degrees of measurement quantization

In  any digital  wireless transmission environment,  packet  loss  is  a  major  factor  that  must  be

examined since in some real-time telemetry applications there may be little or no time for packet

retransmission.  Some studies on packet loss in CS systems have been previously presented in

[10] and [11].  Here, we compare the effects of packet loss on signal reconstruction using the

blocking and streaming CS methods discussed earlier,  assuming that retransmission is not an

allowable option and that packet loss is completely random.  The bursty RF packet loss scenario
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is  left  to  further  investigation.   We  first  look  at  frequency-sparse  signals  composed  of  10

segments with 8 frequency components per segment and test over a range of packet loss rates.

The results of this can be seen in Figure 5(a).  Next, packet loss is tested on signals sparse in the

time domain with a sparsity rate of 0.04.  Figure 5(b) shows the results from these test.  For both

the  time and  frequency sparse  test  20 random signals  are  generated  with  a  length  that  will

produce 10000 time domain samples and their respective results are averaged.  In each case a

packet size of 50 measurement samples is used and each packet is randomly determined if it is

lost or not depending on the packet loss rate.  These experiments us a 40 dB SNR simulated at

the sensing side and implement a 50% compression ratio.  As noted in[11], it is seen here that for

both time and frequency sparse signals reconstruction performance decreases smoothly as the

packet loss rate increases.  For frequency sparse signals staggered sampling performs slightly

better than blocked sampling for most packet loss rates, an average of 0.601 SER improvement

over recSig4 over the range of 5% to 70% packet loss rate.  For time sparse signals blocking and

staggered sampling appear to  perform equally as the packet loss rate increases.  To compare with

the frequency results the average difference between the streamin results and recSig4 over the

range 5% to 70% is 0.179 SER.

(a) Freq. Sparse Sig.  (b) Time Sparse Sig

Figure 5. Signal reconstruction over range of packet loss percentages

CONCLUSION

From these experiments we see that staggered overlapping CS is a viable option for sampling

signals  sparse  in  the  frequency  domain.   While  extremely  large  blocks  might  outperform

streaming CS, these block sizes might be unrealistic to implement in hardware and the effects of

blocking artifacts have not been quantified here.  For signals sparse in the time domain, block

processing outperforms the streaming method and there is a noticeable gain in reconstruction

when using 24 bit resolution over 8 bit at lower sparsities.  Block processing may perform better

than streaming on time-sparse signals because the structure of the signal is time independent

while the frequency sparse signals have information content that can span several blocks.  The

use of CS assumes that the input signal being sampled is sparse in some domain.  The next
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logical  steps  are  to  determine  exactly  which  signals  present  in  telemetry systems  meet  this

requirement,  such as  pilot  biosignals,  strain gauges,  or  vibration sensors  and to quantify the

effectiveness in reducing hardware complexity while at the same time efficiently sending data.  If

too  much  data  becomes  present  in  a  signal  then  the  reconstruction  quality  degrades.

Furthermore, while artifacts from block processing were easily noticeable in early tests on audio

signals, comparisons with the streaming method have yet to be performed.  Testing on signals

that are sparse in other domains, such as the Hadamard basis, should also be done to see which

type of sampling method performs best.   
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Abstract:  

The higher bandwidth capacities available with the adoption of Ethernet technology for 

networked FTI data acquisition systems enable more data to be acquired by the Data 

Acquisition Unit (DAU) from high-speed data busses, with higher channel densities, faster 

sampling rates, and sample resolution. Ethernet offers increased flexibility, interoperability, 

and simplicity in terms of the FTI system topology. However, the adoption of Ethernet has 

numerous implications for the design and operation of the DAU in terms of supporting 

network protocols for synchronization, configuration, and the transmission of the acquired 

data. This paper explores these issues and discusses the merits of adopting Ethernet.  

 

Keywords: Network, Data Acquisition Unit, Analog, Avionics Bus, High-speed data bus 
 

1. INTRODUCTION 

Ethernet networks are being increasingly considered for distributed data acquisition systems 

driven by iNET’s vision for the future of data acquisition systems, the availability of high-

speed switches and recorders, the need for device interoperability, and openness. Networked 

FTI systems can avail of improved synchronization between DAUs thanks to the 

development of the IEEE 1588 Precision Time Protocol (PTP). To support this new 

technology, there are implications for the design of all components within the data acquisition 

system including the switches, grandmasters, recorders and DAUs. Networked FTI systems 

remove the throughput restrictions imposed on DAUs by traditional PCM systems while 

negating setup time and offering device control and status monitoring of devices using the 

Simple Network Management Protocol (SNMP). For example, a 100BaseTX Ethernet DAU 

pushes the backplane sample rates beyond 5Msps. This means extra requirements with 

respect to streamlining the data paths, optimizing the packing efficiency, and the allowance 

for aperiodic data transmission. Such techniques enable the DAU to interface to more video 

channels and faster busses, and also drive technology improvements in analog data 

acquisition. Particularly for analog data acquisition, the higher bandwidth capacity data links 

allow for increased channel density, faster sampling, wider bandwidth and greater resolution. 

Fast recording while transmitting a subset of samples often requires dual filters per channel.  

 
The remainder of this paper is structured as follows. Section two discusses the system level 

aspects of Ethernet networking technologies on the DAU design. The major change is the 

increased bandwidth capacity that is afforded by the adoption of Ethernet. From a practical 

application standpoint, this opens the system level design to greater flexibility, 

interoperability and simplicity. Section three focuses on the DAU design, namely the 

acquisition and transmission aspects with respect to synchronization, reliability, integrity, and 

efficiency. Three data sources are discussed: analog; asynchronous bus data; and high-speed 
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data busses. Section four discusses the enhanced operations and services that are possible in 

terms of discovery and configuration of the DAU.  

2. SYSTEM LEVEL DAU DESIGN 

Before delving into the implications of Ethernet on the design and operation of the DAU, the 

system-level effects of Ethernet on the architecture of the data acquisition system are 

considered. Since Ethernet provides a standardized communications infrastructure, it allows 

for greater flexibility, interoperability, topological design, and wiring simplicity as shown in 

Figure 1.  

 

  

Figure 1: System-level Implications of Ethernet Technology 

 

2.1. BANDWIDTH 

Replacing the N-wire interfaces with high-speed Ethernet enables the DAU to avail of high 

bandwidth links. At the physical layer, Ethernet offers typical link speeds ranging from 

100Mbps to 1Gbps or even 10Gbps. The Ethernet backbone can be scaled to support the data 

acquisition requirements – for example, a system comprising several DAU each outputting 

high-definition video, high-speed analog data, and bus data can easily push the bandwidth 

requirement of the system into the Gigabit domain. This greatly exceeds the bandwidth 

capabilities of the more traditional N-wire technologies – for example, state-of-the-art PCM-

based data acquisition systems supported approximately 20Mbps or 5Mbps using CAIS 

where highly complex architectures were required in order to support such data acquisition 

requirements. Moreover the setup, programming and configuration of the DAU system over 

bandwidth constrained N-wire technologies were restricted even further to 1Mbps link 

speeds. From a user perspective, such reconfiguration latencies are time consuming and 

costly.  

 

2.2. DESIGN AND FLEXIBILITY 

With the adoption of a standardized Ethernet physical layer infrastructure, there is greater 

flexibility afforded to the FTI engineers, systems integrators and analysis engineers in terms 

of architecting the data acquisition system. Traditional FTI systems were typically based 

around the master-slave hierarchy whereby one DAU was designated the master and the rest 
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were slaves daisy-chained to the master. The master was responsible for synchronizing the 

slaves and gathering data from them for transmission as PCM.  

 

The master-slave configuration and PCM data transmission is highly deterministic in that it 

was possible to know in advance exactly how long it would take for a sampled parameter to 

reach its destination. However, the trade-off for determinism is that it rendered the system 

inflexible. It was difficult to make configuration changes to a slave DAU without factoring 

potential conflicts with the master DAU. Often changing even a single setting sometimes 

required the entire data acquisition system to be reconfigured and restarted. A networked 

approach allows for DAUs to become independent devices that can be individually 

configured, effectively providing 100Mbps bandwidth to each DAU for data acquisition and 

programming. Each networked-DAU is essentially a Master in its own right, responsible for 

its own configuration, data acquisition, synchronization, packetization and data transmission 

[1].  

 

2.3. TIME SYNCHRONIZATION 

It should be noted that the release of the IEEE 1588 PTP standard was effectively the catalyst 

which facilitated the paradigm shift towards the adoption of Ethernet technologies to replace 

the traditional proprietary N-wire solutions. Before the development of PTP, the time 

synchronization accuracy of N-wire solutions was <1μsec or using standard networking 

protocols such as the Network Time Protocol (NTP) was <1msec, neither of which was 

sufficient to meet the timing requirements of the data acquisition system. By using the PTP 

protocol, all distributed DAUs in a networked FTI system, regardless of topology or the 

number of devices, may be synchronized to within 100ns [2] using version one of the 

protocol.  

 

 

2.4. INTEROPERABILITY 

The proprietary nature of N-wire implementations created a non-trivial challenge for the 

integration and deployment of multi-vendor systems. Contrast this with the capabilities of 

Ethernet technologies to support a much more feature-rich set of operations not just for data 

acquisition, synchronization, and programming but also discovery, ad-hoc querying, and 

configuration of devices. The use of open-standard Ethernet provides a common technology 

that allows for multi-vendor systems to be more easily and readily deployed. From a system 

design perspective, assured interoperability allows for greater choice and freedom when 

selecting devices for the FTI system. Since Ethernet is the most important and prevalent data 

communications technology, it is future proof. Standardized protocols and technologies based 

on Ethernet are in a continuous state of development and are generally designed with 

backward-compatibility in mind. Networked device autonomy results in a lower cost of 

ownership (e.g. common spares and commonality across aircraft types) and lower 

maintenance costs.  

 

2.5. SIMPLICITY AND WIRING 
From a practical standpoint, Ethernet simplifies the wiring challenges. Inter-connecting N-

wire Master-Slave systems needed to provide scope for DAU reprogramming, inter-DAU 

synchronization, and inter-DAU transmission of data. PCM based systems typically use four 

shielded twisted pair (STP) connections between DAUs, along with a ground connection, 

although the use of BiΦ-L PCM code can reduce this requirement to three STPs plus ground. 

For example, consider an N-wire system using RS-422/485, which is the predominant 

physical media for serial data transmission to inter-connect several DAU using STP wiring. 
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RS-422 has a capacity of 1Mbps of error-free data transmission over a distance of 100m and 

comprises Data±, DClk± and Programming± connections, where long cables suffer from EMI 

and impedance issues such as additive noise and reduced accuracy. Additionally, it may also 

be necessary to connect a synchronization signal between DAUs to maintain synchronous 

operation. Realizing a distributed master-slave system has significant wiring cost in terms 

routing complexity, weight, airframe intrusion, and maintenance. However, Ethernet 

overcomes these issues, since a single Ethernet cable (Cat5e or better) provides a full-duplex 

100Mbps reliable (transformer coupled to prevent transience) inter-connection to the FTI 

network infrastructure enabling the core FTI operations, that is, the transmission of the 

acquired data, DAU programming, and synchronization. Furthermore, in a networked based 

FTI system it is possible to avail of broadcast and multicast transmission strategies whereby 

one or more sink devices can subscribe to receive a copy of the acquired data, something that 

is not possible in an N-wire system where there is a strict one-to-one wiring constraint. For 

these reasons, Ethernet requires less wiring resulting in less cable weight, and potential 

installation errors are reduced with Ethernet since it has built-in intelligence to perform auto-

sensing and auto-negotiation operations.  

 

3. NETWORKED DATA ACQUISITION AND TRANSMISSION 

The DAU interfaces to, and acquires data from a wide variety of inputs including analog, 

digital, audio, video, GPS, Fiber channel, Firewire and avionics busses (MIL-STD-1553, 

ARINC-429 etc.). In practice, the DAU must provide a bridging mechanism between the data 

acquisition interfaces and the Ethernet environment. In Ethernet systems, the acquired data is 

transmitted as discrete packets whereas in PCM based systems the data is serially streamed. 

In PCM systems, complex and sophisticated algorithms are required to adhere to sub and 

super-commutation rules for the placement of parameters in the PCM frame, shown in Figure 

2(a), whilst also ensuring that there sufficient time for the parameter to propagate from slave 

to master. However, once the parameter has been placed in the PCM frame, it is transmitted 

soon thereafter. In contrast, in an Ethernet DAU each data source may have its own unique 

stream of Ethernet packets as shown in Figure 2(b). The decoupling of the acquisition from 

transmission, effectively isolating the transmission of the acquired data from the various data 

sources, simplifies the definition and design of the packetization policy and the transmission 

of the packet.  
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The trade-off for simplicity is that the packet is only transmitted once all the samples have 

been acquired and placed in the packet. There are many mechanisms by which the Ethernet 

stream can be optimized to minimize this packetization delay. Although Ethernet suffers from 

a packetization delay, PCM based systems suffer from a decommutation latency since a full 

major frame may need to be captured before it can be decommuted. Ethernet frames are 

generally smaller (maximum 1500Bytes) than PCM major frames and therefore have a lower 

latency to receive the entire Ethernet frame before it can be decommuted. 

 

The deterministic nature of serially streamed PCM naturally suits it to synchronous data 

acquisition and transmission. However, many avionics busses are asynchronous, such as 

MIL-STD-1553 or ARINC-429. The transmission of asynchronous data over PCM is 

generally wasteful since the asynchronous data is allocated resource (placement) in the PCM 

frame regardless of whether the data is fresh or stale to allow for peak data rates on the bus. 

However, owing to the decoupling of acquisition from transmission and the discretized 

transmission of data, Ethernet-based DAU more efficiently manage bandwidth for 

asynchronous data sources. Networked DAU can aperiodically transmit Ethernet packets of 

asynchronous data so that a packet is only transmitted when there is “fresh” data.   
 
In a networked-based DAU, for each packet that is transmitted, there is a Frame Check 

Sequence (FCS) in the MAC trailer field and an IP header checksum to ensure the integrity of 

the data contained within the packet. The FCS is checked and validated for each hop in the 

network topology. If the packet is determined to be corrupt, the packet may be discarded to 

prevent the propagation of the erroneous packet to the destination. However, since the 

maximum Ethernet frame is 1518Bytes, in the event of data corruption the potential data loss 

is constrained to a maximum of approximately 720 data words. Equally in PCM, CRC words 

can be periodically inserted into the minor frames but the potential data loss is directly related 

to the distance between CRC words in the PCM frame. 

 

In a networked FTI system the PTP time synchronization protocol is typically used. This 

protocol allows for the distributed time synchronization for all DAU and all other devices in 

 
Figure 2(a): Complex Parameter Placement in PCM 

 
Figure 2(b): Packetized Parameter Streams 
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the network to within 100nsec of the grandmaster facilitating synchronous sampling and data 

time correlation. Network based timestamps, such as the IEEE 1588 Timestamp, are 64bits 

long in order to capture the nanosecond resolution. These timestamps are placed in every 

packet that is transmitted by the DAU and is the timestamp associated with the earliest 

sample/message contained in the packet. Using non-networked time synchronization 

technologies, the time synchronization accuracy is to within 1μsec of the time source.  
 
In the following sections the effects of networks on the data acquisition to the following key 

interfaces will be briefly examined:  

 Analog data acquisition 

 Avionics bus monitors 

 High-speed data busses including video 

 
3.1. ANALOG DATA ACQUISITION 

Analog data acquisition interfaces represent the most common type of interface that needs to 

be supported in the FTI system allowing for measurements such as voltage, current, 

temperature, strain, vibration, position, pressure, and three-phase power. As previously 

described, Ethernet provides more bandwidth for analog data acquisition. This translates to 

allowing higher channel densities and higher sampling rates. The increased bandwidth of 

Ethernet not only allows for higher sampling rates but samples can be represented with higher 

resolution. In the past due to bandwidth constrained PCM links, 12bit A/D were common but 

with the increased capacity of Ethernet 24bit and 32bit samples are possible. The IEEE 1588 

PTP is vital for networked DAUs to support the higher sampling rates where it is essential to 

have precise distributed synchronization to allow for time correlation of fast sampled 

channels across distributed DAUs. 

 

3.2. BUS MONITORS 

The next most common interface from which data is typically acquired is from the avionics 

busses, the most common of which are MIL-STD-1553 and ARINC-429. The traffic carried 

on these busses is asynchronous where traffic on the bus may go through idle periods of 

prolonged inactivity to burst periods where traffic is carried at the peak rate. There is a 

distinct mismatch acquiring asynchronous data and serially transmitting it over a 

deterministic PCM link. The PCM frame must be designed for the worst-case scenario 

whereby there are sufficient resources or words in the PCM frame allocated to accommodate 

these peak traffic periods on the avionics bus in order to ensure that no data is lost. However 

this approach is wasteful and can result in frequent “stale” data being carried in the PCM 

frame. Furthermore, since the messages occur asynchronously on the bus, it is often 

necessary to timetag each message acquired. Even by using elapsed timetags this can 

consume precious bandwidth resource in the PCM frame. Ethernet is particularly suited to 

asynchronous data sources. Since there is greater flexibility in the design of the Ethernet 

packets, packet streams can be defined specifically for the asynchronous avionics busses 

where aperiodic packet transmission can be used to effectively reflect the asynchronous bus 

traffic activity. This makes better use of the Ethernet bandwidth as a packet is only 

transmitted when “fresh” data has been acquired on the asynchronous bus. Nevertheless, 

Chapter 4 type parsing is still possible in an Ethernet data acquisition system where required.  
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3.3. HIGH-SPEED DATA SOURCES 

As more and more bandwidth becomes available through the adoption of Ethernet, there is 

increasing demand for high-speed data bus interfaces. For example, these include 
 

 High-definition video systems where the compressed video stream can require anything 

from 1Mbps to hundreds of Mbps depending on the required resolution and frame rate  

 AFDX with a physical line rate of 100Mbps 

 Firewire (IEEE 1394c-2006) with a physical line rate of 800Mbps over the same Ethernet 

connectors or future enhancements such as the IEEE 1394d standard using single mode 

fiber pushing the line speed up to 6.4Gbps 

 Fiber Channel with physical line rates of 1Gbps to 8Gbps  

 

In order to monitor and acquire data from these data busses using traditional N-wire 

technologies, the DAU needs to heavily parse the data bus. However, even if the DAU has 

adequate processing and parsing resources, the output PCM stream does not have the 

capabilities or the bandwidth capacity to efficiently support the acquisition and transmission 

of data from these busses. However with Gigabit Ethernet, there is adequate bandwidth 

capacity to monitor these data busses, which means that there is greater choice for the FTI 

engineer to install, deploy, monitor and make better use of these high-speed avionics 

technologies.  

 

4. NETWORK OPERATIONS AND SERVICES 

Networked DAUs are capable of supporting value added operations and services that were 

not readily or easily achieved using N-wire technologies. A notable, powerful, and useful 

standardized protocol is the Simple Network Management Protocol (SNMP) that allows for 

the ad-hoc query/discovery (GET), and re-configuration (SET) of key settings/variables and 

values on the DAU. In addition, the DAU can be configured to set a trap for key events 

(TRAP) – for example, send an SNMP event message when the temperature of the DAU 

exceeds some set threshold [3]. In this way TRAPS are suited to the unsolicited asynchronous 

notification of events and exceedances. In a networked FTI system, the DAU can perform 

self-configuration by fetching its configuration file from a file server in the network, 

compiling the configuration file, and program itself. As a caveat to the support of these 

“value-added” services is that there is increased intelligence required in the DAU often 

requiring an operating system. It is important to recall that in spite of the new operations and 

functions possible, the primary function of the DAU is data acquisition. The DAU must be 

capable of being synchronized using the IEEE 1588 PTP [4, 5] and begin the reliable 

transmission of the data and without interruption in real-time within a very short boot-up 

cycle (<10s). Brown outs or power failures should have a minimal effect on data acquisition 

and transmission.  

 

5. CONCLUSIONS 

Networked FTI solutions are becoming more and more prevalent and Ethernet technology 

offers many benefits to the FTI community including open standards-based technologies, 

greater vendor inter-operability, system design flexibility and simplicity. Naturally there is a 

challenging transition from deterministic N-wire proprietary solutions towards a non-

deterministic packet-switched system. The adoption of Ethernet requires a fundamental 

change in how data acquisition systems are designed. This has had significant implications 

for the operation and design of networked DAUs with respect to the demands on the device to 
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support higher bitrates and more complex interfaces to high-speed data busses. Moreover, the 

DAU has the capability of supporting standardized networking technologies for sophisticated 

and enhanced value added services such as self-configuration, on-device compilation, 

responding to ad-hoc queries, and dynamic trivial reconfiguration changes to name just a few.  
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ABSTRACT 

 

The measurement result is complete only if it contains the measurand and its units, uncertainty and 

coverage factor. The uncertainty estimation for the parameters acquired by the FTI is a known 

process. To execute this task the Institute of Research and Flight Test (IPEV) developed the 

SALEV
©
 system which is fully compliant with the applicable standards. But the measurement set 

also includes Derived Parameters. The uncertainty evaluation of these parameters can be solved by 

cumbersome partial derivates. The search for a simpler solution leads us to a Monte-Carlo based 

algorithm. The result of using this approach are presented and discussed. 
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INTRODUCTION 

 

The Flight Test Campaign (FTC) is an activity of aeronautical engineering which aims to determine 

the actual characteristics of an aircraft and/or a system (e.g. Inertial Reference Unit - IRU) to be used 

for product development, certification or qualification. Flight test and flight safety are closely 

coupled (Figure 1). At one side the primary concern is the test flight safety (i.e. to bring back the test 

bed) during the FTC. For the other side there is the aircraft operational safety that relies into the 

accuracy of gathered information and therefore its uncertainty. Therefore a FTC should be executed 

with very high scientific rigor. This includes the incorporation of measurement science into Flight 

Test Instrumentation (FTI) and data analysis [1, 2 and 3], that includes the: 

• Development of measurement sciences practices; 

• Development of measurement uncertainty tools;  

• Indoctrination awareness of measurement science; and 

• Implementation of measurement sciences policies. 

 

The statement of the result of a measurement is complete only if it contains both the value attributed 

to the measurand and its associated uncertainty [4]. The uncertainty of measurement is a parameter, 
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associated with the result of a measurement that characterizes the dispersion of the values that could 

reasonably be attributed to the measurand [5]. 

 

For flight test, the lack of information about a parameter uncertainty in a final test report is a 

common practice. Most of flight test engineers do not understands the physical meaning of the 

uncertainty information that provides the relationship between the gathered measurement and its true 

value which is always unknown. As example, for a given FTC if the reported value for the aircraft 

basic pressure (pb) is 925.5mb ±0.508mb @1σ, this means that there is a 68.26% probability for the 

pb true value to be between 925.5mb ±0.508mb range. Also the most probable value for pb is 925.5 

mb (Figure 2). 

 

 
Figure 1. Flight Test and Flight Safety Links Figure 2. Uncertainty Definition 

The certification and qualification processes are related with the compliance degree of the test bed 

with the applicable regulations (i.e. Part 25 of the Title 14 Federal Administration Regulation - FAR 

25) [6]. The measurement uncertainty provides the exact compliance degree for a specific 

requirement. 

 

As example let’s consider the requirement for a single engine failure during takeoff, as specified into 

FAR-25 §25.121 [6]. In this case the certification FTC should demonstrate that the aircraft climb rate 

(γγγγs) is better than 0% for the 1
st
 segment. If the test report states that γγγγs = 0.1%, the certification 

authority could eventually consider satisfactory such performance.  

 

By the other hand, if the test report includes the full measurement description (i.e. γγγγs = 0.1% 

±0.28%@1σ), the real interpretation for the test results is: “The probability for γγγγs to be acceptable 

(i.e. 0)( ≥≥≥≥
s

P γγγγ ) is only 63.95%” (Figure 3). Therefore this result could be eventually considered 

unsatisfactory. 

 

To fill this gap at the Flight Test Research Institute (IPEV) it was developed the Automation System 

for the Flight Test Laboratory (SALEV
©
) [7] that automatically computes the uncertainty of a direct 

FTI measurement. The SALEV
©
 architecture entirely complies with International Organization for 

Standardization (ISO) 17025 standard [8] that defines the requirements of testing and calibration 

laboratories. One key SALEV
©

 feature is its capability to compute the uncertainty using the FTI full 

measurement chain (Figure 4). This feature provides more reliable accuracy information because it 

takes into account all elements involved with the measurement process. 
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Figure 3. Requirement Compliance Figure 4. SALEV Architecture 
 

UNCERTAINTY DETERMINATION 

 

For a direct measurement (e.g. Pitot static pressure - pb) the associated uncertainty could be 

computed through Type A and B evaluation methods [5]. The A type evaluation is executed by 

statistical analysis of one series of independent observations of the input quantity, under the same 

condition of measurement. For each calibration point, will be determined the experimental standard 

deviation (
m

δδδδ ) that is computed by: 

∑∑∑∑ −−−−

−−−−

++++====

====

n

i
im

mm
n 1

2
)(

1

1
δδδδ  Eq. 01 

Were: 

• n  is the number of samples 

• mi is the i
th

 value of quantity m; and 

• m  is the mean value of m. 

The associated uncertainty (
m

u ) is computed by: 

n

u
m

m

δδδδ

====  Eq. 02 

The B type evaluation uncertainty is computed through a procedure different than the Type A 

evaluation. This process is based on scientific judgment of all available information about the 

variability of the mesurand gathered from: 

• Previous measurement; 

• Knowledge about the measurement chain behaviour and properties; 

• Manufacture’s specifications; 

• Calibration or certificate data; and 

• Literature data. 

 

Unfortunately besides most of FTI parameters that are resulting from a direct measurement (e.g. pb), 

the evaluation of a given FTC also requires the acquisition of several Derived Parameters (DP - e.g. 

Mach Number - M) which are linear or non-linear combinations of direct measurements and 

conversion coefficients. 

 

In this case the uncertainty estimation for these DP’s could result in a very complex mathematical 

problem that could be solved using stochastic process [9] or partial derivates [10], using: 
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Considering that all FTI parameters are properly calibrated its residuals are white noise (i.e. zero 

mean, gaussian distribution and uncorrelated). But for some special cases the FTI direct parameters 

residuals are biased. Therefore the bias (BD) estimation of a DP is given by: 
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 Eq. 05 

Where Bi is the bias of each element of the DP. 

 

Let’s consider the example of a DP measurement (MD) computed from FTI measurements MA and 

MB that respectively has the uncertainties uA and uB previously computed by SALEV
©
. Considering 

that: 
22

BAD
MMM ++++++++====  Eq. 06 

And using eqs. 03 and 04 into eq. 06, the resulting uncertainty will be defined by: 
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Therefore the estimation of uD (Eq. 07) requires the values of uA and uB that can be easily be 

computed off line by SALEV© and the actual values of MA and MB. This process requires at least 

doubled data processing power and it computes two output variables for each derived measurement 

(i.e. MD and uD). 

 

Obs: If the input variables residuals are not zero mean, the resulting bias should also be computed 

using Eq. 05. In this case the data processing capability will be tripled and it will be generated tree 

output variables for each observation. 

 

At this point the uncertainty determination has become a complex process. Initially it is required to 

compute the partial derivates of the conversion function, then for each observation it should be 

computed the DP, its associated uncertainty and in special cases its bias.  

 

So the challenge is to develop and validate a novel calibration process that could be used along with 

SALEV© to automate the determination of the DP uncertainty and bias. 

 

As case study for this development it will be computed the uncertainty for the EMBRAER XAT-26 

jet trainer basic Mach number (Mb) Parameter used by the Brazilian Flight Test School (CEV). 

 

BASIC MACH NUMBER UNERTAINTY DETERMINATION 

 

The basic Mach number is a derived parameter computed at the aircraft ADS as: 
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Were: 

• qb is the measured pitot basic impact pressure (mb);and 

• pb is the measured pitot basic static pressure (mb). 

 

To simplify the work it will be used a Monte-Carlo based simulation algorithm that uses the 

SALEV© results, to propagate the uncertainty for the overhaul process. The selected simulation point 

should embed the XAT-26 flight envelope [11]. The validation of such process will be performed by 

comparison with the partial derivates method. 

 

Using the SALEV
©
 tool it was possible to calibrate and compute the qb and pb uncertainties (

bq
u  and 

bp
u ) that are respectively 0.508mb@1σ (Figure 5) and 0.597mb@1σ (Figure 6). 

  
Figure 5. pb Calibration & Uncertainty Results Figure 6. qb Calibration & Uncertainty Results 

 

Then the Monte-Carlo simulation application should execute the following sequence: 

1. Initially it is selected the true reference pair values for pb and qb measurements. 

2. The corresponding reference Mb value for each pb and qb measurements is computed and 

stored. 

3. Then pb and qb reference values are corrupted by noise with the same statistics of the 

corresponding uncertainties (i.e. 
bq

u  and 
bp

u ). 

4. Now Mb uncertainty (
bM

u ) can be computed using Type A process. 

5. In parallel 
bM

u  is computed using the partial derivates method. 

6. Finally both results are compared for validation. 

 

The determination of 
bM

u  requires the knowledge of the partial derivates of the Mach number 

function, applying eq. 08 into eq. 04 the results are: 
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Eq. 10 

Using eq.s 09 and 10 into eq. 03 the resulting uncertainty is: 
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Also using eq.s 09 and 10 into eq. 05 the resulting bias is: 
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Eq. 12 

 

ALGORITHM EVALUATION 

 

The Monte-Carlo based algorithm setup used 270 Test Points (TP) uniformly distributed into the 

flight envelope (Figure 7). For statistical consistence each TP was formed by 100 qb and pb pair 

samples corrupted by synthetic noise with the same statistics as the FTI measurement. 

  
Figure 7. XAT-27 Flight Envelope and Test Points Figure 8. Mb Residual Errors 
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Running the simulation algorithm it is possible to perceive that the uncertainty computed by this new 

algorithm is close enough with the uncertainties computed by the partial derivates and its fitted 

envelope (Figure 8). Applying eqs. 01 and 02 into Mb residuals (Figure 8), 
bM

u  = 3.32x10
-3

 the 

resulting bias was considered negligible (i.e. 
bM

B  = -1x10
-6

). 

 

The execution of a deeper analysis with the Mb residuals errors show that 86.83% of the residual 

errors computed by the proposed algorithm are inside the partial derivates limits (Figure 9). In 

addition the difference mean between both processes is positive (i.e. 3.47x10-4), so the computed 

uncertainty bounds is conservative and therefore the proposed method can be validated. 

 

 
 

Figure 9. Mb Uncertainty Difference Figure 10. Mb Residuals PSD 

Further analysis shows that the residuals are very close to white noise because: 

• The mean values is equal to zero (i.e. 
bM

B  = -1x10
-6

); 

• Its Normalized Power Spectrum Density (PSD) function (Figure 10) is almost flat over the 

entire spectrum range (i.e. PSD = -49.10 db ±2db @1σ); and 

• Its normalized autocorrelation function shows uncorrelated residuals (Figure 11). 

 

  
Figure 11. Mb Normalized Autocorrelation Function Figure 12. Mb Residuals PDF 

 

The only discrepancy for white noise characterization is regarding Mb Probability Distribution 

Function (PDF) which does not fits the corresponding reference Gaussian curve (Figure 12). Also the 

execution of statistical Lilliefors test [12] shows that Mb PDF cannot be considered Gaussian. 
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CONCLUSIONS AND FUTURE WORK 

 

A new tool that computes the Mb uncertainty, that could be used along with SALEV for process 

automation was developed, tested and validated. The major achievements are the minimization of: 

• Real-time mathematical computation workload at the telemetry processor; and  

• Storage space required for DP data achieving. 

 

This method embeds the same methodology used for Type A calibration, with the exception that now 

the calibration reference should simulate multiple physical quantities (e.g. pb and qb) and not just 

one. 

 

Now the next challenge is to validate this process for other DP’s and to insert, evaluate and validate 

this process into SALEV© operational functions. 

 

Future works should include: 

• The expansion of this process to compute Mach (M) uncertainty which is a function of Mb 

and the resulting ADC Calibration model [13]; 

• The expansion of this process for the evaluation of the uncertainty of the aircraft true airspeed 

(Vt) that also requires the measurement of the impact temperature (ti) and the temperature 

probe recovery factor (K) [14]; and 

• The validation of all these models using modified SALEV
©
 functions in a fully automated 

process. 
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“Computer, what are the current power conversion levels?” 

Lt. Commander Geordi La Forge:  "Star Trek: The Next Generation: Force of Nature (#7.9)" 

(1993) 

 

ABSTRACT 

 

For those of us that are Trekies as well as techies, having Geordi’s computer that can answer 

detailed system status questions in real time is something of a holy grail.  Indeed, who doesn’t 

like the idea of being able to ask a question and almost instantaneously get an answer?  

Fortunately, this basic functionality of being able to query an instrumentation system and have it 

return any level of detail about the system is within reach.  Borrowing from another science 

fiction show, we might say: “We have the technology …” The ability to network complex 

systems together – even to the point of having devices autonomously link into the system – is 

common place. Devices that can report their status, test themselves for failures, and self calibrate 

are also common.  Certainly software interfaces into complex systems, including the graphics for 

hierarchical 3-D displays, can be created.  Unfortunately, we do not currently have all of the 

different technologies needed for a fully automated instrumentation support system integrated 

into our particular domain.  This paper looks at why we don’t have this now and where we are in 

terms of getting there.  This includes discussions of networking, metadata, smart instrumentation, 

standardization, the role manufacturers need to play, and a little historical perspective. 
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INTRODUCTION 

 

Consider the complexity of modern instrumentation or data acquisition systems.  A fairly 

average test vehicle (e.g., aircraft, tank, weapons system) is likely to have 10s of thousands of 

parameters of data.  Even an individual dismounted soldier might have hundreds of parameters.  

There are also known cases with more than 100,000 sensors on a single vehicle, not counting 

other information associated with the vehicle or test.  And don’t forget the cables and networked 

hierarchy of devices needed to hook all those sensors together and delivery the associated 

information to a person. It is not unreasonable to picture these instrumentation systems as 

equivalent to the nervous system of the human body – and I don’t mean this just figuratively.  If 

we look to the (not too distant) future and consider nano scale devices distributed like dust using 

harvested energy and transmitting data wirelessly through self-organizing networks, we need to 

start thinking about instrumentation systems that are actually at the scale of complexity of the 

human nervous system.  If you watch or read enough science fiction and consider the level of 

information spaceships such as the Starship Enterprise can return upon command, you’ll realize 

that this is the type of completely instrumented vehicle futurists envision. 

 

An instrumentation system of such complexity requires an extensive instrumentation support 

system (ISS) to configure, monitor, and maintain.  By “configure” we mean to be able to modify 

any setting on any device that can be changed. By “monitor” we mean essentially what is 

implied by the quote at the beginning of the paper: request status or data regarding any part of 

the system.  By “maintain” we mean retrieve any level of detail – down to schematics and design 

drawings – about any part of the system in order to troubleshoot, repair, and determine the need 

for periodic maintenance.  “Maintain” also includes commanding any form of self-test or self-

healing to be implemented as well.  Unfortunately, even in Commander Geordi La Forge still has 

to pull a panel off and fix something manually once in a while, although ideas for fully self 

repairing systems (self-replicating nanobots anyone?) are being thought about. Ideally, such an 

ISS would be as automated as possible and be as consistent as possible across multiple 

instrumentation systems.  An ISS with a simple user interface that allows complete access to a 

highly complex instrumentation system, to any level of detail, is the Futurist Vision of 

Instrumentation.  

 

 

HARDWARE 

 

Over the decades, there has been any number of attempts to provide a universal backbone to 

allow devices by different vendors to communicate over a common cable.  For example, the 

Common Airborne Instrumentation System (CAIS) and even MIL-STD 1553 fall into this 

general category along with dozens of other buses.  But with the advent of the integrated 
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Network Enhanced Telemetry (iNET) [1] project adopting Ethernet for its onboard backbone and 

effectively TCP/IP over the entire air-to-ground data collection process, we now have as close to 

a universal bus and communications protocol as we’re ever likely to see.  Although this doesn’t 

mean there won’t be a hierarchy of other buses or multi-cable devices attached to the Ethernet 

backbone; it’s not very likely we’re going to attach strain gauges directly to Ethernet.  But the 

iNET vision goes a long way to enable the architecture of a single user interface into a multi-

vendor instrumentation system as illustrated in Figure 1. 

 

 
Figure 1 - General Instrumentation Architecture – Multi-Vendor Single Interface 

 

In order to support the Futurist Vision, all hardware devices need some level of intelligence – all 

the way down to the sensors.  One aspect of moving to Ethernet is that communicating over 

Ethernet requires a certain amount of computational power and memory.  With maybe just a little 

more power and memory, these devices can provide some of the higher level functionality that is 

part of the vision.  At the lowest level, smart transducers are coming on the market.  The first 

level of intelligence at this level is having enough memory and the ability to communicate to 

provide self-identification.  As one example of this, the adoption of the IEEE 1451.4 Mixed 

Mode Smart Transducer standard [2] is growing and allows systems to access embedded 

Transducer Electronic Data Sheets (TEDS) directly off the transducer. 
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From a hardware point of view, the biggest hurdle is that of cost and size.  Moore’s Law is still 

going, although between 3-D chips, memristors, and other advances, you have to tweak the 

definition some.  But even if the number of transistors on a chip doesn’t keep doubling every 18 

months, we can expect cost to keep going down and, realistically, chip sizes are already small 

enough for most of these applications.  There are even some pretty small IEEE 1451.4 compliant 

sensors.  So the big question is whether (or when) manufacturers are going to put the 

computational power and functional capabilities on the devices. 

 

An extreme in instrumentation is full structural health monitoring to the point of being able to 

automatically tell what portion of a structure has been damaged.  This would require embedding, 

at manufacture, thousands of micro or nano scale energy harvesting wireless sensors into the 

structures themselves.  The concepts and some prototypes of this exist.  Temperature sensitive 

smart paint is being used; people are even talking about house paint that can be programmed to 

change colors.  Experiments have been performed with fiber optic sensors embedded in carbon 

composite materials. The 35W “Smart Bridge” in Minnesota Error! Reference source not 

found. is a full scale experiment of this level of monitoring. Energy harvesting is advancing 

rapidly to the point where there are some wireless sensors being sold for some applications that 

do not require a power supply.  Ad hoc wireless networks are common place.  The technology 

and manufacturing techniques aren’t fully developed yet, but more than one person has the 

vision.  It’s really just a question of time and cost benefit before it happens. 

 

 

SOFTWARE 

 

At a basic level what we need is a very robust graphical user interface that allows a point and 

click approach to configure, control, and diagnose the instrumented system.  (A more advanced 

interface would include complete voice recognition.  However, even with recent advances in this 

technology, there are questions about how efficient voice control is.  Tablets are very popular 

because of the ease of touch screen manipulation.)  As illustrated in Figure 2, the envisioned 

graphical interface isn’t significantly different from what we’re using today. Instrumentation 

support software commonly has a view into the system with adjacent windows displaying 

technical details.  Probably the biggest difference would be having a three dimensional picture of 

the entire system under test as a top level starting point.  Then you could rotate, zoom in or out, 

and do all the point and click type of things people are used to while using the drawing as a 

reference point for where the devices are located. 
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Figure 2 - Prototype Interface 

 

In terms of the graphics themselves, this is 

pretty standard fair now a day.  However, 

what needs to be under the hood to allow 

full drill down to any level needs some 

work.  And by “full drill down” we mean 

not only being able to pull up all collected 

data, but being able to pull up specifications, 

schematics, CAD drawings, modification 

history and pictures of individual devices – 

literally anything there is to know about any 

device on the system. 

 

One of the best solutions to configuration 

management of all this data is to store the data directly on the device itself – you mainly need 

enough memory as discussed above.  This follows an instrumentation aphorism: the test vehicle 

is the truth.  However, in a properly networked environment, it is possible to store such 

information “virtually”, that is, any convenient place on the net. 

 

Now, retrieving the data requires quite a bit of network software.  Much of the basic 

communications infrastructure comes with Ethernet and network management software such as 

the Simple Network Management Protocol (SNMP) [4] which has been adopted by iNET.  But if 

you want some higher level functionality, you really need something with more power such as 

Web Services [5] and standardized Application Programming Interfaces (API).  As the name 

implies, Web Services establish a mechanism to provide services across the web (or network).  

For example, if I want to retrieve configuration information from a device, this could be done by 

executing a Web Service request.  Or, more generally, anything a device can do can be invoked 

through a Web Service command.  A very positive trait of Web Services is that a standard 

implementation passes data in XML [6] – which is certainly the predominant metadata structure 

in use today.  Unfortunately, since services tend to be very device specific, and the type of 

services we use aren’t exactly used by the person on the street, it is necessary to have standard 

descriptions of the services.  This is where an API comes in.  An API essentially specifies what 

the commands (the software function calls) are for all the services that can be provided.  This 

includes specifying the structure of the data passed back and forth between the service providers. 

 

This gets to the real heart of what is needed for the vision.  As a software engineer (among other 

things) I find it quite amusing to say, “Developing the software isn’t the problem.  Getting the 

data is.”  This brings us to metadata. 
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METADATA 

 

The standard definition of “metadata” is “data about data”.  But from a practical point of view 

we might define “metadata” as an XML schema that defines the structure used to wrap the data 

up so it can be transmitted between software programs.  The eXtensible Markup Language is 

becoming almost as ubiquitous a part of the web as Ethernet.  Almost anything sent to a browser 

is done so using XML (even HTML is really a subset of XML.)  The reason is captured in the 

word “extensible”.  Anyone that has a special set of data – in the broad sense of the work to 

include documents and pictures as well as individual datum –  they need to move around can 

develop their own XML schema and use a wide variety of (often free) software to manipulate it.   

 

This is why there is active work on XML schema development in the Test & Evaluation (T&E) 

community as well as in industry worldwide.  T&E examples include: the Range Commander’s 

Council (RCC) Telemetry Group (TG) porting the IRIG 106 Telemetry Attribute Standard 

(TMATS) [7] to XML, the TG working on adding the Instrumentation Hardware Abstraction 

Language (IHAL) [8] to IRIG 106, and the iNET project developing the Metadata Language 

(MDL).  Industry examples of potential value to T&E include: UnitsML [9] (defining standard 

units of measure), MathML [10], XML descriptions of IEEE 1451 TEDS, and many more. 

 

With even this short list, it starts to become obvious that there are myriad XML schemas of value 

to the T&E community.  A very important point is that no single schema is going to cover all 

data and metadata of interest. Now XML is, by design, flexible and there are different 

approaches to designing XML schemas.  Some design approaches are much more amenable to 

including multiple schemas into a working whole than others.  It is critical that schemas be 

designed to allow mixing and matching as needed. 

 

One of the most useful concepts to come out of the IEEE 1451 standards work is that of the 

Transducer Electronic Data Sheet (TEDS) – a standard structure to describe standard attributes 

of transducers that can be understood by a computer.  The Futurist vision needs an equivalent for 

every device, a Hardware Electronic Data Sheet (HEDS).  This would greatly aid in complete 

plug and play and full automation of instrumentation systems.  HEDS exist in some forms for 

some devices today.  For example, the SNMP Management Information Base (MIB) is a limited 

version of the envisioned HEDS and the Universal Plug and Play (UPnP) [11] architecture uses 

something similar.  But a complete HEDS would provide all information about a device: all 

functionality, both as currently configured and as possibly configured; all specifications, 

programmable, electrical and physical down to schematics and CAD drawings. 
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Once there are the metadata structures – the XML schemas – needed to encapsulate data, 

particular instances of XML documents need to be generated and populated.  There are two 

levels to populating these: the manufacturer level and the user level.  Manufacturers need to 

provide the basic HEDS structure and populate it with all the “as built” information.  

Manufacturers should provide a library of such HEDS.  That is, instead of (or in addition to) 

providing unstructured specification sheets, provide structured XML documents containing the 

same information.  But there also has to be additional structure for users to add the “as used” 

information.  This not only includes current settings, but historical information of how the device 

was used, calibrated, maintained, modified, etc. 

 

As much as we need the infrastructure of network communication, computationally powerful 

hardware and software to provide interfaces, a robust metadata structure (in the form of XML) is 

what can really drive and enable higher automated functionality in instrumentation systems.  And 

we must realize that developing metadata structures is hard – much harder than developing 

hardware or software.  Metadata must be robust, satisfy a large population of the target industry, 

use the proper terminology, and be complete enough to be useful.  And one of the frustrating 

aspects of metadata development is that it is never complete!  Every time a new device is 

developed there’s a probability it will require some new metadata.  But that doesn’t mean we 

can’t meet the challenge and have structures that are highly useful. 

 

Part of the reason for emphasizing metadata is that, in terms of the evolution of instrumentation 

systems, this is where we’re at.  We are currently developing these structures and we need to get 

them right.  It has jokingly been said that iNET is “boldly going where everyone else has gone 

before.”  This is because iNETs emphasis is adapting common network technology into our 

unique environment.  But it is metadata that will allow us to “boldly go where no one has gone 

before.” 

 

 

STANDARDS 

 

I don’t know who said it first, but there’s a lot of truth to the aphorism “Everybody loves 

standards.  That’s why we have so many of them.”  What makes this humorous is that you don’t 

have a “standard” if there is more than one of them.  But there are really two sides to this 

expression.  The first side is that there are times when there are multiple competing standards for 

the same thing.  For example, part of the motivation for developing the IEEE 1451 Smart 

Transducer family of standards was that a survey found over 100 smart transducer “standards’.  

Unfortunately, even if some of them are openly published, they are fundamentally some 

company’s personal standard they are trying to use to establish a competitive advantage.  (The 

IEEE 1451 is, as far as I know, the only truly non-proprietary smart transducer standard.)   The 

second side of this expression is that, in most situations, systems are so complex that you have to 
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have multiple standards all working together to get things done. A prime example of this is the 

myriad standards enabling the internet.   

 

The instrumentation systems we use certainly qualify as complex systems, so it seems clear we 

need a bunch of standards to implement them.  Ideally we could look to industry to provide all 

the standards we need.  In reality, our domain is unique enough that this isn’t possible.  This is 

why the RCC has established quite a few standards over the years.  However, in order to 

continue advancing our systems we will continue to need more standards and, in fact, they are on 

the way.  The iNET standards are coming and the RCC and industry haven’t stopped making 

them.  So how do we deal with standards development and adoption?  The first trick is to pick 

established standards whenever possible and only develop those standards that are truly unique 

to your community.  The iNET project has attempted (mostly successfully) to take this approach 

and the RCC generally does as well.  The second trick is that, when you do develop your own 

standards, get them right! 

 

I’ll offer up two standards as examples of getting it right: the IRIG 106 Telemetry Standard and 

the IEEE 1588 Precision Time Protocol (PTP) [11].  I don’t know much about the history of the 

original IRIG 106 development and how they got it right.  But my guess is that the timing was 

ripe for a core group of experts to develop it and that there was a very strong need for it so that 

the community embraced it (eventually if not overnight).  I certainly think this describes PTP.  

My understanding is that there were effectively three people that wrote the PTP before 

approaching IEEE to standardize it.  It was approved in roughly 2 years which is almost unheard 

of for an IEEE standard. (As a side note, the combination of GPS and PTP may finally provide a 

timing standard that can quell the long discussions over timing in the instrumentation 

communities.)  

 

There are two lessons learned I’d like to share regarding standards development.  First, if 

possible, have a small group of people work through the basics before approaching a standards 

body.  This doesn’t mean having no input from anybody besides the core group.  But, as in any 

complex system, it is much easier to maintain design integrity if there is a small group doing the 

core design. Second, (again, if possible) make sure to have a working demonstration system 

before approving the standard.  The IHAL development has tried to follow these guidelines.  

IHAL went through several major perturbations before requesting a formal RCC Task to 

incorporate it into IRIG 106 and part of the Task effort includes a multi-vendor demonstration.  

Unfortunately, because of the nature of the project, iNET developed their standards via a large 

committee from the get go.  But they are making up for this by implementing fairly extensive 

demonstrations before presenting the standards to the RCC. 

 

A last comment on standards development is that standards need to be specific enough to get the 

job done, but they also need to be general enough not to preclude future capabilities.  Standards 
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should advance technology by enabling creativity.  This is difficult to do, but having a clear 

vision of where you want to go can help quite a bit. 

 

 

SUMMARY 

 

There are technologies in the science fiction world that are still highly unlikely to ever be 

realized.  Certainly transporters have a lot of theoretical (and philosophical) issues.  But variants 

of phasers are real today (if not exactly handheld) and there are chinks in Einstein’s theories 

regarding the speed of light being an absolute maximum.  More specific to this paper is that there 

is nothing about the Starship Enterprise’s instrumentation system that we couldn’t implement 

today if we had the money and the willpower.  We might say “We have the technology.”  But we 

have to be careful how we use the term “technology”.  As an example, consider that, since we 

did it once, most people would say that we have the technology to put a person on the moon.  I 

say we have the theoretical and engineering expertise to build systems that could put a person on 

the moon, but we don’t currently have such systems – the actual implemented technology – to do 

so. 

 

This is where we stand in terms of fully and completely instrumented vehicles or other complex 

devices.  We have the engineering expertise, but we don’t have the systems implemented.  We 

also stand at the point where the T&E community is implementing the next architectural 

foundation for instrumentation.  In particular, the iNET project is providing a truly foundational 

technology to advance instrumentation systems.  But we need to keep in mind that networks are 

an enabling technology and not an end in and of themselves; Ethernet provides a network, but 

the internet goes way beyond simple communications.  If we are careful about how we advance 

our standards – most notably in terms of metadata standards, but also in terms of physical 

interoperability of hardware, and logical interoperability of software – we can implement the 

Futurist vision of instrumentation in our lifetime.   

 

The vision is achievable. Do we have the passion necessary to reach it? 
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ABSTRACT

This paper described the design and implementation of a prototype transmitter and a prototype
demodulator/decoder for space-time coded SOQPSK-TG for aeronautical telemetry. The design
exercise showed that the space-time coding concept can be reduced to hardware. The laboratory bit
error rate tests showed that the performance of the prototype demodulator in a 2-transmit/1-receive
antenna configuration is comparable to that of existing SOQPSK demodulators in a 1-transmit/1-
receive antenna configuration.

INTRODUCTION

Historically, air-to-ground telemetry links comprise a transmit antenna mounted on the underside
of the fuselage and a fixed ground station equipped with a tracking antenna as illustrated in Fig-
ure 1 (a). However, aircraft maneuvers tend to place the place the fuselage in between the transmit
antenna and receive antenna thus blocking the line-of-sight propagation path as illustrated in Fig-
ure 1 (b). The traditional solution has been the use of two antennas to transmit the same signal.
The typical configuration uses one antenna mounted on the bottom of the fuselage and a second
antenna mounted on the top of the fuselage. As illustrated in Figure 1 (c), when the line-of-sight
propagation from the bottom antenna to the ground station is blocked, line-of-sight propagation
from the top antenna is unobstructed and the link is maintained.

Because the two antennas are separated in space, the two signals arrive at the ground station with
different phases. This is not a problem when only one of the signals has an unobstructed line-of-
sight propagation path to the ground station. When both signals have an unobstructed line-of-site
propagation path to the ground station, some unintended behavior is observed. For certain aspect
angles, the phases of the two signals are such that the signals reinforce each other. However, for
other aspect angles, the phases of the two signals are such that the signals cancel (or nearly cancel).
As a consequence, the two-transmit antenna system behaves as a single composite antenna with an
undesirable gain pattern as illustrated in Figure 1 (d).



Several solutions to this problem have been considered.

1. One obvious solution is to use different carrier frequencies for the two antennas. While
simple, this solution requires twice the bandwidth and can claim the use of two ground
station antennas. The current challenges with spectrum allocations for telemetry are well-
known — solutions that require more bandwidth are unworkable.

2. Another solution is to equip the aircraft with a steerable antenna and a mechanism for point-
ing the transmitted signal directly at the ground station. This family of solutions requires
sophisticated antenna technology to implement electronically steerable antennas and a pro-
vision for computing the steering vectors: either an uplink signal used to correct errors in
the steering vector as in [1] or onboard computation based on TSPI and the ground station
location.

3. The solutions described in this paper is the use if transmit diversity. Transmit diversity
applies two different, but related, signals to the two transmit antennas. The relationship
between the two signals is defined by a space-time code [2] – [4]. The space-time code
is designed so that the instantaneous phase relationship of the two signals is adjusted to
avoid destructive interference when averaged over the length of the block code. In addition,
all data can be recovered when only one of the two transmitted signals is available at the
receiver. In comparison with the other solutions described above, this solution does not
require additional spectrum and places only modest complexity increases (to be described
below) on the airborne platform. The complexity is concentrated in the ground station, where
size and weight are less important.

To test the space-time coding approach using real hardware in actual test flight scenarios, a pro-
totype modulator and demodulator were designed and used in experiments at the Air Force Flight
Test Center. This paper describes the prototype system. The results of the test flights are described
in the “companion paper” [5].

TRANSMITTER

A block diagram of the space-time coded transmitter is illustrated in Figure 2. As with almost
all telemetry transmitters, this modulator accepts a bit stream (NRZ-L) and a corresponding clock
as its inputs. The input data bits are encoded using a space-time encoder and 128 pilot bits are
inserted for every 3200 coded bits as illustrated in Figure 3. The multiplexed data and pilot bits are
applied to two SOQPSK-TG modulators with differential encoding disabled.

The operation of the bit-level space-time encoder is as follows. Given an input bit sequence
b0, b1, . . ., the encoder groups the bits into non-overlapping segments of 4 bits each:

b0, b1, b2, b3|b4, b5, b6, b7| . . . |b4k, b4k+1, b4k+2, b4k+3| . . . (1)

Bit stream A is defined by

b0, b1, b2, b3|b4, b5, b6, b7| . . . |b4k, b4k+1, b4k+2, b4k+3| . . . (2)



(a)

(c)

(b)

(d)

Figure 1: Illustration of the basic problem of dual-antenna air-to-ground communication: (a) the
air-to-ground link for normal, level flight; (b) line-of-sight propagation from a single antenna can
be blocked during maneuvers; (c) the use of two transmit antennas can solve this coverage problem;
(d) when the same signal is transmitted from both antennas, self-interference results and has the
same effect as a composite antenna with a very poor beam pattern.
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Figure 3: The relationship between the data and pilot bits used for the space-time coded system.



Figure 4: Images of the prototype space-time coded transmitter.

where bi means the logical complement of bit bi and bit stream B is defined by

b2, b3, b0, b1|b6, b7, b4, b5| . . . |b4k+2, b4k+3, b4k, b4k+1| . . . . (3)

Pilot bit insertion is accomplished using the two different pilot bit sequences stored in a pair of
memory elements, a pair of multiplexors, and a clock operating at frequency 26/25 times the input
clock frequency. Observe that the pilot bit insertion increases the bit rate by a factor of

3200 + 128

3200
= 1.04

or 4%. The purpose of the pilot bits is to estimate the frequency offset, delays, gains, and phase
shifts as described in the next section.

Two RF outputs are produced by the space-time modulator: one for each transmit antenna. The
SOQPSK-TG modulators used to produce the RF signals should be frequency locked at a mini-
mum. The prototype modulator designed for this project produced a pair of 10-W L-band signals.
Images of the prototype modulator designed for this project are illustrated in Figure 4.

DEMODULATOR

Let cos(ωIFt+φ0(t)) and cos(ωIFt+φ1(t)) be the real-valued band-pass versions of the SOQPSK-
TG signals transmitted from antennas 0 and 1, respectively. Here, ωIF = 2πfIF where fIF is the
intermediate frequency (IF) in Hz. The received IF signal is

rIF(t) = |h0| cos([ωIF +ω0]t+φ0(t−τ0)+θ0)+ |h1| cos([ωIF +ω0]t+φ1(t−τ1)+θ1)+wIF(t) (4)

where |h0| and |h1| are the gains between transmit antennas 0 and 1, respectively, and the receive
antenna; θ0 and θ1 are the phase shifts between transmit antennas 0 and 1, respectively, and the
receive antenna; τ0 and τ1 are the delays between the transmit antennas 0 and 1, respectively, and
the receive antenna; and ω0 = 2πf0 where f0 is an unknown frequency offset in Hz. Using an



I/Q mixer and a pair of low-pass filters, the complex-valued low-pass equivalent version of the
received signal is

r(t) =
[
h0s0(t− τ0) + h1s1(t− τ1)

]
ejω0t + w(t) (5)

where s0(t) = ejφ0(t) and s1(t) = ejφ1(t) are the complex baseband versions of the SOQPSK-TG
signals transmitted from antennas 0 and 1, respectively; h0 = |h0|ejθ0 and h1 = |h1|ejθ1 are the
complex-valued channel gains (magnitude and phase) between transmit antennas 0 and 1 and the
receive antenna, respectively; w(t) is the complex-baseband version of the real-valued bandpass
thermal noise term wIF(t); and τ0, τ1 and ω0 are defined above. The pilot bits are used to estimate
the parameters h0, h1, τ0, τ1, and ω0. To do so, the position of the samples corresponding to the
pilot symbols known. Thus, demodulation and decoding proceed as follows:

1. Find the position of the samples corresponding to the pilot bits in the received data.

2. Estimate the frequency offset ω0 and the channel parameters h0, h1, τ0, τ1. This estimator is
recursive in the sense that estimates for the frequency offset depend on the channel parameter
estimates, and vice versa. The recursion used to compute the estimates is as follows:

(a) Set ĥ0 = 1, ĥ1 = 1, τ0 = 0 and τ1 = 0.

(b) Compute the estimate for the frequency offset based on the estimates ĥ0, ĥ1, τ̂0, and τ̂1.

(c) Compute estimates for the channel parameters based on the estimate ω̂0.

(d) Go to step (b).

The (b) – (d) cycle is performed three times.

3. Apply a detection filter, adjust the timing of the received signal by the delays τ̂0 and τ̂1, and
downsample to 1 sample/bit.

4. Perform demodulation and decoding using the Viterbi Algorithm operating on the trellis
defined by the SOQPSK-TG state transitions and the space-time code.

Note that in steady-state operation, Step 1 does not need to be performed. However, the prototype
demodulator continues to track the position of the pilot bit samples. A sudden large change in
the position of the pilot bit samples is an indication that either the demodulator has lost frame
synchronization or something has gone terribly wrong in the transmitter.

A block diagram of the prototype demodulator implementation of this algorithm is illustrated in
Figure 5. The elements in the block diagram are described below.

Sampling, Downconversion, and Resampling The received IF signal (4) is sampled at a rate
of 93 1/3 Msamples/s. This sample rate centers the spectrum of the discrete-time signal at the
quarter-sample-rate frequency. This reduces the resources required to perform the subsequent I/Q
mixing and resampling operations [6]. At the A/D converter output, the number of samples per
(over-the-air) bit is

N ′ =
93 1/3

10.4
=

350

39
. (6)
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Figure 5: A block diagram of the prototype demodulator/decoder for space-time coded SOQPSK.

The resampling and I/Q mixing are combined using a polyphase filterbank that changes the sample
rate by 78/175. The result is the sequence sampled at 4 samples/bit denoted by

r(nT ) = [h0s0(nT − τ0) + h1s1(nT − τ1)] ejΩ0n + w(nT ) (7)

where the sample time is T = Tb/4, Ω0 = ω0T rads/sample, and the w(nT ) are independent zero-
mean complex-valued Gaussian random variables whose real and imaginary parts have variance
σ2. For the purposes of this development, suppose the first Lp samples correspond to the pilot bits
in the received signal.

Pilot Detector Pilot detection is performed by correlating Lp samples of the data stored in the
input buffer shown in Figure 5 with sampled versions of the SOQPSK signal corresponding to the
two pilot bit sequences. Using the notation p0(nT ) and p1(nT ) to represent the samples of the
SOQPSK signal corresponding to the pilot symbols used, the correlation functions are

ρ0(n) =

Lp−1∑
i=0

r((n+ i)T )p∗0(iT )

ρ1(n) =

Lp−1∑
i=0

r((n+ i)T )p∗1(iT )

(8)

The samples of p0(nT ) embedded in r(nT ) experience a phase shift due to the phase of h0 and a
delay by τ0. The same observation applies to p1(nT ) with h1 and τ1. For this reason, the magnitude
squared of the two correlation functions is used. In the absence of a frequency offset |ρ0(n)|2 and
|ρ1(n)|2 are compared to a threshold. If |ρ0(n0)|2 and/or |ρ1(n1)|2 exceed the threshold, then the
samples corresponding to the pilot sequence have been found (at n = n0 and n = n1, respectively)
and frame synchronization is established.

Because the pilot sequence is used to estimate the frequency offset at a later stage, the pilot detector
described in the previous paragraph must be modified to account for uncompensated frequency
offset. This can be accomplished by correlating each block of the received data by frequency



shifted versions of the pilot sequences. Experiments with the the pilot sequences show that both
|ρ0(n0)|2 and |ρ1(n1)|2 are reduced to one-half their peak amplitudes at f0Tb ≈ 1/300 (or about 1/3
of one percent). This suggests correlating the blocks of the received data with a version of the pilot
sequence frequency shifted by ∆f0Tb ≈ 2/300 cycles/bit is capable of producing a correlation
peak at least one-half its maximum amplitude for frequency offsets in the range

1

300
≤ f0Tb ≤

3

300
.

Motivated by this observation, define

p−0 (nT ) = p0(nT )e−j2π∆f0Tn

p+
0 (nT ) = p0(nT )e+j2π∆f0Tn

p−1 (nT ) = p1(nT )e−j2π∆f0Tn

p+
1 (nT ) = p1(nT )e+j2π∆f0Tn.

(9)

These samples are used to perform pilot detection using the arrangement shown in Figure 6. Three
correlators are used for each pilot sequence. Assuming sufficiently large value for |h0|, one of
the three correlator outputs operating on the shifted versions of p0(nT ) exceeds the threshold.
Similarly, if |h1| is sufficiently large, one of the shifted versions of p1(nT ) exceeds the threshold.

Frequency Estimator The maximum likelihood frequency estimator is [7]

Ω̂0 = argmax
Ω


∣∣∣∣∣
Lp−1∑
n=0

r(nT )
[
h∗0s

∗
0(nT − τ0) + h∗1s

∗
1(nT − τ1)

]
e−jΩ0n

∣∣∣∣∣
2
 . (10)

In words, the maximum likelihood estimate is the value of Ω0 that maximized the periodogram of
the sequence

r(nT )
[
h∗0s

∗
0(nT − τ0) + h∗1s

∗
1(nT − τ1)

]
for 0 ≤ n < Lp. Note that the estimate Ω̂0 depends on the channel parameters h0, h1, τ0, τ1.
Estimates of these values are used in place of the true values. There is no closed form solution.
Consequently, the maximum likelihood estimate is found using a search.

Channel Estimator The best way to understand the channel estimator is to use a vector-matrix
formulation. Stacking the elements r(nT ), w(nT ), s0(nT − τ0), and s1(nT − τ1) into column
vectors forms

r =


r(0)
r(T )

...
r((Lp − 1)T )

 , w =


w(0)
w(T )

...
w((Lp − 1)T )

 , (11)
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Figure 6: A pilot detector based on correlations using frequency shifted version of the pilot se-
quences.



s0(τ0) =


s0(−τ0)
s0(T − τ0)

...
s0((Lp − 1)T − τ0)

 , s1(τ1) =


s1(−τ1)
s1(T − τ1)

...
s1((Lp − 1)T − τ1)

 . (12)

Assuming the frequency offset has been completely removed, the vector of received samples may
be expressed as

r = h0s0(τ0) + h1s1(τ1) + w. (13)

This expression may be compacted a bit more using by defining the matrix Lp × 2 matrix S(τ )

S(τ ) =
[
s0(τ0) s1(τ1)

]
for τ =

[
τ0

τ1

]
(14)

and the 2× 1 vector h

h =

[
h0

h1

]
. (15)

Using these definitions, (13) may be expressed as

r = S(τ )h + w. (16)

The maximum-likelihood estimator is [8]

τ̂ = argmin
τ

{∣∣∣[I− S(τ )
(
SH(τ )S(τ )

)−1
SH(τ )

]
r
∣∣∣2} (17)

ĥ =
(
SH(τ̂ )S(τ̂ )

)−1

SH(τ̂ )r. (18)

A search is required to find the solution (17). Since this search is performed in hardware, efficient
evaluation of the argument of (17) for arbitrary values of τ is not possible. The workaround is
to precompute components of the argument of (17) at quantized values of τ0 and τ1 and store
those values in memory. These stored values are used by the search to find the solution (17). An
example of the search algorithm is illustrated in Figure 7. The figure shows a contour plot of the
object function F (τ ) evaluated at 64 discrete values for τ0 and τ1. The search algorithm searches
the contours to find the minimum. The minimum value is shown by the point and dashed lines in
Figure 7.

Space-Time Decoding After the frequency offset has been estimated and removed from the re-
ceived samples and the channel estimates have been computed, space-time decoding is performed.
The first step in space-time decoding is the application of a detection filter. Note that in the pro-
totype demodulator, the detection filter operates at 4 times the bit rate. The detection filter output
must be sampled at two different Tb-spaced intervals, offset by τ = τ1−τ0 as illustrated in Figure 5.
The detection filter outputs x(iTb) and x(iTb+ τ) are compared with samples of the detection filter
response to space-time coded SOQPSK. In the following description, we use

y(t; b−5, . . . , b0, . . . , b5)
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Figure 7: An illustration of the contour plot of the argument of (17) for 64 discrete values of τ0

and τ1.



to be the detection filter response to SOQPSK for the 11-bit sequence b−5, . . . , b0, . . . , b5. The bit
indexes are somewhat arbitrary but are used to convey to the reader the notion of a “middle bit” in
the XTCQM representation of SOQPSK and that the XTCQM representation of SOQPSK consists
of 211 = 2048 states. Using an averaging technique described in [9], approximations for y(t; ·)
that require fewer states may be used in the detection process. In the prototype demodulator, the
32-state approximation

ỹ(t; b−2, b−1, b0, b1, b2)

was used. As explained in the previous section, the space-time code groups the bits into blocks of
4. There are 8 pairs of detection filter outputs that contain terms dependent on the block of bits
b4k−6, b4k−5, b4k−4, b4k−3. The last four pairs define a subtrellis block that repeats in the overall
trellis. The least squares estimate can be expressed as

b̂4k−6, b̂4k−5, b̂4k−4, b̂4k−3 = argmin
b4k−6,...,b4k−3

{
3∑
i=0

[∣∣∣∆(0)
4k+i

∣∣∣2 +
∣∣∣∆(τ)

4k+i

∣∣∣2]} (19)

where

∆
(0)
4k = x(4kTb)− h0ỹ(0; b4k−2, b4k−3, b4k−4, b4k−5, b4k−6)

− h1ỹ(−τ ; b4k, b4k−5, b4k−6, b4k−3, b4k−4) (20)

∆
(τ)
4k = x(4kTb + τ)− h0ỹ(τ ; b4k−2, b4k−3, b4k−4, b4k−5, b4k−6)

− h1ỹ(0; b4k, b4k−5, b4k−6, b4k−3, b4k−4) (21)

∆
(0)
4k+1 = x((k + 1)Tb)− h0ỹ(Tb; b4k−2, b4k−3, b4k−4, b4k−5, b4k−6)

− h1ỹ(Tb − τ ; b4k, b4k−5, b4k−6, b4k−3, b4k−4) (22)

∆
(τ)
4k+1 = x((4k + 1)Tb + τ)− h0ỹ(Tb + τ ; b4k−2, b4k−3, b4k−4, b4k−5, b4k−6)

− h1ỹ(Tb; b4k, b4k−5, b4k−6, b4k−3, b4k−4) (23)

∆
(0)
4k+2 = x((4k + 2)Tb)− h0ỹ(0; b4k, b4k−1, b4k−2, b4k−3, b4k−4)

− h1ỹ(−τ ; b4k−2, b4k+1, b4k, b4k−5, b4k−6) (24)

∆
(τ)
4k+2 = x((4k + 2)Tb + τ)− h0ỹ(τ ; b4k, b4k−1, b4k−2, b4k−3, b4k−4)

− h1ỹ(0; b4k−2, b4k+1, b4k, b4k−5, b4k−6) (25)

∆
(0)
4k+3 = x((4k + 3)Tb)− h0ỹ(Tb; b4k, b4k−1, b4k−2, b4k−3, b4k−4)

− h1ỹ(Tb − τ ; b4k−2, b4k+1, b4k, b4k−5, b4k−6) (26)

∆
(τ)
4k+3 = x((4k + 3)Tb + τ)− h0ỹ(Tb + τ ; b4k, b4k−1, b4k−2, b4k−3, b4k−4)

− h1ỹ(Tb; b4k−2, b4k+1, b4k, b4k−5, b4k−6). (27)

The corresponding trellis depends on the relationship between τ0 and τ1. The trellis for the case
τ0 > τ1 and τ0 < τ1 are plotted in [10].

Hardware Implementation The prototype demodulator is shown in Figure 8. The input is a
filtered 70 MHz IF output from a separate receiver (not shown) whose output level is −10 dBm.



IF input (70 MHz) 

A/D Converter  
(93.3 Msamples/s) 

FPGAs (Vertex 2 Pro) Clock and Data 
Outputs (10 Mbit/s) 

Figure 8: An image of the prototype space-time demodulator.

The A/D converters samples the signal as described above. Three Virtex-2 Pro FPGAs were used
for the digital downconverter and resampler, the pilot sequence detector, the frequency offset and
channel estimators, and the trellis-based space-time decoder. TTL-level clock and data outputs
were derived from the output buffer in the last stage of the FPGA. The prototype modulator was
capable operating at a variable data rate. The prototype demodulator, however, operated at a fixed
data rate of 10 Mbits/s (this corresponds to an over-the-air data rate of 10.4 Mbits/s).

Laboratory tests of the system were conducted to assess the space-time coded system in a be-
nign additive noise environment. A block diagram of the test setup used for the tests is shown
in Figure 9. 2-transmit-to-1-receive-antenna propagation was imitated using a combiner applied
to attenuated versions of the two RF outputs from the STC transmitter. Variable attenuators were
used so that the impact of different signal strengths could be measured. Calibrated noise was added
using the FastBit noise and interference test set.

The corresponding BER test results are plotted in Figure 10. For reference, the BER test results for
two SOQPSK-TG demodulators in a cable test involving one transmitter and one receiver are also
included. For the space-time coded system, a number of different scenarios are tested as indicated
in the legend. Even though the plot is cluttered, the main point is clear: in a benign laboratory
environment, the bit error rate performance of prototype demodulator in a 2-transmit/1-receive
antenna configuration is comparable to that of existing SOQPSK demodulators in a traditional
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Figure 9: A block diagram of the laboratory BER test of the space-time coded system.
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Figure 10: The BER test results for the prototype demodulator/decoder for several different 2-
transmit/1-receive antenna configurations. For reference, the bit error rate performance of two
existing SOQPSK demodulators operating in a 1-transmit/1-receive antenna configuration are also
shown. The over-the-air bit rate for the space-time coded test is 10.4 Mbits/s. The over-the-air bit
rate for the traditional SOQPSK link is 10 Mbits/s.

1-transmit/1-receive configuration.

CONCLUSIONS

This paper described the design and implementation of a prototype transmitter and a prototype
demodulator/decoder for space-time coded SOQPSK-TG for aeronautical telemetry. The design
exercise showed that the space-time coding concept can be reduced to hardware. The laboratory bit
error rate tests showed that the performance of the prototype demodulator in a 2-transmit/1-receive
antenna configuration is comparable to that of existing SOQPSK demodulators in a 1-transmit/1-
receive antenna configuration. What remains to be shown is the performance of the prototype
demodulator in a real operational environment. That is the subject of the companion paper [5].
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ABSTRACT 
 
Experiments involving side-by-side comparisons of traditional two-antenna transmissions and 
space-time coded (STC) transmissions involving two transmit antennas confirm theoretical 
predictions that space time coding is effective in removing signal dropouts caused by the “two-
antenna problem.” The experiments involved real transmitters on an airborne platform and a 
prototype demodulator operating at the Air Force Flight Test Center. The theory is confirmed 
both by the behaviors of the received signal powers from the two signaling approaches as well as 
the improved link availability based on the bit error rate performance.  
 
 

INTRODUCTION 
 
Theoretical analyses over the past seven years have shown that transmit diversity, in the form of 
space-time coding, solves the “two antenna problem” [1] – [3]. However, it has only been within 
the last year that flight test experiments have tested this theory. In October 2010, flight tests were 
conducted at the Air Force Flight Test Center to see if the theoretical promise of space-time 
coding carries over to operational environments using real hardware. These test involved an air-
worthy space-time coded SOQPSK transmitter and a prototype demodulator described in the 
companion paper [4] operating at a data rate of 10 Mbits/s. This paper presents the results of 
these tests and shows that space-time coding is effective in eliminating the signal outages caused 
by the “two-antenna problem.” 
 
 

TEST CONFIGURATION 
 
The airborne system was designed to simultaneously produce space-time coded and traditional 
two-antenna transmissions using SOQPSK-TG. This approach eliminated aircraft location and 
antenna placement as variables in the comparison. The test signaling parameters are summarized 
in the table below.  
 



Parameter STC Link Reference Link 
Data length-4095 PN length-4095 PN  
Data Rate 10 Mbits/s 10 Mbits/s 
Over-the-air Data Rate 10.4 Mbits/s 10 Mbits/s 
Modulation SOQPSK-TG SOQPSK-TG 
Carrier Frequency 1485.5 MHz 1514.5 MHz 
Power per transmit antenna 5 W 5 W 

 
The over-the-air data rate for STC link is higher than the data rate because of pilot bit insertion. 
The pilot bits are required to estimate the channel gains between each transmit antenna and the 
receive antenna as described in [4]. 
 
The test parameters do not eliminate carrier frequency as a variable because the two 
transmissions were assigned to different L-band carrier frequencies. The side-by-side 
comparison is still meaningful because the wavelengths of the reference link and STC link 
carriers, 20.20 cm and 19.81 cm, respectively, are not that different. One way of visualizing the 
impact of the wavelength difference is to compute the composite radiation pattern for two 
antennas whose positions are the same as those used in the test flights (see Figure	  3).  Assuming 
the antennas are perfect isotropic radiators and neglecting any influence from the aircraft or cable 
length differences between the antennas, idealized versions of the composite radiation patterns 
are easily computed. A plot of the azimuth cut (or aircraft yaw plane) of the idealized radiation 
patterns at the two carrier frequencies are shown in Figure	   1. Both patterns exhibit lobing, 
especially at azimuth angles corresponding to broadside propagation. The energy radiated from 
the front or rear of the aircraft is either very high or very low.  The key feature here is how 
similar the two patterns are. Consequently, observations regarding link performance at one 
frequency apply at the other. The reader should bear in mind that the radiation patterns of Figure	  
1 apply only to the case where the same signal is applied to both antennas (that is, the traditional 
approach represented by the reference signal) – the radiation pattern for space-time coded 
transmission is quite different. 
 
The system used to generate the STC and reference signals is illustrated in Figure	  2. The STC 
transmitter produces a pair of 10 W space-time coded SOQPSK-TG waveforms. These signals 
are applied to isolators, attenuated to 5 W, and combined with the reference link signals. The 
reference link signals are produced using a traditional 10 W SOQPK-TG modulator. The 
modulator output is split and applied to the combiners as shown. Power levels between the STC 
and reference links are matched so as not to give a link margin advantage to either signal. 
Because carrier frequencies are close, cable losses to the antennas can be assumed to be the same. 
The output of one combiner is connected to the antenna on the top of the fuselage; the output of 
the other combiner is applied to the antenna on the bottom of the fuselage. The exact antenna 
locations are illustrated in Figure	  3. 
 



 
 

Figure 1: Idealized conceptions of the composite radiation pattern for the two frequencies used in the tests. Note that 
these radiation patterns only apply to Reference Link (simultaneous transmission of the same signal from both 
antennas). 

Also shown in Figure	  2 is another SOQPSK transmitter used for a 1 Mbit/s housekeeping link 
containing GPS and AHRS data. This data was used to correlate the bit error rate and received 
signal strength data (recorded at the ground station) with the aircraft location. The housekeeping 
link was assigned to 1496.5 MHz and used a separate antenna on bottom of the fuselage. 
 
The ground station was located at Building 4795 within the AFFTC complex. The arrangement 
used is illustrated in Figure	  4. The receive antenna was a 5-meter parabolic reflector that tracked 
the housekeeping link. Three multicoupler outputs from the right hand circularly polarized 
(RHCP) antenna feed were used. The telemetry receiver/demodulator used one output. Another 
output was connected to a spectrum analyzer for monitoring the test. The remaining output was 
split into 4 signals using the 1-to-4 splitter shown. Two of the outputs were applied to receivers 
tuned to the Reference Link frequency of 1514.5 MHz. The two remaining outputs were applied 
to receivers tuned to the STC frequency of 1485.5 MHz. In each case, one receiver was used to 
perform RF to IF conversion prior to demodulation and the second receiver was used to track the 
received signal strength (measured using the AGC voltage).  
 
The outputs of both demodulators were applied to Fireberd 6000A bit error rate test sets. The 
number of bit errors and number of severely errored seconds (SES) [6] were recorded and used 
to assess the qualities of the links and formed the basis of the side-by-side comparison.  

Carrier Frequency = 1485.5 MHz Carrier Frequency = 1514.5 MHz



 
 

Figure 2: A block diagram of the airborne configuration. 

 
 

 
Figure 3: The positions of the two transmit antennas. 
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Figure 4: A block diagram of the ground station configuration. 
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Six test points were defined for flight test. Two of the test points were circles at a 10∘ bank 
(points M1/M2) and two were circles at 30∘ bank (points M3/M4). The intent of these flight 
paths was to examine link performance through a 360∘ “cut” through the composite radiation 
pattern formed by the two antennas using traditional signaling. (See Figure	   1 and the 
accompanying discussion earlier in this section.) The 10∘ bank and the 30∘ bank gave different 
elevation angle “cuts” in azimuth.  The last two test points were along the Cords Road flight 
corridor (points C2/D2). The C-12 performed alternating 30∘ bank turns off centerline to form a 
series of “S-turns” along the route. The intent of these test points was twofold. One, assess the 
performance of the STC link at low signal-to-noise ratio, which occurred when the aircraft was at 
the east end of the Cords Road corridor, and two, compare link performance as the ground 
station antenna encountered aircraft antenna pattern nulling created as the aircraft performed the 
S-turns down the flight path. The entire flight path is plotted in Figure	  5. 
 

TEST RESULTS 
 
The side-by-side comparison is based on the link availability achieved by each of the approaches. 
The link availability (LA) is defined by [6] 
 

LA =
!TOTAL − !SES − !LT

!TOTAL
 (1) 

where 
 

TTOTAL =  the measurement interval (seconds). 

TSES =  the number of severely errored seconds. A severely errored second is a one second 
interval in which the number of bit errors equals or exceeds the equivalent of a 10-3 
bit error rate if the same error occurrence rate were to occur on an average basis. 

TLT =  the “lost time” during the measurement interval. In non-precise terms, “lost time” 
occurs when the bit error rate test set loses synchronization.  Most often, 
synchronization loss is the result of a large number of errors in a very short time.  (Bit 
error rate test sets do not count loss of synchronization as a severely errored second.) 

 
Usually LA is expressed as a percentage. LA is a commonly used metric for link quality in 
aeronautical telemetry [7]—[11]. The link availabilities for the six test points are summarized in 
the table below. In all cases, the link availability for the STC link was greater than that of the 
reference link. The most dramatic improvements occurred at test points M1, M3, and C2. Due to 
space limitations, points M1, M3 and the M3-to-C2 transition are examined in detail below. 
 
  



 
Test 
Point Description Duration Reference Link STC Link 

SES Bit Errors LA SES Bit Errors LA 

M1 left-hand turn, 
10∘ bank 00:06:30 33 40203753 91.5% 0 47 100.0% 

M2 right-hand 
turn, 10∘ bank 00:05:20 9 13598222 97.2% 5 6032124 98.4% 

M3 left-hand turn, 
30∘ bank 00:01:10 9 9237789 93.1% 1 199242 99.2% 

M4 right-hand 
turn, 30∘ bank 00:02:00 5 5230738 95.8% 4 46536 96.7% 

C2 
Cords Road 
W-E,  
30∘ S-turns 

00:17:20 157 48175682 84.9% 38 11311520 96.3% 

D2 
Cords Road E-
W, 
30∘ S-turns 

00:17:20 131 239462831 87.4% 102 41716052 90.2% 

 
A plot of the flight path for test point M1 (left-hand turn) is plotted in Figure	   6. The 
corresponding IF signal-to-noise ratio (SNR) and cumulated bit errors are plotted in Figure	  7. 
During the turn, the air-to-ground link looks through front, right-hand side, rear, and left-hand 
side of the aircraft. 
 

• At the beginning of the test point, the aircraft heading is 180∘ so that the C-12 is facing 
the receive antenna. Consequently, propagation is through the front of the aircraft.  

• As the aircraft executes the turn, a broadside view of the aircraft is presented to the 
ground station. This view occurs from approximately 15:48:00 to 15:49:30. The received 
signal is from the right-hand side of the C-12; and because of the left-hand turn, the lower 
antenna is in clear view and the upper antenna is partially obscured. The received power 
variations on the Reference Link are characteristic of severe lobes in the composite 
radiation pattern as described in the previous section in conjunction with Figure	  1. Note 
the absence of this phenomenon in the received power on the STC link.   

• As the turn continues, propagation through the rear of the aircraft is presented to the 
ground station. This occurs from 15:49:30 to 15:50:00. Both the Reference Link and the 
STC Link show a marked drop in received power. Evidently, neither antenna produces as 
much radiated power to the rear of the aircraft. 

• Finally, from 15:50:00 to 15:52:00, the broadside view from the left-hand side of the C-
12 is now presented to the ground station. Here, the bottom antenna is partially obstructed 
by the fuselage and the clearest path of from the top antenna. As with the broadside view 
from the other side of the aircraft, the received Reference Link power shows variations 
characteristic of lobes in the composite radiation pattern. And again, this phenomenon is 
not present in the STC Link.   

 



Most of the variations in received power on the Reference Link are due to the lobing caused by 
simultaneous transmission from the upper and lower antennas. Figure	   1 predicts such power 
fluctuations for flight paths that change the azimuth presented to the ground-based receiver. 
Given the simplifications used to produce Figure	  1, it is remarkable how well Figure	  1 matches 
the experimental measurements.  
 
Curiously, the dramatic performance advantage of the STC Link over the Reference Link was 
not repeated when the C-12 flew a right-hand turn with the same bank angle in the same airspace. 
The flight path and link performance results for this scenario, labeled test point M2, are plotted 
in Figure	  8 and Figure	  9. For reasons that are not entirely clear, the received power on the STC 
link is approximately 10 dB below the Reference Link power.1 Consequently, any bit error rate 
advantages realized by space-time coding are muted by the link margin reduction. In any event, 
the received Reference Link power shows variations characteristic of lobing in the composite 
antenna gain pattern whereas the received STC Link power shows no such variations. We 
conclude that at this test point, space-time coding is able to solve the “two-antenna problem” but 
the link availability improvement is small because of the difference in received signal-to-noise 
ratio.  
 
Test point M3 is similar to test point M1, except the bank angle was increased to 30∘. This flight 
profile provides another “slice” through the C-12 transmit antenna gain pattern(s). The flight 
path is plotted in Figure	  10 and the experimental results are plotted in Figure	  11. At the start of 
the test point, the C-12 is facing the ground station. About half way through the test point, the 
receive antenna is “looking” through the rear of the C-12. The Reference Link fails completely at 
this point due to self-interference cause by the “two antenna problem” as predicted by Figure	  1. 
The severe drop in received signal power marks this point at approximately 16:08:10. The STC 
Link also experiences a drop in received power (reduced signal power from the rear of the C-12 
is a consistent characteristic of this antenna configuration at L-band).  However, because space-
time coding also removes the self-interference, a large number of bit errors do not occur.   
 
Another interesting data point is the transition from test point M3 to test point C2. The flight path 
is illustrated in Figure	  12. This flight profile presents a lengthy period of broad-side propagation 
from the C-12. Recall from Figure	  1 that idealized composite beam pattern exhibits most of the 
lobing from broadside views of the aircraft. The received power and bit error results for this 
flight segment are plotted in Figure	   13. The received power for the reference link shows 
variations typical of the lobing predicted by Figure	  1. The corresponding impact on the bit error 
performance is also shown. Observe that the received power on the STC link does not show 
variations due to lobing.  
 

CONCLUSIONS 
 
The experiments described in this paper confirm that space-time coding, operating in a real 
environment, eliminate link outages caused by the “two antenna problem.” This conclusion is 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1	  This	  phenomenon	  is	  also	  observed	  with	  test	  point	  M4,	  a	  right-‐hand	  turn	  at	  a	  30	  bank	  angle.	  Evidently,	  these	  
slices	  through	  the	  antenna	  radiation	  pattern	  to	  not	  produce	  as	  much	  power	  as	  the	  slices	  created	  by	  left-‐hand	  
turns.	  



supported both by the behavior of the received signal power on the two links and by the 
improved link availability measured during the tests. 
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Figure 5: The entire flight path for the STC tests. The individual test points are plotted in the figures that follow. 

 
 
  



 
 

Figure 6: Test point M1 – a left-hand turn at a 10∘ bank. The flight path is the circle near the top of the image. The 
receiving site is the circle inside the shaded area. 

 
 

 
Figure 7: Results for test point M1. Top: the IF SNR for the reference link (gray line) and the STC link (dark heavy 
line). Bottom: the cumulated bit errors measured during the test point for the reference link (squares) and the STC 
link (filled circles). 
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Figure 8: Test point M2 – a right-hand turn at a 10∘ bank. The flight path is the circle near the top of the image. The 
receiving site is the circle inside the shaded area. 

 
Figure 9: Results for test point M2. Top: the IF SNR for the reference link (gray line) and the STC link (dark heavy 
line). Bottom: the cumulated bit errors measured during the test point for the reference link (squares) and the STC 
link (filled circles). 
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Figure 10: The flight path for test point M3 – a left-hand turn at a 30∘ bank. The flight path is the circle near the top 
of the image. The receiving site is the circle inside the shaded area. 

 
Figure 11: Results for test point M3. Top: the IF SNR for the reference link (gray line) and the STC link (dark heavy 
line). Bottom: the cumulated bit errors measured during the test point for the reference link (squares) and the STC 
link (filled circles). 
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Figure 12: The flight path for test point M3-to-C1 transition. The flight path is the “dog leg” path near the upper left 
corner of the image. The receiving site is the circle inside the shaded area. 

 
 

 
Figure 13: Results for test point M3-to-C1 transition. Top: the IF SNR for the reference link (gray line) and the STC 
link (dark heavy line). Bottom: the cumulated bit errors measured during the test point for the reference link 
(squares) and the STC link (filled circles). 
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Turbo Equalization for OFDM over the Doubly-Spread

Channel using Nonlinear Programming ∗
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ABSTRACT

OFDM has become the preferred modulation format for a wide range of wireless networks
including 802.11g, 802.16e (WiMAX) and 4G LTE. For multipath channels which are time-
invariant during an OFDM symbol duration, near-optimal demodulation is achieved using
the FFT followed by scalar equalization. However, demodulating OFDM on the doubly-
spread channel remains a challenging problem, as time-variations within a symbol generate
intercarrier interference. Furthermore, demodulation and channel estimation must be effec-
tively combined with decoding of the LDPC code in the 4G-type system considered here.
This paper presents a new Turbo Equalization (TEQ) decoder, detector and channel estima-
tor for OFDM on the doubly-spread channel based on nonlinear programming. We combine
the Penalty Gradient Projection TEQ with a MMSE-type channel estimator (PGP-TEQ)
that is shown to yield a convergent algorithm. Simulation results are presented comparing
conventional MMSE TEQ using the Sum Product Algorithm (MMSE-SPA-TEQ) with the
new PGP-TEQ for doubly-spread channels.

KEYWORDS

Forward error correction, OFDM, LDPC codes, Turbo Equalization,nonlinear programming,
doubly-spread channel.
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INTRODUCTION

We consider OFDM systems in mobile 4G channels in which the Doppler spread is sufficiently
large to generate inter-carrier interference (ICI) [1, 2]. The received basis-expansion model
signal vector after the FFT operation derived in the next Section is given in the following
equivalent complex and real-valued forms.

y = Bd+ n = Dβ + n,

yr = [Re{y}T Im{y}T ]T = Br,cc+ nr,

dT =

√

2Es

Ts

[dNβ
dNβ+1 . . . dN−Nβ−1]

T , ,βT = [βNβ
βNβ−1 . . . β−Nβ

],

(1)

where d is the QPSK-modulated LDPC codeword with elements dk = (ck,1 + jck,2)/
√
2 and

β is the vector of channel expansion FFT coefficients. The received vector y also includes
a pilot symbol contribution which is deleted for clarity. The real-valued LPDC codeword
c ∈ {−1, 1}Nc is given by c = [c1,1 . . . cNc/2,1, c1,2 . . . cNc/2,2]

T . Note that an equivalent scaled
real-valued channel is defined by Br,c. The doubly spread channel generates ICI reflected
in the B,D channel and data matrices. The problem is to decode c while estimating the
channel basis coefficients β and thus implicitly equalizing the ICI channel.

The benchmark system for comparison is based on MMSE Turbo Equalization as in [3,
4]. Let the L-value generated by the SPA decoder [5, 6] be given by Lp

k = logP (ck =
0|decoding)/P (ck = 1|decoding). Define the decoder output soft-bit as ĉpk = tanh(Lp

k). The
MMSE estimate of c is computed by approximating these decoder outputs as Gaussian with
means ĉpk and variances Pk,k = 1 − (ĉpk)

2. The overall covariance matrix of the decoder soft
bits is denoted P = diag{P11 . . . PNc,Nc

}. The equalizer output [4] is then given in terms of
the following quantities.

R = Br,cPBT
r,c + σ2

nI

G1 = diag{
(

BT
r,cR

−1Br,c

)

1,1
. . .

(

BT
r,cR

−1Br,c

)

Nc,Nc
}

G2 = (I + (I −P )G1)
−1

G3 = G1G2

ĉe = G2B
T
r,cR

−1 (yr −Br,cĉ
p) +G3ĉ

p.

(2)

The MMSE equalizer output is then assumed Gaussian with mean vector ĉe and diagonal
covariance matrix Λ = I − G3. The equalizer L-value sent to the SPA decoder is Le

k =
2ĉek/Λk,k.

The decoder soft-bits ĉpk are used, along with pilots to drive the MMSE channel estimator
in the benchmark system. The estimator derivation is conventional and not detailed here.
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BASIS EXPANSION SIGNAL MODEL FOR OFDM

The channel model (1) is now derived. Assume N carriers, symbol duration TD = NTs and
an overall bandwidth of 1/Ts Hz. The time-guard band of duration NgTs is assumed longer
than the multipath spread. The Nyquist samples of the transmitted and received signals are
then

s(n) =

√

2Es

Ts

1√
N

N−1
∑

k=0

dke
j 2πkn

N , r(n) =

Nf−1
∑

l=0

fl(n)s(n− l) + v(n), (3)

where dk is either a QPSK LDPC-coded symbol or a QPSK pilot. The channel coefficients
fl(n) are not constant over each TD sec. long OFDM symbol, but are rather time-varying
leading to the doubly-spread scenario. The fl(n) are modeled as an expansion of the columns
of a truncated IFFT matrix following [2, 7].

fl(n) ≈
1√
N

Nβ
∑

q=−Nβ

ej
2πnq

N βl,q. (4)

The Doppler spectrum for path l, frequency q, can then be approximated if known by the
power E{|βl,q|2} = σ2

l,q.

The signal model (1) is obtained by the FFT of the samples r(n), n = 0, 1, ...N−1. Following
[8, 1] and turning off the first and last Nβ carriers, y(n) = FFT (r(n)) is given by

y(k) =

√

2Es

Ts

k+Nβ
∑

q=k−Nβ

dqw̃
H
q βk−q + n(k), (5)

where w̃q is the truncated q-th column of the IFFT matrix with length equal to Nf , the
maximum multipath spread in Nyquist samples.

GRADIENT PROJECTION DECODER AND TURBO EQUALIZER

The Penalty Gradient Projection Turbo Equalizer (PGP-TEQ) is motivated by the decoder
developed in [9] which is in turn based on the optimization algorithm in [10]. Let f(x)
be a scalar function to be minimized on a convex region C ∈ Rn. In the case of LDPC
codes, the convex region is a relaxation of the antipodal codeword c ∈ {−1,+1}n onto the
rectangle C = [−1,+1]n. It was shown in [10] that the following projection descent yields
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a monotonically decreasing f(x) as long as α ≤ 2/L, with L ≤ ||∇2f(x)||2. Note that
||∇2f(x)||2 is the L2 norm of the Hessian of the objective. The descent, where PC(x) is the
Euclidean projection of x onto C is

xn+1 = PC (x
n − α∂f(x)/∂x) . (6)

For clarity we first apply the optimization (6) to the decoding of LDPC codes on the real
scalar Gaussian channel. The received vector is then r = c + n where n ∼ N (0, σ2

n) and
c ∈ {−1,+1}Nc is the codeword. The following penalty function is chosen as the objective
based on the code constraint developed in [11, 12, 9]

f(c) =
1

2
||r− c||2 + µp1

T (1− p(c)). (7)

The constraint p(c) satisfies pq(c) =
∏Nc

l=1 c
Hq,l

l = 1 for q = 1, . . . , m, where H ∈ Z
m,n is the

parity check matrix [12, 9]. The motivation for the penalty function (7) is that f(c) can be
shown to have a global minimum at the maximum-likelihood codeword for sufficiently large
penalty parameter µp. The Penalty-GPD is obtained from (6) as

cn+1 =
[

(1− α)cn + α
(

r + µpĈ
n1

)]+1

−1
, (8)

where the check message matrix Ĉn
k,p =

∏

l 6=k(c
n
l )

Hp,l [12]. Let wr, wc be the row and column

weight of the parity check matrix H respectively. The L2 norm of ∇2f(c) in (7) is then
readily shown following [9] to be upper bounded by L = 1+µpwc(wr−1) giving an allowable
range for α < 2/L.

The OFDM doubly-spread channel application requires an objective function that captures
both the intercarrier interference and LDPC code constraints. The following objective thus
corresponds to the signal/channel model in (1) and the code constraints in [12, 9].

f(c,β) =
1

σ2
n

||y −Dβ||2 + βHR−1
β β + µp1

T (1− p(c))

=
1

2σ2
n

||yr −
√

2Es/TsBr,cc−
√

2Es/TsBr,ppr||2 + βHR−1
β β + µp1

T (1− p(c)).
(9)

In the second form of (9), c is again an LDPC codeword, and pr is a real vector concatenating
the real/imaginary parts of the QPSK pilots. In (9), the regularization βHR−1

β β represents

prior knowledge of the assumed circular Gaussian statistics of β. For example, R−1
β could

be chosen as diagonal with elements corresponding to the heights of the Clarke Doppler
spectrum.

The PGP-TEQ algorithm corresponds to (a) Gradient Projection to update the code symbols
cn+1 followed by (b) MMSE or LS estimation of the basis coefficients {βl,q} conditioned on
cn+1. Note that conditioned on cn+1, the regularized objective (9) is convex in β, and the
global minimum of f(c,β) w.r.t. β is given by the MMSE estimate (Rβ > 0) or LS estimate
R = 0. The Penalty-GP algorithm is then
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(B1) Initialize MMSE (LS) channel estimate B0 using pilots.

(B2) Initialize c0 at MMSE data estimate using pilot-derived CE B0.

(B3) Update MMSE channel basis coefficients estimate using pilots and previous code sym-
bol estimates.

βn+1 =
[

(Dn)HDn + σ2
nR

−1
β

]−1
(Dn)Hy, βn+1 → Bn+1

(B4) Penalty Gradient Projection decoder step

cn+1 =
[

cn − α
(

√

2Es/Ts(B
n+1
r,c )T

(

√

2Es/TsB
n+1
r,c cn − (y −

√

2Es/TsB
n+1
r,p pr)

))

− µpĈ
n1

]+1

−1

(10)

(B5) {cn+1,pr} → Dn+1. If Hĉn+1 mod 2 = 0 break.

(B6) Go to (B3)

For properly chosen α according to the Hessian norm, the following Proposition gives a
convergence result for the PGP-TEQ joint decoder/equalizer/estimator.

Proposition 1. The objective function f(cn,βn) in (9) is monotonically decreasing when
the PGP-TEQ is used to update cn, βn, and the parameter α is chosen so that

α < 2/sup
c∈[−1,+1]n||∇2

cf(c,β)||2.

Furthermore the sequence cn,βn is convergent in the Cauchy sense.

Proof. Consider the update βn → βn+1. This is the global minimum of f(cn,β) w.r.t. β

since it is the MMSE estimate. Thus f(cn,βn+1) ≤ f(cn,βn). The update cn → cn+1

is the Projection Gradient step corresponding to (6), and thus for α satisfying the stability
condition yields f(cn+1,βn+1) ≤ f(cn,βn+1). Thus f(cn+1,βn+1) ≤ f(cn,βn). Since f(c,β)
is bounded below, the results of [10] can be used to show that cn,βn is a convergent Cauchy
sequence.

SIMULATION RESULTS AND CONCLUSIONS

First, the Penalty Gradient Projection decoder was simulated on the scalar Gaussian channel
and compared with the complexity extremes of the SPA [5] and Single Bit-Flipping algorithm
[13, 11]. The LDPC code is a regular Gallager (1008, 504) code with wc = 6, wr = 3 taken
from [14]. The resulting BERs and WERs are given in Fig. 1. BER/WER results are
also plotted for (a) the Augmented Lagrangian Decoder (ALD) of [12] and (b) the Gradient
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Projection Decoder of [9]. The Penalty-GPD in (8) based on the results appears to be a
good compromise in terms of complexity between the SPA and bit-flipping algorithms.

BER andWER results for the OFDM doubly-spread channel are given in Fig 2 comparing the
PGP-TEQ and MMSE-SPA-TEQ algorithms. The OFDM system uses N = 256 subcarriers
with 25% pilots and QPSK encoding of the (204, 102) Gallager code from [14]. The ITU
Vehicular A channel was simulated with Clarke’s model Doppler spreads of fDTD = 2.5% and
5%. The MMSE-SPA-TEQ curves use the iterative decoder/equalizer described in the first
Section. At 2.5% spread there is a loss of 1 dB in BER performance between the PGP-TEQ
with and without CSI. However, there is a significant performance loss using the PGP-TEQ
relative to the MMSE-SPA-TEQ of > 4 dB for the 2.5% spread. At the higher 5% Doppler
spread, the Penalty-GP algorithm for both CIS and CE suffers from an error floor. The
normalized channel error is shown in the companion figure.

In conclusion, the PGP-TEQ is a relatively low-complexity joint decoder/equalizer for the
doubly-spread OFDM channel. Its performance is inferior to the benchmark tanh imple-
mentation of MMSE-TEQ-SPA however, and further work is needed to optimize the penalty
parameter µp, step size α, and basic structure of the gradient projection algorithm to attempt
to improve the BER performance.
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Figure 1: BER and WER for the SPA, Single Bit-Flipping and Gradient Projection based
decoders – Scalar Gaussian channel.
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7



References

[1] K. Fang, L. Rugini, and G. Leus, “Low-complexity block turbo equalization for OFDM
Systems in time-varying channels,” IEEE Transactions on Signal Processing, vol. 56,
pp. 5555 –5566, Nov. 2008.

[2] D. Liu and M. Fitz, “Iterative map equalization and decoding in wireless mobile coded
OFDM,” IEEE Transactions on Communications, vol. 57, pp. 2042 –2051, July 2009.

[3] X. Wang and H. Poor, “Iterative (Turbo) soft interference cancellation and decoding for
coded CDMA,” IEEE Transactions on Communications, vol. 47, pp. 1046–1061, July
1999.
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INTRODUCTION 

At NRAO in New Mexico, in 2002 I developed carbon filled foam lining which inexpensively 

absorbed radio frequency energy (0.07 to 100 GHz) and effectively increased RF equipment rack 

shielding.   My early research into this carbon loaded foam was first used by NRAO in the 

EVLA project to allow placement of noisy samplers in highly shielded boxes next to cryogenic 

low noise amplifiers. Later this idea was applied by the Equipto Corporation for use in the I.F. 

back end racks of the ALMA project and, successfully employed in their R6 relay rack product.  

As a result the Equipto  R6 relay rack shielding exceeds NSA standards where the magnetic 

shielding (trace on left) is 100dB to 20 MHz, and electric plane wave shielding (trace on right) is 

in excess of 150 dB around 400 MHz as seen in figure 1.   

 

Figure 1.  From The R6 Equipto Brochure, Showing Shielding 

mailto:Ridgeway_of_oz@yahoo.com
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I imagined that there was a method of improving on this and to apply this to shielded RF 

chambers. Therefore this concept was then applied to the Digi Int. chamber design shown in 

figure 2. 

 

 

Figure 2. Digi Multi Layered Isolation Chamber. 

 

At Digi Int., in Minnesota carbon filled foam was used to enhance our aluminum foil RFI 

chamber shielding from only -30 dB to -50 dB thru the chamber walls using a single layer 

laminate of carbon foam with aluminum foil.  Later using an onion skin construction method we 

increased shielding isolation to >70 dB for two laminate layers, at less than %10 of the usual 

chamber cost.   The RFI chamber is an inexpensive compromise somewhere between a fully 

anechoic RF chamber and a partially anechoic RF chamber.  It gets improved RF isolation from 

the outside RF environment by having an onion skin layering of aluminum foil and carbon 

loaded foam. As seen in figure 3 the carbon foam is 102a&b. The double sided foil is 104a &b.    

Each foil layer can provide ~20 to 40 dB of isolation depending on the quality of the capacitive 

foil panel joints which are made of aluminum duct tape.  In our RFI chamber we also chose to 

attach the 4’x6’ aluminum foil sheets using small postage stamp sized squares of 3M copper tape 

which has conductive adhesive. This allowed us to have good isolation for each foil layer down 

to ~130 MHz.    Each additional carbon loaded foam layer can add 15-30 dB of extra RF 

isolation depending on the thickness and carbon density of the foam.   So in the event that the 

surrounding RF environment degrades more layers can be added until the offending RFI drops 

below the back ground noise level for the most sensitive RF systems being tested.  
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Figure 3. Onion Skin Absorber & Foil Layering; From The Digi Int. Patent. 

 

Using this onion skin method with three or more laminate layers it should be possible to achieve 

shielding far in excess of other expensive RF chamber construction methods.  A patented method 

for doing this is part of the discussion in the ITC lecture. To venture beyond the shielding limits 

experienced by relay rack and shielded chamber manufacturers, penetrations like the door, air 

vents, fiber optics, coaxial bulk heads, and lighting would first need to be improved.  Most of 

these would involve areas of carbon coated conductive cutoff waveguides in an array. 

The foam used was selected from a choice of three known foam types. There is room for further 

experimentation if manufacturers find economic interest in optimizing such a product.  The 

conductive foam is economical, should give years of service, and is fire retardant.  This extra 

shielding from the foam does not rely on clean electrical contact as is the case with metal 

shielded chambers and thus is expected to remain useful for years.  This foam does not shed or 

crumble like other microwave absorber foam which have been tolerated for decades in such 

applications.  All things considered, this is a very inexpensive way for manufacturers to improve 

RF shielding over a very broad spectrum.  Here is an opportunity for a competitive advantage for 

a manufacturer of RF shielded chambers that should not be missed. 
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RFI & EMP CHAMBER USE 

 Due to the ultra light weight construction of this method, it should be possible to construct 

military quality EMP proof cabins for tactical aircraft and the like.   Thus EMP sensitive 

equipment can be protected where previously weight requirements may have not allowed that 

possibility.  Conversely RFI noise from say a high speed computer or software radio can be 

prevented from jamming sensitive on board GPS & other satellite receivers by using this kind of 

light weight shielded enclosure. To further increase RF isolation, slabs of the carbon loaded foam 

can also be suspended away from the metal foil walls for greatest absorption in the maximum RF 

electric field.  Such foam structures might also be used to convey cooling air to hot components.  

There is room for more research into just how thin, and light one can make the total onion skin 

laminate layers.  

 

RFI PRE-SCAN CHAMBER USE 

The idea of the RFI chamber was to get a reasonably accurate measurement of RFI emissions 

levels from any DUT (device under test).  To characterize this we need to capture the transfer 

function (S21) of our RFI chamber system.  Then we apply it to correct a spectral capture which 

will hopefully yield the same RFI emissions levels from a DUT as measured at a professionally 

calibrated RFI measurement chamber like 7Layers, in California.  I used a network analyzer and, 

two test antennas in a tracking generator arrangement.  By using the network analyzers S21 

calibration to normalize the transfer function and create a reference RFI chamber loss S21, any 

change in DUT distance or radiation pattern becomes easy to see.  It is best to have two identical 

antennas of low VSWR which would provide a low S21 loss due to antenna mismatch error 

component.  However this can be inferred from a measurement of S11 for each antenna, then for 

every point in frequency the losses due to antennae mismatch loss must be merged into the 

normalized transfer function.  The great thing about using the network analyzers calibration is 

that all system components are included in the correction.  Some of these losses must be 

removed such as the DUT positioned antenna and the coaxial line that connects it to the network 

analyzer.  But they can be separately measured and subtracted.  There will be some physical 

movement of the DUT positioned antennas phase center of radiation that will need to be 

removed from the resultant S21 error transfer function.  It should be possible to take RFI levels 

from other calibrated RFI laboratories and slowly build up a correction table to remove these 

differences.  I reduced many of these stray error sources using extra absorber applied to the areas 

of greatest reflection.   I used the normalized tracking generator and the two antennas to see 

changes in wall reflections after obstructing the direct RF path with absorber.  I then looked for 

the largest change in error as I moved large panels of absorber to obscure wall reflections.  It was 

obvious which locations had the greatest S21 error difference. 
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We used metal conduits metal taped on to the foil floor to shield all of our cables including 

coaxial cables.  These are then covered by the carbon foam to prevent RF currents from traveling 

down the outer walls of coax cables.  Inside the chamber all metal surfaces are covered by slabs 

of fitted carbon foam for moderately low RF reflection.   We also have a spherically rotatable 

DUT platform mostly made of plastic which is then covered by carbon foam to moderate RF 

reflection from its surfaces. 

To save costs, we measured the site RFI levels and applied the number of layers that would be 

useful for testing the sensitivity of the products we expect to test inside the RFI chamber.   This 

chamber was intentionally developed starting at the minimum cost for the room construction to 

meet minimum testing requirements.  Hence it was important to start out being close to those 

minimum requirements and then add the minimum required layers of foil and RF absorber as is 

possible.  The first approximation for the amount of RF absorber and aluminum foil shielding 

was based on past experience.   

The first RF chamber configuration had an unacceptable (S21) transfer function amplitude error 

of ~9 dB pp below 1.5 GHz after calibration. This was due to the fact that areas of largest 

reflection were only covered by less than one tenth of a wavelength of 1.5” absorber thickness.   

Below about 500 MHz this arrangement was impossible to calibrate and was unusable.  Extra RF 

absorber was applied to the wall areas of greatest reflections.  These critical areas were the wall 

behind the sense antenna and the wall behind the DUT.  The next worse reflective area inside the 

RFI chamber was the secular reflection ring located on carbon absorber surfaces halfway 

between the sense antenna and the DUT.  This was on the roof, floor, and walls.  

 

Figure 4: S21 dB Error vs Frequency In Hz After Calibration Then Missaligning DUT 1” 
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 After extra absorber was applied in these reflective areas, the result was that the RF chambers 

2nd configuration had an acceptable amplitude error of <1.5 dB pp down to 137 MHz after 

calibration. This means that now we can use the RFI chamber to save the costs of almost every 

RFI certification pre-scan.  With our own RFI chamber, Digi can expect to save ~$10-$20K for 

each product pre-scan avoided.  

For many satellite receiver systems connected to an efficient antenna that  have a noise figure of 

less than 1 dB (which is 75 Kelvin noise temperature)this RF chamber will not be suitable for 

sensitivity measurements.  This is due to the 300 Kelvin physical temperature of the carbon foam 

inside the RF chamber which radiates black body microwave energy.   That is true unless the 

sensitive receiver is to be used with an antenna with say -6 to -10 dB loss.  The 300 Kelvin 

carbon foam will limit the receiver system noise temperature tests to 75-30 Kelvin (which would 

still be below the receiver LNAs 1 dB noise floor).  

The 137 MHz Rx and 150 MHz Tx OrbComm RF sections can be developed using this RFI 

chamber with about 2 dB accuracy,  however such long wavelengths will ultimately need to be 

tested outdoors in a minimal RF reflective environment.  This RF chamber was calibrated up to 

~8 GHz and the amplitude accuracy improves to <<1 dB pp as frequency goes above 1.5 GHz,  

however, the propagation loss goes up with frequency and it will be difficult to see RFI at these 

higher frequencies unless we use LNAs with (NF<~1dB) for the bands of interest.   Most of our 

products operate below 2.5 GHz and the 3rd harmonic RFI can be easily measured with a 

calibration to 8 GHz.   Special care will need to be taken if working with the 3
rd

 harmonic of 5.5 

GHz products.  In this case a YIG pre-selector or some form of narrow band pass filter will be 

useful, followed by setting the spectrum analyzer or network analyzer  to its narrowest IF 

bandwidth. 

This RF chamber has a rotational platform which is designed to place the virtual-center of 

rotation 6” above the plastic DUT platform. This allows us to place the DUT on a 6” thick 

Styrofoam block, thus the DUT can be centered then rotated and studied to locate RFI angles of 

radiation.  After effecting RFI mitigation product changes, the same product placement will 

allow the RFI difference to be seen.  This is achieved with the aid of a calibration function 

recorded from a tracking generator and applied to the captured data from a spectrum analyzer. In 

order to use this calibration function with spherical rotation, the 3D calibration function must be 

taken for each angular rotational step on a sphere used in any RFI study.  The number of 

calibration functions is doubled when one includes polarization rotation of the sense antenna.  It 

was demonstrated that by installing a crude mode stirrer in the RFI chamber was able to improve 

amplitude accuracy to less than 0.5 dB.  It might be possible improve this accuracy further with 

more effort. 
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Figure 5: RF chamber S21 dB magnitude transfer function vs frequency Hz 

 

 

ANTENNA MEASUREMENTS  

This RF chamber has a rotational platform which is designed to place a small antennas phase 

center at the platforms virtual center of rotation.  The antenna can be rotated and studied without 

any amplitude offset error to provide an accurate 3D antenna radiation pattern.  This is achieved 

with the aid of a 3D calibration function (S21 ref.) recorded from a tracking generator (network 

analyzer) and applied to the captured data (delta S21) from a network analyzer.  This needs to be 

automated due to the large number of angles required to make up a 3D antenna radiation pattern.   

The number of calibration functions required is doubled when one includes 90 degree 

polarization rotation of the sense antenna.  For this purpose, we have a 1-12 GHz dual polarized 

Vivaldi horn antenna with a coaxial switch.  With this ability to measure antenna patterns over a 

sphere, comes the ability to integrate the total radiated power, thus we can obtain antenna 

efficiency numbers.  These measurements are very useful for cellular product certifications 

pretests. 
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There is an excellent method of amplitude error correction useful with this chamber in making 

accurate antenna radiation pattern plots for small antennas of gain <~10dB.  The antenna under 

test must be measured in its’ far field and still be within the chamber dimensions.  This signal 

processing hardware has no mechanical moving parts and gives repeatable error corrected 

results.  I used this method at a previous antenna pattern measurement site in New Mexico.  It 

employs an RF propagation range gate along with the network analyzer to reduce multipath.  The 

most critical part of this equipment setup is a high speed RF switch which must turn off fast 

enough to block the reflected multipath signals. It has been observed that in a reverb chamber the 

measurement pulse will echo around for more than 100 microseconds, so having the absorber on 

the walls helps to quickly reduce multi-bounce RF.  It would be more difficult to measure 

antenna patterns without this absorber.  In these ways wall reflections are eliminated from the 

antenna radiation pattern.  This method is more difficult but will provide the best error cancelling 

result even with our RF chambers moderate wall reflections.  

 

CONCLUSION 

This work demonstrates that one can construct a light weight shielded anechoic chamber for RF 

development work at about %10 the cost of traditional chambers. By increasing the number of 

layers the RF shielding isolation from the outside environment has the potential to be far in 

excess of traditional chambers.  This light weight construction will make it possible to apply 

such shielded chambers in areas like high rise buildings, and aviation.  This means that there are 

new options in the fields of intelligence, computer security, and electromagnetic pulse protection 

of tactical electronic equipment. This chamber is not fully anechoic, however at much lower cost 

it can be fitted with extra absorber only in small critical areas and will give a useable facility for 

measuring antenna radiation patterns, especially if range gated hardware is used for these 

measurements. 
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ABSTRACT 
 

Current real-time data communications links supporting Major Range and Test Facility Base 

(MRTFB) operations are one-way, dedicated links based on the IRIG 106 standard.  One of the 

goals of the iNET program is to provide for shared, two-way networked communications links 

enabling more flexible operation and more efficient use of spectrum.  Central to this goal is the 

provision for a Spectrum Assignment Manager (SAM) as referred to in the iNET architecture.  

The SAM element of the Resource Management Facility (RMF) works in concert with the 

TmNS Network Manager to support dynamic frequency assignment and real-time metrics 

adjustment.  This paper describes the potential role, key functions, and technology elements 

needed to support this important function. 
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INTRODUCTION 
 

Current communications links supporting Major Range and Test Facility Base (MRTFB) 

operations are based on the IRIG 106 standard are one-way, dedicated links.  One of the goals of 

the iNET program is provide for shared, two-way networked communications links enabling 

more flexible operation and more efficient use of spectrum.  Flexible operation means providing 

for dynamic, demand-based access consistent with priority doctrine and quality of service (QoS) 

needs.  Efficient use means (i) minimizing the unintended creation of “effectively unusable” 
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spectrum through fragmentation-inducing frequency assignment decision-making1, (ii) 

maximizing the actual use of the spectrum that is assigned, and (iii) fulfilling the maximum 

number of requests possible by optimally allocating the available spectrum. 

 

Within the iNET architecture, the Spectrum Assignment Manager (SAM)2 is responsible for 

ensuring dynamic, demand-based access to the needed spectrum [1] (Figure 1).   

 

\ 

Figure 1.  SAM Integral to iNET Architecture 

 

As such, the SAM should be capable of supporting the following functions:  

 

• Automated, near real-time Time Division Multiple Access (TDMA) controller and Serial 

Streaming Telemetry (SST) channel frequency assignments.  

• User specification and application of priority doctrine / rules. 

• Spectrum usage, state condition, and performance assessment.  

• Remote monitoring and manual override capability to control RF attributes of the TmNS 

(e.g., center frequency, bandwidth). 

 

Spectrum allocation and assignment occurs at several levels, each of which has a unique purpose, 

scope, context, and corresponding set of assignment decision-making considerations.  Each is 

also an artifact of necessity, convenience, or policy that may or may not be of value when new 

spectrum management technologies become available.  The following section introduces a 

candidate framework for describing these levels, the processes, and technologies needed to 

support spectrum allocation and assignment decision-making in different contexts.   

                                                 
1 Spectral occupancy (i.e., actual percent of spectrum occupancy) is among the set of metrics that are currently reported within 

the frequency management community.  Just because spectrum is not in use does not mean it is available for use.   

2 The Spectrum Assignment Manager is sometimes referred to in the iNET literature as the Spectrum Asset Manager. 
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LEVELS OF SPECTRUM ALLOCATION AND ASSIGNMENT 
 

For discussion purposes, we identify four levels of spectrum allocation and assignment (Figure 

2): 

 

• Level 0: Lease level 

• Level 1: Off-line scheduling level 

• Level 2: Single access level 

• Level 3: Multiple access level 

 

 
Figure 2.  Levels of Spectrum Allocation and Assignment 

 

Level 0, dubbed the lease level, is so named because it involves the allocation of certain 

segments of the spectrum as determined by policy.  For government applications                        

in the U.S., regulating spectrum allocated to the Federal Government is overseen by the National 

Telecommunications and Information Administration (NTIA).   The Federal Communications 

Commission (FCC) is charged with regulating the allocation and use of the electronic spectrum 

by non-federal government entities.  Spectrum allocation designates for what purpose it may be 

used, who can use it, and who determines how it will be shared.  The Air Force Flight Test 

Center (AFFTC) at Edwards Air Force Base (EAFB), for example, has a specific organization 

that is responsible for scheduling and monitoring the use of allocated spectrum.  

 

We refer to a-priori assignments made through today’s frequency scheduling systems as Level 1 

assignments.  These assignments are made within the context of Level 0 allocations, which tend 

to be more like leases on the spectral real estate.  Level 1 assignments tend to be static in nature 

as dictated by planned usage rather than by when the spectrum will actually be used.  In an iNET 

initial operating capability (IOC) scenario, for example, the frequency range 4400-4940 MHz 

may be scheduled for iNET usage by TDMA controllers and 5091-5150 MHz for SST channel 

assignments.   
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We characterize Level 2 assignments as single access assignments, such as assigning 4400-4600 

MHz to TDMA controller 1 and dividing the SST band into discrete channels.   

 

We refer to Level 3 assignments as multiple access assignments, which are made dynamically 

within a TDMA (or perhaps CDMA) controller.   

 

Within the iNET community, efforts made toward providing dynamic, demand-based access to 

needed spectrum have largely been directed at the TDMA slot assignment level.  Yet, much of 

the real opportunity for improving dynamic, demand-based access and spectrum utilization 

efficiency is constrained by assignment decisions made at a higher level. 

 

Consider, for example, a situation like that illustrated here (Figure 3).  Two TDMA controllers 

are given frequency assignments and five SST channels have been designated for the day’s T&E 

missions. As the day progresses, the situations reflected in Figure 4 arise.  

  

 

 
Figure 3.  Situation at Start of the Day 

 

Situation A:  We must make room for a non-tunable, high-priority request where one of the 

TDMA controllers is currently assigned. 

 

 
Figure 4.  Situations Involving Real-time Assignment Change  

 

Situation B:  As the number of TDMA wireless devices increases, and the load for data 

transmission shifts to these devices from what was previously borne primarily by SST devices, 
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the load on TDMA controllers will increase.  As slots become scarce, it will be necessary to 

stand up additional TDMA controllers.  The question then becomes, “Where?” 

 

Situation C:  The third situation involves the need to support dynamic telemetry adjustment.  For 

example, test engineers may see an emerging situation requiring more frequent updates of critical 

stress measurements from the flight control surfaces.  This, in turn, requires an increase in SST 

channel bandwidth.  The assumption here is that one can send control messages up to the test 

article and have it configure its SST device accordingly.  The dynamic need may be 

accommodated by preempting a task in another channel, or possibly by opening up another SST 

channel.   

 

Indeed, many of the same requirements for dynamic demand access, priority management, and 

QoS that exist at a TDMA controller level for slot assignment decision-making are present at the 

TDMA device and SST channel spectrum assignment level.   It is this latter role that is to be 

addressed by the SAM element of the Resource Management Facility (RMF) working in concert 

with the TmNS Network Manager. 

 

As reflected by these scenarios, rather than a single iNET band for T&E, it will be more likely 

that near- and intermediate-term iNET scenarios will require both TDMA  controller and SST 

frequency assignments across multiple, non-contiguous bands.  In fact, the long-term vision of 

shared, two-way network communication links can only be achieved by first supporting the 

transition period during which time we will still need to accommodate for legacy systems and 

devices (e.g., non-tunable radios).   

 

The specific functions, role, and requirements for the SAM have yet to be adequately defined in 

the iNET literature.  Yet, the need for this capability is clearly evident.  The following section 

provides a general overview of the proposed vision for this technology. 

 

 

CANDIDATE SAM CONCEPT 
 

The SAM solution concept should be designed to (i) assist frequency managers in generating 

feasible TDMA controller and SST channel electronic spectrum assignments to make the best 

possible use of the available spectrum subject to priority doctrine and QoS needs; (ii) support 

remote monitoring and override control of RF attributes of the TmNS (e.g., center frequency and 

bandwidth assignments); (iii) provide for the visibility and management of assigned versus actual 

use of the available frequency; and (iv) manage the history of frequency assignments, usage, 

priorities, and state conditions (Figure 5). 

 

These capabilities are intended to help the spectrum manager:  

 

• Monitor frequency assignments, network activity, and QoS performance.  

• Maintain situation awareness and the critical insights needed to adjust network resources and 

improve performance.   

• Maximize spectrum usage efficiency across T&E missions. 
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Figure 5.  Message Traffic Perspective of SAM Within iNET Architecture 

 

The functions of the SAM include the following (See OV-5 Operational Activity Model in 

Appendix A):  

 

• Support specification and application of priority doctrine / rules. 

• Dynamically generate service assignment solutions using spectrum manager-chosen 

assignment algorithm and performance metrics. 

• Issue frequency assignment / de-assignment commands. 

• Monitor / record assignments, usage, priorities, and state conditions. 

• Support manual override decision-making. 

 

In helping the spectrum manager maintain flexible, efficient use of the spectrum, the SAM 

console should provide user-selectable graphical visualization options supporting different 

perspectives, sorted and/or filtered views, and reports reflecting:  (i) requests queue contents and 

status, (ii) current frequency assignments, (iii) geospatial location / sphere of operation, and (iv) 

assignment algorithm performance.  

 

A key element of the envisioned SAM concept is the Spectrum Assignment Advisor (SAA), 

which encapsulates an assignment engine designed to accommodate as many requests as possible 

with minimal or no delay relative to real-time service needs and subject to feasibility and priority 

constraints (Figure 6).  Assignment algorithm performance may be measured in terms of 

spectrum manager-selected metrics, such as (i) number of requests serviced, (ii) queuing time, 

(iii) degree of spectral fragmentation, etc.  In reporting these metrics, the SAM employs a utility 

function-based framework to harmonize the different units and bring them into a common 

measurement framework.   
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Figure 6.  Key Functional Elements of the SAM and SAA 

 

 

S&T TECHNOLOGY CHALLENGES 
 

Among the challenges to be faced to advance toward the achievement of this vision are those 

listed below: 

 

• Lack of current capability to dynamically control both SST channel and TDMA controller 

assignments.  

• Overall difficulty in achieving optimal assignments for different operational contexts.  The 

spectrum assignment problem is inherently a multi-criteria optimization (MCO) problem 

(e.g., minimize error rate, maximize throughput, minimize delay).   

• Lack of efficient algorithms for interactive spectral capacity assignment supporting the SAM 

function in the iNET architecture.   

• Difficulty overcoming historical reluctance to adopt new telemetry systems technologies 

while continuing to rely primarily on downlink-only SST systems.  New capabilities must be 

proven to work, both through simulation and live demonstration. 

• Reliable data transmission during high dynamic maneuvers.  The SAM must either provide 

fast transition of frequency assignment or provide dedicated assignments during particular 

maneuvers. 
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POTENTIAL T&E BENEFITS 
 

The benefits of the envisioned SAM capability are best viewed from the perspective of the key 

stakeholders.   When fully realized, the SAM technology will help: 

 

• Spectrum Managers more rapidly and effectively (i) generate feasible spectrum assignment 

solutions in view of competing objectives and constraints; (ii) analyze and resolve scheduling 

conflicts; (iii) quickly make sense of the conditions involved in real-time metric adjustment 

decision-making; (iv) analyze spectrum utilization history, patterns, and trends to derive 

meaningful management statistics; (v) improve the optimized use of limited electronic 

spectrum resources; (vi) apply meaningful metrics for frequency management decision 

making and reporting; and (vii) demonstrate and effectively communicate responsible 

stewardship of the electronic spectrum. 

• Test Managers accomplish required test requirements on time by increasing capacity, 

thereby providing assured access to electronic spectrum.   

• iNET Program Managers accelerate the realization of an initial operating capability (IOC) 

while facilitating progress toward standing up a full iNET capability.   

• iNET Technology Providers reduce costs and more effectively direct internal research, 

development, and production efforts.   

 

 

SUMMARY AND RECOMMENDATIONS 
 

Assured access to electronic spectrum is essential to the success of U.S. military operations 

around the world.  Increasing contention for this limited resource threatens to degrade T&E 

operational capability.  Capitalizing on the potential economies to make more efficient use of the 

electronic spectrum can be achieved through innovative changes in process, culture, and 

technology.  The SAM solution concept presented in this paper can provide a promising 

foundation upon which to begin making those changes.  An effective way to begin this process 

might be through applying early developments of prototype SAM capabilities to help 

demonstrate an initial operating capability (IOC) for iNET.  The demonstration would involve 

reserving a block of electronic spectrum for iNET experimentation using the current frequency 

scheduling process, then using prototype SAM technologies to dynamically manage frequency 

assignments while being supervised by a frequency manager.  The lessons learned from this 

exercise can then be used to identify additional needs, drive further enhancements, and create a 

common vision for the various stakeholders involved.   

 

 

ACKNOWLEDGEMENTS 
 

This research was funded through Small Business Innovation Research (SBIR) contract FA9302-

08-C-0003 sponsored by the Air Force Flight Test Center (AFFTC) at Edwards Air Force Base, 

California.    



 

9 

 

 

 

REFERENCES 
 

[1] iNET System Requirements, Version 2007.1, July 2007. 

 

[2] iNET System Concept of Operations, Version 2007.1, July 2007, iNET scope diagram (pg 4) 

and OV-1 High Level Operational Concept diagram (pg 30).  

 

[3] iNET Ground Station Segment (GSS) Reference Design, December 3, 2009.  

 

 

BIBLIOGRAPHY 
 

“Coping with Change: Managing RF Spectrum to Meet DoD Needs,” Report of the Defense 

Science Board Task Force on DoD Frequency Spectrum Issues, Office of the Under 

Secretary of Defense for Acquisition and Technology, Washington, D.C., November 2000. 

 

Ernst, D., Hoh, Y., Portigal, D., “The Growth of Data Rates for Aeronautical Telemetering and 

the Implications for the Radio Spectrum,” MITRE Technical Report MTR 04W0000032, 

May 2004. 

 

“Frequency Management Standard Operating Procedure for Frequency Deconfliction,” 

Document 706-02, Range Commanders Council Frequency Management Group, March 

2003.   

 

Jones, Charles, “What if T&E had Infinite Spectrum?,” Proceedings of the International 

Telemetering Conference (ITC), 2006. 

 

Jones, Charles, May 2004.  Availability Metrics for Frequency Management, Report No. PA-

04072, http://www.stormingmedia.us/58/5846/A584624.html 

 

Painter, M., Jones, C., Fernandes, R., Gohlke, J., Ramachandran, S., and Verma, A., “Dynamic 

Frequency Assignment and Management Technologies for Future Test and Evaluation 

Operations,” Proceedings of the International Telemetering Conference (ITC), 2010. 

 

“Range Commanders Council Standard IRIG 106-04, Telemetry Standards,” Range 

Commanders Council, U.S. Army White Sands Missile Range, New Mexico 88002-511, 

http://jcs.mil/RCC, May 2004. 

 

“Report of the Defense Science Board 1996 Summer Study Task Force on Tactics and 

Technology for 21st Century Military Superiority,” Office of the Secretary of Defense, 

October 1996. 



 

10 

 

Appendix A.  OV-5 Operational Activity Model for the iNET SAM  
 

 
 



1 
 

IMPLEMENTING SUBSYSTEM-LEVEL REDUNDANCY  
WITHIN THE NOAA JASON GROUND SYSTEM 

 
 

Kirill Lokshin, Amit Puri, Felix Tao 
Ingenicomm, Inc. 

 
Shahram Tehranian, Abhishek Agarwal 

Avaya Government Solutions, Inc. 
 
 
 
 

ABSTRACT 
 

The National Oceanic and Atmospheric Administration (NOAA) Jason Ground System (NJGS) 
is a consolidated next-generation ground system that will support the simultaneous operation of 
the OSTM/Jason-2 and Jason-3 ocean surface topography missions.  The NJGS will consist of 
several independent subsystems for spacecraft command and control, telemetry processing, and 
data archiving and distribution. 
 
The existing NOAA Jason-2 Ground System (J2GS) was designed around the concept of 
subsystem “strings”, in which two complete sets of subsystems acted in primary and standby 
roles.  For the NJGS, this concept is replaced with subsystem-level redundancy, in which two or 
more instances of each subsystem independently provide redundant capabilities. 
 
This paper discusses the design elements involved in the provision of a ground system 
architecture providing redundancy at the subsystem level.  The paper focuses on the interaction 
between primary and standby subsystems and the mechanism through which failover capabilities 
are provided across the ground system. 
 
 

KEY WORDS 
 

NOAA Jason Ground System, NJGS, Jason-3, Failover, Subsystem Redundancy 
 
 

INTRODUCTION 
 

In 2008, a consortium consisting of four partners – the National Oceanic and Atmospheric 
Administration (NOAA), the National Aeronautics and Space Administration (NASA), the 
European Organisation for the Exploitation of Meteorological Satellites (EUMETSAT), and the 
Centre National d’Etudes Spatiales (CNES) – launched the Ocean Surface Topography Mission 
on the Jason-2 satellite (OSTM/Jason-2).  OSTM/Jason-2 is a polar-orbiting spacecraft whose 
primary objective is to measure sea surface height using radar altimetry, providing precise data 
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to assist in determining global sea level rise as well as monitoring ocean currents and heat 
content.  The OSTM/Jason-2 mission provides for continuity of sea surface elevation 
observations in conjunction with the earlier TOPEX/Poseidon and Jason-1 missions. 
 
The data provided by these missions is critical for evaluating global sea level rise and seasonal, 
annual and decadal ocean variability.  It also plays an important role in investigations of coastal 
variability and its impact on local ecosystems, ocean weather forecasting and operational 
oceanography, surface wave forecasting and evaluation, and hurricane intensity forecasting. 
 
The role of NOAA in the OSTM/Jason-2 mission encompasses the development and operation of 
the ground system to support the spacecraft.  The Jason-2 Ground System (J2GS) is composed of 
multiple elements located across several NOAA facilities, including the Satellite Operations 
Control Center (SOCC) and the Environmental Satellite data Processing Center (ESPC), both 
located in Suitland, Maryland; the Command and Data Acquisition Stations (CDAS), located in 
Wallops, Virginia, and Fairbanks, Alaska; and the National Oceanographic Data Center (NODC) 
in Silver Spring, Maryland.  The J2GS interfaces with elements maintained and operated by the 
other mission partners, notably including the European Earth Terminals (EETs) in Usingen, 
Germany. 
 
To provide continuity of observation beyond the lifetime of the Jason-2 spacecraft, the four 
mission partners plan to launch a Jason-3 satellite.  Jason-3 will follow the same mission profile 
and orbital path as OSTM/Jason-2, and will provide global measurements of sea surface height 
to an accuracy of approximately 4 cm, with repeated location coverage every 10 days.  The 
primary instrument package planned for Jason-3 is similar to that of the previous mission, and 
includes the Poseidon-3 Radar Altimeter and the Advanced Microwave Radiometer (AMR). 
 
In support of the Jason-3 mission, NOAA is developing the NOAA Jason Ground System 
(NJGS), which will be capable of simultaneously operating both Jason-2 and Jason-3.   The 
NJGS will consist of the same key elements as the J2GS; each element will be upgraded to 
provide multi-spacecraft operational capability as well as to improve on the baseline 
functionality and performance of the J2GS.  One of the main design features selected for 
improvement as part of the NJGS upgrade is the subsystem redundancy mechanism provided by 
the J2GS. 
 
 

REDUNDANCY WITHIN THE JASON-2 GROUND SYSTEM 
 

The J2GS utilizes the concept of “strings” of equipment.  A string is defined as a single instance 
of every subsystem within the J2GS, such that: 
 

(a) Each subsystem within a string is configured to interface with the other subsystems 
within that string, and not with any subsystems outside the string; and 

(b) The subsystems in a particular string collectively perform all the functions of the J2GS. 
 
More intuitively, the strings are functionally independent copies of the entire J2GS data 
processing and distribution chain.  Two identical strings of equipment are used for nominal J2GS 
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operations; at any time, one of the strings is in an active state and processing data, while the 
other is in a hot standby state, awaiting a command to become active. 
 
Redundancy within the J2GS is thus provided at a string level, where the standby string acts as a 
backup for the active string.  In the event of a subsystem failure within the active string, the 
standby string is transitioned to an active state and assumes all operational responsibilities of the 
J2GS, while the previously active string transitions to a standby state. 
 
The underlying mechanism for implementing the string failover is the Heartbeat/Failover 
(HB/FO) software component.  HB/FO consists of a set of command handler elements located on 
each subsystem within the active and standby strings, as well as a management element located 
on the J2GS operator workstations. 
 
During nominal operation of the J2GS, each command handler element generates heartbeat 
messages on a periodic basis.  These messages indicate the health and status of the subsystem on 
which the command handler element is hosted.  The heartbeat messages are transmitted to the 
operator workstations, which monitor them to provide operators with a display of subsystem 
health across the entire ground system. 
 
In the event of a subsystem failure, the command handler element on that subsystem reports that 
the subsystem has entered a faulty state – or, in the event of a catastrophic failure, stops reporting 
at all – causing the operator display to indicate the failure.  The operator then manually initiates a 
string failover operation; this causes the HB/FO management element to generate a command 
message for each subsystem, indicating a transition to standby state for previously active 
subsystems and a transition to the active state for previously standby ones.  Each system, upon 
receiving this command message, performs the appropriate state transition; once all subsystems 
complete their transitions, the strings are considered to have reversed roles. 
 
Performing the failover operation on a string level introduces a number of operational 
inefficiencies and limitations.  First, any subsystem failure results in the need to fail over all 
subsystems across every site within the J2GS – even sites which would not otherwise be affected 
by the original subsystem failure.  Second, because any failover operation must include those 
subsystems which interface with the external mission partners, any subsystem failure and 
resulting failover requires coordination with and the participation of all mission partners, each of 
whom must update configurations to interface with the newly active equipment string. 
 
 

DESIGN CONSTRAINTS 
 

As part of the NJGS development effort, it was decided to improve on the J2GS redundancy 
mechanism by changing the design to allow failover operations to take place on individual 
subsystems rather than equipment strings.  However, a number of design constraints were placed 
on the new mechanism as a consequence of other mission and interface compatibility 
requirements. 
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The first constraint was the presence of legacy subsystem software components that required the 
use of raw IP addresses for connections between subsystems.  These components could not be 
modified to accept hostnames or other non-IP-address mnemonics.  As a consequence of this 
constraint, the use of DNS or similar mechanisms that allow subsystems to be accessed by name 
was of limited utility for the redundancy mechanism; raw IP addresses would need to be tracked 
and updated as part of any failover operation regardless of the presence of suitable hostnames for 
the subsystems involved. 
 
The second constraint was a requirement that failover operations within the NJGS require no 
actions on the part of the external mission partners.  This would be a significant change in 
operational concept from the J2GS model, in which all partners were required to participate in 
failover operations, substantially increasing the coordination required before any failover could 
take place. 
 
The third constraint was a requirement that all failover operations be manually initiated by the 
NJGS operations staff, rather than automatically negotiated by the subsystems.  This constraint 
prevented the use of typical handshaking and state negotiation techniques between counterpart 
instances of a subsystem; instead, all subsystem states are explicitly assigned by the operators. 
The final constraint was a requirement that failover operations be capable of independently being 
performed from one of a number of separate operator workstations.  This constraint prevented 
the use of any central management subsystem for the entire NJGS, requiring that state 
information be simultaneously distributed across the entire ground system. 
 
 

REDUNDANCY WITHIN THE NJGS 
 

The redundancy model used by the NJGS provides independent redundancy on a subsystem 
level; in other words, every subsystem within the NJGS has a hot standby counterpart which can 
replace the subsystem in the event of a failure, without requiring a failover of any other 
subsystem.  The underlying mechanism for implementing the resulting failover strategy remains 
the HB/FO software component, which has undergone several modifications to provide this 
capability while meeting the design constraints enumerated in the previous section. 
 
NJGS subsystem failover is implemented as a two-stage process, where the first stage consists of 
the state transitions of a subsystem and its counterpart, and the second stage consists of 
automatic responses from the other NJGS subsystems to account for the new data path through 
the ground system. 
 
In the first stage, the operator manually initiates a failover, causing the HB/FO management 
element on the operator’s workstation to send a failover command message to a particular active 
subsystem and its standby counterpart, as shown in Figure 1. 
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Figure 1: First stage of a failover operation.  The operator workstation sends failover  

command messages to an active subsystem and its standby counterpart. 
 
Each of the two subsystem instances receiving the command message processes the failover 
command and performs a state transition, which typically involves starting or stopping the data 
processing software components executing on that subsystem instance.  Each subsystem instance 
then generates a heartbeat message indicating its new state and sends that message to the 
operator workstation, as shown in Figure 2. 
 

 
Figure 2: First stage of a failover operation continued.  The subsystem and its counterpart  

transition states and send heartbeat messages back to the operator workstation. 
 
Following the completion of the first stage of the failover operation, the subsystem performing 
the failover has swapped states with its standby counterpart.  Consequently, any data flow 
passing through the subsystem has been interrupted, as the other subsystems within the NJGS are 
not yet aware of the transition that has taken place. 
 
The second stage comprises the automated failover responses executed by the other NJGS 
subsystems to accommodate the modified data path through the ground system.  Once the 
operator workstation has received heartbeat messages confirming that the failover operation was 
successfully executed, it generates a set of active node report (ANR) messages and sends these 
messages to every subsystem within the NJGS, as shown in Figure 3. 
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Figure 3: Second stage of a failover operation.  Having confirmed the successful  

execution of the first stage, the operator workstation generates and sends active node  
reports to all subsystems within the NJGS. 

 
The ANR message consists of a list of every subsystem within the NJGS and indicates, for each 
subsystem, its IP address and current state.  When the HB/FO command handler element on a 
subsystem receives an ANR message, it compares its contents against its current state to 
determine whether the state of any subsystem with which it communicates has changed.  If a 
change is detected, the HB/FO command handler element executes local configuration changes 
to enable communication with the newly active instance of that subsystem, as shown in Figure 4. 
 

 
Figure 4: Second stage of a failover operation continued.  Upon receiving an ANR  
indicating a failover of Subsystem B, Subsystem A modifies its local configuration  

to flow data to the newly active instance. 
 
The effect of the local configuration changes is to restore data flow through the subsystem which 
performed the failover, without requiring failover operations on any other subsystem. 
 
To enable a failover between counterpart instances of a subsystem to take place, operational data 
must be continuously synchronized between the active and standby nodes.  Only actual data is 
synchronized; local configuration files are specific to each instance of a subsystem, and cannot 
be moved between two different instances of a subsystem. 
 



7 
 

For NJGS subsystems, two different synchronization strategies are employed, depending on 
whether the subsystem in question uses a dual-instance or triple-instance configuration. 
 
A dual-instance arrangement is the typical configuration for an NJGS subsystem; in this 
configuration, there are two instances of the subsystem, one of which is active and one of which 
is in a standby state.  In this scenario, data for both Jason-2 and Jason-3 spacecraft is replicated 
from the active instance to the standby one, as shown in Figure 5. 
 

 
Figure 5: Dual-instance synchronization.  Data for both spacecraft 

is synchronized to the standby instance. 
 
A triple-instance configuration is for those subsystems where a particular instance is dedicated to 
either the Jason-2 or Jason-3 spacecraft.  In this scenario, two instances are active at any time – 
one for each spacecraft – while the remaining instance serves as a backup to both of the active 
instances simultaneously.  In this arrangement, each of the active instances replicates data to the 
other active instance as well as the standby instance, as shown in Figure 6. 
 

ACTIVE – JASON-2 ACTIVE – JASON-3

STANDBY

Jason-2 Data

Jason-3 Data

Jason-2 Data

Jason-3 Data

Jason-2 Data

Jason-3 Data

SYNC

SYNC

SYNC

SYNC

 
Figure 6: Triple-instance synchronization.  Each of the active 

instances replicates data to two other instances. 
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The NJGS failover mechanism is required to allow subsystem failover to take place without the 
need for any action by the external partners.  To allow this to take place, a specialized form of 
real-time IP address handover is used on subsystems which are directly accessed by the external 
partners. 
 
Each externally-accessible subsystem is connected to a particular VLAN dedicated to external 
connectivity.  IP addresses on this VLAN are not assigned to a particular physical instance of a 
subsystem (as they are elsewhere within the NJGS), but rather to a logical subsystem consisting 
of both the active and standby instances.  The external IP address is thus transferable between the 
instances of a subsystem, and may be used to access the currently active instance at any time, 
without requiring knowledge of which instance is in the active state. 
 
As part of the failover operation on these subsystems, the previously active subsystem 
relinquishes control of the dedicated external IP address, while the newly active subsystem 
configures its external interface to use the dedicated IP address.  Further, to minimize the impact 
on subsystem access due to ARP caching, the newly active subsystem spoofs the MAC address 
associated with the dedicated external IP address. 
 
 

CONCLUSIONS 
 

The redundancy mechanism described above is a significant improvement over the string-level 
redundancy approach implemented for the OSTM/Jason-2 ground system.  It allows the 
replacement of individual failed components with minimal impact to the rest of the ground 
system, and performs replacements transparently to external partners and users of the system. 
 
However, the approach is not without its limitations.  In particular, the requirement that all 
failover operations be initiated from operator workstations adds a potential point of failure to the 
system; if the communication mechanism between a subsystem and an operator workstation 
experiences a failure, it may be impossible to perform further remote operations on the 
subsystem – or even determine whether it continues to operate correctly.  Such failure scenarios 
must be mitigated through a combination of automated checks and operator procedures designed 
to minimize the risk that a subsystem could end up in an unknown state. 
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ABSTRACT 

 

In this paper, we propose a new, low complexity approach for the design of laser radar (LIDAR) 

systems for use in applications in which the system is wirelessly transmitting its data from a 

remote location back to a command center for reconstruction and viewing.  Specifically, the 

proposed system collects random samples in different portions of the scene, and the density of 

sampling is controlled by the local scene complexity.  The range samples are transmitted as they 

are acquired through a wireless communications link to a command center and a constrained 

absolute-error optimization procedure of the type commonly used for compressive 

sensing/sampling is applied.  The key difficulty in the proposed approach is estimating the local 

scene complexity without densely sampling the scene and thus increasing the complexity of the 

LIDAR front end.  We show here using simulated data that the complexity of the scene can be 

accurately estimated from the return pulse shape using a finite moments approach.  Furthermore, 

we find that such complexity estimates correspond strongly to the surface reconstruction error 

that is achieved using the constrained optimization algorithm with a given number of samples.  

  

 

KEYWORDS 
 

Compressive Sensing, Sparse Signal Reconstruction, LIDAR data modeling, LIDAR data 

transmission 

 

 

INTRODUCTION 

 

In this paper, we study the feasibility of a new paradigm in remote LIDAR data collection and 

transmission based on compressive sensing principles and using sparse reconstruction 

techniques.  Specifically, we do not apply the conventional scenario here in which that LIDAR 

range data is collected by sampling the scene uniformly using a raster scan and the data points 

are then all transmitted (possibly with compression) over a communications link to a remote user 

for viewing or further processing.  Rather, we assume here that range samples are collected 

randomly across subregions of the scene and that these range samples are again transmitted to 

the remote user where they are reconstructed for view or further processing.  In this case, 
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however, sparse reconstruction techniques based on constrained l1-norm optimization must be 

applied. The theory of compressive sensing or sampling tells us that reconstruction to a specified 

level of quality is possible with only a subset of randomly-selected range samples as long as the 

target scene is in some sense sparse, the details of which we discuss later.  The major challenge 

here is to determine when enough LIDAR range samples have been collected so that we achieve 

the required reconstruction quality at the receiver (where the user of the data resides).  While we 

could in theory run the reconstruction algorithm at the transmitter each time we acquire a new 

range sample, this is not practical due to the high computational complexity involved.  Instead, 

we propose to analyze the temporal envelopes of the LIDAR return pulses in order to model the 

complexity of the surface being illuminated. Based on the estimated complexity, we can 

determine how many samples are required to achieve the desired surface accuracy.   

 

In this paper, we consider the two stages of the process separately: surface complexity modeling 

based pulse complexities and the range sample / surface complexity correlation.  In an actual 

system, one would tie these two processes together so that each time a LIDAR pulse was 

received, the surface complexity model would be refined as would also the estimated number of 

additional samples needed to achieve the reconstruction quality goal. Note as each pulse is 

received, the range value corresponding to that pulse can be transmitted through the 

communication channel to the user and that the user need not wait for all of the range samples 

before begin reconstruction of the target scene. 

 

In the text that follows, we first introduce the basic theory of compressive sensing and discuss 

issues involved in applying it to LIDAR.  In the next section, we present simulation results 

showing that we can connect the number of LIDAR return pulses required to achieve a given 

surface reconstruction accuracy to the fractal surface complexity.  After this, we show that it is 

possible to estimate the surface complexity from the shape of the temporal envelopes of 

individual LIDAR return pulses.  Finally, we present our concluding remarks and discuss future 

directions for this research effort. 

 

COMPRESSIVE SENSING/SAMPLING THEORY 

 

In 2006, the works of Candes, et al. and Donoho put forth the idea of compressive sensing, 

reminding those in the signal processing community that the often-quoted Nyquist sampling 

theorem provides only a sufficient condition for perfect signal reconstruction and not a necessary 

condition [2, 3, 4]. In particular, it was noted that if the underlying signal of interest can be 

viewed as being sparse with respect to some underlying basis (not necessarily the one in which 

its waveform would be most naturally sampled), then it is possible to sample that signal at a rate 

much lower than the Nyquist rate and still reconstruct it to some bounded precision. For 

example, natural images are sparsely represented in the wavelet domain and thus compressive 

sampling has been successfully applied to them [5].   

In a compressive sensing-based system, we do not directly sense (sample) the continuous 

waveform f(t) containing the signal of interest.  Instead, we sample the inner product of that 

waveform with some set of sampling functions: i.e., 

mkfy kk 1,              ,,           (1) 

where k  is the kth sampling function and yk is a sample of the signal.  In an ideal system using 
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conventional sampling,  kTttk  )(  where T is the sampling period and    is the dirac 

delta function while for non-ideal conventional sampling, the k  are shifted, nonoverlapping box 

functions [1].  Given an orthonormal basis 



  1,2,L ,n , we can write the expansion of 

signal f(t) in terms of this basis as 






n

i

ii txtf

1

)()(            (2) 

where ii fx , . If f(t) is sparse with respect to this basis expansion, then only a small number 

of transform coefficients xi need be retained to get a high quality reconstruction of f(t). 

 

From this point forward in our discussion, we will assume that our signal f is discrete and, 

specifically, that it is represented by a vector nf .  A discrete representation will not 

necessarily limit the utility of compressed sensing in LIDAR applications. For the discrete 

problem, (2) can thus be written as 

xf             (3) 

where  is an nn matrix having as its columns the basis set  n ,,, 21   and nx  

contains our transform coefficients. The goal of compressed sensing in a discrete framework thus 

becomes that of representing f with m coefficients where m << n. 

For compressive sampling to be effective, the sampling functions k  must be incoherent with 

respect to the basis function i. From [1], coherence between the sensing basis  and the 

representation basis  is given by 

  jk
njk

n  ,max,
,1 

 .        (4) 

Thus, the coherence is defined as the magnitude of the largest correlation between any two 

elements of  and .  If the basis in which our signal f is sparse is known a priori, then we can 

construct a sensing basis  which is maximally incoherent and thus reconstruct f with the best 

possible fidelity for a given number of measurements.  Unfortunately, it is generally not possible 

to sense the signal using the optimal basis in most applications.  Fortunately, it turns out that a 

random orthonormal sensing basis  will achieve with high probability a coherence of 

approximately nlog2  relative to any fixed sparse representation basis  [1].  This value is 

considerably below the upper bound of n  on the coherence in (4), and it justifies the 

widespread use of random sampling functions in compressed sensing.   

 

Some interesting issues arise in the application of compressive sensing to the „cloud of points‟ 

LIDAR problem.  First, the points are not sampled on a uniform grid, making the direct 

application of the sensing equation (1) difficult without interpolation. Thus, our nonuniform set 

of range samples can be viewed as being randomly sampled with respect to an underlying 

uniform grid, effectively folding the interpolation process into the reconstruction optimization. A 

much larger problem here, however, is in the reconstruction process itself. Specifically, the 

convex optimization process is formulated as the following constrained l0-norm minimization: 

 xx
nRx

~, subject to ~min
11~




kky  xx
nRx

~,  subject to  ~min
0l~




kky     (5) 

In words, this equation states that we are looking for the vector 



˜ x  having the fewest non-zero 
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elements (i.e., the maximum sparsity) that is consistent with the observations yk. The 

reconstructed signal is then given by 



˜ f ˜ x . While this optimization problem can be solved 

using straightforward linear programming if approximated as an l1-norm minimization, its 

solution requires implicitly that we know the transform basis  in which our signal of interest is 

sparse.  For many well-studied applications such as image compression, this is not a major issue 

since basis for which the signal of interest is sparse is well known (e.g., a wavelet basis).  In the 

case of LIDAR range maps, however, a general basis for which all maps are provably sparse is 

not known.  Furthermore, we would contend that such a general basis does not exist because of 

the dependence of the received signal on not just sampling density but also on geometry, laser 

spot size, and the local complexity of the terrain.  It is this fact that motivates the proposed 

compression algorithm. 

 

Specifically, the algorithm that we are proposing analyzes and classifies each received range 

pulse at the encoder and uses this classification to determine the manner in which it should be 

encoded.  This classification process is performed at the receiver and is ultimately used to model 

the complexity of subregions of the range map.  From this complexity model we then extract the 

sparse transform bases required in the reconstruction process as well as an estimate of the 

number of range samples needed in the region to achieve, with high probability, acceptable 

reconstruction (e.g., applying Eq. (6) in [1]).  In this paper, we consider the local range maps to 

be modeled by a collection of piecewise constant planes, and the mean plane size associated with 

the best fit of this model to the actual data is used to characterize subregions.  

 

 

MODELING LIDAR SCENE SPARSITY USING COMPRESSIVE SENSING 

 

In this section, we present simulation results showing that scene complexity is directly correlated 

to the number of locations that are randomly sampled by LIDAR pulses. The results in this 

section were originally presented in [6]. Random surfaces are generated by a fractal-based 

iterative algorithm which uses a midpoint displacement in two dimensions to create corner points 

delimiting smaller but geometrically equal shapes (e.g., square facets). The implemented fractal 

algorithm is the Diamond-Square (D-S) algorithm developed in [7]. This algorithm is 

implemented in combination with bilinear interpolation to change scene complexity. To reduce 

complexity, bilinear interpolation is used to fill the gaps between facets already defined by the 

fractal algorithm or by interpolation itself. In general, gaps are filled with facets linearly 

correlated with its surrounding neighbor facets, thus generating surfaces of lesser detail and 

randomness. The greater the number of facets generated with bilinear interpolation, the lower the 

surface complexity. In general, a surface of higher complexity will tend to be more random and 

more detailed than one of lower complexity but both will have similar shapes. Surfaces of lower 

complexity contain facets that have a more constant slope orientation. In contrast, surfaces of 

higher complexity contain a large number of small sized facets with random orientations, 

introducing higher detail into the surface. A total of seven surfaces of increasing complexity (i.e., 

facet sizes) which vary between 1 and 7 were generated.  

 

For the laser pulse simulation, we assumed noiseless sampling and we set the laser footprint size 

equal to the size of the smallest facet in the surface of highest complexity. In other words, 

LIDAR signal returns with a surface of highest complexity will contain reflections containing the 
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information of a single intercepted facet. The power reflected by each facet and collected at the 

sensor site depends in this simulation only on the orientation of the facet‟s normal with respect to 

the pointing laser. The generated surface is randomly sampled with single pulses; lossless 

transmission and Lambertian-scattering upon reflection were further assumed.  

 

Each surface is compressively sampled using a set of m random measurements defined by the 

sampling functions k . In this study, the set of m-random measurements at which surface 

reconstructions are obtained was m = {4, 40, 400, 4000, 8000, 16000}. The reconstruction of the 

surface from an incomplete set of measurements using compressive sensing was achieved with 

the l1 minimization program described in (5) using additional constraints. Estimates of the 

surface sparsity as a function of complexity were computed by establishing a relationship 

between the number of m-measurements required and the lowest achievable MSE using the 

available set of reconstructions. To test our approach, a total of a 1000 reconstructions were 

obtained for each of the m-measurements and generated surfaces of varying complexities. 

Combining these, results in a total of 42,000 reconstructions used for the estimation of the 

corresponding MSEs for each m-measurement and surface complexity. The reconstruction 

algorithm used is the total variation (TV) obtained from the l1-magic Matlab collection of 

subroutines developed by Candés and Romberg in 2005 [8]. 

 

 

 
Figure 1: Generated surfaces a) Complexity 1, b) Complexity 3, c) Complexity 5, d) Complexity 7. 

 

Each of the seven synthetic surfaces of size 129 × 129 was generated with a 100 meter mean 

level, a roughness of 30, and surface complexities ranging from 1 to 7. Examples of various 

surfaces are shown in Figure 1. In general, the generated surfaces have a similar shape but 

distinct levels of complexity. Surfaces of lower complexity contain less detail since the facets 

composing it have a correlated facet orientation among them while surfaces of higher complexity 

contain facets of increasing random orientations, thus introducing more detail.  An example of 

the results of the compressive sensing reconstruction of a generated surface of complexity 4 

using m = 4000 random measurements is shown in Figure 2. We note from figure 2 that the shape 

of the reconstructed signal resembles that of the original. The algorithm was not capable of 

recovering sharp edges formed between adjacent facets, however. The resulting mean squared 

error (MSE) of this reconstruction is of 5.713 with an approximate compression ratio of 4:1. To 

illustrate the resulting MSEs of all the reconstructions, the mean MSE was computed over the 

1000 computed reconstructions for each value of m measurements and each surface complexity. 
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Values of m equal to 4, 40, 400, 4000, 8000, and 16000 were used. The results are plotted in 

Figure 3 which also includes plots of the mean MSEs of surfaces with distinct complexity. Note 

that the MSEs of the surface complexities are very close to one another for all sets of m random 

measurements, excepting that of the lowest complexity surface [6]. 

 

 
Figure 2: Surface reconstruction a) Original surface, b) Reconstructed surface 

 

The results show that accurate reconstructions of the generated surfaces can be obtained using 

compressive sensing. Furthermore, Figure 3 shows that the number of measurements required to 

obtain small MSEs appears to increase as the complexity of the surfaces increase. For each of the 

surface complexities, the mean MSE for each m number of measurements was compared with 

the mean MSE corresponding to m = 16000. The minimum number of measurements for which 

the mean MSE for a given surface complexity is statistically equal to that for 16000 

measurements was then selected as the minimum m satisfying Equation (6) in [1]. The resulting 

minimum m’s corresponding to each of the surface complexities is shown in Table 1. 
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Figure 3: Reconstruction MSE as a function of k measurements. a) Mean MSE across reconstructions b) 

Zoomed plot 

 
Table 1: Single return surface characterizations 

Surface 

Complexity 

Minimum 

m 
Sparsity ratio    

       

1 1232 0.375 

2 1924 0.586 

3 2769 0.844 

4 2919 0.889 

5 3127 0.953 

6 3267 0.995 

7 3282 1 
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The third column in Table 1 expresses a sparsity ratio relative to the surface of highest 

complexity as given by 



mi

m7


C 2 ,  Si  logn

C 2 ,  S7  logn
  (see [6] for details).                                      (6) 

In (6), mi is the number of measurements ym required for a surface of sparsity i = 1 to 6 while m7 

is the number of measurements required a surface of complexity 7 (the highest).  All of the terms 

on the right side of this equation cancel out except Si / S7 which are sparsity terms in the 

underlying theoretical formulation of compressive sensing [1].  Thus, this ratio directly relates 

the fractal surface complexity to the theoretical sparsity.  From Table 1, we clearly see that as the 

complexity of the synthetically generated fractal surface increases, so too does the sparsity ratio 

and the corresponding number of samples required reconstruct the surface.  

 

 

SURFACE COMPLEXITY ESTIMATION BASED ON LIDAR RETURN PULSE 

ENVELOP 

 

Having shown that there is a direct correlation between the complexity parameter used to 

generate the random fractal surfaces and the required sampling density, we now investigate 

whether or not it is possible to estimate the complexity of the surface by analyzing LIDAR pulse 

returns.  In particular, we evaluate the complexity of the temporal envelopes of the received 

LIDAR pulses by using the concept of finite rate of innovations and show that knowledge of 

these envelop complexities allows us to infer the complexity of the underlying surface and thus 

(based on the analysis of the previous section) the number of measurements required to achieve 

accurate sparse reconstruction.  Full details of the proposed approach can be found where it was 

first presented in [9], so we will only summarize the approach and the results here.  Random 

fractal surfaces are again generated exactly as before and Monte Carlo trials are applied to 

generate the statistical results. 

 

A.   Model of LIDAR Return pulse 
 

Ideally, a single return waveform representing the topography of the small surface region 

illuminated by a single pulse (i.e. without scan) should be of the form of the weighted sequence 

of Diracs  



x t  ak t  tk 
k0

K 1

 ,    t               (7) 

where t represents continuous time, K the number of distinct illuminated facets (i.e., innovations) 

within the laser footprint and 



tk  indicates the TOF of the pulse caused by the k
th

 facet reflection. 

Weights 



ak indicate the attenuation of power along the intervening path of the reflected pulse 

from the particular location corresponding to reflection k. The amount of power reflected 

depends on several factors, including the facet orientation with respect to the laser pulse, the 

material and the density. Because the laser pulse duration is not Dirac in practice, the return 

waveform itself will be composed of shifted and spread versions of this laser pulse.  In this 

study, however, we model the system response  using the m-th order b-spline function 



 t  (see 

[9] for details).  
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TABLE 2 

CONFUSION MATRIX: SURFACE COMPLEXITY CLASSIFICATION 

   T R U E   

 Surface 

Complexity 

1 2 3 4 5 6 7 

 
 

 

PREDICTED 

1 20 0 0 0 0 0 0 

2 0 20 0 0 0 0 0 

3 0 0 17 0 0 0 0 

4 0 0 3 16 1 0 0 

5 0 0 0 2 11 4 3 

6 0 0 0 2 6 11 15 

7 0 0 0 0 2 5 2 

 

 

B. Constructing Model of LIDAR Pulses 

 

Reconstruction of the signal parameters in (7) is achieved by sampling moments and using the 

finite rate of innovation (FRI) approach described in [10]. This approach reconstructs signals by 

sampling at their rate of innovation, a rate often much lower than the Shannon/Nyquist rate. In 

the case of b-spline reproducing polynomials, a choice of N ≥ 2K – 1 samples suffices to model 

signal x(t) perfectly. In general, the procedure consists of first calculating the coefficients 



cm,n  for 

which the following polynomial is satisfied  

         



cm,n
t
T
 n  tm,    m  0,1,K ,N

n

               (8) 

In addition, b-spline kernels are required to be of at least the same order as the degree of the 

reproducing polynomial for accurate signal reconstructions. In our case, coefficients 

corresponding to b-spline of order N ≥ 2K are required for retrieving the 2K signal parameters. 

These coefficients are then used to compute the signal moments for estimation of the signal 

parameters in (7) using the equality given by   

         



m  cm,nyn
n

  aktk
m

k0

K 1

 ,     m  0,1,K ,N       (9) 

This system of equations can be solved in matrix form for the time-of-flights (TOFs) tk using a 

Yule-Walker system of equations involving at least 2K consecutive values of  



m  and then 

finding the roots of the polynomial (i.e., the annihilating filter) formed by the coefficients of the 

solution. The weights 



ak can be found given the TOF locations 



t0,t1,K ,tk  and arranging them in 

matrix form as a Vandermonde system following (5). A more detailed description of the 

procedure can be found in [10].  

 

In addition to classifying return waveform complexity, we also build a simple classifier to 

determine the complexity of the surface under observation. Here, surface complexity can indicate 

both facet orientation randomness with respect to the pointing laser direction and the density of 

facets with similar orientation within the laser spot footprint. In general, we expect that 

reconstructed waveforms corresponding to surfaces of higher complexity contain fewer 

dependencies than those corresponding to lower complexities. Based on this, we train a classifier 

to determine surface complexity using the number of significant singular values necessary for 

reconstructing (in the least squares sense) the return waveforms at a pre-specified error 
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percentage.  

 

C.  Experimental Results 

 

In our experiments here, we consider two different definitions of the underlying surface 

complexity: the complexity as given by the surface complexity parameter used to generate the 

fractal surface and the complexity as given by the size of the laser spot illuminating the target 

relative to the facet size.  We term this latter quantity to be the laser footprint size (FPS).  Table 2 

shows a confusion matrix illustrating the accuracy of the pulse-based surface complexity analysis 

with a fixed FPS of 32x32 target facets and varying fractal complexity.  A nearest neighbor 

classifier is used with a training set of 50 samples per class and an independent test set of 20 

samples.  Overall, we see that the results are very good for all of the classes except 7 (the highest 

complexity surface) which is often confused with class 6.  Complexity estimation results based 

on footprint size are shown in Table 3.  Here, the training set is composed of 5600 simulated 

LIDAR return pulses while the test set contains 1120 independently generated return pulses.  The 

performance here is even better, ranging from 74% correct classification in the worst case to 

99.5% in the best case. 

 
TABLE 3 

CONFUSION MATRIX: FPS CLASSIFICATION 

   T R U E 

 fps (in 

facets) 

2×2 4×4 8×8 16×16 32×32 

 

 
PREDICTED 

 

2 × 2 1115 248 0 1 0 

4 × 4 5 836 88 16 1 

8 × 8 0 36 998 116 22 

16 × 16 0 0 34 840 269 

32 × 32 0 0 0 147 828 

 

 

CONCLUSIONS 

 

In this paper we have studied the application of compressive sensing to LIDAR data acquisition.  

Specifically, we have simulated a target surface that is randomly generated, fractal, and 

piecewise-planar, assuming that each plane scatters light according to the typical Lambertian 

model.  We then showed through Monte Carlo simulations that the number of randomly sampled 

LIDAR pulses used in a sparse reconstruction process was directly correlated to the fractal 

surface complexity and further that this complexity could be accurately predicted from the 

complexity of the received waveform as indicated by the innovations rate of its temporal 

envelop.  We also showed that the characteristics of the temporal envelop are even more effective 

for predicting the number of individual facets illuminated by the laser spot—a quantity that can 

be viewed as another measure of scene complexity. 

 

From the standpoint of telemetering, these results are useful because they open up the possibility 

of efficiently transmitting LIDAR range values from a remote platform back to a command 

center for reconstruction.  We note that while the temporal envelops of the received pulses are 

processed at the LIDAR to model the scene complexity and thus determine whether or not 

enough samples have been collected, only the numeric range sample values need to be 

transmitted back to the command center.  This combined with the fact that only a minimal 
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number of randomly-selected range samples are selected for each subregion in the scene could 

result in significant reductions in the required communications bandwidth over a conventional 

raster-scanned LIDAR system for which all of the range samples are transmitted regardless of 

the underlying scene sparsity.  Furthermore, while the entire LIDAR return pulse envelop must 

be processed for complexity estimation in the LIDAR transmitter, the complexity of this 

processing is many orders of magnitude less than the alternative: a complete sparse 

reconstruction of the target surface each time a new return pulse is received. 

 

Some areas of future work which we are interested in pursuing including improving our pulse 

complexity modeling by adding polarimetric signature analysis as well as collecting laboratory 

data with carefully ground-truthed target objects to validate these simulation results.  In addition, 

we plan to study how a communication channel affects the reconstruction quality by examining 

the effects of quantization and channel errors. 
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ABSTRACT 
 

The Test and Training Enabling Architecture enables interoperability among ranges, facilities, 
and simulations in a timely and cost-efficient manner and fosters reuse of range assets and future 
software systems.  TENA is a common architecture, providing for real-time software system 
interoperability using the TENA Middleware, as well as interfacing to existing range assets, 
C4ISR systems, and simulations.  The Middleware, currently at Release 6.0.1, has been used by 
the range community for testing, evaluation, and feedback in many major exercises since 2002, 
and has been selected for use in the Joint Mission Environment Test Capability prototyping 
demonstrations and distributed testing. 

  

I. INTRODUCTION  
 

Due to the necessity of the continuous evolution of the warfighter, equipment, and concepts being 
deployed in support of missions around the globe, the United States Department of Defense 
(DoD) developed geographically dispersed ranges on which to conduct crucial test and training 
events.  The test and training events carried out at these facilities are varied in nature and range 
anywhere from individual systems under test to large-scale Joint exercises spread across 
numerous ranges where live, virtual, and constructive (LVC) systems are blended to enact 
representative scenarios.  While highly capable, these DoD ranges were initially developed with 
“stovepipe” systems, individually built with different suites of sensors, networks, hardware and 
software making interoperability difficult.  The focus is now shifting to allow the most efficient 
use of current and future range resources via range resource integration.  This integration fosters 
interoperability and reuse within the test and training communities, critical to validate weapon 
system performance, such as the Joint Strike Fighter (JSF), in a more cost-effective manner.   
 
The Test and Training Enabling Architecture (TENA) is the DoD corporate approach for 
interoperability of distributed range facilities with an LVC capability.  This includes the Services 
as well as Industry resources.  TENA provides real-time software system interoperability by 
interfacing to existing live range assets, plus Command, Control, Communications, Computers, 
Intelligence, Surveillance, and Reconnaissance (C4ISR) systems, and simulations.   
 
TENA provides the middleware software component and can be used on any network such as the 
Joint Mission Environment Test Capability (JMETC) Network and the US Joint Forces Command 
Joint National Test Capability Joint Training and Experimentation Network (JTEN).  TENA 
enables and enhances distributed testing and training, as well as range integration.  Upgrading an 
existing range system to TENA can be achieved in drastically shorter time than traditional 
software integration efforts.  Additional benefits include cost-effective replacement of unique 
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range protocols, enhanced exchange of mission data, and organic TENA-compliant capabilities at 
sites, which can be leveraged for future events, enhancing both re-use and interoperability. 
 
Being successful in the development of any Joint testing capability requires a supporting and 
guiding activity, and in December 2005, the JMETC program element was formed.  JMETC, the 
DoD corporate approach for linking distributed facilities, is a distributed LVC testing capability 
developed to support the acquisition community during program development, developmental 
testing, operational testing, interoperability certification, including demonstration of Net Ready 
Key Performance Parameters (KPP) requirements in a customer-specific Joint Mission 
Environment (JME).  JMETC provides readily available connectivity to the Services’ distributed 
test capabilities and simulations, as well as Industry test resources.  Although a testing capability, 
JMETC is also aligned with and complemented by Joint National Training Capability (JNTC) 
integration solutions to foster test, training, and experimental collaboration.  
 
The JMETC program has used TENA to prototype a new testing support infrastructure.  TENA, 
as the live range instrumentation architecture for test organizations and JNTC, and field-proven in 
major field exercises as well as numerous distributed test events since 2002, provides JMETC a 
technology already deployed in the DoD.  TENA provides the middleware and software 
component while the persistent JMETC network provides the hardware connectivity.  This is 
accomplished through the utilization of the existing Secure Defense Research and Engineering 
Network (SDREN) and Defense Research and Engineering Network (DREN) infrastructure.  As 
each node is brought online the JMETC network, the JMETC team uses NUTTCP, Mping, and 
the JMETC Interface Verification Tool (IVT) as its network testing tools.  NUTTCP, which 
requires a Unix operating system, is a Transmission Control Protocol (TCP)/User Datagram 
Protocol (UDP) network performance tool, and Mping, available from Microsoft and requiring 
Windows XP, is used to test multicast capability between JMETC sites.  NUTTCP and Mping 
must reside in the lab participating in the testing event.  IVT is used to test the JMETC network 
with TENA and/or other data protocols.   
 
Prior to an event, operational testing is performed by the User Support Team to verify the network 
can operationally support TENA and/or other data protocols.  The testing is conducted after the 
network infrastructure tests have been successfully performed by the JMETC network System 
Control (SYSCON) and will ensure the backbone of the JMETC network from the site Service 
Delivery Point (SDP) to other sites’ SDP and the end-user site local network infrastructures are 
configured for proper and efficient TENA operations.  Operational testing is executed in two 
phases.  Phase 1 consists of a one-on-one with each new or updated JMETC site; Phase 2 is a full 
mesh with all sites participating in a particular event/exercise. 
 
The JMETC Team’s network goal was to complete a network infrastructure of approximately 46 
connected nodes during 2010.  By the end of FY10 this number had reached 55 functional sites, 
with 7 planned and 4 peering connection points.  As of the second quarter of FY11, these numbers 
now stand at 61 functional sites with 9 new sites in the works and 5 connection points to other 
networks.  Based on the customer’s needs and the potential for reuse, a dedicated and trusted 
network is provided on the SDREN, which is part of the Global Information Grid (GIG).  The 
JMETC sites, encrypted for Secret, also include numerous sites at Defense industrial facilities.   
This infrastructure can be connected to one of two JNTC-sponsored Network Aggregators to 
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further increase the network capability by bridging to sites on other classified networks to include 
the JNTC Joint Test and Experimentation Network (JTEN), Defense Information System 
Network (DISN) networks, and potentially, other classified enclaves. 
 
Together, the TENA and JMETC complement enables and enhances distributed testing and 
training. While JMETC is a relatively new presence for the test and training community, TENA 
has evolved since the late 1990s when it was brought into play to solve an old problem that 
restricted range effectiveness.  Many of the early range data collection and analysis systems were 
part of a vertical “stovepipe” growth of the instrumentation and instrumentation suites, and not 
able to utilize the advantages found in the concepts of range interoperability and range resource 
reuse.  These concepts allowed for taking easy advantage of the growth in modeling and 
simulation and its revolutionary application to training, forwarded in the late 1990s by the 
Foundation Initiative 2010 (FI 2010) project, sponsored by the Office of the Secretary of Defense 
(OSD) Central Test and Evaluation Investment Program (CTEIP).   
 
Utilizing TENA, JMETC enabled several initial prototype demonstrations: an Air Combat 
example (a Data Link Messages Test Environment), Technical Alignment with JNTC events (test 
and training collaboration), a Land Combat example (Future Combat System (FCS) test 
environment), and an Information Operations example (IO Range integration).  In August 2007, 
JMETC supported its “Stand Up” event, Integral Fire 07.   
 
Integral Fire 07 (IF07), an Air Force – Integrated Collaborative Environment (AF-ICE) event, 
was a distributed test event involving all the military services and the U.S. Joint Forces Command 
(JFCOM).   JMETC supported the event by providing test infrastructure and technical support. 
 
Administered by the Simulation and Analysis Facility (SIMAF) at Wright-Patterson Air Force 
Base, Ohio, IF07 had three distinct customers: JFCOM’s Joint Systems Interoperability 
Command (JSIC), the DoD Joint Test and Evaluation Methodology (JTEM) Joint Test & 
Evaluation (JT&E) program, and the Warplan-Warfighter Forwarder (WWF) initiative, sponsored 
by the United States Air Force (USAF) Command and Control Intelligence, Surveillance and 
Reconnaissance Battle-lab. 
 
TENA was successfully used to exchange simulation or instrumentation data between sites.  
Specifically within their laboratories, nine sites used the Distributed Interactive Simulation (DIS) 
Protocol.  At each of these local DIS sites, data was converted to TENA using the DIS-TENA 
Gateway device prior to the data being sent to another site, mitigating configuration challenges of 
using DIS over wide-area networks.  These DIS-TENA Gateways operated satisfactory and all 
test objectives were met during the Integral Fire 07 test event. 
 
 

II. RECENT AND ONGOING TEST AND TRAINING EVENTS INVOLVING THE 
UNITED STATES MILITARY USING JMETC/TENA 

 

A. Pacific Alaska Range Complex (PARC) 

Pacific Alaska Range Complex (PARC), the largest instrumented air, ground, and electronic 
combat training range in the world, has integrated their systems to include TENA Middleware to 
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support the operational mission and requirements of Joint Red Flag – Alaska (JRF-A).  PARC is 
conditionally Accredited and Certified (A&C) as a JNTC venue and is the first live training range 
to receive JNTC A&C.   
 
PARC’s emphasis is on Joint and Coalition warfighting capabilities, training the warfighter and 
providing near real experience of first 8-10 combat sorties.  Three to four Joint and Coalition 
force exercises are executed per year.  Each warfighter exercise is a two week Joint air and 
ground war including relevant, real-world combat scenarios with realistic threats and targets.  For 
combat sorties, PARC provides realistic integrated air defense threats, target arrays, and 
adversaries, providing realistic and relevant scenarios that also improve Joint and Coalition 
interoperability. Training venues supported include: 
 

 JRF-A exercises; 

 Northern Edge (NE) – Pacific Command (PACOM) sponsored, theater-wide; 

 Joint Expeditionary Force Experiment (JEFX); 

 Unit level training – Distant Frontier. 

Many platforms have trained at PARC, including fighters, bombers, tankers, Command and 
Control (C2), ground, and C4ISR.  Training missions include air-to-air, air-to-ground, Offensive 
Counter Air (OCA), Defensive Counter Air (DCA), Close Air Support (CAS), Electronic Warfare 
(EW), Suppression of Enemy Air Defense (SEAD), and Active Array Radar (AAR), as well as 
Personnel Recovery (PR)/Combat Search and Recovery (CSAR), insertion/extraction, special ops, 
and tactical airlift. 
 
Essentially PARC has created both a black TENA network and red TENA network.  Systems on 
either side publish and subscribe TENA objects and messages as needed/required; SimShield 
provides multi-level security as a cross domain solution by allowing these two networks to 
communicate seamlessly at near real time. 

B. Interoperability Test and Evaluation Capability (InterTEC) 

The Joint Command, Control, Communications, Computers, Intelligence, Surveillance, and 
Reconnaissance (JC4ISR) Interoperability Test and Evaluation Capability (InterTEC) is an 
integrated test solution for scalable, extensible, and operationally relevant interoperability test and 
evaluation and is using TENA in its employment.  The performance objective of InterTEC is to 
field an accredited test system for the conduct of Joint interoperability certification testing that 
integrates existing interoperability testing tools and adds new capabilities in accordance with DoD 
policy for Joint Service interoperability and net readiness assessments of C4ISR networks-of-
systems. 
 
The first spiral focused on developing and fielding an accredited, integrated C4ISR 
interoperability test capability for the tactical data link protocols of the Joint Data Network 
(Variable Message Format--VMF, Link 11, and Link 16).  In the JMETC prototype event, 
InterTEC demonstrated extensibility and reuse through the rapid integration of an additional live 
range environment including live aircraft from the Air Force Flight Test Center at Edwards AFB, 
California, a virtual F-15E from Eglin AFB, Florida, and additional constructive entities generated 
from the Air Combat Environment Test & Evaluation Facility (ACETEF) at Patuxent River, 
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Maryland.  These sites were combined with existing Spiral 1 sites to perform a Joint air combat 
event, and constituted the InterTEC Initial Operational Capability (IOC).  Using InterTEC in the 
JMETC event provided a significant capability addition to InterTEC.  Both the Navy Sea Range 
and Air Force Flight Test Center were able to perform Joint Interoperability testing between Navy 
and Air Force live entities in a distributed Joint LVC battlespace environment.  TENA acted as 
the key enabler of the reuse demonstration. 
 
Spiral 2, extended the capability of Spiral 1 to include an integrated test capability for the Joint 
Planning Network protocols, to include United States Message Text Formatting (USMTF) and 
Over The Horizon Targeting-Gold (OTH-G).   Spiral 3 will focus on intelligence, surveillance, 
and reconnaissance systems/protocols, as well as supporting the test processes associated with the 
Net Ready Key Performance Parameter (NR-KPP).  

C. Joint Expeditionary Force Experiment (JEFX) 

Since the JEFX pre-event, Persistent Fire (PF) 09-1, JMETC has been involved in the continued 
planning and execution of JEFX events, a series of experiments that combines LVC forces to 
assess the ability of selected initiatives to provide needed capabilities to warfighters.  The focus is 
on live fly communication and airborne data links.  The events are conducted over the JMETC 
network.  The USJFCOM JNTC Aggregation Router is also being utilized for connection to the 
VIP briefing facility in the Pentagon; the Warfighter Capability Demonstration Center 
(WARCAP).  The main sites are the Combined Air Operations Center (CAOC-N) Nellis AFB, 
505th Command and Control Wing (CCW) Hurlburt Field (also a training venue), both of which 
have been funded by the users to connect to the JMETC network.  Also included are Electronic 
Systems Command (ESC) Hanscom AFB, SIMAF Wright-Patterson AFB, GCIC Langley AFB, 
GWEF Eglin AFB, and C2TF – DTF Eglin AFB.  Supporting sites are JMETC SYSCON Pax 
River and DTCC Huntsville.  The TENA Team has provided TENA-DIS gateways to sites for 
simulation data and live fly data. 

D. Joint Surface Warfare (JSuW) 

Through the ongoing JSuW Joint Capability Technology Demonstration (JCTD), JMETC has 
again demonstrated that its current distributed infrastructure is highly suitable for testing in a 
rapidly evolving experimental, developmental, and operational LVC testing environment.  
JMETC’s expert support team and availability of its persistent network enabled the JSuW team to 
quickly move from idea to execution.  JSuW perceived the risk of using the JMETC infrastructure 
to be so low that JSuW was able to execute runs for record with as little as 3 weeks’ notice to 
JMETC.  The JSuW JCTD leverages maturing weapon data link network technologies to 
demonstrate the integration of multiple Intelligence, Surveillance, and Reconnaissance (ISR) and 
launch platforms with existing stand-off weapons.  The program enables variable ISR assets such 
as Joint Surveillance and Target Attack Radar System (JSTARS) and P-3 Littoral Surveillance 
Radar System (LSRS) in order to provide initial targeting data and in-flight target updates for 
multiple weapons, referred to as third party targeting.  JSuW provides multiple comprehensive 
Joint kill chain threads to the Combatant Commander, significantly increasing operational agility.  
Additionally, JSuW increases probability of target kill in adverse weather conditions and at 
extended ranges, while minimizing launch platform threat exposure.  To that end, the program 
provides both new data-link messages and the associated Concept of Operations (CONOPS) for 
third party targeting. 
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The network connectivity necessary to execute the JSuW JCTD Simulation Exercise (SIMEX) 
09-2 required a unique connection between two disparate Wide Area Network (WAN) 
architectures – the JMETC network on the SDREN and the Defense Information System Network 
- Leading Edge Services (DISN-LES).  JMETC facilitated a temporary peering solution between 
the JMETC network and the DISN-LES by providing guidance and assistance for design of the 
integrated network architectures, assistance in getting the connectivity approved through the 
Defense Information Assurance Security Accreditation Working Group (DSAWG), 
troubleshooting the standup of connection and continued support through event execution.   
JMETC SYSCON was instrumental in ensuring the connectivity was in place in time for event 
integration and execution.  The end result of the peered network architectures was the ability of 
the JSuW JCTD SIMEX 09-2 team to focus on their test objectives while allowing the JMETC 
and Defense Information Systems Agency (DISA) teams to handle the infrastructure, resulting in 
the successful execution of the event.  Based on the successes of SIMEX 09-2, JMETC has 
continued to provide persistent network support to JSuW for the 2.22a series of interoperability 
test events.    
 
In order to expedite delivery of much needed capabilities to the warfighter, JSuW desired to 
execute multiple successive test events on a demanding schedule throughout 2010.  Quite simply, 
this would not have been possible without the persistent infrastructure provided by JMETC.  With 
a persistent infrastructure readily available, the JSuW team was able to focus on the testing and 
assessment of their much needed initiatives.  Time and time again, through various distributed 
Joint test and training events JMETC has been able to demonstrate that its current distributed 
infrastructure is highly suitable for testing in a rapidly evolving experimental, developmental, and 
operational LVC testing environment. 

E. Joint Close Air Support (JCAS) Distributed Test 

Another 2010 event held using the JMETC infrastructure was the JCAS Distributed Test event 
executed the week of June 14-17 during Test Week 2010. USJFCOM J89, as the sponsor of the 
test, intended to gather baseline data and gain distributed test planning knowledge in preparation 
for Digitally-Aided CAS (DACAS) Block 2 activities. USJFCOM J892 provided the Joint Test 
Threads (JTT) to add a realistic operational context in order to accomplish this objective.  Each 
JTT had mission Measures of Effectiveness (MoE), task measures, functional measures, and data 
elements to address the assessment objectives.  The JCAS Distributed Test scenario provided an 
operationally relevant environment via a mix of Joint LVC test resources available through 
JMETC sites at Eglin Air Force Base 46TS, Redstone Test Center (RTC), Ft. Hood Central 
Technical Support Facility (CTSF), Camp Pendleton Marine Corps Tactical Systems Support 
Activity (MCTSSA), and NAVAIR Pt Mugu. Participation at Test Week also included Wright-
Patterson SIMAF and NAVAIR Patuxent River. The InterTEC funded C4ISR Mobile 
Instrumentation System (CMIS) van was moved from the Joint Interoperability Test Command 
(JITC) in Fort Huachuca, AZ to Huntsville, AL and served as the Test Control Center for this 
distributed test.  
 
Utilizing the World Class Network Services readily available through JMETC’s persistent 
connectivity, USJFCOM was not only able to save time and expense, but was ultimately afforded 
the luxury of turning its focus primarily to its test assessment objectives.  Follow-on testing will 
occur as-needed to assess improvements and changes to the processes and systems that are a part 
of Close Air Support missions. 
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F. Air Ground Integrated Layer Exploration (AGILE) Fire 

AGILE Fire is an AF-ICE event providing an LVC environment designed to actively support the 
Secretary of the Air Force Chief of Warfighting Integration Modeling and Simulation investment 
for maturing existing data links, as well as emerging command and control capabilities; focus on 
the interoperability within and between air and ground communication layers; and to capture 
requirements for emerging technologies and interfaces to existing force structure. 
 
Both the AGILE Fire Phase I and II events leveraged the persistent JMETC infrastructure to 
integrate facilities, labs and resources.  Fourteen sites were involved in the events including one 
new site: Northrop Grumman Corporation B-2 Aircraft Lab, El Segundo, CA, brought up on short 
notice. 
 
 JMETC tools were used extensively, such as TENA gateways for data transfer among sites, 
InterTEC tools for data link analysis, the IVT to check-out and verify the operation of both 
JMETC connectivity and TENA applications, and Voice over Internet Protocol (VoIP).  Of 
particular note was the first time use of JMETC chat services for event team collaboration, and 
Secure File Transfer Protocol (SFTP) services for file transfer; both very successfully. 
 
JMETC met the infrastructure requirements of AGILE Fire. The event team was very pleased 
with the infrastructure and technical support provided by JMETC.  They reported they were able 
to collect significant data of value to the warfighter concerning their specific objectives. The event 
team also strongly felt the AGILE Fire event reaffirmed the value of distributed testing and are 
continuing with AGILE Fire III and IV. 

 

 

III. TENA OFFERS INTEROPERABILITY AND RESOURCE REUSE 
 

Interoperability is the characteristic of an independently developed software element that enables 
it to work together with other elements toward a common goal by focusing on what is common 
among them.  Reuse is the ability to use a software element in a context for which it was not 
originally designed, in essence focusing on the multiple uses of a single element and often 
requiring well-documented interfaces.  In order to achieve interoperability, a common 
architecture, an ability to meaningfully communicate (including a common language and a 
common communication mechanism), and a common context (including the environment and 
time) must be present.  To bring the efficiency and economic advantages of interoperability and 
reuse to the DoD test and training ranges, FI 2010 developed TENA.  The FI 2010 program 
completed the initial interoperability and reuse efforts in early Fiscal Year 2005, and the 
continuing interoperability and reuse refinement of TENA is now managed by the TENA 
Software Development Activity (SDA). 
 
The TENA architecture is a technical blueprint for achieving an interoperable, composable set 
(composibility is defined as the ability to rapidly assemble, initialize, test, and execute a system 
from members of a pool of reusable, interoperable elements) of geographically distributed range 
resources – some live, some simulated – that can be rapidly combined to meet new testing and 
training missions in a realistic manner.  TENA is made up of several components, including a 
domain-specific object model that supports information transfer throughout the event lifecycle, 
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common real-time and non-real-time software infrastructures for manipulating objects, as well as 
standards, protocols, rules, supporting software, and other key components.   
 
The TENA Middleware combines distributed shared memory, anonymous publish-subscribe, and 
model-driven distributed object-oriented programming paradigms into a single distributed 
middleware system.  This unique combination of high-level programming abstractions yields a 
powerful middleware system that enables the middleware users to rapidly develop complex yet 
reliable distributed applications.  The TENA Middleware (currently at Release 6.0.1) is US 
Government owned and available for free download at the TENA SDA web site 
https://www.tena-sda.com. 
 
The TENA object model consists of those object/data definitions, derived from range 
instrumentation or other sources, which are used in a given execution to meet the immediate 
needs and requirements of a specific user for a specific range event.  The object model is shared 
by all TENA resource applications in an execution.  It may contain elements of the standard 
TENA object model although it is not required to do so.  Each execution is semantically bound 
together by its object model. 
 
Therefore, defining an object model for a particular execution is the most important task to be 
performed to integrate the separate range resource applications into a single event.  In order to 
support the formal definition of TENA object models, a standard metamodel has been developed 
to specify the modeling constructs that are supported by TENA.  This model is formally specified 
by the Extensible Markup Language (XML) Metadata Interchange standard and can be 
represented by Universal Markup Language (UML).  Standards for representing metamodels are 
being developed under the Object Management Group Model Driven Architecture activities.  The 
TENA Object Model Compiler is based on the formal representation of this metamodel, and 
TENA user-submitted object models are verified against the metamodel.  However, it is important 
to recognize the difference between the TENA metamodel and a particular TENA object model.  
The object captures the formal definition of the particular object/data elements that are shared 
between TENA applications participating in a particular execution while the object model is 
constrained by the features supported by the metamodel.  
 
A significant benefit for TENA users is auto-code generation.  The TENA Middleware is 
designed to enable the rapid development of distributed applications that exchange data using the 
publish-subscribe paradigm.  While many publish-subscribe systems exist, few possess the high-
level programming abstractions presented by the TENA Middleware.  The TENA Middleware 
provides these high-level abstractions by using auto-code generation to create a complex 
Common Object Request Broker Architecture (CORBA) application.  As such, the TENA 
Middleware offers programming abstractions not present in CORBA and provides a strongly-
type-checked framework interface that is much less error-prone than the existing CORBA 
Application Programming Interface (API).  These higher-level programming abstractions 
combined with a framework designed to reduce programming errors enable users quickly and 
correctly to express the concepts of their applications.  Re-usable standardized object interfaces 
and implementations further simplify the application development process. 
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Through the use of auto code generation, other utilities, and a growing number of common tools, 
TENA also provides an enhanced capability to accomplish the routine tasks which are performed 
on the test and training ranges in support of exercises.  The steps in many of the tasks are 
automated, and the information flow is streamlined between tools and the common infrastructure 
components through the enhanced software interoperability provided by TENA.  TENA utilities 
facilitate the creation of TENA-compliant software and the installing, integrating, and testing of 
the software at each designated range.  This complex task falls to the Logical Range Developer, 
which, in this phase, performs the detailed activities described in the requirement definitions and 
event planning, and the event construction, setup, and rehearsal activities of the Logical Range 
Concept of Operations.  While some manual exercise and event setup is required at ranges, TENA 
tools, as they are developed and become accepted across the range community, will make exercise 
pre-event management easier. 

 

 

IV. EMERGING RANGE SYSTEMS AND THE USE TENA 
 

The rapid growth in Net-Centric warfare, coupled with the increasing need for interoperability 
among test ranges and sites, has led to a great diversity in the DoD testing infrastructure and the 
networks supporting it. The primary challenge of enabling interoperability for systems under test 
in a mission-level context in a distributed LVC dynamic Joint Net-Centric Operations (JNO) 
environment is being met by adopting TENA.  For TENA to service the entire mission area, it 
must be able to function in this diverse, resource-constrained environment.  Therefore, the OSD 
Test Resource Management Center (TRMC) Test and Evaluation (T&E) / Science and 
Technology (S&T) Program is sponsoring the TENA in Resource Constrained Environments 
(TRCE) approach. TRCE will improve the TENA Middleware’s operation and performance in 
resource-constrained environments by developing technologies that support a broad range of 
variable quality networks, including wireless networks, and provide native TENA support for 
handheld & embedded computing platforms. TRCE will enhance the TENA Middleware to 
support these types of networks and platforms to provide a common and robust interoperability 
architecture.   
 
The TRCE project is focused on developing capabilities to extend the use of the TENA 
Middleware to remote and potentially tactical edge instrumentation and systems under test.  Two 
key aspects of the program focus on developing reliable communication with performance 
constrained links (related to variable quality and low data rate networks) and operation on 
constrained hardware devices (related to low power, reduced CPU and reduced memory). 
Examples of constrained link types may be wireless, cellular, acoustic, SATCOM, and other RF 
communications.  Furthermore, hardware constraints exist in the form of low power & small form 
factor computers, embedded instrumentation, and mobile internet devices (MID) such as 
computers on module, smartphones, and tablet computers.  This variability and unpredictability in 
the overall test environment presents significant challenges in achieving interoperability; TRCE 
technologies are being developed in order improve the reliability and robustness of the TENA 
middleware in these types of environments. 
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V. SUPPORT FOR TENA USERS 
 

The TENA SDA has developed a website that provides a wide range of support for the TENA 
user, including an easy process to download the middleware, free of charge.  The website also 
offers a help desk and user forums that will address any problems with the Middleware download 
and implementation.  The TENA SDA is very aware of the need to inform range managers and 
train TENA users, and the TENA SDA presents regular training classes that are designed to meet 
the attendees’ needs, from an overview of TENA to a technical introduction of TENA, all the way 
to a hands-on, computer lab class for the TENA Middleware. 
 
TENA’s continuing evolution in its support of the test and training ranges community is managed 
by an organization of users and developers.  This collection of TENA stakeholders, called the 
Architecture Management Team (AMT), several times a year to be updated on TENA usage, 
problems, and advancements.  The agenda involves briefings and open wide ranging discussions, 
ensuring the users’ concerns and inputs are understood, recorded, and action items are made if 
necessary.  Of equal importance, TENA developers and management has had a long and mutually 
beneficial relationship with the Range Commanders Council. 

 

 

VI. CONCLUSION 
 

Although it was a technological and software evolution that was the impetus for TENA’s growth 
in its enabling of range interoperability and resource reuse, the middleware found its needed 
validation on the DoD test and training ranges.  On those ranges, the U.S. Military evaluates the 
warfighting equipment, personnel, and concepts that are deployed in support of the ongoing 
missions around the globe.  However, events only provide the opportunity for evaluation.  It is the 
data collection and analysis that determines the war worthiness of the equipment or concept; it can 
quickly and definitively illuminate any necessary improvements needed to ensure effective and 
safe weapon system operation and training.  Now paired with JMETC to prove connectivity as 
well as interoperability and reuse, TENA is commonly accepted as an important part of the 
equation.  TENA and JMETC reduce the cost and time to plan and prepare for distributed Joint 
events by providing a readily-available, common integration software for linking sites, plus test 
tools; putting the focus back on the event itself. 
 
For more information about JMETC and TENA, contact George Rumford, JMETC Senior 
Technical Advisor / TENA Software Development Activity (SDA) Director, or Ryan Norman, 
JMETC Systems Engineer, E-mail: feedback@jmetc.org or feedback@tena-sda.org or go to the 
JMETC Web Site: https://www.jmetc.org  or TENA Web Site: https://www.tena-sda.org.  
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ABSTRACT 

 

With the increasing demand on available frequencies used for Telemetry transmission, it is 

important for the test ranges to be good stewards of the spectrum. One method is a new use of 

Best Source Selection. This method consists of placing data-quality encapsulators at the output 

of each of the TM receivers used. This system works without the need to use pattern detect 

which allows for the use of Best Source Selection without the need for decrypting the data. In 

conjunction with new system architecture, this setup is how the Atlantic Test Range is using best 

source selection in the future.  

 

 

KEYWORDS 

Best Source Selection, Spectrum Stewardship 

 

INTRODUCTION 

 

The usable frequency spectrum for telemetry is shrinking in the L and S bands.  Part of the 

solution to this problem is to augment the spectrum with the use of C-Band frequencies that were 

allocated for test purposes. Another important approach is to be good stewards of the spectrum 

that is currently available. One method of good stewardship is best source selection.  
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Best source selection assists in spectrum stewardship by significantly reducing incidences of 

dropped data during a flight. In practice, data loss is more likely to occur during the dynamic 

flight maneuvers of test points data loss causes test points to be repeated. Because of this, that 

flight takes up the spectrum it is using for longer periods of time. In this way, repeated test flight 

causes ripple effects which limit the spectrum available for future flights; as well as increasing 

the amount of time and money needed to complete testing. Best source selection saves programs 

time and money and also increases the available frequency spectrum by reducing repeated test 

points.  

 

Many test ranges are currently using best source selection to help solve the problem of telemetry 

(TM) dropout. The current system at the Atlantic Test Range (ATR) at Naval Air Warfare Center 

Aircraft Division (NAWCAD) involves many lines and patches in the current manual patch 

panel system, as well as determining quality using a suboptimal system. The Telemetry 

Engineering team at the ATR has worked with GDP Space Systems to develop a new way to use 

the Best Source Selector (BSS) units using lessons learned from the current system. They also 

developed new system architecture to use with the new BSS. The new system will result in 

increased data quality and decreased setup time.  

 

 

CURRENT SYSTEM SETUP 

 

The current system uses a unit, manufactured by GDP Space Systems, that contains a typical Bit 

Synchronizer and a BSS, commonly referred to as just the BSS.  With the current system 

architecture the BSS can be used in one of two ways, Pattern Detect and Analog. If it is possible 

to get all the signals being used back to the BSS as analog signals, the baseband output of a 

receiver, then it can run in Analog. This option develops signal quality information for both the 

long term, over several bits, and the short term, over only a few bits. This allows for the most 

effective use of the best source selection processes, of which there are a few options; one mode 

uses the long term data to pick a signal and follow it, which is called Best Source (BS), and one 

mode that compares the bits and votes on the current bit, which is called Majority Vote (MV). 

BS is a simple comparison of the quality of the signal, outputting the data on the best line at any 

given point. MV outputs a signal created by comparing each of the inputs’ data bit by bit, and the 

bit that shows up the most is selected to create the output. These options are both usable with or 

without the quality information of individual bits. 

 

The quality information provided with the data allows for the use of weighted best-source and 

weighted majority vote, resulting in increased data quality, as shown in Figure 1. This means that 

there is information on the quality of each bit, not just the overall signal, and allowing for 
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individual bits to be left out if they are of poor quality. The desire to use weighted best source, 

which does not yield the same results as Majority Vote, comes from the situations where there 

are only two signals present. Even if the BSS is running in a majority vote mode with two signals 

present it automatically uses the best source or weighted best source as appropriate.  

 

Figure 1: For Description of Test see Appendix A 

 

In many instances, it is not possible to obtain the analog data for a stream being used, usually due 

to the distances to the antennas. In these cases, the current architecture can still be used, but not 

as effectively. This setup requires the use of pattern detect and decrypting the signals. The BSS 

can be used by looking at the sync patterns of the decrypted signals to develop a bit-error rate 

(BER) for the signal over time. Using this BER as the long term quality measure of each signal 

then the BSS can run the signals through either the best source or majority vote options. This 

method lacks advantages of having the quality information for each bit, and therefore cannot use 

the weighted options for selection. This issue also presents problems with resources, because it 

requires each stream to be decrypted before going into the BSS.  This requires the use of a bit 

sync to be used prior to the decrypter for clock regeneration. Please see Appendix B for a 

flowchart describing the current setup and the decision tree for the current system.   

 

 

LESSONS LEARNED 

 

3 4 5 6 7 8 9 10

Bit Sync 2.80E- 1.70E- 9.40E- 4.10E- 1.70E- 5.00E- 1.10E- 2.00E-
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4 Channel MV 1.00E- 1.80E- 3.10E- 5.60E- 1.00E- 1.00E- 5.60E-

4 Channel BS 2.80E- 1.70E- 9.40E- 4.50E- 1.90E- 5.70E- 1.30E- 2.40E-

4 Channel WBS 1.30E- 4.60E- 1.60E- 5.10E- 1.60E- 3.40E- 5.40E- 7.20E-
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The current system can be improved in many ways, and the experience gained from 

implementing and using the current system brought the following issues up to be addressed;  

1.) The need to be able to effectively use the current digital links from remote locations to 

the ATR. The earlier the analog signal can be converted to a digital signal the less 

impacted it will be by noise. If the data quality can be encapsulated prior to the sending 

the data back to the ATR then it would be available over all types of links. This will 

allow for the use of both Weighted Best Source and Weighted Majority Vote modes. 

These modes provide a greater increase in data quality than the non-weighted mode. 

Additionaly, getting data quality from the signal will give a more accurate representation 

of the quality than a BER created from the frame sync pattern.  

 

2.) The need to reduce the amount of equipment required to use the BSS. One of the biggest 

limitations on the system, and an area where it is impacting operations the most, is 

running in pattern detect. The need to use pattern detect stems from using the digital links 

back. Because each stream needs to be decrypted, the amount of equipment required 

grows quickly for additional streams. Since encrypted flights that aren’t using the BSS 

still require decryption, it is currently not possible to run best source selection in every 

room the ATR can operate in. 

 

 

3.) Each extra stream greatly increases the number of patches that must be made in current 

patch panel setup. Each stream requires at least two patches per line to get to the BSS, for 

unencrypted flights. The number of connections can get up to five per line for encrypted 

flights. A typical flight that needs pattern detect can have up to 21 individual patches. 

This number needs to be reduced because the greater number of patches increases the 

number of possible failures.  

 

4.) The current BSS can handle Shaped-Offset Quadrature Phase-Shift Keying (SOQPSK) 

directly, but only by using two channels on the box, so if channel 1 is set to SOQPSK it 

uses channel 2 for the second input. Finding a solution to this will increase the number of 

channels that can be used per BSS as the flight test community moves towards using 

SOQPSK. 

 

 

The lessons learned from using the system where used to address these issues. The solution was 

a new Best Source Selection configuration and the use of a new data switch to patch the data 

more effectively.  This new system will decrease the setup time for flights while increasing data 

quality. 

 

 

NEW BEST SOURCE SELECTION SYSTEM 
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Working closely with GDP Space systems, members of the Telemetry Engineering Section at the 

ATR came up with a modification to the original BSS design. These changes will help address 

the first two issues listed above. The change was to take the ability of the BSS to read in analog 

out of the unit and put in a separate unit called a Data Quality Encapsulator (DQE). This set up 

allows for the data quality capturing portion of the process to occur in close proximity to the 

receiver. Since each DQE is a four channel unit, they can be placed one to one with the four 

channel receivers currently in use by the ATR.  

 

When the signal comes in the receiver will pull the signal out of the carrier and then output the 

analog baseband. If it is in SOQPSK then the I and Q signals will be output. The DQE takes in 

this analog data like regular bit sync then encapsulates the data into a new signal. This new 

signal is broken up into transfer frames that contain a header with a new frame sync pattern, 

followed by a value for the overall quality of the segment. After this header, the signal then 

incorporates the actual data interwoven with a number of quality bits depending on which type of 

encapsulation is in use. This number is either a quality bit for every regular bit in Type 1, or a 

quality bit for every four regular bits in Type 2. This signal is then sent digitally to the BSS. The 

BSS then decapsulates the signal and uses any of the selection schemes since it has data quality 

information.  

 

 This approach alleviates many of the issues associated with the current system. Firstly, the fact 

that the DQEs are at the antenna locations and output a digital signal allows for the current 

digital links to be used without preventing the optimal function of the BSS. The encapsulation 

process captures the data quality based on the analog signal, much like the current system when 

it gets analog inputs. Because of this, after decapsulating the signal, the BSS can run either the 

Weighted Best Source mode or Weighted Majority Vote mode. This results in a higher quality of 

data and less dropouts.  

 

The use of encapsulation has an added benefit over the current system. Since the data quality 

decisions are made at the receiver, the BSS does not need a decrypted signal to be able to use 

best source selection techniques. This cuts down number of decryptors needed to use best source 

selection from one for each input channel to one for the BSS output; this output drives the 

telemetry front end. This also allows for the BSS to run on an unclassified system, since it only 

deals with data in the black.  Finally, the DQE uses inputs 1 and 3 of a single channel to read in 

SOQPSK, which solves the fourth issue of the current system.  

 

Using the encapsulation does have some draw backs. The ideal method requires a large amount 

of bandwidth to transmit the encapsulated signal. A typical 5Mbs signal encapsulated with type 1 

encapsulation ends up with a bit rate around 11Mbs. These increases can put strain on the 

system, especially the links that are currently analog data channels. As more and more flights are 

conducted using encapsulation strains of high data rates will need to be addressed. 
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DIGITAL PATCH PANEL 

 

One of the key advantages to the BSS is that it reduces the number of connections necessary to 

obtain data.  Because only the BSS output needs to be decrypted, instead of each channel 

needing to be decrypted for pattern detect, as is the case currently. This reduces the number of 

data patches for equipment used in each setup, and allows for more linear data flow.   

 

The patch system has been regarded as a single point multiple failure mode. This means that it is 

a single place where many failure modes exist: mis-patching by plugging into the wrong port, or 

leaving one or both ends un-patched; patch failure of the patch cord; patch failure of the port on 

the rack; “static” cable failure (cable that is permanently routed to the panel); a tech accidentally 

patching or un-patching a cable to a port, causing confusion and lost time and data. These myriad 

failures and confusion points have led to a search to better this patch system. After interviewing 

the technicians, Subject Matter Experts (SMEs), industry, and other ranges, a Digital Patch and 

control software system was designed and implemented. This Digital Patch system has many 

advantages over a physical patching system. 

 

Among the many advantages of the Digital Switch, the lack of physicality is one of the most 

important. Moving all the switching into the digital realm allows control from anywhere in a 

network. This frees up floor space, and allows technicians to troubleshoot from anywhere.  They 

are able to rapidly discern if changes made are effective or not.  

 

Networking is advantageous because all technicians are able to setup and configure patches 

simultaneously. Before, a technician had to wait to get physical space to patch signals. A 

graphical interface, if written properly, can significantly reduce the number of patching errors, as 

it will prevent many common mistakes made today, such as patching input to input, output to 

output, or patching in the wrong order for proper data flow (e.g. BSS to Decryptor to Telemetry 

Acquisition System).  A graphical system makes it easier to see data flow; patching to the wrong 

place will be easily caught by the technician.  

 

A Digital Patch system is highly advantageous when systems fail. If a unit fails, a spare can be 

patched in and configured in a matter of seconds, all from the technician’s control station. This 

starkly contrasts with the current system. In the current system, after a failure is noticed the 

technician must leave the control station and move to the patch panel; they must find spare lines 

and a spare piece of equipment; re-patch it properly; then they must move back to the control 
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station and configure the unit(s). The digital system allows all this to be easily preformed from 

one place, enabling rapid response to failures. 

Being digital, it enables equipment to be placed closer together. These reduced distances allow 

for shorter cables. The shorter cables cost less to replace, but the biggest advantage is that 

reduced cabling reduces signal loss and Electro Magnetic Interference (EMI) has less cable to be 

introduced upon.  This increases the signal integrity and reduces data loss and cross talk. 

 

The Digital Patch Panel in the system is a 256 x 256 matrix switch, allowing one to one, one to 

many, or one to all style patching. This allows users to patch to many places at once for either a 

Piggy-Back room, or simply to have multiple outputs for each input, or whatever the user 

decides. The Digital Patch resides between the encapsulators and decryption systems of each 

room. This decision was made to eliminate the possibility of encrypted data co-mingling with 

decrypted data on the switch, and one feeding the other.  

 

The switch has each encapsulator connected to it, and can patch to all 8 BSS units, with 16 input 

channels each. From the output of the BSS units, the four BSS selected outputs are directly sent 

to each telemetry room. This was done primarily due to the lack of space on the digital switch.  

Ideally it was desired to send the output of the BSS back into the Switch, so that one output can 

feed any or many rooms, but space would not permit that in this initial setup.  A hot spare is also 

in the system, directly next to the active switch, and can be placed into service in a matter of 

minutes.  This is there in the extremely unlikely scenario that the switch fails due to catastrophic 

events. The time required for the changeover is due to moving fifteen 30D connectors from the 

Active to the Hot Spare switch.  

 

 

LOOKING TOWARDS THE FUTURE 

 

Even as the new systems are being stood up, the ATR is constantly looking towards the future. In 

this case the short term focus will be on improving the function of the new best source selection 

and switching system. The long term focus is on what will be replacing it as the ATR moves 

towards the fifth version of the Real-time Telemetry Processing System (RTPS). While the short 

term is mostly infrastructure and data flow improvements, the long term plans will involve 

looking into completely new ways of moving the data.  

 

The short term improvements will mostly be replacing the existing analog data channels back 

from remote sites with digital ones. This can happen because the encapsulators will be connected 

to every remote site and the only data coming back to the ATR will be digital. The digital links 

will allow for the use of higher digital bandwidth signals without any problems. The benefit of 
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this is the ability to use encapsulation Type 1 over Type 2. Type 1 multiplies the input bit rate by 

approximately 2.2 because of the extra quality bit for each data bit, plus an overhead for a new 

sync-pattern and frame quality information. Type 2 only multiplies the data by approximately 

1.4, due to one quality bit for every 4 data bits. While Type 2 does cut down on bandwidth used, 

it does not provide the improvement that Type 1 can provide, as shown in figure 2. The 

improved digital links back will allow the use of Type 1 encapsulation for all current and 

predicted data rates of supported missions.  

 

 

Figure 2: For an explanation of the test that resulted in this chart see Appendix A 

 

Finally, as the ATR looks towards the long term it moves towards systems that will transmit their 

data uniformly over IP. This will allow the use of existing connections to run data back as well 

as command signals out. When this is achieved, the system will be able to be run off of a 

commercially available network switch. This will increase the stability of the system.  

 

 

CONCLUSION 

 

The best source system outlined above will provide significant increases to data quality while 

decreasing complexity of the setup. With a simpler patching system, an improved method to get 

the data back, and an increase in overall quality of the signal being output by the system, the new 

design should greatly decrease the amount of signal losses experienced due to multipath issues 
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caused by dynamic maneuvers. This will in turn increase the availability of the spectrum for use 

as it is not constantly being taking up by the need to repeat test points, as well as saving the 

government and the taxpayers’ money by reducing the time it takes to run through the test 

process.  

 

 

APPENDIX A 

 

The test used to obtain figures 1 and 2 in the paper where conducted at Pax River by Grant 

Gerstner of the ATR and Steve Nicolo from GDP Space Systems. The set up was as follows: a 

simulator signal was sent out by a bit error-rate tester (BERT) which was copied into 4 signals. 

Then these signals where each delayed a different amount of time so that they would not be in 

line and injected with noise. This was to ensure that each signal was different. These noisy 

signals where sent into a GDP DQE box which was set up in the case of figure 1 for 

encapsulation type 1 and in the case of figure 2 set up as appropriate for the test. The 

encapsulated outputs where sent into a GDP BSS where they were decapuslated and the output 

of this BSS was sent back into the BERT. For the test procedure the BERT was set to a particular 

Eb/N0 and then a reading was taken for the BSS and Bit Sync 1 from the BSS for a base value 

comparison. Test points where taken at Eb/N0s of 3-10, with readings taken after there was at 

least 50 errors in the signal. For some of the signals getting 50 errors in a reasonable amount of 

time was impossible due to signal quality, in which case these values where left off. For the test 

that resulted in Figure 2 the selection method was weighted mean value, and 4 channels where 

used. More information from this test is available on request.  

 

 

APPENDIX B 

 

The Data Flow and decisions for the current system set up can be seen below in figure 3. It 

shows the data from the receiving antennas to the operators in the Project Engineering Stations 

(PES). 
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APPEDIX C 

 

The data flow and decisions for the future system can be seen in figure 4. It shows the data flow 

from the antennas to the PES. 
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WIDEBAND MULTIPATH PROPAGATION FOR
HELICOPTER-TO-GROUND TELEMETRY LINKS
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ABSTRACT

This paper reports the analysis of L-band channel sounding experiments conducted along the flight
line at Cairns Army Airfield, Ft. Rucker, Alabama. Propagation data from multiple antennas
on a helicopter to multiple receiving antennas on the ground are used to compute power delay
profiles. Analysis of the results reveals delay spreads of the multipath channels between 200 ns
and 400 ns, with the longer delay spreads resulting when using a receive antenna with lower gain
and higher sidelobe levels. The data also shows that on average, diversity signaling from three
aircraft-mounted antennas can lead to gains in signal-to-noise ratio of approximately 13 dB, with
the gain dependent on the multipath characteristics observed by the ground antenna.

INTRODUCTION

Understanding multipath propagation allows telemetry engineers to identify and evaluate the per-
formance of multipath mitigation techniques. Because multipath propagation is the dominant chan-
nel impairment for low-elevation angle air-to-ground links, effective multipath mitigation has the
prospect of improving the overall link availability. Whether or not a multipath mitigation tech-
nique can be identified as “effective” depends on the accuracy of the multipath propagation data
used to test it. To this end, multipath propagation experiments are conducted to collect data for the
scenarios and frequency bands of interest.

In its current form, the typical aeronautical telemetry system comprises an airborne transmitter
and a ground station equipped with a large tracking antenna. The relatively narrow beamwidth of
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Figure 1: A block diagram of the system used for the channel sounding experiments.

the ground-based receive antenna tends to attenuate off-boresite reflections in the propagation path
for “up and away” flight profiles. However, low-elevation-angle and flight-line scenarios present
serious challenges. Previous work in this area include experiments conducted at the Air Force
Flight Test Center, Edwards Air Force Base in L- and S-bands [1] and at Pt. Mugu Naval Air
Station over the Pacific Ocean in X-band [2]. These experiments provided useful data for low-
elevation-angle propagation in the “up and away” scenario at test ranges in the western United
States. One shortcoming of these experiments, however, is the absence of flight-line propagation
data.

Channel sounding experiments conducted on the flight-line at Cairns Army Airfield, Ft. Rucker,
Alabama in June 2010 are the first channel sounding experiments dedicated to flight-line propaga-
tion. This data will improve our understanding of multipath propagation in one of the most difficult
scenarios test engineers usually encounter and help in identifying mitigation techniques that make
reliable communication possible.

Another unique feature of these experiments is the use of multiple transmit and receive antennas.
Thus, these experiments provide data that is relevant for the analysis of both equalization and spa-
tial diversity techniques. We show that in this environment, delay spreads of the multipath channels
vary from about 200 ns to 400 ns, with the variability strongly dependent on the transmit antenna
placement and the receive antenna radiation characteristics. We also show that on average, diver-
sity signaling from multiple aircraft-mounted antennas can lead to gains in signal-to-noise ratio
(SNR) of approximately 13 dB, with the gain notably dependent on the multipath characteristics
observed by the ground antenna.

EXPERIMENTAL CONFIGURATION

A block diagram of the system is illustrated in Figure 1. The channel sounding signal comprised
501 unmodulated tones with a 100-kHz spacing. The occupied bandwidth was 50 MHz. The RF
channel sounding signal, centered at 1800 MHz (upper L-band) was applied to a Herley F9140W
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Figure 2: A diagram of the UH-1H airborne platform showing the transmit antenna locations.

Table 1: Description of the receive antennas.
Antenna diameter comments:

RX1 6 ft. elevation = 60 ft. AGL, tracking per-
formed by conical scan

RX2 4 ft. elevation = 60 ft. AGL, tracking per-
formed by steering using GPS data
downlinked from the UH-1H

RF switch as shown. The dwell time for each switch position was 50 µs (5 periods of the channel
sounding signal). The four switch outputs were connected to separate 10-W Remec RF power
amplifiers each cabled to a transmit antenna. The transmit antennas were small blade antennas
(UB Corp. AO4459) mounted on the fuselage of a UH-1H helicopter as illustrated in Figure 2.

The ground station (receiver) used two dish antennas with tracking capability, the details of which
are summarized in Table 1. The RF outputs from each receive antenna were routed to a sin-
gle receiver through a second switch, switched in synchronism with the transmit switch through
disciplined rubidium oscillators. The dwell time for each receive antenna was 250 µs, which ac-
commodated one 50 µs slot for each of the four transmit antennas and one 50 µs blank period used
for synchronization during data post-processing. The RF switch output was applied to a Cobham
M/A-COM SMR-5550i microwave receiver, and the resulting intermediate frequency (70 MHz)
signal was sampled at 200 Msamples/s by a Wideband Systems (DRS2200-144GB-2CHA1) data
acquisition system and stored. GPS data were also recorded on the aircraft and incorporated into
the post-processing.

The flight path together with the receive antenna locations are illustrated in Figure 3. The UH-
1H flew along the flight path called the “ramp” at an altitude of 15 – 20 feet above ground level
(AGL). The receive antennas, shown near the bottom of Figure 3, were elevated to 60 feet AGL
using dedicated towers. This arrangement is used at Cairns Army Airfield to allow clearance over
the buildings and hangars positioned between the runways (not shown) and the main telemetry re-
ceiving center. The “ramp” area presents a particularly troublesome area because typical helicopter
altitudes are insufficient to produce line-of-sight (LOS) propagation. The hangars and buildings
not only shadow the transmitted signal, but also provide ample opportunity for strong multipath
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propagation.

Samples of the band limited version of the channel impulse response were generated by examining
the received signal over one sounding signal period of 10 µs. Denote by s(t) the transmitted
sounding signal by r(t) the received signal. The relationship between the two is

r(t) = s(t) ∗ h(t) + w(t) (1)

where h(t) is the unknown channel, ∗ is the convolution operation, and w(t) is the additive thermal
noise. The goal is to estimate samples of h(t) from samples of one period of r(t) and s(t). Let
T be the sample time where 1/T = 200 × 106 samples/s and let r(nT ) and s(nT ) be the n-th
sample of r(t) and s(t), respectively. Because there are N = 2000 samples in a period, we have
0 ≤ n < N . The required deconvolution operation is performed in the frequency domain. Let
R(ej2πk/N) and S(ej2πk/N) be the k-th sample of the length-N DFT of r(t) and s(t), respectively,
for 0 ≤ k < N . Then the k-th sample of DFT of the channel is

Ĥ(ej2πk/N) =
R(ej2πk/N)

S(ej2πk/N)
. (2)

Notes:

1. The relationship R(ej2πk/N) = H(ej2πk/N)S(ej2πk/N) defines the frequency-domain rela-
tionship for the periodic extensions of r(nT ), h(nT ), and s(nT ). As such, the correspond-
ing time domain relationship r(nT ) = h(nT )∗s(nT ) is thought of as a circular convolution
[3]. In general, the circular convolution and linear convolution are not equivalent. However,
because the transmitted signal is periodic (and one period of the transmitted and received
signals are used), the two convolutions are equivalent and (2) gives the desired result.

2. Because the samples s(nT ) define a real-valued bandpass signal, the corresponding DFT
The division defined in (2) is only performed for the indexes corresponding to the region of
support for S(ej2πk/N). Let this region of support be defined by the indexes K1 ≤ k ≤ K2.
Given the bandwidth, period, and sample rate, we have K2−K1 = 500. Consequently, there
are 501 points in the region of support so that Ĥ(ej2πk/N) is defined by 501 samples.

3. The discrete-time impulse response ĥ(nT ) is the inverse DFT of Ĥ(ej2πk/N) for K1 ≤ k ≤
K2. The sample spacing for ĥ(nT ) is 5 ns (as determined by the sample rate).

EXPERIMENTAL RESULTS

The sampled channel frequency responses measured along the ramp for each pair of transmit and
receive antennas1 are reduced to a sample rate of 200 samples/second, providing a sampling in
spatial displacement of the aircraft of approximately 10 samples per wavelength at the center fre-
quency of the transmission. Because of uncertainties regarding the responses of cables and elec-
tronics for each transmit and receive antenna, it is necessary to perform calibration on the observed

1The UH-1H GPS antenna was located on the top near TX 2. Transmit antenna 2 was turned off for the L-band
channel sounding experiments because it interfered with reception of the GPS signal.
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Figure 3: The flight path at Cairns Army Airfield, Ft. Rucker, AL. The UH-1H flight path is the
“ramp” area shown. The two receive antennas are located on towers situated at the bottom of the
figure.
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channels before using them to analyze the channel behavior. This calibration involves power nor-
malization and temporal alignment of the channel impulse responses for each antenna pair. In the
following, Ĥ(q)

ij

(
e2πk/N

)
represents the frequency response from the jth transmit antenna to the ith

receive antenna at the qth sample time. The corresponding discrete-time channel impulse response
is designated as ĥ(q)ij (nT ), where we emphasize that nT represents the discretized delay variable.

The power normalization must take into consideration the fact that the receive system uses au-
tomatic gain control (AGC) at the intermediate frequency, with the goal of ensuring that each
received waveform has the same total received power. As the switches connect different anten-
nas with varying gains, however, the AGC cannot always respond quickly enough to guarantee
achievement of this goal. To remove the impacts of the notably different gains associated with
the two receive antennas, we scale the responses observed on RX1 and RX2 by different values.
Therefore, we compute the total power for the qth channel transfer function from TX3 to RX1 and
from TX3 to RX2, denoted respectively as P (q)

T,1 and P (q)
T,2 . We then normalize the channel transfer

functions as Ĥ(q)
ij ← Ĥ

(q)
ij /
√
P

(q)
T,i (functional notation dropped). This preserves the relative scal-

ing between responses for different transmit antennas, since these gains are dictated by antenna
placement and not by differences in antenna gain.

With the gains properly normalized, we compute the impulse responses using an inverse DFT. Dif-
ferences in delays observed in the responses from different transmit antennas are due to different
cable lengths to each antenna as well as the different positions of the antennas on the airframe,
and these differences are small compared to the delay spreads observed in the multipath channels.
In contrast, differences in delays observed in the responses from different receive antennas are
significant due to different electronic subsystems and the long cables used to connect these sub-
systems. Therefore, we align the responses observed on RX1 and RX2 using different temporal
shifts. Specifically, for the two channels between TX3 and RX1 and between TX3 and RX2, we
define the beginning of the channel impulse response as the first sample at which its magnitude
reaches 20% of its peak value, denoted respectively as n(q)

1 and n(q)
2 . Using this definition reduces

sensitivity to noise in the waveform and has been found to be robust for accurately detecting the
beginning of each response. We then designate sample n(q)

i as zero delay for all three impulse
responses observed on RXi.

A. Power Delay Profiles

Given this waveform calibration, we are prepared to examine the multipath delay structure. Specif-
ically, we compute the power delay profile (PDP) of the impulse responses using [4]

PDPij(nT ) =
1

Qm

Qm∑
q=1

∣∣∣ĥ(q)ij (nT )∣∣∣2 (3)

where Qm is the total number of temporal channel samples over the measurement. This PDP
provides an average measure of the power as a function of delay in the multipath channel, and it
both gives an indication of the type of fading that might be observed in typical channels and helps
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Figure 4: Power delay profiles observed for each pair of transmit and receive antennas while the
helicopter moves along the ramp along with the calculated average delay spreads for each PDP.

to define the complexity of the equalizer that can adequately compensate for the range of multipath
delay signatures observed.

Figure 4 plots the PDP waveforms for each transmit-receive antenna pair. Several observations are
immediately obvious from these figures. First of all, when compared with the responses observed
on RX2, the responses observed on RX1 clearly demonstrate less power arriving in multipaths with
long delays. We believe this is due to the fact that long delays are likely to arrive at angles that
are notably different from the LOS angle, and since RX1 is more directive than RX2, it does not
observe as many of these multipath components. Second, we notice that the components with long
delays observed on RX2 appear in a second cluster of power (centered at approximately 300 ns in
Fig. 4). The reason for this clustering is not entirely clear. However, one possible explanation is
that the radiation pattern of RX2 has sidelobes that are higher than those for the pattern of RX1.
Since the components with longer delays likely arrive at wide angles, these may be observed on the
sidelobes of RX2. Under such circumstances, multipath components with delays around 200 ns
might arrive at angles near the first null in the pattern of RX2, which would result in the bi-modal
behavior observed.

These PDP plots provide a visual indication of the extent of delay experienced for the observed
channels. However, we can further quantify this delay extent using the average delay spread for
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each channel. The average delay spread στ,ij for each PDP can be computed using [4]

σ2
τ,ij =

1

Pij

∑
n

(nT )2 PDPij(nT )− τ 2 (4)

where

Pij =
∑
n

PDPij(nT ) (5)

τ =
1

Pij

∑
n

(nT ) PDPij(nT ). (6)

The delay spread values are included in the PDP plots of Fig. 4. As can be observed, the responses
on RX2 have notably larger delay spread values, consistent with the late arrivals of multipath
components discussed previously. We also see that for both receive antennas, the delay spread for
TX4 is notably larger than that for the other antennas. There are at least two factors that likely
contribute to this observation. First, TX4 is on the tail of the helicopter, and the time reference is
taken with respect to TX3 on the helicopter belly. As the aircraft attitude changes, the difference in
the range to the receive antennas between the belly and tail antennas (TX3 and TX4) can vary by
as much as 25 feet in either direction, resulting in about 50 ns of arrival variability for TX4 relative
to that for TX3. Second, the position of TX4 makes it more likely for signals to bounce off the
lower portion of the main helicopter fuselage and propagate to the receiver, resulting in multipath
components with additional delay.

In interpreting these results, it is also helpful to understand that the two receive antennas use dif-
ferent tracking mechanisms. RX1 uses a conical scan to maximize the received signal. Therefore,
if the LOS path is obscured, RX1 likely will track on a multipath component, and with the higher
gain and narrower beamwidth will be less likely to see other multipath components. In contrast,
RX2 tracks by pointing to the GPS coordinates of the aircraft (communicated through a dedicated
telemetry link). This means it will point at the aircraft regardless of the quality of the LOS signal,
possibly resulting in reduced overall power but richer multipath observations.

B. Diversity Gain

The theoretically achievable diversity gain for the channels was computed using the procedure
outlined in [5]. This is a purely theoretical result whose intent is to demonstrate the potential per-
formance gain using diversity. Figure 5 shows the complementary cumulative distribution func-
tion (CCDF) of the achieved diversity gain for each receive antenna assuming the gain for each
frequency and spatial sample is treated as a realization of the random variable. Given that RX2
observes richer multipath than RX1, it is not surprising that using diversity on the aircraft gen-
erally achieves higher diversity gain for RX2. In considering this result, however, we emphasize
that diversity gain represents the improvement in achieved SNR relative to that of a single-antenna
link using the reference channel. If, for example, the reference link has very poor SNR, the gain
obtained using diversity can be significant. However, higher diversity gain for RX2 does not nec-
essarily mean that the overall SNR observed on RX2 is higher than that observed on RX1, but
simply that diversity offers increased relative improvement.
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Figure 5: CCDF of the diversity gain achievable at each receive antenna over all frequencies and
spatial channel samples along the ramp.

It is also interesting that RX1 is more likely to experience very high diversity gain than RX2. Ap-
parently, there are cases where the reference link to RX1 are very poor (such as when the LOS is
highly obscured), and the wide spatial separation of the aircraft antennas leads to significant diver-
sity gains. Because RX2 benefits from additional multipath, in these cases the reference response
may be stronger, somewhat reducing the effectiveness of diversity signaling. It is noteworthy that
this high gain occurs at low probability, which is intuitive.
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RANDOMIZERS AND DERANDOMIZERS:
IS THE PROCESS REVERSIBLE?
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ABSTRACT

Mathematical descriptions of the IRIG 106 randomizer and derandomizer are developed and used
to show the impact of shift register initial conditions on the input/output relations for a cascade of
randomizer and derandomizer operations (the normal order) and a cascade of derandomizer and
randomizer operations (the reverse order). The results show that for the normal order, mismatched
randomizer and derandomizer shift register initial conditions impact at most the first 15 bits. But
for the reverse order, mismatched randomizer and derandomizer initial conditions impact all of the
bits. Consequently, the shift register initial conditions must be the same to recover data when the
randomizer and derandomizer are operated in the reverse order. The mathematical representation
is based on polynomials and the generating function concept and the results are confirmed using
computer programs based on bit-level operations.

INTRODUCTION

Randomizers were introduced in aeronautical telemetry to deal with the problems caused by long
sequences of consecutive ones or zeros in NRZ-L data. A long sequence of consecutive ones or
zeros has a strong DC component. This is a problem because read/write heads for magnetic tape
recorders/players have no DC response. When the DC level of the data sequence drifts due to a
strong DC component, read/write errors occur. This is especially a problem at low data rates where
a sequence of consecutive ones or zeros does not have to be that long to cause the problem. At high
data rates this can still be a problem if a sequence of consecutive ones and zeros is long enough.

Randomizers solve the DC drift problem by breaking up long sequences of consecutive ones or
zeros by “scrambling” or “randomizing” (hence the name) the data in a known way. Randomizers
are defined in IRIG-106 by a shift register circuit with feedback connections. The corresponding
derandomizer is a shift register circuit with feedforward connections in the same locations as the
randomizer’s feedback connections. Because long sequences of consecutive ones or zeros first
caused problems in magnetic recording, the definitions for the randomizer and derandomizer are
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found in Appendix D of IRIG 106.

Randomizers are also used in PCM/FM modulators. Early FM modulators had AC-coupled inputs
and the issue of drifting DC levels for long sequences of consecutive ones or zeros caused problems
in the modulator input circuitry similar to the problems in magnetic recording. Randomization
produced additional benefits for PCM/FM.

• Long sequences of consecutive ones or zeros skew the PCM/FM spectrum. By breaking up
sequences of consecutive ones or zeros, randomization produces a more balanced spectrum.

• Bit synchronizers can lose lock for long sequences of consecutive ones or zeros with NRZ-
L encoding. The synchronization loss is due to the absence of waveform transitions. (For
this reason, bit synchronization loss does not occur with bi-phase encoding.) Randomization
creates a more “random” data pattern that contains sufficient transition density for the bit
synchronizer to perform.

The spectrum issue carries over to the more advanced SOQPSK-TG and ARTM CPM modulations.
Long sequences of consecutive ones or zeros create undesirable properties in the RF spectrum. The
bit synchronization problem also carries over to the integrated symbol timing synchronization func-
tions in SOQPSK-TG and ARTM CPM demodulators. This is why most SOQPSK-TG and ARTM
CPM modulators have a provision for randomization. Because encryption tends to randomize the
data, it is rare that both encryption and randomization are used simultaneously for the RF link.
Given the fact that most aeronautical telemetry links are encrypted, the use of randomizers and
derandomizers for the RF link have become less common.

Because randomization is used less frequently for the RF link, it is easy for a test engineer to lose
track of whether or not the demodulator output is randomized. When this happens, the test engineer
may apply a derandomizer to data that was never randomized and store only the derandomizer
output. After a short period of fear and panic, the question that presents itself is,

For the case where unrandomized data has been passed through a derandomizer, can
the original data be recovered?

The temptation is to apply a randomizer to the derandomized data (i.e., apply the randomizer and
derandomizer in the reverse order). A quick experiment using laboratory hardware shows that this
rarely works. (This observation sometimes leads to an even longer period of fear and panic.) In
this paper, we show that applying randomization and derandomization in the reverse only works if
the randomizer (second step) has the same initial register settings as the derandomizer (first step).

To derive this answer, we develop mathematical descriptions of the randomization and derandom-
ization processes. We apply these mathematical descriptions to the normal order (randomization
followed by derandomization) to confirm the mathematical descriptions. Next we apply the de-
scriptions in the reverse order and identify the conditions required to recover the data. In the
examples that accompany the development, we use short versions of the randomizer and deran-
domizer to simplify the mathematics so that the equations fit within the margins of this paper. The
short version consists of 3 registers. We show that the mathematical descriptions, along with the
conclusions drawn from mathematical descriptions, carry directly over to the case of longer IRIG
106 randomizer and derandomizer comprising 15 registers.
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PRELIMINARIES

Randomizers and derandomizers operate on bits, each of which assumes one of two binary values
usually labeled 0 and 1. These binary values define an algebraic structure called a finite field
in which addition and multiplication follow the rules of modulo-2 arithmetic. The addition and
multiplication tables are

+ 0 1
0 0 1
1 1 0

× 0 1
0 0 0
1 0 1

(1)

The interesting feature of modulo-2 addition is that 1 + 1 = 0. This means addition “+” and
subtraction “−” are the same. In the development below, we make no distinction between “+” and
“−” and always use “+”.

For the purposes of answering the central question in this paper, the best way to mathematically
describe the operations performed by randomizer and derandomizer is to use concept of the gen-
erating function. The generating function corresponding to the bit sequence

b0, b1, b2, . . . , bn, . . .

is
B(D) = b0 + b1D + b2D

2 + · · ·+ bnD
n + · · · . (2)

The variable D in an indeterminate. This means D is never assigned a value. It is a symbol, or
place holder, whose exponent indicates delay. For example, the generating function for the bit
sequence 1 0 1 1 0 1 0 0 is

B(D) = 1 + 0×D + 1×D2 + 1×D3 + 0×D4 + 1×D5 + 0×D6 + 0×D7

= 1 +D2 +D3 +D5. (3)

In this context, a ratio of polynomials simply defines polynomial division. As an example, the
generating function 1/(1 +D) means

1 + D 1
1 + D

D
D + D2

D2

D2 + D3

1 + D + D2 + D3

D3

D3 + D4

D4
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Note that multiplication and subtraction operations at each stage follow the modulo-2 arithmetic
rules (1). In this way

1

1 +D
= 1 +D +D2 +D3 + · · · (4)

defines the all-ones bit pattern. The generating function 1/(1 +D2) means

1

D2

D4

1 + D2

D2 + D4

D4 + D6

D6

D6 + D8

D8

1 + D2 + D4 + D6 + D8

1 + D2

This shows that
1

1 +D2
= 1 +D2 +D4 +D6 + · · · (5)

and it defines the alternating bit pattern 1 0 1 0 1 0 . . . .

RANDOMIZERS, DERANDOMIZERS, AND THEIR GENERATING FUNCTIONS

The randomizer circuit we consider here is illustrated in Figure 1. The output is given by the
recursion

yn = xn + yn−2 + yn−3 (6)

for n ≥ 3 where the initial register values are r2, r1, and r0. With the aid of the block diagrams in
Figure 2, the first few outputs are

y0 = x0 + r1 + r0 y1 = x1 + r2 + r1 y2 = x2 + y0 + r2 y3 = x3 + y1 + y0. (7)

The generating function for the output is

Y (D) = (x0 + r1 + r0) + (x1 + r2 + r1)D + (x2 + y0 + r2)D
2 + (x3 + y1 + y0)D

3 + · · · (8)

Multiplying through by the indeterminate D and rearranging produces

Y (D) = X(D) +D2Y (D) +D3Y (D) + (r1 + r0) + (r2 + r1)D + r2D
2. (9)

Solving for Y (D) gives the final result

Y (D) =
X(D) + (r1 + r0) + (r2 + r1)D + r2D

2

1 +D2 +D3
. (10)

There are several important observations regarding this result.
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xn

yn

yn−1 yn−2 yn−3

Figure 1: A block diagram of a short randomizer described by the recursion (6).

• The generating function for the randomizer output is a ratio of two polynomials in D. This
defines an infinite length bit sequence if the denominator polynomial does not divide the
numerator polynomial (which is always the case for real telemetry data). Note that this is
true even if the input bit sequence is a finite length bit sequence. In other words, if the
randomizer were clocked an infinite number of cycles, it would produce nonzero outputs
long after the finite length input bit sequence contained anything other than zeros. In practice,
the randomizer is only clocked as long as the input bit sequence is valid. This is why the
randomizer output contains the same number of bits as the randomizer input.

• The denominator polynomial is consequence of the recursive relationship defining the out-
put. The recursion is a consequence of the feedback paths in the circuit of Figure 1. Observe
that the feedback connections in the block diagram of Figure 1 define the denominator poly-
nomial in (10).

• The randomizer output is also a function of the initial register values r2, r1, and r0. These
three initial values form the coefficients of the second polynomial in numerator of (10).

From the generating function point of view, the randomizer divides a modified version of the input
generating function by a degree-3 polynomial in D. The division is characteristic of shift register
systems containing feedback.

The derandomizer circuit we consider here is illustrated in Figure 3. The output is given by

yn = xn + xn−2 + xn−3 (11)

for n ≥ 3 where the initial register values are d2, d1, and d0. With the aid of Figure 4, the first few
outputs are

y0 = x0 + d1 + d0 y1 = x1 + d2 + d1 y2 = x2 + x0 + d2 y3 = x3 + x1 + x0. (12)

The generating function for the output is

Y (D) = (x0 + d1 + d0) + (x1 + d2 + d1)D + (x2 + x0 + d2)D
2 + (x3 + x1 + x0)D

3 + · · · (13)

Multiplying through by the indeterminate D and rearranging produces

Y (D) = X(D) +D2X(D) +D3X(D) + (d1 + d0) + (d2 + d1)D + d2D
2 (14)
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y0

x0

x1

y1

y0

y1 y0

y2

x2

(a) 

(b) 

(c) 

r0r1r2

r1r2

r2

Figure 2: A block diagram of a short randomizer showing the first three outputs corresponding to
the first three inputs. Also shown is the evolution of the register contents. Note that starting with
y3, the output is given by the recursion (6).
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yn

xn xn−1 xn−2 xn−3

.

Figure 3: A block diagram of the short derandomizer described by (11).

from which we see that the generating function for the output may be expressed as

Y (D) = (1 +D2 +D3)X(D) + (d1 + d0) + (d2 + d1)D + d2D
2. (15)

Here we see that from the generating function point of view, the derandomizer multiples the gen-
erating function of the input sequence by a degree-3 polynomial in D. This is a characteristic of
feedforward systems. The initial conditions are captured by the degree-2 polynomial on the right-
hand side of (15). Observe that unlike the randomizer, the derandomizer initial conditions only
impact the first three bits of the derandomizer output.

Close examination of the generating functions for the randomizer and derandomizer outputs, equa-
tions (10) and (15), respectively, shows that each is based on the same polynomial

G(D) = 1 +D2 +D3. (16)

The randomizer divides the generating function of its input by G(D) whereas the derandomizer
multiplies the generating function of its input by G(D). The generating function approach allows
one to see that the derandomizer performs the inverse operation of the randomizer. This is why
data recovery is possible. The randomizer output may be expressed as

Y (D) =
X(D) + Ir(D)

G(D)
(17)

where
Ir(D) = (r1 + r0) + (r2 + r1)D + r2D

2 (18)

and G(D) is given by (16). The derandomizer output may be expressed as

Y (D) = G(D)X(D) + Id(D) (19)

where
Id(D) = (d1 + d0) + (d2 + d1)D + d2D

2 (20)

and G(D) is given by (16).

We now show that the mathematical representations give the correct outputs. First, consider the
application of randomization and derandomization in the proper order as illustrated in Figure 5 (a).
The randomizer output is

Y (D) =
X(D) + Ir(D)

G(D)
(21)
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x0

y0

d0d1d2

x0 d1d2x1

y1

x0 d2x1

y2

x2

(a) 

(b) 

(c) 

Figure 4: A block diagram of a short derandomizer showing the first three outputs corresponding
to the first three inputs. Also shown is the evolution of the register contents. Note that starting with
y3, the output is given by (11).
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randomizer derandomizer 

ynxn zn

X(D) Y (D) Z(D)

derandomizer randomizer 

ynxn zn

X(D) Y (D) Z(D)

(a) 

(b) 

Figure 5: Randomizers and derandomizers along with their inputs and corresponding generating
functions: (a) Randomization and derandomization applied in the intended order; (b) Randomiza-
tion and derandomization applied in the reverse order.

and the derandomizer output is

Z(D) = G(D)Y (D) + Id(D)

= G(D)
X(D) + Ir(D)

G(D)
+ Id(D)

= X(D) + Ir(D) + Id(D). (22)

The generating function for the derandomizer output given by (22) shows that the derandomizer
output is the randomizer input plus a term defined by the initial register settings of the randomizer
and derandomizer. Because the polynomials Ir(D) and Id(D) are polynomials of at most degree
2, the initial register states impact at most the first 3 bits. The remaining bits are unaffected by the
initial register states. This is why little attention is paid to the initial register settings. Note that if
Ir(D) = Id(D), then Ir(D) + Id(D) = 0 so that Z(D) = X(D). This means the derandomizer
output matches the randomizer input exactly.

The situation is different when the order is reversed. With reference to the block diagram shown
in Figure 5 (b), the derandomizer output is

Y (D) = G(D)X(D) + Id(D) (23)

and the randomizer output is

Z(D) =
Y (D) + Ir(D)

G(D)

=
G(D)X(D) + Id(D) + Ir(D)

G(D)

= X(D) +
Id(D) + Ir(D)

G(D)
(24)
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The generating function for the randomizer output given by (24) shows that the randomizer output
is the derandomizer input plus a term defined by the initial register settings of the randomizer and
derandomizer. Unfortunately, this additive term is a rational expression and therefore defines an
infinite length bit sequence. Consequently, this term can impact all of the derandomizer input bits.
The only way to force Z(D) = X(D) is to force this second additive term to be zero. The only
way to force the second additive term to be zero is to force the numerator to be zero. The only way
the numerator can be zero is when Id(D) = Ir(D). This leads us to the following condition:

With reference to the reverse-order application of the randomizer and derandomizer
functions illustrated in Figure 5 (b), the only way to obtain Z(D) = X(D) is to force
the initial register settings in both the randomizer and derandomizer to be the same.

We include some examples to illustrate how the polynomial representations based on generating
functions and corresponding algebraic operations correspond to bit level operations.

Example 1. This example explores the system of Figure 5 (a). Let x be the bit sequence 1 0 1 1
0 1 0 0 whose corresponding polynomial is

X(D) = 1 +D2 +D3 +D5.

Now consider the randomizer illustrated in Figure 1 with initial conditions r0 = 1, r1 = r2 = 0
(that is, the right-most register is initialized to 1). These initial conditions are captured by the
polynomial (18) which, for this example, is Ir(D) = 1 The polynomial representation of the
randomizer output is

Y (D) =
X(D) + Ir(D)

G(D)
=

(1 +D2 +D3 +D5) + 1

1 +D2 +D3
= D2 +D3 +D4 +D5 +D8 + · · ·

A computer program implementing the shift register circuit of Figure 1 was used to confirm the
results. The C++ code is listed in the Appendix. This program produces y = 0 0 1 1 1 1 0 0. Note
that the computer program was only clocked for 8 cycles corresponding to the practice of clocking
the randomizer only as long as valid input data is available. The computer program output is
equivalent to the result obtained using the generating functions.

Moving on to the derandomizer, suppose the bit sequence y is applied to the derandomizer circuit of
Figure 3 whose initial register settings are d0 = d1 = d2 = 0. The derandomizer initial conditions
are captured by the polynomial (20) which, for this example, is Id(D) = 0. The generating function
of the output is

Z(D) = G(D)Y (D) + Id(D)

= (1 +D2 +D3)(D2 +D3 +D4 +D5) + 0

= D2 +D3 +D5.

A computer program implementing the shift register circuit of Figure 3 was written to confirm the
results. The C++ code is listed in the Appendix. This program produces z = 0 0 1 1 0 1 0 0. There
are two important observations here.
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1. The bit level operations defined by the shift register circuit (and the computer program) pro-
duce exactly the same result as the polynomial operations based on the generating functions.

2. This example illustrates that when the initial conditions of the randomizer and derandomizer
are not the same, the impact is confined to the first few bits. (The first 3 bits for our small
example, the first 15 bits for the IRIG 106 randomzier and derandomizer.)

The second observation captured by Equation (22) which predicts that for the arrangement illus-
trated in Figure 5 (a), the output Z(D) and the input X(D) differ by Ir(D) + Id(D). In this
example, Ir(D) + Id(D) = 1 + 0 = 1, which predicts that the derandomizer output differs from
the randomizer input in the first position only. This is exactly what was observed!

Example 2. This example explores the system of Figure 5 (b). Let x be the bit sequence 1 0 1 1
0 1 0 0 whose corresponding polynomial is

X(D) = 1 +D2 +D3 +D5.

Now consider the derandomizer illustrated in Figure 3 with initial conditions d0 = d1 = d2 = 0.
The generating function for the derandomizer output is

Y (D) = G(D)X(D) + Id(D)

= (1 +D2 +D3)(1 +D2 +D3 +D5) + 0

= 1 +D4 +D5 +D6 +D7 +D8

The derandomizer computer program, listed in the Appendix, produces y = 1 0 0 0 1 1 1 1. The
computer program output is identical to the first 8 terms in Y (D). This is because the computer
program was clocked for 8 bit cycles. Had the computer program been clocked 3 more clock
cycles, the resulting bit sequence would be identical to Y (D).

Now, moving to the second half of Figure 5 (b), suppose the bit sequence y is applied to the
randomizer of Figure 1 with initial conditions r0 = 1, r1 = r2 = 0 (that is, the right-most register
is initialized to 1). The generating function for the output is

Z(D) =
Y (D) + Ir(D)

G(D)
=

(1 +D4 +D5 +D6 +D7 +D8) + 1

1 +D2 +D3
= D4 +D5 +D7 + · · ·

The randomizer computer program listed in the Appendix gives z = 0 0 0 0 1 1 0 1 which is
identical to Z(D). The important observation here is that the derandomizer input sequence x and
the randomizer output sequence z are quite different. This difference is predicted by (24):

Z(D) = X(D) +
Id(D) + Ir(D)

G(D)

= 1 +D2 +D3 +D5 +
0 + 1

1 +D2 +D3

= 1 +D2 +D3 +D5 + (1 +D2 +D3 +D4 +D7 + · · · )
= D4 +D5 +D7 + · · ·
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As explained above, the problem is with the second term. If the two initial conditions were the
same, then the derandomizer input and the randomizer output would be identical.

For the purposes of illustration, suppose the initial conditions of the derandomizer used in this
example were changed to d0 = 1, d1 = d2 = 0. Then Id(D) = 1 and the generating function for
the derandomizer output is

Y (D) = G(D)X(D) + Id(D)

= (1 +D2 +D3)(1 +D2 +D3 +D5) + 1

= D4 +D5 +D6 +D7 +D8

(The computer program in the Appendix gives y = 0 0 0 0 1 1 1 1.) Applying the bit sequence y
to the randomizer input with initial conditions r0 = 1, r1 = r2 = 0 gives

Z(D) =
Y (D) + Ir(D)

G(D)
=

(D4 +D5 +D6 +D7 +D8) + 1

1 +D2 +D3
= 1 +D2 +D3 +D5.

(The computer program in the Appendix gives z = 1 0 1 1 0 1 0 0.) This example confirms the
accuracy of the generating function based abstraction and shows that the conclusions drawn from
the generating function based analysis are valid. Armed with this confidence, we now generalize
to the IRIG 106 randomizer and derandomizer.

EXTENSION TO THE IRIG 106 RANDOMIZER AND DERANDOMIZER

All of the forgoing analysis applies to the IRIG 106 randomizer and derandomizer with the follow-
ing changes. The polynomial describing the shift register connections is

G(D) = 1 +D14 +D15. (25)

This is a degree-15 polynomial because there are 15 stages in the IRIG 106 randomizer and deran-
domizer shift registers. The initial shift register contents of the IRIG 106 randomizer are (from left
to right)

r14, r13, r12, r11, . . . , r1, r0.

The corresponding “initial condition polynomial” for the IRIG 106 randomizer is the degree-14
polynomial

Ir(D) = (r1 + r0) + (r2 + r1)D + (r3 + r2)D
2 + · · ·+ (r14 + r13)D

13 + r14D
14. (26)

Likewise, the initial shift register contents of the IRIG 106 derandomimzer are (from left to right)

d14, d13, d12, d11, . . . , d1, d0

and the corresponding “initial condition polynomial” for the IRIG 106 derandomizer is the degree-
14 polynomial

Id(D) = (d1 + d0) + (d2 + d1)D + (d3 + d2)D
2 + · · ·+ (d14 + d13)D

13 + d14D
14. (27)
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Equipped with these changes, the input/output relationship for the randomizer-derandomizer or-
dering of Figure 5 (a) is

Z(D) = X(D) + Ir(D) + Id(D). (28)

This relationship shows that when the initial conditions for the randomizer and derandomizer shift
registers are the same, Z(D) = X(D). This means that the bits at the derandomizer output
are identical to the bits at the randomizer input. When the initial conditions for the randomizer
and derandomizer shift registers are not the same Ir(D) 6= Id(D). Because Ir(D) and Id(D) are
degree-14 polynomials, the randomizer input and the derandomizer output differ in at most the first
15 positions. Thereafter, the randomizer input and the derandomizer output are identical. Because
15 bits such a small fraction of the total number of bits and because the 15 incorrect bits almost
always occur before frame synchronization has been achieved, there is little reason for a telemetry
engineer to pay much attention to the initial register settings. In other words, devoting the effort to
ensure the initial register settings are the same does not solve any problem that has presented itself.

The input/output relationship for the reverse order shown in Figure 5 (b) is

Z(D) = X(D) +
Id(D) + Ir(D)

G(D)
. (29)

If Id(D) = Ir(D), then Ir(D) + Id(D) = 0 and Z(D) = X(D). That is, the derandomizer
input x and the randomizer output z are the same. If Id(D) + Ir(D) is anything other than the all-
zeros polynomial, the second term in (29) defines an infinitely long non-zero bit sequence. This
infinitely long non-zero bit sequence is the difference between the derandomizer input bit sequence
x and the randomizer output bit sequence z. Because the infinitely long non-zero bit sequence is
infinitely long, the derandomizer input bit sequence and the randomizer output bit sequence will
never eventually coincide. Consequently, the initial settings for the derandomizer and randomizer
registers must be the same if any data are to be recovered.

DISCUSSION AND CONCLUSION

The mathematical models developed in this paper show that randomizers divide a polynomial
formed from the input data and the shift register initial conditions by the polynomial (25) and the
derandomizer multiplies a polynomial formed from its input and the shift register initial conditions
by the polynomial (25). These complementary operations (division and multiplication) are what
make possible data recovery after randomization or derandomization.

A byproduct of the mathematical model is an explanation of the behavior of the IRIG 106 deran-
domizer when the input is the length-(215 − 1) PN sequence (often called the “PN-15” sequence).
The PN-15 sequence is an example of a “maximal length shift register sequence.” A maximal
length shift register sequence based on a K-stage shift register with feedback connections.1 The
feedback connections are selected as follows: the contents of the K-stage shift register define the

1The shift register circuit shown in Figure 1 (with the input and accompanying adder removed) is an example that
generates the maximal length shift register sequence of length 7 (the PN-3) sequence. To generate the PN-3 sequence,
the initial register states must be non-zero.
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state of the K-stage shift register. A K-stage shift register has 2K possible states. The feedback
connections are selected so that the 2K − 1 non-zero shift register states repeat with the maxi-
mum period of 2K − 1. Using the generating function concepts outlined in this paper, the PN-15
sequence may be represented as

IPN(D)

1 +D14 +D15
(30)

where IPN(D) 6= 0 is a degree-14 polynomial defined by the initial shift register state. (Differ-
ent values for IPN(D) generate cyclically shifted versions of the PN-15 sequence.) Note that the
denominator polynomial is the polynomial (25) that defines the IRIG 106 randomizer and deran-
domizer. When applied to the IRIG 106 derandomizer input, the output is

G(D)
IPN(D)

1 +D14 +D15
+ Id(D) = IPN(D) + Id(D) (31)

Because both IPN(D) and Id(D) are degree-14, all bits after the 15-th bit are zero. This is why the
derandomizer output is all zeros when the PN-15 sequence is the input.

We have developed a mathematical model for the randomization and derandomization process
and used this model to understand the conditions required to recover data when randomization and
derandomization have been applied in the reverse order. The mathematical model uses polynomials
and is based on the concept of generating functions. The “punch line” is Equation (29) which
shows that the initial shift register conditions of the randomizer (second step) must be the same as
the initial shift register conditions of the derandomizer (first step).

If a telemetry engineer is presented only with the derandomizer output, the practical issue is that
most of the time, the initial shift register conditions are unknown. The initial shift register con-
ditions might be unknown because the derandomizer shift registers were not reset when the data
were applied. Or the derandomizer shift registers were reset, but the derandomizer output was not
recorded until some time after the input data were applied — in this case the initial conditions are
the 15 (unknown) data bits prior the input bit at the time the output started recording. The solution
to this problem is relatively straight forward: there are 215 = 32, 768 possible initial states. Each of
the possible initial conditions can be applied to the randomizer. Only one of those possible initial
conditions will produce data that contains valid frame synchronization words. While 32,768 might
seem like a large number, it is not for a computer program.
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APPENDIX: CODE LISTING

#include <iostream.h>
using namespace std;

void randomize(string inputFile, string outputFile)
{

FILE *in, *out;
char chIn; //Character read in from file.
int chOut; //Value of output bit.
int temp; //Used to store integer value of ASCII char read from file.
int shiftReg[3] = {1,0,0}; //Size of shift register with initial values.

if((in=fopen(inputFile.c_str(), "r"))==NULL) // .c_str() convert to char*
printf("Cannot open input file.\n");

if((out=fopen(outputFile.c_str(), "w"))==NULL) // .c_str() convert to char*
printf("Cannot open output file.\n");

//Get symbol in and convert from ASCII to int.
chIn = getc(in);
temp = chIn - 48;

cout << endl << "Randomized Data = ";
while(chIn!=EOF){

if(temp == 1 || temp == 0)
{

//Next 4 lines perform shift register operations.
chOut = (shiftReg[1]ˆshiftReg[2])ˆtemp;
shiftReg[2] = shiftReg[1];
shiftReg[1] = shiftReg[0];
shiftReg[0] = chOut;

putc(chOut + 48, out); //Convert number to ASCII and write to file.
cout << chOut; //Print number to console.

}
chIn = getc(in); //Get next symbol from file.
temp = chIn - 48; //Convert from ASCII to int.

}
cout << endl;
fclose(out);
fclose(in);

}

void derandomize(string inputFile, string outputFile)
{

FILE *in, *out;
char chIn; //Character read in from file.
int chOut; //Value of output bit.
int temp; //Used to store integer value of ASCII char read from file.
int shiftReg[3] = {1,0,0}; //Size of shift register with initial values.
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if((in=fopen(inputFile.c_str(), "r"))==NULL)
printf("Cannot open input file.\n");

if((out=fopen(outputFile.c_str(), "w"))==NULL)
printf("Cannot open output file.\n");

//Get symbol in and convert from ASCII to int.
chIn = getc(in);
temp = chIn - 48;

cout << endl << "Derandomized Data = ";
while(chIn!=EOF){

if(temp == 1 || temp == 0)
{

//Next 4 lines perform shift register operations.
chOut = (shiftReg[1]ˆshiftReg[2])ˆtemp;
shiftReg[2] = shiftReg[1];
shiftReg[1] = shiftReg[0];
shiftReg[0] = temp;

putc(chOut + 48, out); //Convert number to ASCII and write to file.
cout << chOut; //Print number to console.

}
chIn = getc(in); //Get next symbol from file.
temp = chIn - 48; //Convert from ASCII to int.

}
cout << endl;
fclose(out);
fclose(in);

}

int main(int argc, char *argv[])
{

string inputFile, inputFile2, outputFile;
int menuSelection, numberOfBits;
while(1){

cout << endl << "Please select from the below options." << endl;
cout << "1. Randomize Data" << endl;
cout << "2. Derandomize Data" << endl;
cout << "3. Exit" << endl;
cout << ">";
cin >> menuSelection;

if(menuSelection==1)
{
//Randomize the data
cout << endl << endl << "RANDOMIZE" << endl;
cout << "Please enter the input filename:";
cin >> inputFile;
cout << "Please enter the output filename:";
cin >> outputFile;
randomize(inputFile, outputFile);
}
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else if(menuSelection==2)
{
//Derandomize the data
cout << endl << endl << "DERANDOMIZE" << endl;
cout << "Please enter the input filename:";
cin >> inputFile;
cout << "Please enter the output filename:";
cin >> outputFile;
derandomize(inputFile, outputFile);
}
else if(menuSelection==3)
{
return EXIT_SUCCESS;
}

}
}
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ABSTRACT 
 
Acquisition based on Fast Fourier Transform (FFT) can acquire Pseudo-random code phase 
quickly and improve the performance of the satellite navigation receivers.  In the paper Real-
time receiver adopts the FPGA to realize the function of FFT and uses DSP processor to control 
the implementation process of Acquisition.  For increasing the sensitivity of Acquisition 
incoherent accumulation were used in the process.  Also, in the paper we have discussed the 
process method for decreasing the negative influence of signal power changes and carrier’s 
Doppler frequency. 
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INTRODUCTION 
 
The traditional serial search method of spread-spectrum signal cannot adapt to the development 
of receiver technology, researchers have proposed a variety of parallel acquisition algorithm in 
order to improve receiver performance.  Circular correlation acquisition algorithm based on FFT 
obtained widespread attention because of its superiority in civil code, but most studies stop at the 
basic theory of the algorithm, without considering the realization of the algorithm.  In fact, the 
circular correlation acquisition algorithm will encounter problems that affect performance of the 
algorithm in the implementation process.  We need to analyze the actual situation and explore 
solutions. 
 
 

THE BASIC PRINCIPLES OF CIRCULAR CORRELATION 
 
Circular correlation algorithm used the cyclical of pseudo-code and used the principle of circular 
convolution, converted time domain convolution into frequency domain multiplication in order 
to reduce computation burden.  The algorithm parallel search pseudo-code phase and achieve 
carrier Doppler frequency rapid by FFT and IFFT.  The basic block diagram of the algorithm[1] is 
shown in Figure 1. 
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Figure 1 Basic block diagram of circular correlation 
 
The basic idea of the algorithm is: calculate the phase delay in each Doppler search range, then 
find the maximum correlation value and record its location.  If the maximum value exceeds a 
predetermined threshold, detected signal is considered.  The time interval is the roughly carrier 
Doppler, the location is the pseudo-code phase.  Thus the serial search is converted into a 
parallel.  The method improves the parallelism, can significantly speed up the capture.  The 
algorithm processing is shown: 

 (1) Carrier strip. Digital IF signal multiplied the cosine and sine signals from local carrier 
NCO, and then get IQ baseband signal.  The output signal contains residual carrier Doppler. 

 (2) Decimation filtering.  Decimation is used to reduce the sampled data and the logic 
resource and storage space usage.  Resample the data after a low pass filter in order to meet a 
power of 2 between 1ms interval.  While resample the local pseudo-code at the same sampling 
rate and then stored in memory. 

 (3) IQ baseband signal will be combined into complex signal used to execution FFT.  
Then stored into memory sequentially, waiting for conjugate. 

 (4) Use the local pseudo-code to do the FFT, conjugate the results, while reading the 
temporary sequence of FFT of the baseband signal results.  Multiply them and save to memory. 

 (5) When the FFT transform is completed, read the temporary data sequentially and 
transform the result by modulo, then add last 1ms results of the transformation.  The algorithm 
processing will find the maximum, the second largest value and the position of maximum.  At 
the same time save the transform result, used to next non-coherent accumulation.  Set the status 
flag after transform and return to repeat (1) to (5) steps. 

 (6) DSP polls the status flag and then reads the maximum, the second largest value, the 
position and then clears the flag.  If the ratio of maximum and the second largest value exceeds a 
predetermined threshold is considered to capture, the position is the code phase.  If the ratio is 
lower, then continue (1) to (5) steps.  If times of non-coherent accumulation exceed the intended 
number, Doppler frequency search forward a step, then continue (1) to (5) steps. 
 
 

PERFORMANCE ANALYSIS OF CIRCULAR CORRELATION 
 
Theoretical analysis shows that the level of signal to noise ratio, the level of the sampling rate, 
the position of data transition, the size of the residual carrier Doppler, non-coherent integration 
and so on have an impact on  algorithm performance.  Detailed analysis of these factors needs in 
the project. 
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THE IMPACT OF THE INPUT SNR 
 
The level of the input SNR directly affects the capture efficiency of the algorithm.  Sensitivity 
analysis and verify about the arithmetic will be executed by changing the input SNR.  The study 
use the GPS L1 band C/A code signal as the object.  The maximum power level[2] is about           
-128dBm when signal reaches the ground, corresponding to the maximum SNR is -17dB.  The 
minimum power level is about -130dBm, corresponds to the minimum SNR is -19dB.  It will 
encounter a certain loss because of transmission and processing.  Assuming that the actual 
minimum SNR is -29dB, and obtained the simulation results by Matlab shown as Figure 2. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2 performance of the input SNR 
 
Seen from Figure 2, when the input SNR is -19dB, the correlation peak relative to the noise floor 
is very obvious, the ratio is about 10dB.  The correlation peak relative to the noise floor also 
decreased when the input SNR decreases.  When reduced to -29dB, the ratio decreased to less 
than 3dB.  If 3dB is the acquisition threshold, the circular correlation algorithm can work at 
10dB below normal SNR.  This verified the high sensitivity of the algorithm, and also verified 
the correctness of its functions. 
 
Baseband signal decimation filtering and down-sampling[3] are used because of the limitation of 
the hardware resources when realization in the FPGA.  Down-sampling rate must satisfy the 
principle of sampling theorem.  Generally, best choice is 2 or 4 times sampling than the code 
rate.  In order to use FFT, it is required that the sampling points are a power of 2.  Down-
sampling will reduce the sensitivity of algorithm in some extent. 
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THE IMPACT OF CARRIER DOPPLER RESIDUAL 
 
Circular correlation algorithm uses the cyclical of pseudo-code to capture.  Only when the input 
signal is a continuous pseudo-code, the correlation peak is the largest.  If there is data transition 
in the input signal, it will destroy the periodic, resulting internal in a cycle of code, thereby 
reducing the correlation peak[4].  Data transitions in different positions, peak reduction related to 
different degrees.  In the capture phase, due to the unknown beginning of the navigation data, so 
the sampling data may contain navigation data transition.  The closer the location of data 
transitions in the middle of pseudo-code period, the greater the attenuation peak is related.  When 
the data transition occurs in the middle of pseudo-code period, even if the input SNR is high also 
can’t detect correlation peak.  Therefore, in order to prevent data leakage caused by transitions 
need to search each frequency step two or more times. 
 
Carrier Doppler residual is similar with the data transitions, and even has greater negative 
impact.  Calculation of the signal power value[5] as shown: 
 
 
 
 
It shows that the signal power value is the function of Doppler fd.  T is the pre-detection 
integration time in equation (1).  P is normalized by dividing AR[τ(k)] to be |sinc(fdT)|.  This 
shows the power values associated with the trends of Doppler residuals.  Assuming T = 1ms, 
when the Doppler residuals between 0 ~ 500Hz, correlation peak attenuation is less than 3bB.  
When the residuals larger than 500Hz, attenuation will exceed more than 3dB, correlation peak 
will be disappear.  If the Doppler residuals in less than 250Hz, the signal can correctly capture, 
and capture after change tracking, tracking loop has the ability to reduce and eventually track the 
residual.  If the Doppler residuals in to 500Hz or less, the strong signal is still able to capture, 
however, tracking loop will lose lock or judgments may be false arrest due to the frequency 
difference over locked loop range.  So high threshold is needed to capture strong power 
satellites.  Otherwise, there will frequently detect satellite and carrier to noise ratio is very high, 
but loss of lock frequently.  This case, the decision threshold used to capture cannot be a single 
fixed threshold.  Otherwise, if the threshold is too low, the weak satellite can be properly 
captured, strong satellite Doppler frequency of false arrest will occur.  If the threshold is too 
high, you can properly capture the strong satellite, but not the weak satellite or more testing to 
find the correlation peak, the sensitivity to capture will be reduced.  Therefore, reasonable 
capture strategies are needed to improve sensitivity and capture success rate. 
 
The zero-crossing of carrier Doppler will has the negative impact due to unknown the initial 
phase in practical applications.  Assuming the carrier Doppler residuals is cos(2πfdt), initial phase 
is zero, residuals fd =200Hz, as shown in Figure 3. 
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Figure 3 the effects of Doppler residuals 
 
Shown in Figure 3, the first 1ms data does not cross the zero, its peak will be reduced due to the 
attenuation of the residual carrier Doppler.  The second 1ms data close to zero, so there will be a 
substantial attenuation of the peak.  The third 1ms data across the zero-crossing point, it will not 
detect the correlation peak.  When the Doppler residual is large, the probability of sampling data 
across zero-crossing point is greater.  In order to improve the detection probability, have to 
adjust the Doppler frequency search step properly. 
 
 

THE IMPACT OF NON-COHERENT INTEGRATION 
 
The probability of capture is low with 1ms data due to the aforementioned various factors. 
Coherent integration and non-coherent integration should be considered in order to improve 
acquisition sensitivity.  Non-coherent integration will be used in the actual design which taking 
into account of hardware resource consumption.  It uses 1ms data to capture and adds the results 
corresponding to the same location.  It can avoid the growth of data length, reduce coherent 
integration time, thereby reducing the number of frequency search step, and finally reduce the 
capture time, save hardware resources consumption.  In the algorithm, set the maximum number 
of non-coherent accumulation.  If not detected correlation peak when the cumulative number of 
times does not exceed the limit, then continue to accumulate, otherwise, as captured.  Stop the 
operation, adjust the frequency search step and continue to the next operation when the 
cumulative number of times meets or exceeds the maximum correlation peak but not detected. 
Compared 1ms and 5ms non-coherent accumulation results shown in Figure 4 by Matlab 
simulation. 
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Figure 4 the result of non-coherent accumulation 
 
Seen from Figure 4 that the correlation peak of 5ms non-coherent integration is much more 
obvious than of the 1ms correlation peak.  In practice, due to the data transition and the presence 
of the carrier Doppler, each of 1ms correlation peak is not consistent.  The correlation peak is 
very small or submerged in noise floor when data have transitions and carrier Doppler zero-
crossing.  If we accumulate the value at this time not only does not improve or even reduce the 
ratio of original correlation peak to noise floor.  In this case, the results should be relevant to 
judge every 1ms.  If the peak is too low, the results are not suitable for the accumulation, so as to 
reduce the impact and improve the detection probability of correlation peak. 
 
 

IMPLEMENTATION OF CIRCULAR CORRELATION 
 
This paper analysis the various factors affecting performance of the algorithm by simulation.  In 
real-time receiver, require real-time calculation of the results, usually realizes the algorithm in 
the FPGA.  It uses pipelining mode to control working.  The current 1ms sampling data input to 
the calculation module, the next 1ms to calculate the correlation peak, and find the peak position. 
The algorithm processing will be described in following.  Here the traditional quadrature 
downconversion way was adopted to achieve baseband signal that only need two multipliers. 
DSP set the frequency control word which used to generate the local carrier sine and cosine by 
writing register operation.  Decimation filtering module is used to reduce input data rate.  At the 
same time the down-sampling data through band-limited filter and then re-sampled to meet 1ms 
sampling points is a power of 2.  FFT and IFFT transform is the core of the algorithm, according 
to the algorithm’s processing, three FFT transforms need to get results.  Two input FFT module 
allows two IQ inputs and local pseudo-code at the same time to transform.  It can reduce the time 
and the complexity of logic design.  But IFFT transformation must wait after the completion of 
the FFT transform to perform, in order to reduce resource consumption, so need a time-division 
multiplexing.  Algorithm uses state machine to control logic module and FFT transform.  Before 
the IFFT transform, the result of conjugate multiplying must be intercepted.  Intercept location 
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correctly is the key factors related to algorithm.  If the intercept position does not fit, will 
undermine the correctness of the algorithm, reduce the sensitivity or false arrest frequently or 
even not capture.  Functional and timing simulation has to be executed after completing logic 
design of algorithm.  Matlab generate a signal as input, assuming its SNR is -28dB and include 
300Hz carrier residue, no data transition, continue 3ms time, the timing simulation results shown 
in Figure 5. 
 
 
 
 
 
 
 
 
 
 

Figure 5 Timing simulation of the algorithm 
 
The circular correlation algorithm was used in a GPS and GLONASS compatible GNSS 
receiver.  The DSP program controls capture operation.  The Doppler frequency search range is 
±10KHz and the search step is 500Hz.  The acquisition sensitivity of the algorithm verified by 
testing is better than -133dBm.  It can complete capture all the visible stars in 4s, several times 
faster than traditional receivers.  It meets the design requirements and enhances the speed of the 
first positioning and the dynamic performance of the receiver. 
 
 

CONCLUSION 
 
The paper carried out the processes of the algorithm based on the principle of circular 
correlation, analyzed various factors that affect the performance of the algorithm and simulated 
them.  It proposed a simple solution for the realization of the algorithm and provided a 
theoretical basis to ensure the performance of the algorithm.  Finally, according to design 
requirements, taking into account the characteristics of project implementation, through 
hardware and software design to realize the algorithm used in combo receiver verified by 
simulation and tested by experiments.  It improved the overall performance of the receiver. 
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ABSTRACT† 
 
We present iMANPOL – a dynamic end-to-end QoS management system for advanced RF 
telemetry networks with the red-black separation constraints.  iMANPOL system encompasses 
network resource monitoring, allocation, and enforcement techniques to increase throughput 
and reduce end-to-end delay of telemetry traffic while protecting priority mission-critical flows. 
These goals are achieved through adaptive techniques for providing Differentiated Services, 
Admission Control Function, and Flow Preemption. The iMANPOL system has been 
implemented and tested in an emulated environment. The test results confirm that the admission 
control, particularly when coupled with preemption, can significantly increase the performance 
of priority flows in congested networks.  An iMANPOL deployment in the integrated enhanced 
network telemetry would make more network resources available for high-priority tests and 
enable more dynamic test scheduling. 
 

I. INTRODUCTION 
 
Future network-based wireless telemetry solutions like Integrated Network Enhanced Telemetry 
(iNET) will enable networked access of telemetry data from multiple ranges simultaneously 
during a live flight test. Such a networked capability, however, poses a challenge because current 
telemetry networks require manual planning and configuration of the network and test articles. 
This process is time-consuming, error prone, and requires significant manpower with relatively 
advanced skills. It also increases the network downtime and does not allow dynamic re-
configuration of the network when the test plans or requirements change. Automated tools are 
required to perform these tasks, and in particular, to manage resource sharing appropriately 
through defined Quality of Service (QoS) rules. 
 
In this paper we present iMANPOL (iNET Management and Operations with Policy Controls) – 
a dynamic end-to-end QoS management system for advanced RF telemetry networks with the 
red-black separation constraints.  iMANPOL system encompasses resource monitoring, 
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allocation, and enforcement techniques to promote the utility (in terms of QoS-related metrics 
such as flow throughput and delay) of the network while protecting priority mission-critical 
traffic.  The iMANPOL approach uses two techniques: (1) Differentiated Services to protect 
mission-critical sessions by giving them preferential treatment inside the network, and (2) 
admission control and preemption to ensure that only traffic that is authorized and can be 
handled by available resources enters the network. The decision logic of iMANPOL is supported 
by the Network Resource and Performance Estimation (NRPE) module that learns the state of 
the black network (e.g., congestion/utilization) purely by applying end-to-end low-overhead loss 
and bandwidth probes. 
 
Our design has several unique features.  First, we support a wide range of actions such as flow 
admission, rejection, and preemption, but also the ability to temporarily defer delay tolerant 
flows.  Second, the integration with the resource estimation module prevents premature reaction 
to transient network events such as link outages. Third, the decision logic is based on a set of 
rules that apply strict priority-based admission and preemption.  This last feature offers 
additional protection to high priority traffic by freeing up resources when necessary. 
 
The presented system’s components (admission control logic, preemption, and network 
estimation) have been implemented and integrated on a Linux platform.  We also performed a 
series of performance evaluation experiments using a testbed emulating a wireless telemetry 
network. The results of these tests confirm that the admission control and flow preemption are 
critical for the performance of priority flows in congested networks. 
 
The remainder of this paper is organized as follows.  Section II discusses telemetry networks and 
the problems posed by the RF environment. In Section III, the iMANPOL system is described, 
together with NRPE module (Section IV) and the admission control and preemption algorithms 
(Section V). Finally, Section VI presents the results of iMANPOL’s performance tests. 
 

II.  TELEMETRY NETWORKS 
 
Current telemetry systems gather measurements from the test article sensors and systems and 
broadcast them to the ground over an RF channel. This method of telemetering is referred to as 
serial streaming telemetry (SST). Once the data has been received on the ground, it is forwarded 
to a mission control room (MCR) usually over some manner of network transport. In the past this 
was predominantly ATM, but over the last few years the migration to IP as the ground network 
transport has been gaining traction. Generally a static QoS configuration of the ground network 
is sufficient to maintain the QoS requirements for telemetry streams and other services on a 
wired IP network. 
 
A current Central Test and Evaluation Investment Program (CTEIP) project, Integrated Network 
Enhanced Telemetry (iNET), is working on redefining how telemetering is accomplished. iNET 
is moving telemetry from a broadcast, non-interactive paradigm to a network based, interactive 
one. As programs like iNET mature, they will provide enhancements to the current capabilities 
by providing a network uplink/downlink to the test article. It is envisioned that initially the 
network link to the test article will be mainly used for command and control, for status of the 
instrumentation package, and for the retransmission of lost telemetry data. As iNET matures and 
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evolves, it will eventually support telemetry data that originates as packets on the test article, 
routed over a multi-hop RF network, a ground network, and on to the MCR all over IP.  As 
telemetry networks become more commonplace, they will experience the same QoS challenges 
that networking over RF brings with it. 
 
In a wired IP network, typically link capacities do not change, and therefore a well engineered 
QoS configuration can remain static and still satisfy the intended QoS requirements. Unlike 
wired network links, wireless network link characteristics can change over time. Variations in 
RF channels capacity can be affected by many factors, including (1) changes in time slot 
allocations in network that utilize a Time Division Multiple Access (TDMA) for Media Access 
Control (MAC) which will impact available channel capacity as well as changing the timing of 
when packets are transmitted; (2) fluctuations in link capacities caused by changes in modulation 
used for a particular channel condition; or (3) fluctuations in channel capacity caused by changes 
in how the nodes access the channel. 
 
Static QoS configuration that is not optimized for the current state of a wireless link may cause 
increased problems with the quality of the packet stream, such as increased jitter, increased 
latency and dropped packets. High priority traffic for applications like safety of flight data, 
streaming audio, video and interactive applications can be significantly impacted by these 
effects. When guaranteed delivery type applications are subjected to these effects, throughput 
and link efficiency are negatively impacted as well. The possible solution to this problem lies in 
dynamic modification of the QoS configurations based on varying link conditions to ensure that 
priority packet flows and link efficiency are not adversely affected by these changes.  In order to 
do so, a solution needs to ascertain the instantaneous condition of the link and traffic flows, and 
dynamically make appropriate changes to the QoS parameters of the network. 
 
In a telemetry network like iNET where the use of network encryptors protects sensitive 
telemetry data, complications due to security boundaries separating different portions of the 
network make implementing a dynamic QoS solution more difficult.  Devices on either side of a 
security boundary have little or no insight into conditions on the other side (which is usually 
dictated by equipment and/or security policy). Thus, methods are needed to determine or 
estimate the current state of the network on an end-to-end basis when network encryptors are 
used.  The iMANPOL system has been developed to answer the telemetry networks’ needs for 
dynamic management of QoS parameters in response to varying link/network conditions, even 
where the transmission of some/all network state and traffic flow information is prohibited by 
security constraints. 
 

III.  IMANPOL 
 
A high-level deployment architecture of iMANPOL is shown in Figure 1.  The figure shows a 
notional diagram of an advanced telemetry network, consisting of red (colored) and black 
(colorless) networks.  DiffServ is provided on the black side by the QoS Control Agent (QCA) 
co-located with every router.  The agent supports dynamic Multi Level Precedence and 
Preemption (MLPP) policies via Active Queue Management (AQM) techniques.  It monitors all 
the traffic originating from the local red enclaves as well as traffic traversing through the router. 
It uses the traffic statistics and the link bandwidth to determine the congestion. If congestion is 
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detected, the QCA configures the Weighted Fair Queuing (WFQ) and Random Early Drop 
(RED).  These techniques actively manage the bandwidth and the drop profiles assigned to each 
traffic class/queue to protect high precedence traffic. 
 
QCA works in concert with Admission Controllers, which perform Edge-Based (“Red Side”) 
Admission Control (EBAC) on a Test Article and Ground Station.  The iMANPOL design does 
not have a centralized controller, i.e., each red enclave has its own instance of an admission 
controller that makes independent decisions.  Nodes that need to send high priority traffic into 
the network make requests to their local Admission Control Function (ACF).  The ACF 
determines whether the new request is allowed based on security policies and whether it can be 
supported by the network based on currently admitted flows and network resource usage.  If the 
new request cannot be supported, either it is rejected (or possibly renegotiated), or other traffic of 
lower priority is preempted or downgraded based on current mission/test needs. This approach 
ensures that available network resources are allocated to the traffic that can best support the 
mission/test needs. 
 

 
Figure 1: High level QoS deployment architecture 
 
Consider the following relevant scenarios in advanced telemetry networks: 
 
Request for bandwidth: During a test flight inter-maneuver period, a Test Engineer retrieves 
information of interest from the onboard SSR.  Information is retrievable via a telemetry 
network, controlled by QoS parameters defined by or for the requestor.  Another example is a 
need to transmit key test parameters to the cockpit display at a higher rate during stressing test 
sequences or to perform one-time data retrieval. 
 
Reallocation of bandwidth: One of the TAs experiences an anomaly and needs to send 
additional data over a telemetry network to analyze the anomaly; hence, the bandwidth dedicated 
to other TAs must be temporarily reduced. 
 
The iMANPOL would perform the following actions as part of the end-to-end QoS management: 
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• The control software on a Test Article makes QoS requests to the ACF for each QoS-
sensitive session (e.g., to download telemetry data to the Ground Station), by specifying flow 
source and destination (addresses and ports), a set of requested traffic rates, and optional flow 
duration. The ACF is invoked to perform admission control (it admits or rejects the request 
depending on available network resources and request priority). 
 

• If the request is admitted into the network, the session packets are marked with the 
appropriate priority and class (DSCP) and sent to the local router within the RF Network 
Element (RFNE).  The RFNE forwards the packet to the local INE/HAIPE device, which 
would tunnel the packet in an encrypted tunnel through a multi-hop RF network to the 
destination INE device, e.g., at the RFNE in the Ground Station. Although the packet is 
encrypted, the DSCP markings are copied to the outer IP header and the DSCP value is 
visible on the colorless side.  The new data flow then starts traversing the RF network. 
 

• QCAs along the RF network path collect the traffic statistics for each DSCP to determine the 
congestion, as well as traffic loading across different classes. The traffic statistics is gathered 
for traffic originating in the local enclaves as well as those originating in remote enclave and 
traversing the router.  QCAs will reconfigure the local router if needed to protect higher 
precedence traffic along congested links. 
 

• If data rate needs to be increased for an existing flow, request for more bandwidth is sent to 
ACF, which makes admit/reject decision. The amount of bandwidth provided to individual 
TAs and their specific data flows are readjusted via ACF/QCA. 
 

• ACF preemption module reduces the rate of (or terminates) lower priority flows if network 
resources do not allow accommodating high priority request.  Additionally, QCA reduces 
queue weights for these lower priority flows.  Once the need for additional bandwidth goes 
away, QCA increases queue weights to their previous state. 

 
IV.  NETWORK RESOURCE AND PERFORMANCE ESTIMATION (NRPE) 

 
The COMSEC barrier prohibits direct communication between elements situated on the 
protected (i.e., red) network elements where tactical applications reside and the (black) radio 
network where the throughput-limiting loss-prone wireless links reside.  From red-to-black, only 
the first 6 bits (the DSCP value) of the ToS field as plain text – Everything else in the original 
red IP datagram is encrypted while transported through the black radio network.  From black-to-
red, no information, not even marking by a router in the radio network of the ECN bit in the ToS 
field is communicated when the datagram is de-encrypted by COMSEC device at the destination 
platform.  Thus, on the red side, the EBAC system must infer radio network resources and 
performance. This capability is provided by network resource and performance estimation 
(NRPE) module that learns the state of the black network (e.g., congestion/utilization) purely 
from end-to-end statistics by applying low-overhead loss and bandwidth probes. 
 
Available bandwidth estimation: Existing techniques [1] for estimating available bandwidth 
are either biased and inaccurate or intrusively overload the end-to-end path with steadily 
increasing traffic to create congestion [2]. Our approach is based on extending the packet 
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dispersion technique [1] by using not simply the spacing between pairs of packets, but the sum of 
the spacing’s between pairs of packets in a longer probe sequence. As described in Ref.[3], this 
approach reduces the estimation noise, and while the results of the probe do not in general 
converge to the available bandwidth, they do converge to a useful lower bound on available 
bandwidth. While packet dispersion techniques typically consider the spacing between pairs of 
packets, our technique uses a “train” of packets injected into the network periodically from the 
source node to the destination node.  This also enables a bursty loss estimate to be formed. Since 
the capacity estimate is dependent on relative time, no time synchronization is necessary between 
the source and destination. 
 

Performance results: We have performed extensive testing of the 
NRPE capability using both emulated and real-life wireless networks.  
In an emulated network, we estimated the available bandwidth varying 
between 2380 kbps and 180 kbps.  Different probe settings gave 
sufficiently accurate estimates for both the lower (150 kbps) and the 
higher (2200 kbps) bound.  The probe overheads were 1.1% and 
0.84%, respectively.  In addition to the emulated scenarios, the 
bandwidth probe has also been tested outdoor (Ft. Monmouth, NJ, 
2009) using an experimental radio network based on Handheld, 
Manpack & Small Form Fit (HMS) radios in the CSMA mode.  The 
experimental HMS radios had two modes of operation – high data rate 
at 120 kbps and low data rate at 70 kbps.  We observed that the 
bandwidth probe is able to accurately assess the transmission rate of 

the radio (Figure 2).  Secondly, the bandwidth probe gives a reasonably accurate lower bound on 
available bandwidth over a range of load up to 50% of the system capacity. 
 

V. ADMISSION CONTROL FUNCTION (ACF) AND ACF ALGORITHMS  
 
As shown in Figure 1, flow admission control represents the primary mechanism by which 
EBAC can promote QoS for network traffic transported via encrypted tactical wireless networks.  
The basic idea of an Admission Control Function (ACF) is to selectively admit, deny or preempt 
network application flows so as to promote the overall utility of the network of the traffic while 
protecting the end-to-end performance of priority flows.  Among the challenges of EBAC in the 
telemetry environment is to compute good flow admission decisions given the limited insight 
into network resources limited by wireless link capacity. 
 
Our design has several unique features.  First, we support a wide range of actions such as flow 
admission, rejection, and preemption, but also the ability to temporarily defer delay tolerant 
flows.  Second, the integration with the resource estimation module allows prevents premature 
reaction to transient network events such as link outages. Third, the decision logic is based on a 
set of rules that apply strict priority-based admission and preemption.  This last feature offers 
additional protection to high priority traffic by freeing up resources when necessary.  A 
fundamental principle enforced by the ACF is flow admission/preemption based on flow-
priority.  That is, flows deemed to be high-priority are likely admitted while flows deemed to be 
low-priority are admitted only if its network path is deemed to be lightly utilized.  Each flow, 
therefore, is associated with one of several possible flow-priority levels/settings.  The set of 

Figure 2: Available 
bandwidth estimation  
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flow-priority settings are strictly ordered in terms of their priority/precedence. The precedence 
values in the current implementation are (from the highest): Flash Override (1), Flash (2), 
Immediate (3), Priority (4), Routine (5) and Best Effort (6).  The ACF is reconfigurable to 
consider other priority schemes. 
 
Application proxies: To address application-specific admission control needs and to provide a 
unified admission request descriptor, the EBAC system also incorporates application proxy 
functionalities.  Application proxies are entities in the system that can make admission requests 
to the EBAC system.  An application proxy can be as simple as a shell script that makes the 
request to the EBAC system and only starts the application if the request was accepted.  When 
the application terminates, the shell script would send a termination notification to the EBAC 
system to inform it that the flow has terminated. The EBAC system would then clean up the 
resources associated with the flow. 
 
Triggering events: The ACF functionality is associated with a number of specific, discrete 
triggering events due to the interactions with network applications and the NRPE functionality.  
Table 1 below identifies some of the key events/scenarios that can trigger admission decision 
processing.  The events are anticipated to occur on relatively coarse-grained time scales (i.e., on 
the order of several seconds, or more).  This time scale is reasonable given the binary nature of 
admission control decisions and the fact that a larger frequency of triggering events might be 
disruptive to the network applications. 
 

Table 1 Admission Control (ACDL) Decision Logic Tri ggers 
Trigger Description Triggered Action 
New flow 
request 

A request from a local network application 
to send or receive a network flow 

Accept/Deny/Preempt decision logic 
for the flow request 

Flow 
termination 

Notification (either explicit or implicit) from 
a local flow source or receiver that the 
communication session has ended 

Check for whether recently denied 
flow requests or preempted flows 
should be allowed or promoted 

Resource 
increase 

NRPE component detects an improvement in 
network resource availability 

Check for whether recently denied 
flow requests or preempted flows 
should be allowed or promoted 

Resource 
decrease 

NRPE component detects a degradation in 
network resource availability 

Check for whether an accepted flow 
should be preempted 

 
Admission control algorithms: The first algorithm implemented in iMANPOL is deterministic. 
The decision it makes is based on priority of the flow, requested bandwidth and expected 
duration. It always admits flows having one of two highest priorities (Flash Overdrive and 
Flash), and flows that have Immediate priority and are short. Lower priority flows are accepted 
only if the available bandwidth reported by the NRPE is sufficient to accommodate them.  
However, this algorithm exhibits a few undesirable properties: some flows may never be 
admitted, and, when coupled with preemption method, it may lead to oscillations (i.e., admitting 
and preempting flows in a cycle).  To alleviate these problems, we have developed a 
probabilistic admission algorithm. It also accepts high priority flows and short flows without 
further consideration.  However, for the lower priority flows it computes an admission 
probability based on the flow priority, network capacity slack (that is, the difference between 
available bandwidth reported by the NRPE and bandwidth requested by the flow) and the 
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reported packet loss rate. This probability is used to make a decision about admission of the 
flow. Thus, the same flow in the same network conditions may or may not be admitted, which 
lessens the likelihood of oscillations and makes admission of lower priority flow more fair (for 
example, less dependent on the order of requests). 
 
Preemption: The other fundamental scenario the ACF addresses is a change in network 
resources, in particular, a worsening of the network state.  The deterioration of network 
performance and resources may be due to, for example, a link failure event that results in severe 
loading on links required for traffic reroute, an unplanned influx of network application traffic 
that overloads otherwise correctly provisioned link capacities, or reduced capacity caused by 
channel degradation.  In such cases, to protect mission-critical traffic, the ACDL selectively 
preempts flows to help alleviate the network congestion.  The preemption algorithm is executed 
in a number of stages separated by a random delay. In each stage the ACF is limiting the 
bandwidth and possibly terminating flows with higher priority than in the previous stage. That is, 
if the NRPE reports high congestion, first the Best Effort flows will be preempted, then the 
Routine etc. However, high priority flows are always protected, and will not be preempted 
regardless of the network situation. While the concept of incrementally preempting flows starting 
from the lowest-priority flow and delaying subsequent preemption of higher priority flows helps 
prevent oscillations, they remain a possibility. The random delay in checking the network 
utilization and reacting is a further step to prevent the oscillations, as is the introduction of the 
probabilistic admission algorithm.  Note also that strict priority-based preemption rules ensure 
that offered load and throughput for high-priority traffic is steady and relatively well protected. 
 

VI.  EXPERIMENTS 
 
To test the behavior of iMANPOL system, and algorithms, we have performed a series of 
experiments. The testbed consisted of six networked machines configured as shown in Figure 3. 
 

The links represent the RF black side of the network.  
Conceptually, Nodes 1, 2, 3 and 4 are Test Articles 
and contain a red-side vehicle network, where the 
applications and the ACF functionality operate. Nodes 
5 and 6 contain only a black side router (inaccessible 
from the red side of Nodes 1, 2, 3 and 4).  The link 
between these two nodes is made the bottleneck by 
artificially limiting its rate to 5Mbps. All test flows 
were running between the “red” nodes on the edge 

(Node 1 and 4 pair). The NRPE was installed and run on the same two nodes to provide end-to-
end network situation estimation.  In our testbed, we do not have an INE device to provide red-
black  separation; however, we emulate this constraint by not revealing any link statistics to the 
ACF and NRPE modules. The test cases were a mix of flows with various priorities, bandwidth 
requirements and durations, as shown in Figure 4. The tests were designed to emulate diverse 
network conditions that could arise randomly, or as a result of a specific workload.  All flows 
were UDP, implemented by running ‘iperf’ utility. Since the bottleneck link is limited to 5 Mbps, 
there is not enough bandwidth to accommodate all of them, and the ACF will actually have to 
perform well to make the network usable. 

 
Figure 3 Topology of the testbed 
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The experiments were run in five different ACF configurations: 

1. no admission control; 
2. deterministic admission control; 
3. deterministic admission control coupled with preemption; 
4. probabilistic admission control; 
5. probabilistic admission control coupled with preemption. 

 
Test 
case 

No. concurrent 
flows 

Characteristic of test flows Aggregated 
requested bandwidth 

T1 10 8 low priority flows, 2 high priority, all the same duration 
(200 sec) and bandwidth requirements (2Mbps) 

20,000 

T2 10 8 high priority flows, 2 low priority, with random duration 
(100/200 sec) and bandwidth (100kbps/2Mbps) 

10,500 

T3 10 mix of flows with randomly generated priorities, durations 
and bandwidth 

10,500 

T4 10 started sequentially with increasing priority (from Best 
Effort to Flash Override), random duration and bandwidth 

10,500 

T5 10 started sequentially with decreasing priority (from Flash 
Override to Best Effort), random duration and bandwidth 

12,400 

Figure 4 Test flows – Requested bandwidth shown in kbps     
 
In order to compare the performance of the admission control and preemption algorithms, we 
defined a performance metric based on the ratio of the average of measured bandwidth to the 
requested bandwidth of the flows. Since the ACF (and in general, iMANPOL system) has been 
designed to enhance the performance of the high priority flows, the average is weighted by the 
priority of the flow. Specifically, for each flow f with priority p (pmin= 6, pmax= 1) the requested 
bandwidth Bf and measured bandwidth bf, the Priority Performance PPf  metric is defined as 

��� =
��
�
��0 
� ��� < �ℎ���ℎ���

������ �� ��ℎ���
�� 
� 

where threshold is set to 80%, as studies [4] indicate this to be the lowest acceptable value. The 
highest priority flow receiving full requested bandwidth will thus have the PP value of ����� =36, while the same flow receiving only half of the desired bandwidth will have the PP value of 0.  
The results of our tests are presented in Table 2. 
 

Table 2: Test results – Priority Performance metric  
Test case  No ACF Deterministic 

ACF 
Determinis tic ACF 
plus preemption 

Probabilistic 
ACF 

Probabilistic ACF 
plus preemption 

T1 0 0 36 0 45 
T2 90 100 81 99 90 
T3 0 1 58 56.25 58 
T4 1 37 49 1 49 
T5 0 45 49 45 45 
Average 18.2 36.6 54.6 40.25 57.4 
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As expected, the ACF significantly improves the Priority Performance metric.  Even the basic 
deterministic ACF yields 101% PP improvement.  A probabilistic ACF coupled with preemption 
achieves the best results, yielding 215% and 57% PP improvement over the no-ACF case and 
the deterministic ACF, respectively.  Note that for test cases T1, T3, and T5 no flow achieved 
acceptable performance without admission control, and that in case T1 (two high priority flows 
mixed with 8 heavy, but low priority ones) only preemption allows us to ensure that the high 
priority flows actually receive the minimum acceptable bandwidth.  Note also a significant 
difference between performance of the system without admission control, with admission 
control, and with admission control coupled with preemption.  However, the particular algorithm 
used (deterministic or probabilistic) is of lesser importance with respect to the defined metric. 
 

VII.  CONCLUSION 
 
The iMANPOL system provides a dynamic end-to-end QoS management system for advanced 
RF telemetry networks with the red-black separation constraints.  It employs adaptive techniques 
for providing Differentiated Services, Admission Control Function, and Flow Preemption. The 
iMANPOL system has been implemented and tested in an emulated environment. The results 
confirm that the admission control, particularly when coupled with preemption, can significantly 
increase the performance of priority flows in congested networks.  In the near term, we will 
perform more performance tests that will (1) incorporate dynamic changes of the bottleneck link 
capacity, (2) assess the impact of wireless losses, (3) defer delay tolerant applications that will 
avoid rejecting such applications up front while possibly admitting them later when network 
resources improve, and (4) quantify the increased stability of the system as provided by the 
probabilistic admission decision logic. 
 
The iMANPOL capabilities offer important benefits for integrated enhanced network telemetry.   
More network resources could be made available for high-priority tests, which would increase 
the volume of critical test data collected and processed in real time.  The dynamic adaptation of 
network QoS configuration when the test plans change and to multiple on-going tests as needed 
would enable a more dynamic test scheduling.  This has the potential to increase the number of 
tests completed, faster scheduling and completion of tests; and more tests to be run per unit 
time.‡ 
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ABSTRACT 

 

This paper presents a method for the management of mixed networks as envisioned in future 

iNET applications and develops a scheme for global optimal performance for features that 

include signal to Noise Ratio (SNR), Quality of service (QoS), and Interference. This scheme 

demonstrates potential for significant enhancement of performance for dense traffic 

environments envisioned in future telemetry applications. 
 

Previous research conducted at Morgan State University has proposed a cellular and Ad hoc 

mixed network for optimum capacity and coverage using two distance measures: QoS and SNR. 

This paper adds another performance improvement technique, interference, as a third distance 

measure using an analytical approach and using extensive simulation with MATLAB. This paper 

also addresses solutions where performance parameters are correlated and uncorrelated. The 

simulations show the optimization of mixed network nodes using distance, traffic and 

interference measures all at one time. This has great potential in mobile communication and 

iNET.  
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1. INTRODUCTION 

 

The integrated Network Enhanced Telemetry effort (iNET) was launched to generate a telemetry 

network that will enhance the traditional IRIG-106 point-to-point telemetry link from test articles 

(TAs) to ground stations (GS).  Research conducted at Morgan State University (MSU) has 

focused on providing solutions for two important critical needs identified by the Central Test and 

Evaluation Investment Program (CTEIP). They are: “the need to be able to provide reliable 

coverage in potentially high capacity environments, even in Over-The-Horizon (OTH) settings”, 

mailto:yowol2@morgan.edu
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and “the need to make more efficient use of spectrum resources through dynamic sharing of said 

resources, based on instantaneous demand thereof”. 
 

The Mixed Network architecture developed by MSU has shown that a cellular-Adhoc hybrid 

network can be used to provide coverage for TAs that are beyond the coverage area of the GS, 

while maintaining the desired level of QOS for all TAs in the network. Mixed network uses 

clustering techniques to partition the aggregate network into clusters or sub-networks based on 

properties of each TA, which currently include signal to noise ratio, QoS and Interference in [1] 

[2]. The paper starts with an overview of the mixed network architecture followed by the 

addition of three distortion measures that affects the performance of each sub-network: Location 

(SNR), traffic (QoS) and Interference. Finally, a discussion of new distance measure: 

Interference, performance improvement technique, using an analytical approach and using 

extensive simulation with MATLAB is presented. 

 

 

2. MIXED NETWORK ARCHITECTURE 

 

Cellular technology provides a high capacity network with spectral efficiency but with coverage 

that is limited as a function of the transmitted power and path loss exponent [3]. By contrast 

Mobile Adhoc network (MANET) technology operates with no centralized control mechanism; 

and provides high coverage but with diminished capacity. Mixing of these two technologies are 

demonstrated by [1] for optimal coverage and capacity. The proposed mixed network 

architecture by MSU is illustrated in Figure 1 and uses an optimized clustering scheme based on 

distance and angle developed by [1] to divide nodes into cellular nodes (within the coverage area 

of the Ground Station(GS)) and one or more ad-hoc sub networks also known as cluster 

cells(CC) shown in figure1. The word nodes and TAs are used interchangeably for the rest of 

this paper to refer to wireless terminals. All TAs are equipped with dual interface Network 

Interface Cards (NIC) that allows them to operate in cellular mode (CM), ad-hoc mode (AHM) 

or gateway mode (GM) depending on their location from the GS. The nodes in the Ad hoc 

network communicate in multi-hop fashion and they dynamically route their own traffic using 

standard routing protocols like DSDV, DSR, and AODV. The performance of the Ad hoc 

network is affected by two parameters: Contention and Queuing. Contention is one of the main 

factors that weigh in for creating the cluster cells. Contention is essentially competition among 

the nodes to have their data transmitted to their respective destinations among common routes. 

Gateway nodes (GN) are capable of communicating in both cellular and ad hoc mode 

simultaneously and they can be used to relay data from TAs that are operating in OTH settings to 

the GS or vice versa. Queuing exists at the gateway nodes; the TAs will be in the Queue at the 

gateway node. Every node can become a gateway node depending on its configuration.  More 

information regarding the architecture of the mixed network and the basic clustering scheme can 

be found in [1] [4]. 
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Figure 1: Mixed Network Architecture (source [1]) 

3. CHOICE OF DISTORTION MEASURE FOR CLUSTERING 

 

The use of clustering for organizing nodes in mixed network offers several advantages. It 

improves manageability, increases throughput, reduces overhead and minimizes network 

congestion among other advantages [1]. Choosing clustering methods are a good way to improve 

the network quality; MSU proposes three distance measures to cluster Adhoc nodes for global 

optimal node distribution. These measures are: 

 

3.1) distance (SNR) measure 

 The first step to cluster nodes is based on SNR value to GS, A threshold value is set for 

the SNR and any node with SNR greater than the threshold value is considered a CM node and 

those with SNR less than the threshold value are considered as AHM node. Nodes with shortest 

distance to centroid are grouped in the same cluster cell. In this measure the only way to cluster 

nodes into the same group is the physical location to the centroid. This measure is used for 

network continuity between Adhoc nodes.  

 

3.2) Traffic (QoS) measure 

 Distance measure for SNR is not the only measure for clustering nodes; it doesn’t 

uniformly adjust traffic distribution per cluster, this can lead to congestion and poor QoS. So 

traffic management is very important in a mixed network in order to provide QoS guarantees to 

the different users. We assume that nodes that are located in the ad-hoc sub-network are 

randomly generating traffic. In order for our mixed network to provide QoS guarantees for the 

nodes, it has to assure that the traffic level among nodes in each CC is distributed based on 

optimized traffic and an SNR distance measure of the nodes. This will be one of the key 

requirements of the enhanced clustering algorithm.  

3.3) Interference measure 

Another important parameter that affects the performance of the mixed network is the 

interference power ratio that is generated by TAs from co-channel clusters and adjacent clusters. 

The Interference environment can be categorized into two groups. One is referred to the additive 

types of interference, which include co-channel, adjacent channel, intersystem intermodulation, 

and intersymbol interference. The other is referred to as the multiplicative type, which is mainly 

Gateway node 

Gateway node 

Cluster cells 
Ad-hoc Node 

Cellular Nodes Ground Station 
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the effect of multipath reflections, diffraction, and dispersion of transmitted signals as they enter 

the receiver of wireless systems. For the purpose of this study we assume that opposite clusters 

are operating with the same frequencies, TAs of one cluster act as interferers to TAs in the 

opposite cluster. When adjacent channel interference is compared with co-channel interference at 

the same level of interfering power, the effects of the adjacent channel interference are always 

less [5].  

The signal to Interference Ratio (SIR) for standard mobile wireless system can be approximated 

by [5] 

 

 
 

 

 
 (
 

 
)
 

       (1) 

Where: M = the number of co-channel interfering clusters;  

n= path loss exponent; D = distance between two co-channel clusters; R = radius of a cluster. 

 

In this analysis, we assume that we are using an Orthogonal Frequency Division Multiplexing 

(OFDM) signal that was developed for an aeronautical channel in [6]. The basic equation for the 

SIR of a TA and a carrier for an OFDM system in the case of synchronously arriving signals is: 

                           (   )  
     

∑        ∑        
      

 
   

 
   

   

   (2)  

  

Where    = the receiver power of the carrier i;    
   = the total received power from Gateway 

transceiver station k;   = the processing gain;   = the orthogonality factor for intra-cluster 

interference;    = models the orthogonality loss due to non-ideal channel estimation and due to 

fading multipath channel;   = models the thermal noise. 

This interference management function is useful in re-clustering the mixed network structure. 

Now, the clusters will be characterized based on the distance, traffic and interference measure. 

 
 

  

4. IMPLEMENTING THREE DISTORTION MEASURE IN THE 

ENHANCED CLUSTERING ALGORITHM 

 

The original clustering algorithm presented in [1] is based on two stage "k-means" clustering 

scheme. The first stage is classifying nodes into either cellular or ad-hoc network based on their 

location from the GS. This is accomplished by computing their SNR using their distance from 

the GS and set threshold value, if the node is greater than the threshold value, cluster nodes to 

cellular network and else cluster nodes to Ad-hoc network. It is shown in figure 2. 
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   Figure 2: Classification of Nodes, Stage one  

 

In the second stage shown in figure 3, the enhanced algorithm groups the ad-hoc nodes into k 

clusters cells; based on the minimum distance between each node and k-centroids, uniformly 

distributed traffic between each cluster and less interference between co-channel clusters. 

Although the k-centroids are initially set to some point in the xy axis, the algorithm converges 

when the location of the k-centroids doesn’t change anymore indicating that they have reached 

their optimum position. 

                  

 
          

   Figure 3: Clustering of Ad hoc Nodes, Stage two  
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The following equations are used to implement the second stage of the enhanced clustering 

algorithm. The original distance measure used in the clustering algorithm classifies all ad-hoc 

nodes Xi as a member of a cluster Ck by computing the minimum Euclidean distance between the 

nodes and the centroid of the cluster k [1].  

The distance equation is given by (1):  

                                    (   )  (     )
                      (1) 

Where D(X, C), is the distance between node Xi to centroid Ck. 

Nodes in the Ad-hoc sub-network that are organized based on the distance between the centroid 

and the location of nodes does not provide an optimum performance if the nodes are not evenly 

distributed or if the nodes are evenly distributed and has high traffic in one cluster, then this will 

make this cluster congested and cause high interference. In order to solve this problem, we add 

another means of clustering: traffic and interference, for optimal node distribution to each cluster 

(CC). The expanded algorithm for location and traffic λ is shown in (2):  This measure will 

organize clusters so as to provide uniform traffic across the clusters. This will minimize the mean 

squared traffic of the clusters and reduce congestion and related delay for QoS performance. 

 

                  (   )  (     )
  (  )

  
   ( )

   ( )
                                 (2) 

Where  , is the total traffic per cluster cell. The terms var(x) and var(λ) represent the variances 

for the distance and traffic respectively. We multiplied the expanded distance measure equation 

by the ratio of the distance and traffic variances in order to normalize the units. We discovered 

that this normalization of the variances of individual variables gave each variable equal weight in 

the outcome of the clustering. 

Finally, the two distance measures, distance and traffic, can be expanded to three distance 

measure: distance, traffic  , and interference I, measure, to minimize the interference caused by 

the co-channel cluster nodes. This is shown in equation (3). This measure will organize clusters 

so as to minimize mutual interference from opposite clusters using the same frequency. 

 (     )  {(     )
  (  )

  
   ( )

   ( )
}   (   )   (       )

                                  (3) 

Where       is the correlation coefficient of the two distance measure and interference measure 

[7] and given by equation (4). 

                                   
   (    )

     
                                                (4) 

where cov(xλ,I) is the covariance of the two: distance measure and interference measure,     and 

   are standard deviation of the distance measure and interference measure respectively.       

Distance and traffic are correlated with interference; so we remove the correlation between the 

three distance measures as in (3). 
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5. SIMULATION RESULTS AND DISCUSSION 

 

This section presents simulation results using a MATLAB program. To see the effect of the 

enhanced clustering algorithm, a total number of 300 nodes are randomly placed in the x-y 

coordinate and the GS set at the origin. In order to see the effect of traffic and interference we 

flood 100 nodes in the first quadrant and 100 nodes in the second quadrant. The first stage is to 

identify which nodes are in cellular coverage and which are in the Adhoc region. Figure 4 shows 

randomly placed nodes and partitioned network after applying the threshold SNR value. It is 

seen that the whole network is separated into CM and AHM nodes. The second stage is the 

grouping of Ad-hoc nodes based on three distance measures. In this stage the following 

assumptions are used in our simulation: cluster cells CC#1 and CC#3 use the same frequency 

(f1) and, CC#2 and CC#4 uses the same frequency (f2). This implies that if more nodes are 

added in CC #1, the traffic will increase, then CC#3 will have more interfering nodes and the 

same is true for CC#2 and CC#4. Figures 4 and 5 show the final mixed network after stages one 

and two of the enhanced clustering algorithm is applied. 

 

   
     Figure 4: Stage one clustering     Figure 5: Stage two clustering 

 

The results in Figure 6 show that after the enhanced clustering algorithm is applied, the nodes are 

more evenly distributed among the four cluster cells based on location, traffic and interference 

values. This algorithm is the most practical strategy in order to tackle the congestion and 

interference problems. Figure 6 shows that Nodes from CC#2 distributed to the adjacent cluster 

cells such that the overall traffic and interference that used to be present in CC#2, is now shared 

by the neighboring CCs. Figure 7 shows the distribution of traffic before and after the enhanced 

clustering algorithm. 
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Figure 6: Nodes distribution before and after using three distance measures 

 

 
 

Figure 7: Traffic distribution before and after using three distance measures 

 

 

6. CONCLUSION AND FUTURE WORK 

 

We have shown that the enhanced k-means clustering algorithm which includes signal to Noise 

Ratio (SNR), Quality of service (QoS), and Interference measure is a powerful tool to cluster 

nodes for efficient use of the network. We showed using simulation results that clustering can 

manage the nodes in the ad-hoc sub-network and can jointly optimize the performance of the 

mixed network. This measure organizes clusters in the way to provide uniform traffic across the 

network. The simulations showed the optimization of mixed network nodes using distance, 

traffic and interference measures all at one time. These minimize the means squared traffic of the 

clusters and reduce congestion and related delay for QoS performance. The next step in our 

research is to introduce the multiple base stations to the multiple distortion measure schemes. 
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This will allow us to re-cluster and optimize the performance of the mixed network for QoS 

applications, traffic and interference management in a multiple Ground stations environment. 
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ABSTRACT 
 
This paper discussessimulating iNET’sprotocol stack using OPNET Modeler. It shows an 
example of a custom protocol simulated in OPNET Modeler, and how to model thetest article, 
and ground station as reusable components for future simulation.Network simulation is a critical 
tool for iNETas it enables design decisions that cannot be made analytically due to the 
complexity of the problem. This work addresses the incorporation of iNET’s protocol stack into 
the OPNET Modeler tool set as this piece of iNET is unique and is not available in OPNET 
Modeler. 
 
 

KEYWORDS 
 
Simulation,OPNET Modeler, Protocol Stack, TFTP, iNET. 
 
 

INTRODUCTION 
 
The integrated Network Enhanced Telemetry (iNET) is a program launched by the director of the 
Central Test and Evaluation Investment Program (CTEIP) at the U.S. Department of Defense 
(DoD) to take advantage of advances in networking and telemetry technology to satisfy the 
emerging needs, such as higher transmission bandwidth, of the Major Range and Test Facility 
Bases (MRTFB)[1]. The iNET study is aiming at adapting cutting-edge network technologies to 
replace the current inefficient point-to-point telemetry system. The new Telemetry Network 
System (TmNS) will have test articles (TAs), ground stations (GSs) working together with 
interconnected packet network [1].  
 
Currently network designs are being developed by the iNET community. However, verification 
of these designs is vital especially before on-the-field deployment. This could be done by 
building the proposed designs and testing them physically or by using computer software 
simulation tools. Although physical testing is the ultimate measure for any network design, it is a 
very costly and time-consuming process. Further, these tools are much more flexible than 
physical testing when dealing with a network as large and complex as iNET. Therefore, 



simulating iNET is key because it is faster, more reliable and more cost-effective than physical 
testing. 
 
OPNET Modeler is a highly sophisticated and efficient network simulator. It enables engineers 
to simulate complex networks with highly customizable structures while maintaining the ability 
to produce comprehendible data to management. 
 
OPNET Modeler provides these capabilities through its layered design [2]. By enabling 
engineers to build top-down models that are graphically oriented, management can better 
understand the overall design without the need to understand the intricate technical details. This 
helps in closing the communication gap between management and their technical staff. 
Consequently, managerial decision making is greatly simplified and improved.    
 
OPNET Modeler is our choice as the simulator for the iNET simulation task by the team at 
MorganStateUniversity based on its advantages of graphical user interface and strong 
community support. The objective of the research team is to provide the iNET community with a 
toolbox in OPNET Modeler that will allow engineers and researchers run and customize iNET 
simulations [3]. In this paper, we focus on simulating the TA’s protocol stack and provide an 
example of a custom built protocol in OPNET Modeler as a means to future studies. 
Incorporating the stack into simulators such as OPNET Modeler to support the development of 
new protocols and to plan operational testing has significant potential impact to the iNET 
program. 
 
 

BACKGROUND 
 
In the iNET environment, there are three major components: the TA, the GS, and the radio link 
connecting the two. Data exchangeon this network is similar to a laptop accessing a home server 
on the same wireless local area network (WLAN). However, if the radio link is the main focus of 
the study,a laptop using a WLAN cannot be compared to a TA. This is mainly because the 
TAcould bemovingat Mach 2 speed which creates a significant channel distortion. This effect 
among others makes studying this analogy not useful. Since the purpose of this work is to 
simulate the protocols governing data exchange, studying WLAN scenarios will be of great 
importance. This is because the protocol stacks of both scenarios are almost identical. 
 
To simulatethe TA’s protocol stack, a functional network must be built. This includes all three 
components: the TA,GS, and the radio link. 
 
OPNET Modeler is a discrete event packet simulator. It provides a user friendly graphical user 
interface (GUI) as well as a number of editors. These features simplify network modelingwhich 
makes the tool suitable for simulating almost any packet network.Therefore, OPNET Modeler is 
widely used in industry and academia.  
 
OPNET Modeler provides a toolbox for standard components such as WLAN. Components 
unique to iNET however, are yet to be created. This paper describeshow to accurately model 
iNET and provides an example of a custom protocol in OPNET Modeler to enable engineers in 



the iNET community to customize their simulations to meet specifications. TAand GS nodes can 
then be used as a prototype for future development. 
 
Packet simulators like OPNET Modeler are designed to reduce the computational complexity of 
networks. Instead of manipulating the signal directly, it simulates networks based on its 
packets’behavior [3]. Computations associated with physical properties and characteristics of the 
network components and their generated, transmitted, and received data packets are associated 
with each packet and eventually determine if the packet is going to be receivedor droppedby the 
destination. Computations include possible receivers, path loss, received power, signal to noise 
ratio at the receiver, bit error rate, packet error rate, and more.  
 
Every packet sent by the transmitter goes through its protocol stack and eventually to the 
receiver where it is determined if the packet is lost due to packet error. If the packet passes this 
stage, it is passed to the protocol stack of the receiver. 
 
 

METHODOLOGY AND DESIGN 
 
Accurately modeling network traffic in iNET requires network models which represent the 
various stages and processes that information packets go through in their lifecycle. This includes 
the mechanisms and rules which govern them. Thus, previous prototypes which focused on 
modeling the radio link only are insufficient to accurately simulate iNET. This is mainly because 
those prototypes failed to account for the internal complexity of the TA-GS nodes.  
 
According to the iNET specifications, connectivity between the TA and GS follows the internet 
and OSI protocol reference models. Information packets are generated at the highest level of the 
protocol stack at one end and consumed at the same level of the other end as shown in Figure 1. 

 
Figure 1: End to End Application Level Connectivity [1.] 

Previous prototypes were mainly developed to validate OPNET Modeler’sability to meet iNET 
needs [3]. However, when those prototypesare compared to iNET’s architecture shown in Figure 
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1, it is apparent that this prototype is insufficient to mimic iNET's architecture. For example, the 
DAUs are connected to the recorder using ‘logical’ connections, while in a real TA, this 
connection will be using Ethernet standard. This means that each component within the TA will 
have an Ethernet MAC and Physical layers as a bare minimum to meet iNET needs. 
 
Modeling iNET could be done in two ways:  building iNET’s protocol stack from scratch or 
modifying existing OPNET Modeler’s available models to meet iNET requirements. 
The second method was chosen because it could save considerable amount of time and it would 
provide developers with multiple worked examples in the OPNET Help Files. Following this 
method, available models could be used to compile a protocol stack similar to iNET’s then 
adding the new protocols, which are unique to iNET, and the other protocols which are not 
provided by OPNET Modeler’s application standard package. In addition, a “generic-
model”basis was used to simplify protocol customization instead of an Original Manufacturer 
Equipment (OEM) specific model, like Cisco or Nortel. This later choice eliminates the need to 
deal with proprietary protocol implementations. 
 
Figure 2 is a model of the iNET protocol stack. Most of these protocols are available on some 
“generic-models” in OPNET Modeler with the exception of some protocols which are circled in 
red in Figure 2: TFTP, PTP, SNMP, RTSP, LTC and RC Delivery Protocols. These six protocols 
are not a part of the standard application package available in OPNET Modeler. 

 

Figure 2: TA’s Protocol Stack
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ABSTRACT 

        

 This paper presents a method for the optimization of mixed networks   that incorporates 

a mixed layer optimization of performance features. The expanded integrated Network 

Enhanced Telemetry (iNET) system envisioned telemetering for large and complex 

networks which will require core telemetry networks with ad hoc extensions for 

coverage. Organizing such a network has been successfully accomplished in simulations 

using a K- mean clustering algorithm. This paper shows how the features of these 

network elements will be captured and disseminated in a real system. This management 

of network elements across multiple layers is characterized as cross-layer optimization. 

This paper will also show how such cross layer features can be combined for a globally 

optimum solution.  It shows by example how the iNET system comprising multiple 

ground stations, gateways, frequency, nodes, and three performance measures can be 

optimized to achieve overall optimal system performance.   

 

KEYWORDS 

 

Cross-layer, Mixed Network, Ad-hoc Network, Cellular Network, Clustering, Nodes 

preferences 

 

 

I. PROBLEM DEFINITION 

 

Wireless applications today face demands for more data with less spectrum. Conventional 

layered solutions work, but these are suboptimal. Because wireless is the weak link in the chain, 

it is appropriate to breach these boundaries in support of optimized performance. Complex 

wireless networks manage many issues that affect performance including spectrum, traffic, 

interference, routing, priority and more. These features are interactive and the decisions and 

settings at each layer and each node interact with all the others. Optimization can only happen in 

a centralized function that can dynamically interact with these features to find a setting that is 

“globally” optimum in some sense. We have used iNET as a worked example of this 

methodology but it has numerous other applications. 
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II. INTRODUCTION 

 

 To fully optimize wireless broadband networks, both the challenges from the physical medium 

and the QoS demands from the applications have to be taken into account. Rate, power and 

coding at the physical layer can be adapted to meet the requirements of the applications given the 

current channel and network conditions. In the cross-layer approach information has to be shared 

between different layers of the protocol stack and end-to-end performance is optimized by 

adapting each layer against this information. Cross-layering is not the simple replacement of a 

layered architecture, nor is it the simple combination of layered functionality, instead it breaks 

the boundaries between information abstractions to improve end-to-end performance. The 

motivation for cross-layering is to improve network performance by violating layered 

architecture. Cross-layering can improve TCP performance in wireless networks by 

distinguishing between corruption and congestion, adapting transmission rate,  increasing the 

capacity of the network (resource allocation, FEC, ARQ, HARQ), improving resiliency of the 

network and to optimizing and adapting  mobile applications. A number of proposals for cross 

layer designs and their corresponding architectures have been published and show how they are 

getting optimized [11]. The main objective of this paper is to provide a review of cross layering 

approaches in next generation communications and their differences from existing conventional 

layered architecture, and how it may be applied to iNET. 

  

111. LAYERING PROTOCOL STACK 

All wired and wireless communication systems operate using a set of rules that is known as a 

protocol stack. Each layer in the protocol stack plays a specific role within the overall 

communication system. It is very important to first provide an overview of the communication 

protocol stack, because it gives a comprehensive picture, and helps us better understand how 

communication networks, both wired and wireless, operate. Figure 1 shows the two most 

important protocol stacks: the Open Systems Interconnect or OSI model,  that consists of seven 

layers, and the TCP/IP stack with five layers that define communication protocols over the 

internet. It also shows a sample 802.11 or MANET stack that is based on the TCP/IP.  In order to 

design and implement an integrated wireless LAN-cellular communication system, changes have 

to be made in the different layers of the  TCP/IP protocol stack. 
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Figure 1: The OSI, the TCP/IP and the 802.11 Protocol Stack 

 

 

IV. BACKGROUND 

 

The Integrated Network Enhanced Telemetry (iNET) project is based on the development of a 

complete network architecture to enhance telemetry performance from test articles (TAs) to 

ground stations (GS). It takes  advantage of advances in networking and telemetry technology to 

satisfy the emerging needs such as higher transmission bandwidth of the Major Range and Test 

Facility Bases (MRTFB). The iNET program is aimed at adapting cutting-edge network 

technologies to replace the current point-to-point telemetry system. The new Telemetry Network 

System (TmNS) will have test articles (TAs), Ground stations (GSs), working together with an 

interconnected network. QoS data needs to be delivered without delay, or error. Since ad hoc 

networks are contention based networks meaning the nodes have to compete over a channel in 

order to send their data to the ground station, Quality of Service management becomes 

necessary. Research conducted at Morgan State University (MSU) has focused on providing 

solutions for two critical needs identified by the Central Test and Evaluation Investment Program 

(CTEIP). They are: “the need to be able to provide reliable coverage in potentially high capacity 

environments, even in Over-The-Horizon (OTH) settings” (Cellular Network), and “the need to 

make more efficient use of spectrum resources through dynamic sharing of said resources, based 

on instantaneous demand thereof” (Ad hoc Network).  

 

According to the iNET specifications, connectivity between the TA and GS follows the internet 

and OSI protocol reference models. Information packets are generated at the highest level of the 

protocol stack at one end and consumed at the same level of the other end as shown in Figure 2. 
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Figure 2: End to End Application Level Connectivity [9.] 

 

The advantages of the protocol layered design are that it divides communication process into 

simpler and smaller independent components and multi vendor development via standardization. 

Range interoperability, a key requirement in the standard is the need to have test articles be able 

to operate at different ranges, with relatively minor changes in configuration parameters and 

without redevelopment of software or hardware. This has generated a significant motivation for 

the development of message protocols that govern the interaction between RF network element 

functional components on the ground and TA [9].  

A major disadvantage of protocol layering is performance in the wireless environment (canonical 

example of TCP performance in wireless medium) and that inter-layer transfers involve non-

trivial overhead [12]. 

 

Fig 3 establishes the basis of cross-layering between the cellular interface and the ad hoc 

interface as information is communicated down the stack. Fig 3 shows how telemetry operates 

using the layered structure in the iNET example and how the preferences (traffic, SNR, 

interference, QoS) inter-communicate between layers. 

 



5 

 

Fig 3. Cross-layering in cellular, Gateway and ad hoc nodes 

 

It is important to see how performance parameters cross layers to increase network performance. 

Fig4. shows the main functionality of TmNS which is moving data, and the vNET transfers data 

between end nodes or peripherals on a TA and the rfNET. The gNET that interfaces into the 

rfNET varies from range to range and thus the TmNS provides interface to the gNET. The rfNET 

transfers data between the vNET and gNET. In terms of the layering, the physical layer encodes 

and transmits data bits, the link layer will translate data into frames and add CRC and network 

layer will do routing and switching functions. One can see how the critical performance features 

of traffic, SNR, frequency and others cross the layers of the protocol stack. 
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Fig 4.:rfNET layers in OSI Protocol Stack & interfaces[9] 

 

 

V. LAYERING  METHODOLOGY 

 

 Cross-layer design and optimization is a new technique which can be used to design and 

improve the performance in both wired and wireless network users who operate in a time-

varying, error-prone network environment. The central idea of cross layer design is to optimize 

the control and exchange of information over two or more layers to achieve significant 

performance improvements by exploiting the interactions between various protocol layers. 

Although wireless networks such as cellular networks, WLANs and MANETs etc are 

considerably different in terms of their applications and architectures, a common theme in all 

these networks is the use of wireless channel for communication [7]. Knowing that the broadcast 

nature of wireless requires elaborate MAC protocols for channel access and that the transmitted 

signal via the wireless medium is affected by attenuation and degrades more rapidly with 

distance. In addition, wireless channels are affected by factors like interference, mobility issues 

and multipath fading etc. All these factors need to be in consideration when designing protocols 

at different layers of the protocol stack. Hence, designing for wireless networks require more 

adaptability to avoid a sub-optimal solution and inefficient use of network resources. The overall 

goal in this new technique of optimizing the performance by cross layer interactions is to 

improve overall system performance in wireless networks such as increase in network capacity, 

energy efficiency and QoS [7]. 

Cross layer design breaks away from the traditional network design where each layer of the 

protocol stack operates independently. Optimizing one layer a time base on user preferences  

yields a sub-optimal overall  results. Therefore, a cross layer approach seeks to enhance the 

performance of a system as a whole by jointly managing multiple protocol layers the system 

benefits from the exchange of information for inter layer actions. This flexibility provides better 

QoS support given network dynamics and limited resources. For example, the SNR from the 

physical layer and interference level from the link layer, can be used for the route selection at the 
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network layer and transmission protocol window size adjustment at the transport layer. Another 

example to illustrate that layering is inefficient when independent can be seen in managing 

multiple ad hoc networks for mixed networks. Adaptively dividing nodes between ad hoc  

cluster(A) and ad hoc cluster(B), can creates less traffic, congestion and interference in both B 

and A. Hence, any preferences (traffic, SNR, SIR, etc) will be suboptimum when each layer is 

optimized independently. When there is information exchange between layers, there is overall 

performance enhancement. Performance features are affected as can be seen below. Astatke [10], 

shows that implementing the multiple distortion measures like traffic distribution, location and 

SNR, in the enhanced clustering algorithm, performance needs to be coordinated. Another 

important parameter that affects the performance of the mixed network is the interference power 

ratio that is generated by TAs from opposite and adjacent clusters on a shared frequency. Traffic 

management is very important in a mixed network in order to provide QoS guarantees to the 

different users. Existing cross layer interaction largely focuses on the direct interaction between 

the protocols by involving only two or three layers and introducing short cuts between protocols 

and most focus simply on energy constraints and certain forms of security[11]. 

Why Cross-layering? Its design can play and important role for the next generation wireless 

systems, featured by all IP-based protocol stack, heterogeneous access networks and multimedia 

data traffic. Due to lack of information sharing in the OSI & TCP/IP protocol layers, cross-layer 

designs shifts the research landscape away from optimizing the performance of individual layers 

and instead treat optimization as a problem for the entire stack. 

A number of design proposals have been published. These include designs:- based on 

architecture violation; creation of new interfaces(upward from lower to higher layer, downward 

from higher to lower layers, back & forth, iterative flow between two layers), merging of 

adjacent layers( combine services of two layers-super layer), design coupling without new 

interfaces, and vertical calibration across layers(adjusting parameters across layers). Some of the 

open challenges are the interface standardization, coexistence of different cross-layer designs and 

the role of physical layer. In summary cross-layering increases network performance, adds 

complexity to system design and should be designed carefully due to additional interactions.  

 

Our preferred method for cross layer optimization is the K-mean algorithm, which is a method of 

cluster analysis that aims to partition n nodes into k clusters in which each node belongs to the 

cluster with the nearest mean. This is accomplished by computing their signal to noise ratio 

(SNR) using their distance from the ground station (GS). In the second stage, it groups the nodes 

in the ad-hoc network into k cluster cells (CCs) based on an Euclidean distance measure by 

computing the minimum distance between each node and the k-centroids in CC. Although the k-

centroids are initially chosen randomly, the algorithm converges when the location of the k-

centroids doesn’t change anymore indicating that they have reached their optimum position. In 

this paper, we present an enhanced clustering algorithm as shown in figure 4 below [10]. It can 

either cluster nodes in the ad-hoc 

sub-network by varying the aggregate cluster parameter based on their spatial location only (i.e. 

AggClusterPar = Euclidean Distance), or it can use multiple distortion measures such as location, 

traffic and interference to group nodes and set traffic levels in the ad-hoc network such that the 

number of nodes and traffic level and interference in each CC is optimally distributed among all 

CCs. Note that these performance features cross the network, link and physical layers shown in 

fig 4. It should be noted that if the clustering algorithm is based on location only, it might 

overload one or more CCs with additional nodes based on their locations from the centroid in the 
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CCs. Also expanding to include both location and traffic [10], yielded interesting simulated 

Matlab results. To see the effect of the enhanced clustering algorithm, we first organize the nodes 

in the mixed network using the original clustering algorithm based on spatial location only. 

Second, we purposely create conditions for congestion in one of the CCs (in this case CC#2) by 

populating it with additional nodes and creating high traffic conditions. The additional nodes in 

CC#2 will increase the traffic in CC#2 and also the interference seen at CC#4. We then apply the 

enhanced clustering algorithm that uses the three distortion measures to optimize the distribution 

of nodes in the four cluster cells[10]. The results from the simulations of stage 1 and 2 clustering  

affirms  that it can handle it when purposely flooded with additional nodes and the same in re-

clustering and reassigning the nodes in different CCs automatically without prior preconditions 

from the operator[10]. See fig 4a &4b and fig5a&5b[10] 

 

 
 

                                                                                                                                  

 

 

 
 

    

 

Figure 4b: Enhanced (Stage2) mixed 

network Clustering 

Figure 5b: Traffic distribution before and after 

using enhanced Clustering algorithm 

Figure 5a: Node distribution before and after 

using enhanced Clustering algorithm 

Fig 4a. Stage 1 Clustering of mixed network 
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The main part of our work is the network partitioning algorithm; because the routing and other 

activities of the network depend on the network partition. The clustering is done at the Ground 

Station (GS) after gathering data from all the TA’s in the network, and it is based on the 

parameters obtained from the TA’s. 

The performance shown in Figs 4&5 is illustrative of the benefits of cross-layer optimization. 

The original layered solution would distribute nodes based only on SNR, a physical layer feature. 

The cross layer solution however incorporates traffic which is a network layer feature. The K-

means algorithm finds the best joint solution which averages out the traffic to avoid congestion 

while maintaining a manageable SNR. 

 

V1. CONCLUSION AND FUTURE WORK 

We introduced the concept of cross-layer optimization for complex wireless solutions and 

showed how this strategy can be used to enhance performance. The iNET rfNET structure was 

used as a worked example with Morgan’s efforts for mixed networks used to provide the 

optimization. We successfully adapted the k-means clustering to enhanced k-mean clustering and 

the distance measure to the Mixed Network to solve iNET’s problem of limitations coverage in 

the cellular network and capacity in the Ad-hoc network. That includes the Ad-hoc users 

clustering with Multiple Base Stations which helps us to improve routing and mobility 

management and leads us to the optimization of the hybrid network configuration. We also 

introduced the multiple distortion measure schemes. This will allow us to re-cluster and optimize 

the performance of the mixed network for QOS applications based on distance measure or any 

other performance measures such as traffic intensity, interference and frequency management 

[10].  
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TELEMETRY SYSTEM AS A NETWORK TEST APPLIANCE: 
A SYSTEMS, TEST AND SOFTWARE COLLABORATION 

 
 

James P. Knuff, Eric S. Greene 
Raytheon Missile Systems 

 
 
 
 

ABSTRACT 
 
An automated missile testing environment, reliant on telemetry data, demands automated control 
of telemetry devices.  Software reuse across many missile products (Wikipedia)i

 

 and different lab 
environments requires a software control product that has a simple interface and an ease of 
modification across different telemetry device vendors.  This paper describes a software 
application that integrates telemetry control/status into automated test and provides a simplified 
GUI to expedite manual testing.  Results from this application show telemetry overhead time 
reduced by 74%, with a rapid payback on our investment of less than six months. 

 
KEY WORDS: Automated Test, Telemetry, Test Executive 

 
 

INTRODUCTION 
 
As a missile moves through its development cycle and its subsystems are 
integrated together, accessibility to performance data becomes more 
limited.  When a fully integrated missile round is tested, data access may 
be restricted to just telemetered data.  Even during earlier phases of 
testing, telemetry data may be used to evaluate software changes. 
 
A problem arises in creating a telemetry services application that is 
usable in an automated test environment and is suitable for simple 
manual testing.  Creating such a capability reduces hardware button 
actions and significantly quickens overall test cycle time.  Another 
benefit is that a knowledgeable telemetry operator is no longer required 
during testing. 
 
A typical telemetry system used in our Hardware In the Loop test labs 
(Figure 1) contains a telemetry station/card, RF receiver, digital data 
recorder and one or more PCs to support real-time control, telemetry data 
extraction and data visualization.  All system devices are connected to a 
telemetry PC via a common Ethernet network. 
 
 

Figure 1:

Telemetry System
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We created this client/server Telemetry Services Executive application (TMSE) to reside on a 
networked telemetry system PC.  Users communicate with the TMSE via a simple set of 
commands issued across a network TCP/IP connection.  Each command invokes actions that are 
statused back to the user.   
 
The controlling Test Executive software (client) resides anywhere on the network.  It 
communicates with the TMSE using telemetry service messages inserted into its test script and 
provides additional software code to evaluate returned status.  Our GUI also resides anywhere on 
the network and uses the same command/status messages.   
 
 

TELEMETRY AND MISSILE DEVELOPMENT 
 
Since well thought out telemetry content provides a quick performance assessment, it is useful 
even in early product development.  It might be surprising to some that missile telemetry plays a 
role in many different test environments.   
 
During product 
development and 
testing, several 
different types of 
test labs are 
utilized (Table 1), 
each with diverse 
telemetry system 
capabilities.  These 
include Computer 
In the Loop (CIL), 
Hardware In the Loop (HIL) and our Round Level missile test labs.   
 
As an example, our CIL lab involves early prototype hardware or hardware simulants, excited 
primarily through computer driven scenarios.   As the hardware design matures and moves up to 
our HIL lab, CIL labs are still used to quickly and efficiently test software modifications.  Simple 
changes to test scenarios and initial test conditions allow us to Monte Carlo software changes 
under a wide array of operational conditions.  
 
 

NEEDS 
 
Significant problems exist in marrying telemetry to product testing.  Fast, automated test cannot 
coexist with time-consuming manual button pushing without slowing down the whole test cycle.  
Also for many engineers, telemetry setup and operation is an acquired skill requiring a 
considerable amount of on-the-job-training. This skill barrier is a major hurdle.   
 
Furthermore, directly integrating automated telemetry into our labs has proven difficult since our 
missile programs use different automated Test Executive applications (commercial and 

Table 1: Missile Test Environments

Test Lab Typical Types of Testing
Telemetry 

Equipped

Telemetry 

Utilization

 Software Evaluation Station  Build up and integration of flight software Yes Low

 Computer In the Loop
Closed loop subsystem testing , Hardware 

Integration, Software Qualification
Yes Low

 Hardware In the Loop
 Flight hardware, Simulated environments, 

motion, flight test support
Yes Moderate

 Round Level
 Flight hardware, Simulated environments, 

actual testing
Yes High
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homegrown).  Requiring direct code integration, across this variety of applications, is an onerous 
proposition.  
 
Yet the need for automated telemetry control is still important.  Therefore, through careful 
conceptual and system design we targeted solutions to these and other major problems.   
 
 

TMSE SOFTWARE DESIGN ELEMENTS 
 
We facilitated our solution with these TMSE software design elementsii

• Use of a simple network message command/status set 
 (Hayes), (Pettichord) 

• Independence from the test context, test environment and test hardware 
• Test scripting/setup is independent of test type   
• Modularity and Portability  

o No re-hosting the TMSE application onto another network PC  
o No direct integration of TMSE into the Test Executive code 

• Test cycle time reduction  
o Automated test control over a full feature set 
o An aggregated result summary file for quicker post-test evaluations 
o Telemetry files pushed to specific PC/folder for quicker post-test evaluation 

• Simplified GUI eliminates a tester’s need for specialized telemetry skills 
• Reusability by design (National Instruments) 
• Maintainability via simplified internal data structures and command/status syntax 

 
We also focused on reusability.  By using a standard network command and status set, the TMSE 
is able to function irrespective of the telemetry hardware services utilized.  The TMSE uses a 
Front-end, Back-end software design (Figure 2) that isolates the client/server command and 
status communication from the specifics of the particular telemetry hardware devices.   
 
In this approach the explicit commands 
conveyed to the Back-end do not change with 
either device type or vendor.  Likewise, the 
explicit status syntax returned back to the Front-
end does not change.  The Back-end contains all 
specific vendor commands required to 
control/status each device across the network.  
Both sides are bridged via data structures and 
housekeeping functions that run inside the 
application. 
 
When a new telemetry device vendor is selected, 
no Front-end changes are required, just a new device specific Back-end component.  This 
component would contain an internal command/status handler plus its device specific network 
commands. 
 
 

Front-end Back-end

Data Structures

Housekeeping

Device 
Interfaces
Status

Process 
Command
Status

Command

Status

Figure 2: Software Design
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SERVICES 
 
Our design provides a feature rich application that supports a wide range of telemetry systems 
and telemetry data users (Table 2). Some of these services are described here. 
 
Coordination of 
Services:  The TMSE 
uses a Test 
Configuration File to 
coordinate and control 
the test activities/services 
utilized by the Test 
Executive.  It contains 
the specific telemetry 
related test details 
unlikely to change from 
test to test, reducing 
setup communication.  
This configuration file also contains the IP and port information required to coordinate network 
communication.   
 
As an additional service the TMSE reports available drive space (TM station/card, Recorder, 
archival) before test execution.  Prior to testing, the Test Executive can command the use of all 
or some of the services provided by the TMSE.    
 
Telemetry:  Direct control over the telemetry receiving/recording process (load telemetry 
project, name a telemetry file, running the telemetry card/station) plus monitoring the telemetry 
stream (Lock).   
 
Telemetry Data Exchange: During test execution, the telemetry station/card is capable of 
broadcasting telemetry variables out to network users.  This service controls the delivery of 
different telemetry variable sets to different numbered network ports.   
 
The Test Executive is a consumer of real-time telemetry data, where it can monitor, evaluate and 
execute test paths using telemetry variable content.  Via this service, data can be used to provide 
a Quick Look Summary of the current test or a Statistical Quick Look Summary across multiple 
test runs.   
 
RF Receiver:  This service will setup the receiver hardware consistent with the information in 
the Test Configuration File.  During or after test execution the TMSE allows Change Messages 
from the Test Executive, which can alter the receiver settings (e.g. frequency).   
 
Report Building:  At the end of each individual test, the Test Executive can send the TMSE a 
text statement that conveys the test result.  Each statement is associated with the telemetry file 
name, test context information and then aggregated into an overall Test Report file.  This report 

Table 2: Provided Services
Service Description

 Coordination  Common Configuration file, Command & Status messages

 Telemetry  Setup, Start/Stop, File naming, Status

 Data Exchange  Setup, Start/Stop, Status

 RF Receiver  Setup, Status

 Data Recorder  Setup, Start/Stop, File Upload, Status

 Archival  File upload, TM/Recorder file transfer 

 Report Building  Aggregated: File name, Test result, Test context

 Error Logging  All command/status messages plus errors

 GUI
 Full manual control, Simple action/colorized button set, Data 

and Result panels
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allows post-test data reviewers to rapidly identify the particular files of interest for their 
evaluation. 
 
Data Archival:  As a background task, the TMSE will transfer the telemetry, recorder and Test 
Report files onto a large capacity, special-purpose archival drive and the telemetry file onto a 
high performance RAID drive for data visualization. 
 
 

SOFTWARE DESIGN 
 
The TMSE application is network-centric with emphasis on hardware configuration flexibility 
and a simple, yet informative command/status message set for communication between the 
TMSE and Test Executive/GUI.  As a TCP server, the TMSE is either in a “listen state” or in a 
“connection state” with a single client.  Once the client connects and receives a handshake, the 
TMSE will wait for a command.  When the client sends a command, the TMSE will process it 
and return a status message indicating the result.  This command/status interaction will continue 
until the client transmits a termination command or disconnects.   
 
Requirements:  This application was developed in VB.NET 2008 for a Windows environment 
using .net’s interoperability.  It can run on any system with .net 3.5 framework – also supported 
by Mono on most non-Windows operating systems.  The client must be able to transmit and 
receive TCP/IP packets to/from the server.  Once the client is configured and the TMSE server is 
running, an operator will not have to personally manage any telemetry hardware.  All telemetry 
devices must be controllable across a network connection 
 
Modularity:  One of our goals was to make future modifications with greater ease.  Thus, we 
used Conway’s Law as our model: focus on the form of what the system is, partitioning it so that 
each part can be managed as autonomously as possible. (James O. Coplien)  
 
The TMSE’s architecture contains logical boundaries between the Front-end (Figure 3) which 
handles the commands/statuses and the Back-end modules handling how specific devices 
respond to these commands.  The Front-end software remains unchanged across alternative 
hardware device configurations.  It handles all the housekeeping from test setup through archival. 
The Back-end contains all specific vendor modules necessary to control/status each device across 
the network.  The Back-end supports new code or current module modifications whenever a new 
telemetry device is added to the module base.  This creates a flexible environment that enables 
users to modify hardware configurations with minimal software changes – once built a module 
can be reused with the same device in other test lab environments.  
 
Objects and Tracking: To bridge the Front-end to the Back-end, we used two objects that keep 
track of information and process flow: the TMSE and Status Monitor objects.  The TMSE object 
stores pertinent state information used by the devices such as file paths, connected device types, 
version information, test names, IP addresses, and various pass/fail flags.  This object also 
contains housekeeping components to track each device’s current state.  The Status Monitor 
object is a stack with the latest status on top. 
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Communication: In this design, explicit commands conveyed to the Back-end are immutable 
and always carry the same definition to each device type.  Likewise, a status returned to the 
Front-end always uses the same verbiage.  There are eight base commands (Table 3) which 
combine to control the hardware from pre-setup to 
termination.  A message sent to the server can contain 
compounded commands.  The commands can change device 
settings, configure applicable devices, start/stop a test, check 
status, build reports, and archive files.  Each received client 
command returns a status upon:  

1) Successful completion  
2) Partial completion (compounded elements) 
3) Error   

The error message, in conjunction with the given command, 
will always be device specific to the occurring fault. 
 
Built for Reuse: Our design focus on Conway’s Law helped 
us create a software architecture that inherently facilitates simple reuse.  The code required for 
modification has to be easy or people won’t use it (Andrew Hunt).  Therefore, we set up the 
Front-end to process commands invoking service actions without issuing particular vendor 
device messages.  For example, if the client uses a specific Data Recorder and needs to change a 
setting, it would send a Change (service) request to the TMSE.  The TMSE Front-end will 
process this Change Message as an action to the DataRecorder object and not create a specific 
command to send out to the networked recorder device.   
 
The particular Test Configuration file invoked, specifies what hardware vender profile to use.  
Upon first device command, the Front-end’s object call will connect to the appropriate Back-
end’s module for that specific device. This kind of functionality enables a programmer to add 
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Figure 3: TMSE Architecture

Housekeeping

And Logging

Command Set Returned Status

START COMPLETED

CONFIG FAILED

STOP WORKING

TERMINATE READY

CHECKSTATUS MSGUNK

CHANGE NOTCONFIG

RESULT FILENOTFND

BUILDREPORT DISKFULL

Table 3: 

Simplified Commands
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new devices with very little Front-end code impacts.  Adding a new device module only requires 
one hook in the Front-end code, otherwise it is isolated from any other dependency.  This follows 
Edsger Dijkstra's modular principles where a module is optimal with only one entry point and 
one exit point (Dijkstra). 
 
 

GUI SOLUTION 
 
A GUI provides an adjunct, 
standalone capability to testers when 
the automated Test Executive is not 
acting.  To overcome the skill barrier, 
users do not need to know how 
telemetry works or how the specific 
telemetry hardware needs to be 
operated.  This GUI resides on any 
networked PC and features several 
attributes that enable the user to 
control and evaluate the delivery of 
telemetry services.     
 
The Operational Buttons offer an 
easy way to linearly sequence 
through the delivery of telemetry 
services.  They dynamically change 
color to indicate if the associated 
action has been completed (green), 
in process (yellow) or failed (red).  Also as actions are completed, new buttons become 
actionable (light grey).  Panels provide test product locations and returned status. 
 
In the GUI example (Figure 4) a recording failure is indicated (red) followed by a successful stop 
operation (green).  The Status Panel identifies a RF receiver device failure. 
 
 

RESULTS 
 
During conceptual design, we began by thinking about Return On Investment (Sikka).  Our 
design target was a 60% reduction in test cycle time and a payback of two-years across all of our 
program’s missile labs. 
 
To evaluate our test cycle time reductionsiii

 

 we performed a Taylor Time and Motion Study (L.C. 
Pigage) (Wikipedia).   In a manual, button-pushing environment, a telemetry operator must 
monitor the test, communicate with a test director, coordinate, execute an action and then verify 
it.  During automated test, there is no human motion plus the monitoring and communication are 
implicit in the encoded test script.  

Failure During Record

Returned Status Shows: Stop Operation Complete

User Selected Stop Record

Information/File Path Panel

Figure 4: Standalone Control GUI

RF Device Failed
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Table 4 aggregates our results across a single one-hundred test cycle Monte Carlo test event.  We 
separated out single occurrence events from those that are repeated every test cycle, plus 
assumed five test reconfigurations (telemetry related device changes) during a test event.  From 
these results we saw a 74% overall reduction (6.7 hours) going from 9.0 hours (manual) to 2.3 
hours (automated).  This result considerably exceeded our expectations. 

 
 
Looking at the cost/investment side of the equation, we summed up the time required to develop 
the TMSE at less than 150 single-person workdays.  Given the demands of our design goals, we 
spent a very significant 19% of that total defining, designing, reviewing and demonstrating this 
product.  
 
To evaluate our Return On Investment 
(Table 5), we considered a utilization 
scenarioiv

 

 in which two labs with six 
total test stations were performing 
automated testing.  Then assuming a 
test station utilization of 25% (labs are 
multi-tasked) running five days a 
week, for fifty weeks we were able to 
estimate the total time saved, based on 
our 6.7 hours per test event. 

Under this utilization scenario, our payback time is less than six months.  This estimate did not 
include the labor savings from eliminating telemetry support personnel. 
 
 

CONCLUSION 
 
The TMSE application allows a client to use a telemetry system as just another networked test 
appliance.  It represents a major improvement in: ease of telemetry use, reduction in test cycle 

Table 4: Taylor Time and Motion Study

Event

**Manual 

Time 

(sec)

*Automated 

TMSE  Time 

(sec)

Description

 Setup For Test 60 5  Define/Coord test settings (once)

 Configure 118 15  Execute setup (once)

 Prepare Record File 11 2  Name file and path 

 Start Record 3 2  Start TM and recorder 

 Stop Record 3 2  Stop TM and recorder 

 Archive 12 2  Initiate telemetry file archive

 Reconfigure 35 5  Change setup parameters (optional) 

 100 Test Cycles (sec) 3,253 845  Assume 5 test reconfigures

100 Test Cycles (Hrs) 9.0 2.3

 *Automated TMSE – execute 74% Reduction: TMSE/Manual

 **Manual – monitor, communicate, execute, verify 

Table 5: ROI Calculation

Elements
Aggregated 

Hours

Time Saved (Hrs) per 

One-Hundred Test Cycle Event per day 6.7

 Six Test Stations 40.2

 25% Test Station Utilization 10.1

 Five days a week for one year (50 Wks) 2512.5

 Development cost (Hrs: 150 days * 8 Hrs/day) 1200

Payback Period (Months) 5.7
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time, standardization of control and interface, plus elimination of the telemetry skill barrier.  
TMSE’s architecture facilitates reuse, by simplifying the required modifications for different 
hardware vendors and integrating easily with different automated Test Executives. 
 
The results presented here exceeded our expectations.  An investment in this type of capability 
will yield a very significant reduction in overall test cycle time plus a very rapid payback.  Our 
next planned activity will be adding a service that allows the Test Executive to command the 
TMSE to immediately startup our post-test data visualization tool with a telemetry file of its 
choosing. 
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END NOTES 
                                                 
i Raytheon manufactures a large number of missile/projectile products most of which utilized 
telemetry during their development.   
ii Invoking a complete set of design considerations was the most valuable contributor to our 
results 
iii Accurately evaluating test cycle time reduction is critical to establishing ROI 
iv This utilization scenario would be typical of early product development. 
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A CASE FOR WASTE FRAUD AND ABUSE: STOPPING 

THE AIR FORCE FROM PURCHASING SPACECRAFT 

THAT FAIL PREMATURELY  
 

Len Losik, Ph.D 

Failure Analysis 
 

 

ABSTRACT 

 

Spacecraft and launch vehicle reliability is dominated by premature equipment failures 

and surprise equipment failures that increase risk and decrease safety, mission assurance 

and effectiveness. Large, complex aerospace systems such as aircraft, launch vehicle and 

satellites are first subjected to most exhaustive and comprehensive acceptance testing 

program used in any industry and yet suffer from the highest premature failure rates. 

Desired/required spacecraft equipment performance is confirmed during factory testing 

using telemetry, however equipment mission life requirement is not measured but 

calculated manually and so the equipment that will fail prematurely are not identified and 

replaced before use. Spacecraft equipment mission-life is not measured and confirmed 

before launch as performance is but calculated using stochastic equations from probability 

reliability analysis engineering standards such as MIL STD 217. The change in the 

engineering practices used to manufacture and test spacecraft necessary to identify the 

equipment that will fail prematurely include using a prognostic and health management 

(PHM) program. A PHM includes using predictive algorithms to convert equipment 

telemetry into a measurement of equipment remaining usable life. A PHM makes the 

generation, collection, storage and engineering and scientific analysis of equipment 

performance data "mission critical” rather than just nice-to-have engineering information.  

 

KEY WORDS 

 

Telemetry, Prognostic, Failure Prediction, Failure Analysis, Diagnostic, Satellite Failure, Launch 

Vehicle Failure, Failure Analysis, Prognostic Analysis 

 

INTRODUCTION 

 

System and equipment mission life became overly important in the production of ICBM’s in the 

early 1950’s because ICBM’s failed prematurely so often. The ICBM effort was contractor 

driven because the military had few personnel with experience in ICBM design and test. The 

main branch of the military in the 1950’s was the combined Army-Air Force who had fought and 

won World War I and World War II. The jet age and ICBM era stretched the Army-Air Force 

resources. The process that was developed to increase the reliability of U.S. ICBMs was adopted 

to produce equipment across a wide variety of industries.  

 
1 
Jet aircraft are designed to be serviceable by maintenance personnel, but ICBM’s and spacecraft 

are not serviceable and so have only one chance of getting it right and failed prematurely 
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regularly. Each time an ICBM failed in development and test, the Army-Air Force would 

purchase 50 or 100 more just to ensure that more were available than previously. For ICBM’s 

and later launch vehicles and satellites, equipment mission life became an important requirement 

that contractors were forced to meet using PRA.  

 

TABLE 1 SUMMARY OF RESULTS FROM AEROSPACE CORPORATION STUDY 

TO DETERMINE EFFECTIVENESS OF TESTING SATELLITE EQUIPMENT 

BEFORE LAUNCH 

 

 

2 
Number of Equipment Failures per 
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No. of 

Satellites 

in 

Followed 

to Space 

No. of 

Surprise 

Equipment 

Failure 

within 45 

Days        

On-Orbit 

E2 4 -- 5.5 -- 2.8 -- 0.5 4 0.5 

D1* 3 0.3 -- -- 1.7 -- -- 3 2.0 

D2* 1 0 2.0 -- 2.0 -- -- 1 1.0 

D3* 9 0.9 1.4 -- 1.6 -- -- 7 0.6 

D4/D5* 2 0.5 1.5 -- 0 -- -- 1 0 

B 16 0.6 -- -- 1.2 -- -- 11 0.6 

G 4 1.0 -- -- 3.8 -- -- 3 2.0 

F1 5 -- 1.0 0.4 0.4 -- -- 4 0.3 

F2 3 -- 4.3** 0.7 1.3 -- -- 1 0 

H1 2 0.5 -- -- 5.5 -- -- 2 1.0 

H2a 1 2.0 -- -- 2.0 6.0 -- 1 1.0 

H2b 2 0.5 -- -- 3 9.0 -- 2 0.5 

C 8 1.1 -- -- 3.0 -- -- 7 0.5 

Total: 60 7.4 15.7 1.1 28.3 15.0 0.5 47 18 

Weighted Average    4.0     0.7 

*Spacecraft only, ** Pre-environmental functional part of thermal vacuum 
2
 

 

Since equipment failed prematurely and the premature failures could not be stopped, the 

likelihood that the mission life could be achieved was increased by providing redundant 

equipment for use in the event a failure occurred. Since premature failures could not be stopped 
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but compensated for buying many more than needed, probability reliability analysis was added 

so that contractors could calculate the likelihood of the mission life being achieved.  

FACTORY ACCEPTANCE TESTING PROGRAMS USING TELEMETRY 

In the late 1950’s U.S., missile and launch vehicle reliability continued to suffer, often achieving 

only 50% reliability. To improve equipment reliability, the U.S. government and industry agreed 

to expose the on-board equipment the launch environment believed to occur before delivery for 

use. This was done to identify and repair/replace/salvage/scrap any equipment that did not 

survive these conditions. The hope was that the surviving equipment after dynamic 

environmental acceptance testing would be higher than if the equipment had not been exposed to 

the extreme conditions. Equipment performance is measured and confirmed before, during and 

after testing is completed, usually by analyzing equipment telemetry. Since telemetry is an 

overhead cost, less than 95% of the equipment will have telemetry data available from test. Since 

equipment performance data is the only measurement that is made during dynamic 

environmental factory acceptance testing, and performance is unrelated to equipment usable life, 

the reliability of equipment subjected to factory dynamic environmental acceptance testing is 

dominated by premature failures. 
 

3 
Dynamic environmental acceptance testing is performed at varying magnitudes and durations to 

verify the design of complex space systems will function to performance specifications when it 

arrives in space meet equipment performance specifications during its entire planned mission life 

and to screen flight hardware and verify the quality of workmanship meets industry standards. 

The first step in this process is the definition of the maximum expected environments during 

launch and on-orbit operation. Data from previous flights and ground tests are analyzed to 

generate predictions for a specific mission. This information is used in the stochastic equations in 

a reliability analysis engineering required completed by the procurement contract. These 

environments are then flowed down from the space vehicle level to the various subsystems and 

components for use as design requirements and, later, as test requirements.  

 

FIGURE 1 EXAMPLE OF THE TRANSIENT BEHAVIOR IN EQUIPMENT 

TELEMETRY CAUSED FROM ACCELERATED AGING DIAGNOSED AS NOISE 
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Contracts for spacecraft and launch vehicles include a financial penalty for missing the delivery 

date but do not include a financial penalty for a premature failure. Financial incentives may be 

lost but there will be no out-of-pocket financial losses. The contract for spacecraft was developed 

because equipment was failed prematurely and they could not be stopped and test equipment and 

software was the source of most transients. This may motivate companies to misdiagnose all 

transient events as noise so that the test schedule will not be slowed from searching for the 

sources of transient behavior. Today, the huge increase in processing speed decreases the 

likelihood of transients occurring from test equipment so that transients that occur are from the 

equipment under test.  

 

EQUIPMENT PERFORMANCE MEASURING AND CONFIRMATION USING 

TELEMETRY 

 

Equipment and vehicle performance requirements are included in procurement contracts for all 

aerospace and defense equipment.  Equipment performance requirements will define how well 

equipment must function. When equipment is designed, it is designed to meet specific 

performance requirements. To ensure that equipment meets or exceeds its performance 

requirements, the performance requirements are confirmed during the final factory testing 

programs called acceptance test program or ATP. When equipment does not meet or exceed its 

performance requirements, it is repaired and/or replaced. Some equipment fails several times 

during the ATP. It is repaired each time in violation of PRA. If equipment fails five or more 

times, material control personnel will scrap the equipment and replace it, saying that its 

reliability is too low.   

 

MEASURING AND CONFIRMING EQUIPMENT REMAINING USABLE 

LIFE/MISSION LIFE 

 

When reliability is defined as a likelihood of occurring, the behavior it quantifies is assumed 

instantaneous and random whether the behavior is or not. This is having the Markov property 

and having the Markov property is the basis for many of the stochastic equations used in defining 

equipment needs and serviceability requirements. 
3
 Do equipment failures occur instantaneously 

and random? No. Although equipment may exceed its performance specification or stop using 

electrical power quickly, the process of failing began many weeks or months prior to the event. 

The equipment began to fail the first time electrical power was applied or the mechanism was 

used for the first time. 

 
4
 Parts degrade in performance starting at beginning of life when power is first applied.  When 

one part starts to degrade in performance much faster than the others, the part is suffering from 

accelerated aging. Accelerated aging is also the term we use to define to exposing parts or 

equipment to higher operating temperatures so that parts will degrade much faster. Accelerated 

aging occurs when at least one part in a circuit or mechanical assembly degrades in performance 

faster and causes non-repeatable, unique transient events. When telemetry is available from 

either electrical or mechanical equipment, the non-repeatable transients are visible when the 

behavior is processed using predictive algorithms. 
6 

Telemetry provides performance 

information. Predictive algorithms convert time series telemetry into a measure of equipment 

life.  Data-driven predictive algorithms convert equipment performance information (e.g. volts, 
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amps) into a measurement of remaining usable life. Integrating this function probability 

distribution function yields the cumulative distribution function. 

 

 
 

FIGURE 2 THE REASON PREDICTIVE ALGORITHMS CAN MEASURE 

EQUIPMENT USABLE LIFE USING EQUIPMENT TELEMETRY  
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Command Functional  X  X  X  X  X  X  X  

Input Signal Reference  X  X  
     

Output Signal  X  X  X  
    

On/Off Telemetry  X  X  X  X  X  X  X  

Ranging Loop Stress  X  X  
     

Output RF Power  X  X  
     

5 Volt Telemetry Calibration  X  X  X  X  X  X  X  

15 Volt Telemetry Calibration  X  X  X  X  X  X  X  

IF Carrier Frequency  X  
      

Phase Noise  X  
      

Bit Error Rate  X  X  X  X  X  X  X  

RF Output Power  X  X  
     

Spurious and Harmonic 

Output  
X  

      

Output Power  X  
      

Inrush Power  X  
      

Input Voltage  X  X  X  X  X  X  X  

Under voltage  X  
      

Overvoltage  X  
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TABLE 2 EXAMPLE OF A SATELLITE TT&C SUBSYSTEM DYNAMIC 

ENVIRONMENTAL ATP TEST PLAN  

PROGNOSTIC ANALYSIS 

 

The scientific analysis, training and tools used to conduct a prognostic analysis that will illustrate 

and identify the early signs of premature aging/failure (a.k.a. accelerated aging) are used in a 

prognostic analysis. Prognostic technology accepts that equipment failures do not have the 

Markov property and that accelerated aging exists and will identify the equipment that will fail 

prematurely within one year of use.  

 

Key to predicting equipment remaining usable life is the availability of telemetry or any other 

performance data. 
5
 Telemetry was adopted for use on spacecraft from the jet-aircraft flight test 

community in the late 1950’s at Edwards Air Force Base. Equipment analog telemetry was 

developed to retrieve jet aircraft equipment performance information from aircraft equipment in 

the event the pilot died in a crash before a debriefing occurred. 

FIGURE 3 COMPARISONS BETWEEN DURATION BETWEEN EQUIPMENT 

BEGINNING-OF-LIFE AND END-OF-LIFE BASED ON DIAGNOSTIC ANALYSIS 

AND PROGNOSTIC ANALYSIS. 

 

A prognostic analysis is a forensic analysis, which includes but is not limited to using operating 

equipment analog data and proprietary, data-driven or model-based algorithms to illustrate 

accelerated aging in test data or data of any kind. Accelerated aging is observable as latent, 

transient behavior among other normal transient behavior. Personnel must receive special 

training (prognostician) to discriminate transient, deterministic (predictable) behavior from other 

expected transient behavior. In complex systems such as a satellite/launch vehicle, the 

operational environment of the on-board equipment is very dynamic. Equipment may be cycling 

or set to cycle and thus the behavior of the equipment telemetry may include transient behavior 
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as a result. Prognosticians must be able to discriminate between normal occurring transient 

behavior and accelerated aging.  

 

A prognostic analysis can use existing and archived equipment analog telemetry, which is also 

used to measure equipment performance during test and during launch. Telemetry is sampled 

analog data that is often available from aerospace equipment in many forms and states. 

Satellite/launch vehicle equipment often has telemetry available, but often not all equipment 

provides telemetry. Telemetry is not paid for as a separately item and contractors decide which 

equipment provides telemetry 

 

Satellite/launch vehicle equipment that is going to fail during launch will have deterministic 

behavior present in telemetry, when telemetry is available, which can be illustrated using data-

driven prognostic algorithms and identified by personnel trained to discriminate the transient 

behavior from other normal occurring transient behavior (prognosticians) in a prognostic 

analysis. Telemetry is not always available from all equipment and so a prognostic analysis may 

be done on equipment that does not have telemetry available during I&T. Data from test 

equipment may be used if it has been archived. Generally, test equipment data is not archived 

during equipment trouble shooting activities. 

 

PROGNOSTIC TECHNOLOGY 

 

Prognostic technology includes pro-active diagnostics, active reasoning and model-based and 

data-driven prognostic algorithms. The algorithms can work in a full noise environment for 

illustrating accelerated aging and explain equipment failures are a combination of random and 

deterministic behavior. Prognostic technology includes the use of predictive algorithms for 

illustrating the deterministic information, often present in normal appearing data from equipment 

that is operating normally that prognosticians use to identify piece-parts and assemblies that have 

failed, is failing and will fail in the near future.  

 
6 

Model-based prognostic algorithms incorporates failure models of the system into the 

estimation of remaining useful life (RUL) and so are well suited for pattern recognition systems. 

Data-driven algorithms use existing operational data to determine normal behavior and 

discriminate normal from the early signs of premature aging/failure. In the satellite/launch 

vehicle environments, signal line noise may be present caused from degradation in Eb/No, RF 

noise from a variety of sources as well as equipment noise that generates the data used to 

conduct a prognostic analysis may be present and the prognostic algorithms must be able to 

identify, remove/replace this data.  

 

WHAT IS A PREDICTIVE ALGORITHM? 

 

The Markov property is named for a Russian mathematician and is defined solely of random and 

instantaneous behavior. The Markov property is a fundamental assumption in reliability analysis 

so that stochastic processes can quantify parts, equipment, systems, processes and software 

reliability in probabilistic values. Due to the wide spread use of reliability analysis engineering 

results in the aerospace industry, engineers may have come to believe that equipment failures 

really are instantaneous and random and thus cannot be predicted or prevented. 
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A predictive algorithm includes a series of actions, including a scientific analysis, taken by 

personnel trained to prevent surprise failures from occurring. Using diagnostic analysis, 

personnel are trained to react with a diagnostic analysis after a failure occurs. Changing the 

paradigm from reaction to prevention requires training in completing a scientific analysis. 

Predictive algorithms simply relate past equipment, non-repeatable transient events that is 

identifiable in equipment engineering test data with equipment end of life. These actions use the 

same engineering data used to complete a diagnostic analysis to confirm equipment performance 

but uses predictive algorithms to convert equipment analog telemetry (performance 

measurements) into a measurement of unit remaining usable life.  

 

A diagnostic analysis looks backward in time to determine past equipment behavior. A 

prognostic analysis looks back in time to predict future equipment behavior. A scientific analysis 

is necessary because the results from an engineering analysis only provide diagnostic 

information. The results from a diagnostic analysis cannot be used to measure equipment 

remaining usable life. A scientific (prognostic) analysis is completed on the results from 

diagnostic analysis.  

 
7 

Predictive algorithms illustrate the presence of accelerated aging that is often identifiable in 

normal appearing data from fully functional equipment that will fail prematurely. Predictive 

algorithms offer spacecraft purchasers and spacecraft builders the tools necessary to purchase 

satellites and launch vehicle services that will not fail prematurely and suffer from surprise on-

orbit failures. Using predictive algorithms and prognostic analysis, contractors and mission 

control personnel will identify the equipment that will fail prematurely (and predict when 

satellite subsystem equipment will fail). 

 

 
 

FIGURE 4 THE PROGNOSTIC ANALYSIS COMPLETED ON AN AIR FORCE GPS 

BLOCK I ON-ORBIT SATELLITE RUBIDIUM ATOMIC FREQUENCY STANDARD  
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CALCULATING REMAINING USABLE LIFE (RUL)/TIME TO FAILURE (TTF) 

 

FIGURE 5 PROPRIETARY CUMULATIVE DISTRIBUTION FUNCTION USED TO 

DETERMINE EQUIPMENT TIME-TO-FAILURE/REMAINING-USABLE-LIFE USING 

ANALOG TELEMETRY 

Equipment with accelerated aging will fail prematurely with 10% certainty. Calculating 

remaining usable is a proprietary process and may be unique for each company/organization. The 

remaining-usable-life or the time-to-failure (TTF) for equipment can be calculated once 

accelerated aging has been identified by using the piece-part failure characteristics in equipment 

telemetry generated under test. The duration of remaining life is then determined from duration 

of remaining usable life that occurred on other equipment. The proprietary cumulative 

distribution curve is used to determine the likelihood of meeting a desired duration of remaining 

usable life.  

 

CONCLUSION 

 

It is possible to use engineering practices that allow the production of spacecraft equipment that 

meet performance requirements and mission life by measuring equipment performance during 

dynamic environmental acceptance testing and using telemetry and predictive algorithms. 

Equipment life can be measured by converting equipment analog telemetry into a measurement 

of mission life by identifying accelerated aging using predictive algorithms. Only measuring and 

confirming equipment performance just prior to delivery results in producing equipment with 

reliability that is dominated by premature and surprise equipment failures. Failures often remove 

equipment and space systems from service. With procurement contracts including a financial 

penalty only for late delivery, it became advantageous to overlook all equipment under test 

transient behavior in test data to minimize risk in missing the delivery date. With the gigantic 

advancement of processor processing speed and stable test equipment and software, the transient 

behavior in test data can be associated with equipment end of life. Since equipment performance 

is unrelated to equipment usable life, a measurement of equipment life should be made before 

shipping equipment to a customer. A prognostic analysis uses predictive algorithms to convert 
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analog equipment telemetry of any type to a measurement of equipment remaining usable life. 

Equipment with accelerated aging will fail prematurely with 100% certainty. Measuring 

equipment remaining usable life after confirming performance will allow the production of 

equipment that will not fail prematurely. 
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ABSTRACT 
 

In geometrically complex indoor industrial environments, such as factories, health care facilities, 
or offices, it can be challenging to determine where each telemetry receiver needs to be located 
to collect data from one or more mobile transmitters.  Accurately estimating the areas that each 
transmitter frequently travels, rarely travels, and quickly travels through, helps to simplify the 
telemetry system planning problem and establishes which areas may be acceptable to provide 
marginal coverage.  This paper discusses how using A* (A-Star) for transmitter path planning 
can assist in the telemetry system planning problem. 
 
Keywords:  System and Mission Planning, Industrial Applications, Path Planning, A-Star, A*. 
 
 

INTRODUCTION 
 
In typical range applications, there are a reasonably small number of telemetry receivers.  There 
typically are obstructions which can block a radio frequency (RF) signal, or reflectors which can 
generate multipath interference.  A wide range of techniques and equipment have been 
developed to mitigate these challenges, in a way that minimizes the bandwidth, required 
transmitted power, and number of telemetry receivers.   
 
The situation is substantially different for indoor telemetry applications.  Health care facilities, 
manufacturing plants, office buildings, and even residential dwellings are now housing telemetry 
systems.  The RF environment in these settings can be far more complex than that faced in range 
applications.  The interior of a building is almost always geometrically complex.  One way to 
reliably communicate in such an environment is to use frequencies that can penetrate multiple 
obstructions.  However this may require the use of RF frequencies which are too low to provide 
adequate bandwidth, or require more transmitted power than can be easily supplied by the 
telemetry transmitter. 
 
A common solution to this problem is to instrument the structure with a large number of 
telemetry receivers, or access points.  Using simple design rules for placement of these receivers 
may result in some being asked to handle far more users than it can accommodate, while others 
are lightly used.  Both issues can cause problems, since an overburdened telemetry node may be 
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forced to drop users, and lightly used nodes add cost to the system, and also may create 
unnecessary interference for the adjacent nodes. 
 
To address this design challenge, one needs to understand both the RF environment where the 
system is operating, and the way in which telemetry transmitters move within the environment.  
There are a large number of RF modeling tools available, which can help address the first 
challenge.  The focus of this paper is the second challenge, that of modeling how users may 
move within a structure.  In particular, we are developing software tools which can model the 
aggregate behavior of individuals moving through an indoor environment.  Part of this model 
involves path planning.  Individuals often dwell within one room, or area, of a building for an 
extended period, and then select a path which will take them to another room/area, where they 
will again remain for an extended period of time.  Accurately modeling the path they will take, 
will assist in the placement of telemetry receivers, and also allow us to estimate the number of 
users each receiver will need to accommodate. 
 
A variety of algorithms may be suitable for this application [1-8].  Exhaustive search algorithms 
will always find the optimal path, but they tend to require a large amount of computational time.  
Greedy search algorithms are usually fast but will not always find an optimal solution.  The A* 
algorithm chooses which node to go to, based on the steps taken to get to its current location 
which is a known cost and the distance from its current node to the desired goal which is an 
approximated cost [9-11].  By balancing these two costs, A* is neither an exhaustive or greedy 
search but acts like both.  It does a thorough but directed search of the search space.  This means 
an optimal path will always be found like in the exhaustive search but should take less time than 
an exhaustive search by using a heuristic like in a greedy search.  
 
 

SEARCH SPACE 
 

The search space is the first thing that needs to be created and will typically consist of obstacles 
which the path must avoid.  There are a variety of ways to describe obstacles, but for simplicity 
this work will use a matrix to represent a regularly spaced grid, where each node is assigned a 
binary value.  If a node has a value of one, then it is considered to be an obstacle which cannot 
be traversed.  A node with a value of zero is a space free of obstacles and is allowed to be 
traveled.  The number of nodes in the grid must be chosen carefully, since a small grid may not 
be sufficient to model a particular environment, while a large grid will result in very long 
simulation execution times. 
 
Once the grid size is selected, and depending on if there are more free spaces or obstacles, the 
matrix should be initialized with either all ones or zeros respectively.  The other will then be 
entered in specific locations to create the obstacles or free spaces of the search space.  The outer 
perimeter of the terrain matrix should be set as an obstacle to prevent exploration outside of the 
search area.  All desired starting and ending locations should also be initialized. 
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A* IMPLEMENTATION 
 
Two lists need to be created when implementing A*, an open-list and a closed-list [10].  The 
open-list contains all of the surrounding nodes that can be traveled to.  The closed-list contains 
all of the nodes already traveled to so they will not be traveled to again and should only be 
initialized with the starting node.  As long as the open-list is not empty or the desired goal has 
not been reached, the A* algorithm will continue to search for the desired ending location. 
 
A* checks all eight adjacent nodes from the current location.  The adjacent node will be added to 
the open-list as long as it is free of obstacles and is not currently on the open or closed list.  The 
movement cost will then be calculated for each node on the open-list.  The movement cost is the 
cost to travel to that node from the original starting point.  Thus, the starting position is given a 
movement cost of zero.  The movement cost is calculated by adding the movement cost of the 
current node to the cost of moving from the current node to the new node.  Since each node in 
the matrix are regularly spaced from each other and by using the Euclidean distance formula, all 
horizontal and vertical movements per node will have a cost of one and all diagonal movements 
to each individual node will have a cost of the square root of two [10]. 
 

( ) ( )22
cncncn ccrrGG −+−+=  

Where: 
 

− nG  is the movement cost of the new node. 
− cG  is the movement cost of the current node. 
− nr  is the row location for the new node. 
− cr  is the row location for the current node. 
− nc  is the column location for the new node. 
− cc  is the column location for the current node. 

 
If this cost has already been calculated previously, it should be compared to the previous 
calculation, and if the new cost is better (lower), then the current node will be considered the best 
way to get to the new location.  The current node will be defined as the parent of all new nodes 
and nodes where the cost is lower.  Following the parents of each node, will create the shortest 
path back to the beginning which is how the path is formed. 
 
Next, the heuristic cost is calculated for every node on the open-list.  The heuristic cost is an 
estimated value for the distance from the current node to the desired ending point.  This value is 
calculated by using the Euclidean Distance formula [9]. 
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( ) ( )22
nfnfn ccrrH −+−=  

Where: 
− nH  is the heuristic cost of the new node. 
− fr  is the row location for the desired ending node. 
− nr  is the row location for the new node. 
− fc  is the column location for the desired ending node. 
− nc  is the column location for the new node. 

 
This value needs to be calculated only if it has not already been done before since this value 
never changes.  If a heuristic is not used in A*, it is known as Dijkstra’s Algorithm. 
 
With the movement and heuristic cost calculated, the fitness cost can be determined.  The fitness 
cost is the sum of the cost to get to the current location plus the estimated cost to the desired final 
location. 
 

nnn HGF +=  
 
This combination of costs directs the search and allows for a fast, optimal solution to be found.  
The node on the open-list with the smallest fitness cost will become the new current node.  This 
new current node is removed from the open-list and placed on the closed-list.  The entire process 
is repeated again until there are no longer any nodes to choose from the open-list or until the 
current node is the desired ending location. 
 
 

SIMULATION RESULTS 
 

In path planning, the most common algorithm test is a “u” or “n” shaped maze which can be seen 
from figure 1.  Each Figure A shows the standard A* algorithm.  The standard algorithm tends to 
cut corners and gets close to obstacles but in each Figure B, the diagonal movement cost is 
doubled to make all movement horizontal and vertical.  Doubling the diagonal cost still allows 
for diagonal movement but only when necessary.  If diagonal movement is never desired, the 
Manhattan distance formula should be used for both the movement cost and if a heuristic is being 
used, then for the heuristic too [9]. 
 

)()( ncnc ccabsrrabsD −+−=  
Where: 

− D  is the Manhattan distance from current node to either the new node (movement cost) 
or goal (heuristic cost) depending on which cost is being calculated.  For the movement 
cost, cG  still needs to be added to this value just like in the Euclidean distance formula. 

− abs  is the absolute value. 
− cr  is the row location for the current node. 
− nr  is the row location for either the new node or goal depending on the cost function. 
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− cc  is the column location for the current node. 
− nc  is the column location for either the new node or goal depending on the cost function. 

 
Each Figure C and D uses the Dijkstra’s algorithm, C being the standard algorithm and D having 
twice the diagonal movement cost.  Dijkstra is the same as A* but without the heuristic 
information.  Dijkstra’s path takes longer which is expected since it is an exhaustive search, but 
the benefit from using Dijkstra’s algorithm is that every node is searched and therefore, if 
multiple paths from the same starting position are desired, the algorithm doesn’t need to be run 
again since every node in the search space points to a parent which will create the shortest path 
back to the beginning. 
 
Figure 2 show a slightly more complicated maze.  Figure 3 demonstrate that moving only in 
horizontal and vertical fashion might not always be beneficial.  One important thing to keep in 
mind is that even though both of these algorithms with find an optimal path, there could possibly 
be more than one optimal path.  Depending on how the algorithm is written determines which 
optimal path is chosen.  This can be seen in figure 3C and 3D in which the algorithms each found 
an optimal path which were slightly different from each other.   
 
 

   
 
Figure 1A.  Length of path: 14.2426 Figure 1B.  Length of path: 16; 
Computational time: 0.019 seconds Computational time: 0.021 seconds 
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Figure 1C.  Length of path: 14.2426; Figure 1D.  Length of path: 16; 
Computational time: 0.03 seconds Computational time: 0.025 seconds 

 
 
 
 

   
 

Figure 2A.  Length of path: 107.012; Figure 2B.  Length of path: 124; 
Computational time: 0.142 seconds Computational time: 0.145 seconds 
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Figure 2C.  Length of path: 107.012; Figure 2D.  Length of path: 124; 
Computational time: 0.163 seconds Computational time: 0.145 seconds 
 
 

 

   
 

Figure 3A.  Length of path: 247.823; Figure 3B.  Length of path: 289.657; 
Computational time: 6.203 seconds Computational time: 11.232 seconds 
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Figure 3C.  Length of path: 247.823; Figure 3D.  Length of path: 290; 
Computational time: 14.792 seconds Computational time: 14.846 seconds 

 
 

CONCLUSION 
 
The standard A* will always find the shortest path in terms of distance much like an exhaustive 
search but A* should be faster than an exhaustive search because of the use of heuristic 
information.  Since A* is a modification of Dijkstra’s algorithm, Dijkstra’s algorithm was also 
compared.  Even though Dijkstra is typically slightly slower when planning a single path, it 
could possibly be more beneficial when planning multiple paths since every node and parent 
remain stored which allows for instant path planning from any node to the original starting point.  
By using these algorithms, typical telemetry transmitters’ paths can be predicted.  These 
predictions can then be used to economically position telemetry receivers. 
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ABSTRACT

Patch panels are still  frequently used in telemetry installations as a means for routing signals 
during and in between missions.   These patch panels have been used for decades and have many 
benefits  operationally   speaking.      Digital   switching  matrices  on   the  other  hand,  while  very 
popular in the broadcasting and music industries, are not being fully utilized in the telemetry 
world.     Digital   switches   offer   many   of   the   same   benefits   of   patch   panels   along   with   an 
abundance of added features including signal conversion and distribution.

This paper describes the benefits of migrating from patch panels to digital switching matrices.  It 
will discuss both the pros and cons of each technology as well as look at the short term and long 
term   cost   implications   of   each.     This   paper   will   also   discuss   return   on   investment   and 
operational improvements that can be gained from utilizing digital switching matrices in place of 
patch panels.

KEY WORDS

Patch Panel, Digital Switching Matrix

INTRODUCTION

The use of patch panels for routing signals is widely accepted as an appropriate answer to the 
question of how do I get data from point A to point B.  In many Range applications patch panels 
are used during missions to switch between different sources as they become available or as a 
new best source is selected by a BSS.    

Implementing  digital   switching  matrices   in  place  of  patch  panels   enables  a  world  of   added 
capabilities over just getting data from point A to point B.   As more telemetry based data is 
converting over to digital data, the need for expensive analog switching matrices is giving way to 
more cost  effective  digital   switches.    Although  the  initial  cost  of  a  digital  switch  matrix   in 
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comparison to a patch panel is still much higher, the added features and reliability of the digital 
switch matrix can be more than justified.

WHAT IS A PATCH PANEL AND HOW DOES IT WORK?

A patch panel or patch bay is a rack mounted panel that houses cable connections.  The front of 
the patch panel     is  where shorter  cables  are  plugged in  for monitoring,   interconnecting,  and 
testing.  The back of the patch panel is where the longer permanent cables are connected.  The 
cables to the back of the patch panel are generally run from a source or to a receiver.     For a 
patch panel with two rows of connectors, the top row is conventionally wired to outputs while 
the bottom row is wired to inputs. (see Illustration 1).
 

Depending on the type of patch panel, you could have a “normal” connection where the signal 
from an output to an input is automatically routed with no patch cable inserted.  Alternatively, a 
“nonnormal” patch panel would only route signals based on inserted patch cables.

Operationally   speaking   an   engineer   or   operator  would  be   responsible   for  manually  making 
connections to route signals where they need to go.   The engineer would have to monitor their 
receivers and bit syncs to know which outputs are valid and then route those signals to their 
corresponding decoms or recorders.

WHAT IS A DIGITAL SWITCH MATRIX AND HOW DOES IT WORK?

A digital  switching matrix has  the same basic functionally  as a patch panel  in that  it   routes 
signals from point A to point B.   All permanent cables coming from outputs as well as those 
going to inputs are connected to the digital switch matrix, however there is no need for shorter 
patch cables. This is due to the functional difference in how connections between outputs and 
inputs are established.          All connections are created and managed through a user interface 
located on the digital switch itself or through a remote control interface. (see Illustrations 2 – 3)
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By definition a digital switching matrix digitizes all input signals and makes them available on 
the matrix for output.  Most digital switches are nonblocking, which means that they will always 
be able to make a connection from an input to an available output without effecting other already 
routed signals.   This is an important feature to have and not all digital switches necessarily have 
this feature depending on design and/or configuration.  

Operationally speaking a digital  switch can be used like a patch panel where an engineer or 
operator would be responsible for making connections through the front panel or remote user 
interface to route signals where they need to go.   The engineer would have to monitor their 
receivers and bit syncs to know which outputs are valid and then route those signals to their 
corresponding decoms or recorders.   Utilizing the extra remote control and monitoring features 
of a digital switch allows for improvements in operational efficiency that will be expanded upon 
in the following sections.

ADVANTAGES

The advantages of a patch panel over a digital switch include a lower initial per channel cost. 
Another advantage of a patch panel is that all connections are brought out to the front of the rack, 
making it easy to hook up an input to an oscilloscope for debugging purposes.

Many of the advantages of a digital switch over a patch panel are derived from the technologies 
required to manage the physical switching of the signals on the matrix.  The ability to have “full 
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fan out”, which simply means that any input can be duplicated on any combination of outputs, is 
one of these advantages.   Also, since the input signals are digitized and placed on the matrix 
there is the ability for signal conversion between inputs and outputs.   For instance, where one 
would normally have to purchase signal duplication and signal conversion hardware to convert 
and distribute a single TTL data stream as multiple RS422 streams, both the conversion and 
distribution could be handled within a single digital switch.

Also since there must be a layer of software control to manage the user interface to the switching 
matrix, the user has the ability to save and load configurations.   Being able to save and load 
configurations allows the user to switch between setups more quickly and accurately.  Software 
control also provides the users with the ability to remotely control and monitor  connections and 
statuses.  Some remote control software even goes as far as to give the user the ability to set user 
permissions on a per channel level, so that if there are multiple users controlling a given digital 
switch that there is no chance of configuration conflicts between users.  

Another very useful software feature is the ability to name input and output connectors.   By 
labeling connectors, users can make and break connections with a high level of confidence that 
they are modifying the proper connections.  This also allows the user to see current connections 
in a manner that is more understandable than looking at a mess of intertwined patch cables (see 
Illustration 4).  
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Another useful software feature included with with some digital switching matrices is the ability 
to pair data and clock signals.  Pairing signals allows the user to make only one connection per 
pair, while the software handles the second half of the pair automatically.  Some digital switches 
also   include  useful  diagnostic   tools   such  as  a  built   in  BERT.    This   allows  users   to   load  a 
configuration file and run the internal BERT so that they can verify their connections without 
necessarily needing data from their actual input sources.  

DISADVANTAGES

Although patch panels are a relatively quick way to route signals, it becomes more and more 
difficult to keep track of what goes where as the number of connections increase.   It is possible 
to   create   cheat   sheets   and   to   color   code   labels   for   the  patch  panels   to  use   as   a   reference. 
However as setups change the cheat sheets and labels might not be kept up to date thus leading to 
failures when trying to route signals.  Also, it can be difficult to know which input is connected 
to which output just by looking at a patch panel full of patch cables (see Illustration 5).

Another   significant   issue   with   patch   panels   is   the   possibility   of   mechanical   failure   in   the 
connectors and the cables themselves.  The insertion and removal of patch cables will eventually 
wear out the contacts over time and can create an intermittent error condition, which is actually 
harder to find and fix than an outright failure.   Unfortunately, most manufacturers of the patch 
panels that are installed in many facilities have either discontinued their product lines or have 
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been bought  out by other  companies  making replacement  parts  and patch  cables  harder  and 
harder to come by.

Due to the fact that an operator has to be physically located in front of the patch panel to make 
connections, the use of a patch panel is intrinsically inefficient.  This is especially true in larger 
installations where there are multiple racks of equipment and where each rack has multiple patch 
panels installed.   The lack of a remote control interface on patch panels makes it difficult to 
monitor connection statuses and impossible to automate.  

The main potential drawback to using a digital switch is the initial cost.  This depends primarily 
on the type and number of signals to be placed on the matrix of the switch.  When compared to 
the cost for the equivalent number of patch panels a digital switch will always be more expensive 
up   front.    However,   the   lifetime  cost  of   a  digital   switch  will  be   significantly   lower   if  you 
consider the maintenance costs and potential savings in operation costs.  

Another potential drawback in transitioning to a digital switch for some users is the resistance to 
learning new control software.   Whereas before an operator could just patch connection A to 
connection B now they have to either press buttons on a front panel or use a remote control GUI 
to make connections.  There are however software packages available for some digital switches 
that aim to make the process of making connections as intuitive as possible (see Illustration 6).
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COST COMPARISON TABLE

The table below compares a patch panel and digital switching matrix of the same size.  It's aim is 
to highlight the short term and long term costs associated with each solution.

32x32 Patch Panel vs 32x32 Digital Switching Matrix

Patch Panel Digital Switch Comments

Initial Cost Low Med - High Average channel cost is lower for patch panels when 
compared to digital switches.

Setup Costs Med – High Low Different setups can not be saved for patch panels, 
leading to human error and longer setup times. 

Digital switches allow for saving and loading of 
different setups.

Operational
Costs

High Low A user can only operate a few patch panels at a time, 
whereas the remote control functionality of digital 

switches allows one user to monitor and operate many 
digital switches at once.

Debugging
Costs

Medium Low Digital switch software allows for quick debugging of 
connections while debugging patch panels requires 
tracing cables and looking at other equipment for 

assistance.

Maintenance
Costs

Low – Med N/A – Low Patch panels and patch cables wear out over time and 
require periodic maintenance, especially in 

installations where a lot of patching is done.  Digital 
switches require almost no maintenance.

It can be concluded from the table above that overall a digital switch is more cost effective than a 
patch panel.  The return on investment with a digital switching matrix is higher than that of a 
patch panel due primarily to the operational efficiencies that can be gained from utilizing the 
software features implemented on digital switches.  

TELEMETRY APPLICATIONS

In many telemetry applications the need for patch panels or a digital switching matrix is derived 
from the frequency with which setups for different missions are changed.  For example, outputs 
from different  receivers  get   routed to  bits  syncs and best  source selectors  depending on  the 
mission being executed.  Very often there are a few signals that are always being transported to 
other locations or being routed to local recorders or decoms, although these can vary between 
setups.  In some installations that implement a BSS the signals being sent to a decom or recorder 
may switch midmission, these signals require constant monitoring and switching.  Also, video 
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and audio signals for a mission may need to be switched during the mission so the correct video 
and audio is displayed and/or recorded.   

In a setup that uses patch panels there are usually a few operators who are each responsible for 
managing different pieces of the telemetry data for a particular mission.   Before the mission 
begins, they will use the patch panels to verify all of their equipment is functional and they are 
ready for data.    As the mission begins they must monitor their receivers,  bit  syncs, and best 
source selectors.     If  a change  in   their  setup must  be made during  the  mission  they have  to 
physically go to the patch panel and start disconnecting and reconnecting patch cables to get 
their telemetry data where it needs to go.  This is a somewhat risky situation, especially if more 
than one operator needs to share the same signal.   In that case best practice would be to have 
additional equipment installed to create copies of the required signal so that one operator does 
not   inadvertently  disconnect   another  operator's  data  path.    After  a  mission   is  complete,   the 
operators  will  either  have   to   reset   their  setup  or   if  different  missions  are  being executed   in 
sequence, they would have to switch to the next setup which could require a significant amount 
of reconfiguration of their patch panels.

A similar setup that uses one or more digital switches in place of patch panels reduces the need 
for hands on operators.     The work of a few operators can be done by one, especially if the 
equipment associated with the digital switch has remote control capabilities.  Before the mission 
begins,  a  self   test  of   the  digital  switch  utilizing   the   internal  BERT feature  can  quickly  and 
accurately verify that the equipment is ready for data.   As the mission begins the operator can 
monitor all relevant equipment remotely and make changes on the fly using the remote control 
interface of the digital switch.  An added benefit of remote control software is that it is possible 
to have multiple users with channel permissions to reduce the chances of  one operator creating 
errors with a different operator's setup.  Since most digital switches are able to fan out inputs to 
multiple outputs, no additional hardware is required for duplicating input signals to be sent to 
multiple  outputs.    Another  benefit  of  using  remote  control   software   is   that   software  can  be 
designed to make the digital switch follow exactly what a best source selector is doing.   For 
example if RED data [5] from different receivers is selected upon by a BSS, a digital switch with 
corresponding   BLACK   data   [5]   can   automatically   switch   between   inputs   based   off   which 
channel is being selected by the BSS.   Another very useful feature of a digital  switch is the 
ability to save and load configuration files.   This allows the operator to reconfigure their setup 
for the next mission in a matter of seconds instead of minutes.  Since the configuration files are 
created  and  verified  ahead  of   time,   the   likelihood  of   setup  errors  greatly  decreases  making 
switching   between   setups   much   more   reliable.       The   configuration   files   also   provide   a 
documented history of how the digital switch was setup for a particular mission which is very 
useful from a quality control standpoint.

CONCLUSION

While it is certain that not one solution is the best fit for all applications, I hope this paper has 
presented useful information relating to where the features and capabilities of a digital switching 
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matrix  would  be  useful  over     that  of  a  patch  panel.    The  added benefits  of   remote  control 
software that comes with digital switches allows users to vastly improve operational efficiency 
over installations that utilize only patch panels.   These improvements in efficiency translate to 
lower  operational costs which can justify the initial costs associated with upgrading from patch 
panels to digital switching matrices.  
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GLOSSARY OF TERMS

BERT Bit Error Rate Tester – used to verify data links for error free 
operation

BLACK data Unclassified data or data that has been encrypted [5]
BSS Best Source Selector – equipment used to select the best data 

source from two or more sources
Decom Equipment designed to extract pieces of information out of a 

stream of combined data
GUI Graphical User Interface 
RED data Sensitive or classified data that has NOT been encrypted [5]
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ABSTRACT 

 

Current failure analysis practices use diagnostic technology developed over the past 100 

years of designing and manufacturing electrical and mechanical equipment to identify root 

cause of equipment failure requiring expertise with the equipment under analysis. If the 

equipment that failed had telemetry embedded, prognostic algorithms can be used to 

identify the deterministic behavior in completely normal appearing data from fully 

functional equipment used for identifying which equipment will fail within 1 year of use, 

can also identify when the presence of deterministic behavior was initiated for any 

equipment failure.  

 

Key Words: Failure Analysis, Independent Failure Analysis, Fault Analysis, Prognostics, Failure 

Analysis, Diagnostics, Telemetry Analysis, Failure Isolation, Identification And Recovery 

INTRODUCTION 

 

When telemetry is not available from the equipment that failed, failure analysis engineers resort 

to speculation to create a list of prioritized, potential causes. Using speculation allows vehicle 

and equipment builders to reduce diagnostic information necessary to complete an accurate root 

cause failure analysis. Generic prognostic algorithms provide the next technology in diagnostic 

analysis for identification of the cause of space equipment failures of all types. Data-driven 

prognostic algorithms are generic, making independent failure analysis possible for any satellite, 

spacecraft and any launch vehicle failure. Along with identifying the equipment that failed, these 

generic algorithms identify the equipment, while still at the factory, that was going to fail during 

launch and within one year of in-orbit allowing the equipment to be repaired or replaced while it 

is still on the ground. Data-driven telemetry prognostic algorithms illustrate the deterministic 

behavior previously undetected by the most experienced vehicle manufacturing & test personnel 

using diagnostic tools, identifying failure liability accurately and dependently. 

 

Failure analysis used with satellites and launch vehicles includes the collecting, processing and 

analysis of data to determine the source or cause of a failure. This information is often used to 

prevent the same failure from recurring in subsequent equipment and in determining liability. 

Failure analysis is an important discipline in many manufacturing industries, such as the 

electronics and aerospace industry, where it is a vital tool in the development of new products 

and for the improvement of existing products reliability and life. 

 

Failure analysis is a forensic inquiry into the process or product upon the failure. Such inquiry is 

conducted using a scientific analytical method including information from electrical and 

http://en.wikipedia.org/wiki/Failure
http://en.wikipedia.org/wiki/Manufacturing
http://en.wikipedia.org/wiki/Electronics
http://en.wikipedia.org/wiki/Forensic
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mechanical measurements or through speculative approach when data is not available but an 

action has to be taken. An example of a speculative approach is analysis of an equipment failure 

on a satellite or launch vehicle and no data are available and where the evidence has been mostly 

destroyed but all parties are expecting corrective action. In such cases, one or more of the most 

viable theories are being implemented until an additional data is available.  

 

PROGNOSTICS 

Diagnostics is used to identify equipment that has failed. Prognostic technology is used to 

identify equipment that has failed and is going to fail. Prognostic technology is important 

because current diagnostic technology is inadequate to identify infant mortality failures. 

Prognostic technology is the next logical step in advancing traditional electronic and electro-

mechanical equipment diagnostic technology. Prognostics and prognostic health management as 

part of equipment operations and maintenance is a critical technology for accurately predicting 

impending failures and providing a mechanism for replacing equipment and parts safely before 

failure for ground-based equipment and preparing for and executing recovery plans for space-

based equipment.  

The first telemetry prognostic algorithms were developed and used to predict failures in atomic 

clocks on-board GPS satellites. The satellite engineering team was unable to understand the 

origin and reliability of the information used to predict equipment failures. By researching a 

large number of equipment failures over many years from space equipment used across many 

complex systems, a new understanding of the equipment failure process was obtained.  

The behavior of these characteristics of this newfound process was what was used in the 

prognostic algorithms, which clearly illustrate equipment that is going to fail in the future. It is 

the knowledge that a failure process occurs which is unlike any process suspected in the past and 

the experienced gained by identifying a failure in process that  is utilized to eliminate and 

manage failures advantageously that forms the foundation of prognostic technology and makes it 

superior to diagnostic technology. 

FIGURE 1 CLASSIC TELEMETRY FAILURE BEHAVIOR 

Figure 1 is an example of the long-term telemetry behavior for complex electronic and electro-

mechanical equipment used in prognostic algorithms. The use of prognostic algorithms on 

satellite and launch vehicles is extremely difficult. It was accomplished with the funding by the 

U.S. Air Force over 6 years, who was extremely motivated to have the GPS satellite equipment 

defined so that future equipment would not experience the same failure. The Air Force was 

willing to pay for all facilities, technical resources and management resources requested by 

Amplitude 
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Boeing GPS space and ground system manager and program management from many companies 

and organizations. This is why prognostic technology hasn't been developed in the past. 

Prognostic algorithms are the result of a combination of information and experience from many 

sources generally not obtained in traditional space systems design and test process.  

The successful use of prognostic algorithms requires extensive training and experience, without 

which, the results could be unsatisfactory and costly. Prognostic technology requires properly 

trained and experienced prognosticians to identify behavior in data that appears the same as 

normal appearing behavior. No two failures signatures are alike and so the experience gained in 

identifying one failure cannot be used to identify another. The ability to identify failure behavior 

is obtained through training by others who have successfully identified failure behavior 

Components of a prognostic system are the algorithms for equipment failure detection, isolation, 

prediction. Some approaches for equipment failure prediction require knowledge of the system 

model. Attempting to use model-based prediction methods when working with complex 

electrical and electro-mechanical systems is often not feasible because the approximations 

necessary to develop computationally tractable models of complex systems based on 

fundamentals of physics are difficult to make without introducing significant modeling 

inaccuracies in the time and length scale of interest.  

Prognostics offers to change the entire design, manufacturing and test process to improve 

reliability to eliminate infant mortality failures reducing if not eliminating launch failures, launch 

pad delays, on-orbit infant mortalities, surprise in-orbit failures and extend in-orbit equipment 

usable life by identifying unreliable equipment long before its shipped to the launch pad. For the 

first time, all the information to identify unreliable equipment can be financially justified. 

Prognostics technology adds many financial rewards for using telemetry, easily justifying the 

need for increasing the number and resolution of telemetry measurements.  

Using telemetry prognostics in the space flight equipment and at vehicle factories, upgrades 

space equipment processes by identifying unreliable piece-parts and assemblies during 

equipment test, reducing the time to test equipment, identifying equipment that has failed, is 

failing and will fail, increasing reliability and eliminating infant mortalities. The shorter 

equipment and vehicle test time reduces cost. Telemetry prognostics algorithm determines of 

remaining-usable-life based on information available in existing equipment telemetry. 

An ideal general-purpose prognostic system is a data-driven approach that does not require a 

priori knowledge of system. The prognostic system would learn the characteristics of the 

monitored system so that anomalies could be predicted more quickly as it is learned, and 

remaining life estimates could be given with smaller associated uncertainty.  

Telemetry prognostic technology includes the use of telemetry as an engineering data source in 

data-driven prognostic technology. Prognosticians, using prognostic algorithms identify 

telemetry behavior that are transient, unrepeatable, and have gone undetected by the most 

experienced design and test personnel for the past 60 years.  

 

Prognostics technology is an evolutionary step forward in traditional diagnostics technology for 

both hardware and software. Telemetry prognostics technology can be used by prognosticians to 
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identify equipment that has failed, is failing, and will fail for up to one year in advance. 

Prognostic technology uses engineering data to identify circuit/equipment behavior that are 

precursors to catastrophic failure. Failure Analysis’ data-driven telemetry prognostics technology 

also provides the determination of remaining-usable-life and even a day of failure for unreliable 

equipment.  

 

PROGNOSTICS DIAGNOSTICS 

Identifies equipment failures that have 

occurred, is occurring and will occur and 

when it will occur 

Identifies failures that have occurred and 

after/when they occur 

Identifies equipment failure in process and 

when 

Only identifies equipment failures after they 

have already occurred 

Identifies equipment failures that will occur 

in the future 

Only identifies equipment failures after they 

have already occurred 

Requires major changes in analysis attitude 

and behavior 

Training is done from example 

Overcomes shortcomings in diagnostic 

techniques 

Diagnostics were developed from ground test  

equipment  

Prognostician actively monitors data to 

provide knowledge of whether a failure has 

occurred, is occurring or when a failure is 

likely to occur 

After the fact response, if error messages are 

used, diagnostician waits for error message if 

any action is taken 

All events are considered failure precursors 

until ruled out by research – analyst doesn’t 

stand by and watch failures occur 

Data is recorded and analysis is completed 

post event 

A fault propagation model is assumed to 

encompass parametric data related to 

acceptable operating ranges, behavior and 

identification of degradation of functions 

over time. 

Suspect behavior is considered system noise, 

any action is taken after completion of events  

Requires highly skilled and trained 

personnel, must have in-depth knowledge of 

what is being actively monitored 

Allows lower skilled personnel, doesn’t 

require in-depth understanding of what’s 

being monitored, diagnostician just sits and 

waits to complete event 

Requires training across several disciplines  Taught in elementary electronics and is 

common  throughout many industries 

Stops life threatening situations from 

occurring  

Inadequate for mission critical events 
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TABLE 1 CHARACTERISTICS OF PROGNOSTIC AND DIAGNOSTIC 

TECHNOLOGIES 

 

Table 1 shows comparison of characteristics between prognostics and diagnostics. A prognosis 

denotes the prognostician’s prediction of whether a failure will progress, and when the 

equipment/circuit will fail.  

 

Data-driven prognostic algorithms use available data from a system to determine normal 

behavior and failure behavior. Our data-driven prognostic algorithms are independent of the 

vehicle or source of data. Generate prognostics. As the name implies, data-driven techniques 

utilize monitored operational data related to system health. Data-driven approaches are 

appropriate when the understanding of first principles of system operation is not comprehensive 

or when the system is sufficiently complex that developing an accurate model is prohibitively 

expensive. 

 

FIRST DOCUMENTED USE OF PROGNOSTIC TECHNOLOGY ON SPACECRAFT 

 

 
 

FIGURE 2 GPS SATELLITES 

 

Model-based prognostic algorithms use a-priori knowledge to identify changes in behavior, 

which can be identified as failure behavior. This a-priori knowledge can be obtained from 

several sources including equipment experts and/or operational experience. When all acceptable 

operational behavior can be defined, model-based prognostics is suitable for use with pattern 

recognition systems. Model-based prognostics incorporate physical and operational 

understanding (physical modeling) of the system into the estimation of remaining useful life 

(RUL). Modeling physics can be accomplished at different levels. At the micro level (also called 

material level), physical models are embodied by series of dynamic equations that define 

relationships, at a given time or load cycle, between damage (or degradation) of a 

system/component and environmental and operational conditions under which the 

system/component are operated. The micro-level models are often referred as damage 

http://en.wikipedia.org/wiki/Prediction
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propagation model. Micro-level models need to account in the uncertainty management the 

assumptions and simplifications, which may pose significant limitations of that approach. 

 

Figure 2 is an example of the resulting 40 Boeing/GPS Block II and IIA satellites designed using 

results from telemetry prognostic analysis on Boeing/GPS Block I satellites. In 1978, the U.S. 

Air Force contracted with Boeing for an engineering team to assist in the integration of the Air 

Force Global Positioning System (GPS) program into the existing Air Force satellite control 

network, which operated most CIA/NRO/military space control assets. Boeing satellite engineers 

determined each GPS satellite subsystem performance and the GPS on-orbit support 

requirements levied on other Air Force program contractors. The Air Force was highly motivated 

to fund the GPS program because of its multi-service use and better navigation solutions than 

existing satellite-based navigation systems. GPS was competing against APL’s TRANSIT and 

the NRL’s TIMATION systems. 

DATA-DRIVEN ALGORITHMS 

Unlike model-based prognostic algorithms that need long-term normal behavior modeled, data-

driven algorithms only use the information available to determine normal behavior. Failure 

Analysis’ telemetry prognostic algorithms are unique and their performance will be different 

from prognostic algorithms from another source.  

 

Table 2 are a list of the prognostic algorithms developed and used on the Air Force GPS program 

to predict equipment failure behavior in normal appearing telemetry and a brief description of 

their purpose. 

Prognostic Algorithm Purpose 

Baseline Analysis Determines change in normal behavior is occurring 

Change Analysis Determines change in normal behavior 

Comparison Analysis Determines change in normal behavior 

Data Integration Compiles data for cluster analysis 

Data Base Creation Creates minimal amount of telemetry for analysis 

Day-of-Failure (DOF) Identifies day of equipment failure  

Digital Processing Improves resolution of failure signature 

Discrimination Analysis Identifies normal telemetry from failure behavior 

Mathematical Modeling Predicts normal telemetry behavior 

Multi-Variant Limit Analysis Identifies telemetry to be analyzed for failure behavior 

Rate-Change Analysis Identifies telemetry to be analyzed for failure signature 

Remaining-usable-life (RUL) Determines when equipment will fail 

Statistical Sampling Reduces telemetry databases before analyzing 

State Change Analysis Identifies telemetry to be analyzed for failure signature 

Super Impositioning Enhances  normal telemetry behavior for analysis 

Super Precision Improves resolution of final telemetry diagnostic products  

Telemetry Authentication Eliminates unreliable telemetry eliminating false positives 

Virtual Telemetry Creates future normal telemetry behavior 

TABLE 2FAILURE ANALYSIS’ TELEMETRY PROGNOSTIC ALGORITHMS 

VEHICLES 
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FIGURE 3 PROGNOSTIC ALGORITHM'S ACCURACY FOR REMAINING-USABLE-

LIFE ESTIMATE BASED ON FIXED-TIME SAMPLING FREQUENCY 

The remaining-usable-life for complex equipment can be calculated by understanding the piece-

part failure characteristics determined under test in an operating circuit. This information is 

considered proprietary by the piece-part manufacturer since it is an indication of the quality of 

their products and not available in the popular domain. Based on the analysis of many in-flight 

piece-part failures, historically, piece-part failure occurs over a very long period of operational 

life once a failure precursor is identified.  

   
 

FIGURE 4 PROGNOSTIC ALGORITHM’S RELIABILITY VS OPERATING 

CONDITIONS AND ENVIRONMENTS AVAILABLE IN DATA  

 

This period can be as long as 1 year. Using the technique shared by companies that build 

spacecraft to agree on mission life, spacecraft usable life, called the mission life is determined by 

quantifying the expected life of all piece-parts and mechanical systems on a vehicle. Figure 3 

illustrates the performance of the algorithms based on telemetry fixed, sampling frequency. The 
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highest reliability using telemetry prognostics is obtained by having telemetry from all 

environmental operating conditions, diurnal effects, seasonal effects and equipment operating 

conditions. When the total operating environment and conditions are not available, a decrease in 

accuracy may occur. Figure 4 illustrates the reliability performance of the data-driven algorithms 

based on the availability of data from different equipment operating environments. 

 

In any industry, infant mortality failures are considered a normal part of doing business. This is 

an outcome of the infant mortality failures have occurred in the industries that first used 

electrical components in their systems. Prognostics will decrease the number of launch vehicle 

and satellite infant mortality failures significantly.  

FALSE POSITIVES AND FALSE NEGATIVES 

Any prognostic algorithm should have a zero false positive and false negative rate. The use of 

any prognostic algorithm will only remain useful if it is accurate and reliable. Telemetry 

prognostic algorithms have been used with over 100 satellite and launch vehicle electrical and 

electro-mechanical units. Current accuracy performance of our remaining-usable-life algorithm 

has been 100% accurate.  

With adequate training and experience by prognosticians, the reliability of prognostic technology 

is strongly related to the capture of equipment behavior during all different operating conditions. 

Because there are many sources of data that can be interpreted as failure behavior, the more data 

available from each environmental and operational condition that can be used to identify failure 

behavior, the more reliable the results. Figure 5 illustrates the accuracy of the algorithm for 

predicting usable remaining life and the fixed sampling frequency of the data available for 

analysis. 

 
 

FIGURE 5 RELIABILITY OF TELEMETRY PROGNOSTIC TECHNOLOGY 

REMAINING-USABLE-LIFE ALGORITHM BASED ON FIXED DATA SAMPLING 

FREQUENCY DURATION 
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These false results cannot be completely eliminated, but they can be reduced.  People can 

demand a second opinion.   

CONCLUSION 

Telemetry prognostic algorithms are generic and usable across systems that use telemetry to 

identify equipment status and performance. Prognostic technology provides the capability to 

identify equipment that has failed and is going to fail across any vehicle regardless of design. 

Prognostic technology is the next step in the evolution of diagnostic techniques that can identify 

equipment that failed during launch or in space, while it was still at the vehicle factory. This new 

capability offers to improve the reliability of space vehicles by forcing vehicle builders to adopt 

prognostic technology to eliminate liability. 
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ABSTRACT 

 
Many engineers have tried to detect and correct erroneous data in telemetry communications. The 
best source selector can be used to combine data from two or more bit synchronizers to reduce 
frame error rates. An error-correcting code can be used as well. These techniques are absolutely 
helpful to obtain reliable telemetry data. However, some errors still remain and must be removed. 
This paper introduces the way to effectively merge multiple PCM files that are saved in different 
receiving sites, and shows nearly errorless data resulting from merging flight test data using a 
PC-based frame optimizer, which is a developed program. 
 

Keywords :  frame optimizer, best PCM frame, post data processing system. 
 

 

INTRODUCTION 
 

For many years, error detection and correction techniques have been employed in various 
communication systems, including telemetry units. Efforts to correct errors have been increasing 
as basic service for customers. Nowadays, customers take it for granted that the 
telecommunication systems include error reduction components. Most telecommunication 
environments are subject to channel noise: errors may occur during transmission from a 
transmitter to a receiver. Therefore, a lot of error-control methods for data transmission exist.  
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Among these techniques, forward error correction (FEC) codes are the most used techniques and 
have been used to improve link reliability in the telemetry field [1][2]. 
  
Automatic repeat request (ARQ) techniques are also used, and have played a key role in the 
development of error-control in many areas. However, in telemetry applications, FEC codes are 
used for error correction because of their one-way communication environments. 
 
Along with these error-control techniques, using spatial diversity is another error reduction 
technique. For example, the best source selector can obtain a reliable bit stream because it 
produces a high fidelity output made up of the best combination of bits from multiple sources 
[3][4][5][6]. 
 
Many telemetry engineers use an error-correction code during encoding and select the best source 
selector, hoping to reduce errors. However, these methods do not satisfy their expectations every 
time. Thus, another method complementary to the abovementioned techniques must be found. 
 
Most telemetry ground stations store a large amount of bits coming from multiple receivers 
located in different places. These bits can be used as very good resources for post error correction 
processing in a multiple-receiver configuration. In order to make a file by using bits, general 
information related to the bits is needed. This general information includes bit rate, word size, 
and file name, and the bits make a PCM file. The PCM file contains a lot of frames and a frame 
will be a unit of error correction processing. 
 
In this paper, we propose a frame optimization method using multiple PCM files. This method 
has been designed and implemented using a sort-merge algorithm. To prove the effectiveness of 
this method, a PC-based frame optimizer, which is an application program, has been developed, 
and therefore can be commonly used on a desktop PC.  
 
 

PC-BASED FRAME OPTIMIZER 
 
In this section, we introduce a simple and plain proposal to solve the problem noted in the 
previous section. A PC-based frame optimizer is a frame-based error correction solution. The 
ultimate goal of this proposal is to choose an optimal frame among all candidates that are 
measured at the same time in different places, and to reconstruct the best PCM frame array using 
a sort-merge algorithm without any complex mathematical calculations. 
 
For an optimal frame to be chosen, all frames in a PCM file must be extracted from the bit stream 
using sync codes in advance. Also, the frames have to be stored in a frame array for comparison 
with another array. All frames consist of a number of words. A word indicates a value, usually 
expressed in numbers, and obtained using a measurement sensor. 
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The basic problem of applying a sort-merge algorithm to a PC-based frame optimizer is to find a 
unique frame identifier that can consist of more than one word. Some words in a frame are 
usually used for time data. Each time data can be derived from a global positioning system (GPS) 
or can be increased by a minor frame counter. The frame counter will help to identify the frames 
in a PCM file. For this reason, the frame counter plays an important role in making an optimal 
frame array. Let Cframe be an n-bit counter[5]. The range of Cframe is expressed as follows.   
 

C  ∈  [0, 2 − 1]                           (1) 
 
If three fixed-length (n-bit) words in a frame are used for the frame counter, the number will 
increase to 2 × − 1. Thus, the maximum measurement time can be calculated as follows.  
 

T =
×

 (sec)                           (2) 

 
where Tmax is the maximum time of the frame counter and Rframe is the frame rate (frame per 
second). Thus the counter repeats every Tmax seconds. To prevent the counter from wrapping to 
zero when it overflows, sufficient words have to be assigned into a frame for it. 
 
After making the frame array from a PCM file, a PC-based frame optimizer checks if the array is 
sorted by the frame counter properly. Because erroneous frames can increase the problem of 
frame duplication, all erroneous frames have to be removed and replaced by Null frames before 
the PC-based frame optimizer finds the optimal frame in multiple frame arrays. A null frame 
means that all words in the frame are filled with a specific value, except for the synchronization 
code and frame counter. The frame counter in the null frames must add one to the previous frame 
counter. Once a normal frame array is completed, a PC-based frame optimizer makes a frame 
array from another PCM file, and starts to create the best PCM file using these two frame arrays.  
 
The task to sort the target frames is the most expensive part of performing this frame 
optimization. Fortunately, a PC-based frame optimizer does not require an additional sort 
operation because the frames containing a PCM file are pre-ordered. The frame optimizer has 
only to eliminate erroneous frames. If the sorted frame arrays are created, the next step is to 
merge them by choosing the optimal frame. The merge function has two input frame arrays. First 
of all, the function gets the frame counters from the input parameters and compares them. If there 
is one frame with the same counter, the frame will be chosen without any comparison task. If 
there are two frames with the same counter, the function will compare them and choose the 
optimal one. The best PCM file is created by the chosen frames. The sort-merge algorithm is 
shown in Figure 1. 
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Figure 1. The sort-merge algorithm. 

 
Let us say that we have 3 PCM files and the first frame array has 7 items, the second frame array 
has 7 items, and the third frame array has 4 items, and we create a best PCM file with these items. 
A PC-based frame optimizer tries to choose the optimal frame among the candidates with the 
same frame counter in 3 different frame arrays, as show in Figure 2. 

 

 
Figure 2. The method of optimal frame selection. 

 
The first frame array contains 4 normal frames and 3 null frames between t1 and t7. The second 
frame array contains 3 normal frames and 4 null frames between t2 and t3. Finally, the third 
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frame array contains 2 normal frames and 2 null frames between t3 and t6. A normal frame means 
one of the candidates for the optimal frame at a particular moment. The start and end times of all 
frame arrays are slightly different. However, the best PCM file has all the frames between the 
earliest start time (t1) and latest finish time (t8) across all frame arrays. All items of the sorted 
frame array are compared to each other via a frame counter.  
 
The frame comparison task does not use all the frame arrays at a time. If 3 frame arrays are 
extracted from 3 PCM files, a better PCM frame array will be created from two frame arrays. The 
better PCM frame array will be then compared to the third. As a result, two comparison and 
merging tasks are needed to make the best PCM frame array. This array will be the source to 
make an output PCM file that we wish to be error free. The frame comparison and merging 
process are shown in Figure 3. 
 

 
 
 

 
To select the best frame, a very simple function is used. In figure 3, the right side code shows the 
function to select the optimal one from two input frames. First of all, each frame must be checked 
to determine whether the frame is normal. If the first input frame is normal, the function returns 
the first input frame without checking the second input frame. And if two input frames have an 
error, the function returns the first input frame as well. A checksum, CRC or constant matrix can 
be used for determining whether the frame is normal. This comparison task continues to the end 
of the latest frame across all the frame arrays.  

Figure 3. The frame comparison and merging process. 
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PERFORMANCES 
 

To show the performance of the PC-based frame optimizer, two PCM files stored at different 
ground stations, and one PCM file stored by the best source selector are used. The configuration 
of two ground stations and the best source selector is shown in Figure 4.  
 

 
Figure 4. The two ground stations and the best source selector. 

 
We usually operate multiple receiving sites for flight tests. Once a test is completed, multiple 
PCM files are created. Also the best source selector is used to obtain more reliable data. Errors 
caused by noise or other impairments may occur in different time slots during transmission from 
the transmitter to the receiver. For this reason, these files are complementary to each other. If a 
frame has an error, 1 is plotted on the y axis. If not, 0 is plotted on the same axis. The frame 
counter is plotted on the x axis. The frame errors are drawn in many different forms. The frame 
errors that occur in the 1st ground station are shown in Figure 5.  
 

 
Figure 5. The frame errors that occur in the 1st ground station. 
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The total frame length of the 1st ground station is 382,776, and the number of frame errors of the 
1st ground station is 9,983. As a result, the frame error rate of the 1st ground station is about 0.026. 
The 1st ground station’s frame errors mostly occur when the signal-to-noise ratio drops below 20 
dB. A weak section of signal-to-noise ratio is when frame counter is between 0.8 × 10  and 
1. 5 × 10 , or between 3. 3 × 10  and 3. 8 × 10 .  
 

 
Figure 6. The frame errors that occur in the 2nd ground station. 

 

Frame errors that occurred in the 2nd ground station are shown in Figure 6. The total frame length 
of the 2nd ground station is 382,776, and the number of frame errors of the 2nd ground station is 
1,494. As a result, the frame error rate of the 2nd ground station is about 0.0039. This figure is 
lower than the frame error rate of the 1st ground station. The 2nd ground station’s frame errors 
mostly occur when the signal-to-noise ratio drops below 20 dB as in the 1st ground station. A 
weak section of signal-to-noise ratio occurs when the frame counter is between 1. 3 × 10  and 
1. 4 × 10 , or between 3. 5 × 10  and 3. 7 × 10 . Frame errors in the best source selector’s 
frame array are shown in Figure 7.   
 

 
Figure 7. The errors in best source selector’s frame array. 

 
The total frame length of the best source selector is 382,776, and the number of frame errors of 
best source selector is 2,558. As a result, the frame error rate of the best source selector is about 
0.0066. This figure is higher than the frame error rate of the 2nd ground station. Unfortunately, the 
result does not meet our expectations. Finally, errors in the optimal frame array are shown in 
Figure 8.  
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Figure 8.  The errors in the optimal frame array. 

 
The total frame length of the best source selector is 382,776, and the number of frame errors in 
the optimal frame array is 184. As a result, the frame error rate of the optimal frame array is about 
0.0004.  
 

Site Total Frame Error Frame Error Rate 

The 1st ground station  

382776 

9983 0.0260 

The 2nd ground station 1494 0.0039 

Best Source Selector 2558 0.0066 

PC-based frame optimizer* 184*  0.0004* 

Table 1. The performance of a PC-based frame optimizer 
 
Table 1 shows the performance of the PC-based frame optimizer. As can be seen in Table 1, the 
error rate is drastically reduced. This is a remarkable result. In addition, it does not influence the 
complexity of the system, and it is not difficult to design and implement a PC-based frame 
optimizer at low cost. 
 

 

CONCLUSIONS 

 
In this paper, a PC-based frame optimization method using a sort-merge algorithm has been 
introduced and its validity has been verified. As a result, the method can provide more reliable 
telemetry data to test and analysis engineers. In a flight test, a simple bit error or frame error can 
be detected and corrected by a parity check or error-correcting code. However, if burst errors 
occur by accident, it is not easy to recover the original data. A PC-based frame optimizer can help 
to correct consecutive corrupted frames without requiring any additional equipment. The design 
of the application is simple and easy enough for anyone to understand. If burst errors occur in 
different time slots, the PC-based frame optimizer will provide more satisfying results. 
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ABSTRACT 

 

The higher bandwidth capacities available with the adoption of Ethernet technology for 

networked FTI data acquisition systems enable more data to be acquired. However, this puts 

increased demands on the network recorder to be able to support such data rates. During any 

given flight, the network recorder may log hundreds of GigaBytes of data, which must be 

processed and analyzed in real-time or in post-flight. This paper describes several approaches 

that may be adopted to facilitate data-on-demand data mining and data reduction operations. 

In particular, the use of filtering and indexing techniques that may be adopted to address this 

challenge are described.  
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1. INTRODUCTION 

At the heart of many networked Flight Test Instrumentation (FTI) systems is the Network 

Recorder. The high data rates up to Gigabit speeds achievable in networked FTI systems put 

increased demands on the Network Recorder to support ever faster read and write rates.  

However, thanks to the developments in CompactFlash and SATA technologies, such 

recording rates are achievable. The primary challenge is to ensure that the recorder is 

designed to overcome any bottlenecks writing to and reading from the memory media whilst 

also optimizing memory capacity usage and minimizing data loss on power outages.  

 

The key to the performance and success of the Network Recorder to meet high data rate 

recording speeds, particularly for Gigabit environments, is the format in which the data is 

recorded. Utilizing a simple lightweight network-centric recording file format, such as Packet 

CAPture (PCAP) [1], vastly reduces the per-packet processing overhead so as to enable fast 

writing to the recording media. For given applications there may be multiple recorders 

dedicated to recording certain subsets of data, for example, there may be a dedicated video 

recorder recording only video, dedicated PCM over IP (PCMoIP) recorder, and another 

recorder used for all other data. To allow for this requirement the recorder uses filters to 

enable the user to configure and control what is recorded.  

 

Although recording is the primary function of the Network Recorder, it is also necessary to 

design the recorder for fast retrieval of the data from the media supporting read-after and 

read-while write functionality particularly as FTI networks move towards higher data rates 

and the SATA Solid State Disks (SSDs) support ever increasing recording capacities. Given 
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that the recorder may have Terabytes of data recorded over months of testing, the challenge of 

data mining from the recorder is not trivial.  

 

This paper describes some of the approaches that may be adopted to address this challenge. 

First, there is the data mining requesting protocols that are used to allow the user to specify 

their read-after or read-while write data mining requirements. Once the recorder has parsed 

the data mining request, the recorder must then retrieve the data in question. One solution is to 

use indexing techniques to provide fast internal memory address pointers to key locations, 

events, and times on the recording media.  

2. NETWORK RECORDING OVERVIEW 

The network recorder is an integral component in the network data acquisition system. In 

general, the network recorder serves to record all the acquired data while only a subset of that 

data is relayed to the ground over an RF link for real-time analysis and display as shown in 

Figure 1.  

 

Figure 1: Typical Network Recording Architecture 

 

The features of a FTI Network Recorder include:  

 Support Fast Ethernet and Gigabit Ethernet speeds 

 Support high storage capacities to the order of hundreds of GigaBytes particularly for 

Gigabit links where high capacity storage media is a necessity. 

 Fast write rates to the storage media where incoming Ethernet frames are written to a 

Compact Flash (CF) card or SATA SSD with a standardized FAT32 file system.  

 The recording media should be pre-formatted to eliminate the need to dynamically 

maintain FAT tables minimizing the effects of loss during brownouts.  
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 Be synchronized using either GPS, IEEE 1588 PTP or IRIG-B since packets may be 

transmitted asynchronously and may experience variable delays in the network, it is 

necessary to timestamp the arrival or capture time of the packet in order to facilitate 

playback of the packet stream.  

 Control what is recorded either through I/O signals, multicast Internet Group Management 

Protocol (IGMP) subscription or data filtering.  

 Support a low processing overhead and a network centric file format.  

 Use standard protocols and methods to perform read-while-write and milking of the data 

from the recorder.  

It is this latter point that is the topic of this paper. Network recorders can record large amounts 

of data. However, this opens a new challenge for the FTI engineers in terms of being able to 

perform data reduction and data mining. For clarity throughout the remainder of this paper the 

term dataset of interest is used to denote a packet stream(s) or iNET TmNS Message 

Definition ID payload(s) for a given time window or event window as requested by the user 

from the user during data reduction and data mining activities. 

3. DATA REDUCTION AND FILTERING 

Due to the high bandwidth links offered by Ethernet technology, TeraBytes of data may be 

recorded. The challenge now is for the FTI engineer is to be able to quickly access the data of 

interest for analysis. A simple solution to this is to use dedicated recorders that are designated 

only to record the data set of interest, for example having a dedicated video recorder, a 

dedicated hi-speed critical data recorder and so on. Typically the acquired data from the 

networked DAUs is transmitted as multicast and as such the recorder may “see” all the data in 

the network but needs a mechanism to be able filter the incoming data for the datasets of 

interest that need to be recorded. Another solution is to allow the recorder to parallelize the 

recording in real-time by filtering and classifying the incoming data, then directing it to the 

appropriate memory media or memory partition.  

3.1. DEDICATED RECORDING 

In general, the primary goal of the network recorder is to record only the data transmitted by 

the DAU’s. However, there are many protocols in operation within a networked FTI system 

many of which do not need to be recorded. For example, routing protocols (STP, RSTP), time 

synchronization protocols (PTP), multicast subscription protocols (IGMP), and core protocols 

(ARP, ICMP, SNMP) to name but a few. There are two mechanisms by which filtering may 

be performed, through the use of the multicast IGMP, or through the use of the SNMP Bridge 

MIB filter.  

IGMP is a network protocol that allows the end-nodes to signal their interest in certain 

multicast streams to the core network. The switches in the core network dynamically maintain 

and learn multicast subscriptions by periodically polling end nodes as shown in Figure 2. 

When the IGMP switch receives a multicast packet, it references its multicast subscription 

table to identify which of the connected network end nodes have subscribed to receive a copy 

of this multicast packet, the IGMP switch then forwards a copy of this multicast to only those 

devices that have subscribed to receive it. The network recorder can respond to IGMP polls 

issued by the IGMP switch to indicate its multicast status. This allows the recorder to 

promiscuously record the incoming Ethernet data streams having off-loaded the task of data 

reduction and data filtering to the switch through the exploit of IGMP multicast subscription. 
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The downside of this approach is that it is restricted to multicast traffic, the IGMP 

subscription is dynamically maintained and polling intervals may be of the order of seconds. 

This means that the recorder may not receive the multicast stream until it has responded to an 

IGMP subscription poll request from an IGMP switch. Should there be any power outages in 

the network, the IGMP multicast subscription tables may need to be re-established which in 

turn exacerbates the potential data loss and recording latencies. It should be noted that the 

network recorder may be synchronized using the multicast protocol IEEE 1588 PTP. Since it 

has subscribed to the PTP multicast group, if the recorder promiscuously records its multicast 

subscription, the PTP traffic will be recorded unless there is an additional filtering mechanism 

to not write the received multicast data to the media.  

A simpler, more reliable, and efficient mechanism of data reduction is to perform this filtering 

in the recorder itself. The recorder can be configured to filter the incoming data stream by 

specifying the network header fields upon which to filter as shown in Figure 3. This filter can 

be setup and configured [2] using the SNMP dot1dStatic subtree in the Bridge Management 

Information Base (MIB) [3, 4] as defined in RFC4188 ((Request For Comments) or the 

Extended Bridge MIB for bridges with traffic classes, multicast filtering and Virtual LAN 

extensions [5] as defined in RFC4363. Typical network header fields that are used to filter 

include: Source/Destination MAC address; Source/Destination IP address; IENA key or iNET 

Message Definition Identifier (MDID). If the Ethernet frame meets and passes the filter 

criteria, it is recorded to the memory media, else it is discarded. The advantages of this 

approach is that  

 It is independent of the network and IGMP support throughout the network infrastructure  

 

Figure 2: Network-oriented Data Reduction 

 

Figure 3: Network-independent Data Reduction 
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 It is not restricted to multicast; the filter can be applied to any unicast, broadcast, protocol 

etc.  

 There is finer granularity of data filtering possible to the IENA key [6] or iNET MDID 

level [7]  

 The filter can be reconfigured “on-the-fly” using the SNMP Bridge MIB  

 The data reduction filter is live on power-up  

 

3.2. PARALLEL RECORDING  

In a similar vein to having dedicated recorders for specific datasets of interest, the recorder 

may support parallel recording utilizing a classification and filtering function. During the 

memory pre-formatting process the memory is partitioned to accommodate different datasets 

that correspond to the classifiers configuration. For example, consider a simple classifier with 

two classes of datasets of interest defined: high volume video data and the other to low 

volume data. The memory media is appropriately partitioned with two partitions one allocated 

and pre-formatting for its corresponding dataset. As the incoming Ethernet streams are 

received, they are parsed by the classifier-filter function, which directs the incoming data to 

the appropriate memory partition where they are recorded. This approach allows fast seeking 

to the dataset of interest particularly if there are few classifications. However, the process of 

parsing and classification of each incoming Ethernet frame is an additional processing 

overhead.  

4. DATA-ON-DEMAND 

Data-on-demand is the facility whereby an engineer can connect to the on-board recorder and 

request a specific dataset of interest to be retrieved from the recorder and played back. Data-

on-demand can occur post-recording or while-recording. For example, post-recording data-

on-demand is suited to mission debrief type scenarios whereby the subsets or all the data is 

played back from the recorder. While-recording data-on-demand is suited to scenarios where 

during the flight the data is lost over the RF link and needs to be retrieved for analysis, for 

example. To support these scenarios data-on-demand needs to be able to satisfy requests for a 

particular dataset of interest, for a given event window or time-window. Neither the data 

reduction or filtering solutions provide a means to locate the dataset of interest for a given 

event window or time window. The user must trawl through the filtered or partitioned 

recorded dataset which is time consuming and processor intensive.  

The Real Time Streaming Protocol (RTSP) is an application layer network control protocol 

designed to control interaction with streaming data servers and recorders [8]. The protocol is 

used for establishing and controlling playback and real-time streaming sessions between the 

recorder and a client. Clients of the RTSP server issues VCR-like commands, such as PLAY 

and PAUSE, to facilitate real-time control of playback of either live streams, pre-recorded 

streams or pre-recorded files from the server. The transmission of streaming data itself is not 

part of the RTSP protocol. The RTSP server merely is the component, which receives and 

parses the data-on-demand requests and communicates these to the recorder data-mining 

component. The data-mining component is responsible for locating the dataset of interest in 

the memory media, retrieving the data and returning it back to the user. The next section 

discusses the challenges associated with data mining and possible approaches to support it.  

4.1. DATA MINING  
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The challenge of data mining is to quickly locate the datasets of interest. Indexing is typically 

used to facilitate and speed up the location of the dataset of interest since searching through 

the index is faster than trawling through the raw recorded data – assuming the index is 

compact and efficient. The Indexer can be used in two ways. First, the FTI engineer may use 

the index directly in order to locate and retrieve a dataset of interest on the media for 

processing and analysis. Second, the FTI engineer issues a data on demand RTSP playback 

request and the index is used by the data-mining component to locate and retrieve the 

requested dataset. The support of an automatically generated and maintained index file is a 

secondary design goal to the reliable recording of the incoming data. The Indexer should be 

designed such that it  

 Must not interfere with recording the incoming data in terms of slowing the ability to 

record data 

 Act as a completely independent process to the FAT32 management and recording 

process 

 Should be independent of and compatible with all application layer packetization 

protocols including iNET TmNS packets and IENA packets  

 Should be interoperable with standard real-time data on demand RTSP and data download 

protocols (File Transfer Protocol and the Trivial File Transfer Protocol)  

 Should satisfy not only data-on-demand requests but also be in a format that can be used 

by the FTI engineer directly for the purposes of processing and analysis on the recorded 

data 

 Should allow for wraparound recording  

4.2. INDEXING 

The key component to meet this challenge is an Indexer that allows for high resolution 

seeking to specific datasets of interest on the memory media. However the Indexer should 

have minimal processing, be compact and efficient in order to facilitate high resolution, fast 

seeking to the dataset of interest, that is, to a specific file, specific time window, or specific 

event window. Reliability and performance are paramount and it is important to re-iterate that 

the support for data-on-demand should never interrupt or negatively affect the recorders 

ability to record the incoming data. Three indices have been identified to facilitate data 

mining by file, event window, and time-window based searching.  

4.2.1. FILE AND EVENT INDICES 

If the memory media is pre-formatted whereby a fixed number of empty space files are 

created in advance, the file index can be created in advance since the memory address of the 

start of each file is known, during recording the only thing that need to be updated are the 

associated file opening/closing timestamps. In this context, files have a fixed size but may 

contain an arbitrary timed duration of data as there the incoming data rate maybe variable i.e. 

slow/fast. The benefit of a file index for pre-formatted memory media is that since the number 

of files is pre-allocated, therefore the number of file index entries is also fixed which aids 

memory management and minimizes the processing required by the Indexer. Moreover, the 

file index is easier to manage when recording in wraparound mode. However, a file index 

only provides the granularity of seeking to a given file, there still remains the goal of being 

able to seek to specific event windows and time windows.  
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Events can be generated at any time during the recording and a single recording file may 

contain multiple events. However the frequency at which events are generated is significantly 

less than the incoming data rates and as such can be confined to small memory space where 

the Event Indexer provides a timestamped memory address pointer to recorded events.  

 

 

4.2.2. TIME-BASED INDEX 

By far the most complex task of compact and efficient indexing is being able to generate a 

Time-based Index. One solution is to use Timed Sequential Files (TSF). In TSF the memory 

is preformatted with a large number of sequential files where each file is allocated enough 

space to store N seconds of data. For example, on a 100BaseTX Ethernet link it can be 

assumed that the maximum amount of space required to store 1second of recording is 

100Mbits. From this it would be known that the file contains 1second of data since it was 

opened. But since the recording may start and stop at arbitrary times, it is not true that files 

are always consecutive in time, therefore an index file would need to be updated indicating 

the opening/start time of the file of each file used.  The advantage of this approach is that it is 

compatible with memory pre-formatting schemes, wraparound recording, and is deterministic. 

However, such an approach can be potentially wasteful in terms of memory management. 

Since if there is a low amount of traffic on the network and each file can hold up to 1second 

of data. For example, given an incoming data recording rate of 50Mbps for which and each 

file can store 1second of data (assuming a 100BaseTX Ethernet link), there is 50% unused 

space allocated per file. As the memory capacity increases, the number of files that would be 

held on the media increases dramatically and increases the workload on the FAT32 manager 

to frequently open and close files and update the corresponding file entry start time in the TSF 

Index. A 1TByte capacity SATA SSD could have ~8x10^4 files (for 100BaseTX where each 

file holds 100Mbits of data) or ~8x10^3 files (for 1000BaseT where each file holds 

1000Mbits OR Gigabits of data). A corollary of having a large number of files is that the TSF 

index would also be large to hold the start time of each file opened during the recording. The 

larger the TSF Index, the longer it takes to search the TSF Index to satisfy an incoming time 

window based data-on-demand request. As before, the duration of the recording files directly 

affects the resolution of the indexing and seeking, that is if each file contains a maximum of 

1second of data, the best resolution that the seeking is to within 1second of the requested time 

window. Finally, in post-analysis, often the recorded data files need to be merged, processed, 

and archived. Post-processing many small files may prove time consuming outweighing the 

utility of the TSF approach.  

A variation on the time-based approach is a space-based approach. Since memory is 

effectively a space that is filled, timestamped address pointers can be generated every N 

Kilobytes. Since the size of the memory is fixed, address markers can be generated in advance 

and updated only with an associated time. Moreover, this approach is compatible with 

wraparound recording.  

5. CONCLUSIONS 

 

Ethernet technology offers many benefits to the FTI community including open standards-

based technologies, greater vendor inter-operability, system design flexibility and simplicity. 

One of the primary advantages of Ethernet technology is that more data can be acquired and 

carried over the FTI network. Typically, the network recorder logs all data that is acquired in 
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the networked data acquisition system whilst a subset of the data identified as mission critical 

data is transmitted over a PCM RF link to the ground for real-time analysis. However, the 

increased acquisition data rates pose fresh challenges for the network recorder. Not only must 

the data recorder be able to log/write to memory at increased rates but they must also have 

sufficient memory capacity to store the incoming data.  Using state of the art technologies 

network recorders are capable of logging hundreds of GigaBytes of data. But the challenge 

now is to process and analyze the logged data. This paper describes several approaches that 

can be employed to satisfy data-on-demand requests. Of the techniques discussed include 

real-time data reduction for quick access by exploiting the Internet Group Management 

Protocol (IGMP) multicast subscription mechanism or data filtering within the recorder. Often 

data-mining operations involve the extraction and filtering of specific data streams for a 

specified event window or time window. To support this operation, an index file is required. 

This paper discusses the issues and requirements of a high-resolution compact and efficient 

indexing mechanism.  
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ABSTRACT 
 
The Western Aeronautical Test Range (WATR) staff at the NASA Dryden Flight Research 
Center is developing a translation software called Chapter 10 Tools in response to challenges 
posed by post-flight processing data files originating from various on-board digital recorders that 
follow the Range Commanders Council Inter-Range Instrumentation Group (IRIG) 106 Chapter 
10 Digital Recording Standard but use differing interpretations of the Standard. The software 
will read the date files regardless of the vendor implementation of the source recorder, displaying 
data, identifying and correcting errors, and producing a data file that can be successfully 
processed post-flight. 
 
 
Keywords: Range Commanders Council, Inter-Range Instrumentation Group (IRIG) 106 
Chapter 10 Digital Recording Standard, software tool, Telemetry Attributes Transfer Standard 
(TMATS), pulse code modulation (PCM) 
 
 

INTRODUCTION 
 
The National Aeronautics and Space Administration (NASA) Dryden Flight Research Center 
(DFRC) (Edwards, California) Western Aeronautical Test Range (WATR) supports concurrent 
flight-testing across multiple flight research projects. As part of the DFRC flight research 
environment, flight data is converted to a DFRC standard processed data format called CMP4, 
which is a compressed-file format containing descriptive information about the contents of the 
file. Converting data files that are produced following the Range Commanders Council 
Inter-Range Instrumentation Group (IRIG) 106 Chapter 10 Digital Recording Standard, or 
“Chapter 10” data files, requires the use of commercially-available software to read the files. 
In-house-developed software is then used to convert the raw data output from the Chapter 10 
reader software to engineering units processed data in the DFRC CMP4 file format. These CMP4 
files are then transferred to a central storage system and are available to flight researchers across 
the DFRC campus. 
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THE WESTERN AERONAUTICAL TEST RANGE  
CHAPTER 10 RECORDER EXPERIENCE 

 
The WATR began to see the use of airborne Chapter 10 recorders approximately four years ago. 
The implicit assumption made by the purchasers when they selected these recorders was that all 
Chapter 10 recorders would produce a Chapter 10 file compatible with those produced by any 
other Chapter 10 recorder.  In fact, many Chapter 10 recorder manufacturers were promoting this 
idea. 
 
Numerous problems, however, were encountered while attempting to read and process the 
various Chapter 10 data files.  Occasionally, the software used to read the files would indicate an 
error but would not indicate what type of error had occurred. The WATR used 
commercially-available Chapter 10 validation software in an attempt to identify possible 
problems with the files, but the software application would not always identify a problem. 
Sometimes, the validation software would not identify all Chapter 10 problems within a file, and 
at other times it was difficult to determine the cause of the validation errors. These problems led 
to the realization that the implementation of the Chapter 10 Standard was subject to 
interpretation, and that inconsistencies between vendors, or even between one vendor’s different 
firmware versions of the same recorder, could prevent the accurate processing of Chapter 10 
data. 
 
An examination of the Chapter 10 files was performed, comparing them to the Chapter 9 
Telemetry Attributes Transfer Standard (TMATS) and the Chapter 10 Standard, in order to 
establish what would be considered actual errors from what would be considered different 
interpretations of the Chapter 10 Standard. Some types of errors were seen consistently across 
multiple manufacturers. Time errors (time jumps, static time, and time reversal) were the most 
common problems identified. Additionally, it appears that most Chapter 10 recorders have 
difficulty meeting the one-second time stamp requirement for writing the time packets to the file.   
 
Some of the errors that were observed in the TMATS section of the Chapter 10 data files 
included attribute values that exceeded the maximum limit, the inclusion of random characters, 
slight variations in the naming of attributes, and invalid attribute values.  It was also concluded 
that although the validation software extracted some information from the TMATS section, it 
does not appear to perform validation on any of it. 
 
 

THE NEED FOR A SOLUTION 
 
Initially, files that could not be processed were returned to the originating project team with the 
encountered errors identified. The team, however, had no method of resolving these problems 
and subsequently sent the files back to the WATR. The WATR staff then manually edited some 
of these files to repair problems, but determined that this method was not a viable long-term 
solution due to the size of the files and the complexity of re-computing the Chapter 10 header 
structures and checksums. A significant amount of time was spent trying to distinguish between 
actual errors and what were merely differences in implementing the Chapter 10 Standard, but no 
clear answers could be found.  It seemed reasonable to believe that the proliferation of Chapter 
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10 recorders would continue and that it would be necessary to find a more reasonable solution to 
support our customers. A software tool was needed that could take any Chapter 10 file and 
convert it to a Chapter 10 file that could successfully be processed by the WATR post-flight data 
processing systems.   
 
Based on discussions with the user community to promote cooperation between vendors and 
development of software for analyzing data from a Chapter 10 recorder, it was concluded that 
there was currently no tool available to meet the needs of the WATR staff.  After considering 
many of the potential solutions available, it was decided that an in-house development would be 
the most cost-effective long-term approach. 
 
The Chapter 10 Tools is a multipurpose software application written in Visual C# using Visual 
Studio 2008 (both of Microsoft Corporation, Redmond, Washington). The application will 
provide the user with the ability to validate the Chapter 10 file, edit its contents, and 
automatically correct errors whenever possible. A packet viewer allows visibility into the packets 
data, and a TMATS editor is also available to modify and add details to the TMATS file.   
 
 

APPLICATION ARCHITECTURE 
 
A modular software design with a plug-in architecture was chosen as the most effective approach 
because of the anticipated developer resource constraints and Chapter 10 specification revisions. 
This approach eliminates the need to develop the full functionality of the application from the 
outset; it also allows for an incremental approach in meeting current and future requirements. 
The plug-in architecture was used for the parts of the application referred to as the Data Type 
Modules.  The Data Type Modules detect and correct errors in Chapter 10 data packets.  The 
data types supported by the Chapter 10 Standard include Time, Pulse Code Modulation (PCM), 
MIL-STD-1553 bus, ARINC-429 bus, Video, Ethernet, Analog, Discrete, Computer Generated, 
Message, Image, UART, IEEE 1394 and Parallel. The initial release of the Chapter 10 Tools 
scheduled for Fall 2011 will implement the following data types: Computer Generated, Time, 
and PCM.  Subsequent releases will add MIL-STD-1553, ARINC 429, and Ethernet data types. 
 
The Chapter 10 Tools architecture is segmented into five functional areas: the Chapter 10 
Reader, the TMATS module, the Controller, the Channel Pipelines, and the Chapter 10 Writer.  
The Chapter 10 Tools architecture is shown in Figure 1. 
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Figure 1. The Chapter 10 Tools software architecture. 
 
The Chapter 10 Reader: 

• Reads data from the original Chapter 10 data file 
• Detects and corrects errors in the Chapter 10 packets 
• Strips the Data Type body from the packets and passes them to the Channel Pipelines. 

The TMATS Module: 
• Detects and corrects errors in the TMATS section 
• Provides users the ability to manually correct errors 
• Provides the corrected TMATS information to the Controller. 

The Controller: 
• Receives setup information from the user (channels to be processed, start times, end 

times, type of error correction to be performed, et cetera) 
• Configures the Channel Pipelines 
• Passes information necessary for the correct processing of the data to the Data Type 

modules. 

About the Channel Pipelines: 
• Each data type has its own pipeline 
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• Each pipeline has a packet reader/writer and blocking queues to control the flow of data 
• Each data type module detects and corrects errors. 

The Chapter 10 Writer: 
• Gathers the packet bodies from all of the Channel Pipelines  
• Assembles the data into a valid Chapter 10 packet format before writing out to the new 

Chapter 10 file.	  
 
 

CHAPTER 10 PACKET VIEWER 
 
The Chapter 10 Packet Viewer allows the user to view packet data based on a channel selection.    
The Packet Viewer Graphical User Interface (GUI) provides two options for data display: raw 
hex format, as shown in Figure 2, or formatted, as shown in Figure 3.   
 

 
Figure 2. An example of the Chapter 10 Tool Packet Viewer Graphical User Interface: 
Raw data. 
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Figure 3. An example of the Chapter 10 Tool Packet Viewer Graphical User Interface: 
Formatted data. 
 
Chapter 10 data files can range in sizes from kilobytes to gigabytes, thus, each packet will be 
viewed or edited individually. This method ensures a more efficient load time for viewing data.  
Indexing a duplicate file will also decrease processing time by avoiding the need to repetitively 
read through the entire file. When the validation of the Chapter 10 data file has been 
accomplished, the user will have the option to automatically correct errors.  The user can jump to 
any specific packet within the Packet Viewer. 
 
 

THE TELEMETRY ATTRIBUTES TRANSFER STANDARD EDITOR 
 
The TMATS editor user interface, shown in Figure 4, is dynamically created at runtime based on 
a metadata dictionary derived from the TMATS eXtensible Markup Language (XML). The 
Chapter 9 Standard was used as a reference in determining the overall layout of the TMATS 
editor. When a Chapter 10 file is selected, a new tab is added to allow the user to edit, add, or 
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create TMATS data. A data tree is created from the metadata dictionary and grouped on the 
“Recorder/Reproducer” or “Transmission” Attributes.  At runtime, the TMATS editing form is 
populated by creating control widgets based on the defined data type for each attribute (for 
example, text, number, selection list, et cetera).  Each control widget is populated with the value 
from the Chapter 10 data file; controls are left blank when no matches are found. This method 
allows the user to add additional TMATS attributes as needed.   
 

 
Figure 4. An example of the Chapter 10 Tool Telemetry Attributes Transfer Standard 
Editor Graphical User Interface. 
 
The difficulties in dealing with raw TMATS attributes are the various interpretations of the 
Chapter 9 Standard and the possibility of typographical errors within the selected TMATS file, 
which can lead to data being inadvertently excluded or an error occurring during the read process 
preventing the TMATS editor from displaying the contents of the file. If such errors are 
discovered, they are recorded in an error log; the user must correct any found errors before 
continuing to load the Chapter 10 file into the TMATS editor. 
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DESIGN EXPERIENCES AND PROBLEMS 
 
Writing software for the Chapter 10 data file specification is relatively straightforward.  Chapter 
10 data structures are easily modeled using C-language structure types, and the little-endian 
nature of the standard is well-suited for Intel-based (Intel Corporation, Santa Clara, California) 
computers running Microsoft Windows (Microsoft Corporation). One challenge was modeling 
the Relative Time Counter; it was discovered to consist of three 16-bit, little-endian words - a 
fact that was not made clear in the Chapter 10 Standard. 
 
The software architecture is written to simultaneously process multiple Chapter 10 channels on 
separate threads. Blocking queues are utilized to allow each channel to be checked for proper 
time alignment and packet order, and transformations can be applied to the data during the 
read/write process. Reading and writing Chapter 10 files is not difficult in and of itself; what is 
difficult is diagnosing and correcting data integrity problems. Data integrity problems can be 
highly domain-specific, thus, the software design allows for data processing plug-ins that can be 
written to address these problems on a case-by-case basis. 
 
 

THE TELEMETRY ATTRIBUTES TRANSFER STANDARD MODULE 
 
Writing software that follows the TMATS Chapter 9 Standard is not straightforward. Reading 
the TMATS information accurately is essential to properly interpreting the Chapter 10 data, 
especially with respect to PCM frame layout. The structure of TMATS data is simply a 
key-value data store, but the TMATS software must understand Group Relationships and the 
hierarchical, tree-like nature of the TMATS standard itself.   
 
Due to the hierarchical nature of TMATS, recursive data structures are used extensively to model 
the TMATS data and give it some shape and context. This process allows the inclusion of 
additional embedded metadata, such as field descriptions, data length constraints and value lists. 
This metadata can be used to make the TMAT editor smarter and to assist the user in editing the 
TMATS information. The fields in the TMATS editor are dynamically generated from this 
metadata, which greatly reduces the development time for creating a user interface. 
 
Since any TMATS attribute can appear anywhere in the Chapter 10 file, hash table indexes are 
used to allow rapid look-up of any attribute by group, group index, and code, ensuring adequate 
performance during reads. There is no guarantee that any given TMATS file has valid data, so a 
text editor is provided that can highlight potential data integrity problems in the TMATS data 
and which allows the user to visually correct these problems before the data are read into the 
main TMATS editor proper. 
 
 

THE PULSE CODE MODULATION DATA TYPE MODULE 
 
The PCM frame structure is defined in the “P Group” of the TMATS data packet. Each frame is 
identified by a frame synchronization (sync) pattern, marking the start of a frame.  The TMATS 
P group identifies the sync bit pattern and the size of each PCM frame, so it is expected to see a 
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new frame sync pattern at the byte location identified by [start of frame] + [frame size].  If this 
does not occur, the current frame is considered invalid or corrupted. The software must then scan 
for the next frame sync pattern in the byte stream and confirm the presence of the next 
subsequent frame sync pattern in order to identify the next valid frame of PCM data. 
 
Valid frames of data are passed through to the module interface where they can be processed by 
a custom module. Data frames can be visualized in an editor display driven by the TMATS 
frame definition; editing of individual bytes or frame values is possible. 
 
 

ETHERNET DATA TYPE MODULE 
 
The Ethernet data type module detects and corrects errors and provides access to the information 
that is contained within each Ethernet packet. The module is planned to provide more 
capabilities specific to Ethernet data packets, such as filtering the data by a particular source or 
destination address. 
 
The Ethernet data type module processes one Chapter 10 packet at a time, checking for errors, 
logging errors as they are found, and then passing the Chapter 10 packet back out of the module 
to the blocking queue.   
 
As part of the ability to identify and isolate problems, or as a means of filtering data, the 
application provides access to the 48-bit destination media access control (MAC) address, the 
48-bit source MAC address, the 16-bit Ethernet type (or length) value, and a 32-bit frame check 
sequence calculated with a CRC. The application examines the Ethernet type field to determine 
if the data represents a Data Link Level protocol type or if it contains the length of the Ethernet 
frame. These structures are written into arrays in the application in order to make it simpler to 
deal with the big-endian byte structure of Ethernet packets and the little-endian structure of 
Chapter 10 file specification. 
 
 

CONCLUSION 
 
While the first release is scheduled for Fall 2011, the development of the Chapter 10 Tools 
application is intended to evolve over time. The first release will include a Packet Viewer and 
support for Telemetry Attributes Transfer Standard and pulse code modulation data types. 
Subsequent releases will incorporate MIL-STD-1553, ARINC-429, and Ethernet data types. The 
intent is to create an easy-to-use application by eventually integrating the error correction 
intelligence into the application itself. Experience with the various Chapter 10 recorders should 
eventually yield patterns indicating how different manufacturers are interpreting the Standard 
and, by reading the name of the manufacturer in the Telemetry Attributes Transfer Standard 
portion of the Chapter 10 file, the application could presumably configure itself to automatically 
set up for specific types of errors and corrections. 
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ABSTRACT 

 

Although the wireless data transmission technologies have evolved significantly, data recording 

devices are still being used because of the limitations of data rates and reliability issues over 

wireless environment in the avionics, military, space etc.  Payload has limitation of weight. In 

addition, storage has limitation of capacity.  So, we need to research about a data recording 

structure within a limited amount of memory.  In this paper, we propose a new data recording 

structure through a condition necessary for efficient use of memory.  The proposed structure has 

an equivalent function as other recording systems.  But, it uses less memory than the other 

equivalent recording structures. 
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Recorder, File System, File Structure, Health Usage Monitoring System (HUMS),  

 

 

INTRODUCTION 

 

Although wireless data transmission technologies have evolved significantly, data recording 

devices are still being used because of the limitations of data rates and reliability issues over 

wireless environment in the avionics, military, space, et cetera.  Air vehicle payload has the 

limitation of weight.  In addition, storage has limitation of capacity.  So, we need to research 

about data recording structure within a limited memory.  In this paper, we propose new data 



2 

 

recording structure through a condition necessary for efficient use of memory.  The proposed 

structure has equivalent function as other recording systems.  But, it uses less memory than the 

other equivalent recording structures. 

 

Today, digital data recorders adopt new technologies such as PCI (Peripheral Component 

Interconnect) Express, SATA (Serial AT Attachment), SSD (Solid State Drives).  These 

embedded innovations include more performance and less cost [1]. 

 

But hardware form factor was unified by several processor vendors.  Now software technologies 

are more important like data processing algorithm, file system, file structure and operating 

systems. 

 

The advantage of commercial file system is compatibility with operating systems of personal 

computers.  These are supplied with a BSP (Board Support Package) and always work with an 

embedded OS (Operating System).  Some systems do not need an OS and may have limited 

memory areas requiring a special file system.  Usually, minimized systems or cost dependent 

systems require a specialized file system. 

 

 

APPLICATION 

 

General purpose recorders follow standards, but other systems need practical concept hardware 

and software, such as HUMS. HUMS consist of DAPU (Data Acquisition and Processing Unit), 

CQAR (Card Quick Access Recorder), and PIP (Pilot Interface Panel).  CQAR receives data 

from DAPU with PCM (Pulse Code Modulation) stream (RS-422 voltage level).  CQAR for 

HUMS require: 

 

- 4~16GB Memory 

- 512kbps PCM input 

 

 

FILE SYSTEM 

 

File system is a way to record, retrieve, manage and organize the file (data) in electrical media 

storage [2].  When a file moves from PC (Personal Computer) to USB (Universal Serial Bus) 

memory, this file is reformatted and stored in the formatted file system in USB memory.  

Formatting the file means, erasing all of the data and reconstructing a new file system.  

Examples of file systems include FAT (File Allocation Table), NTFS (New Technology File 

System), Ext (Extended file system), and UNIX file system.  Figure 1 shows a FAT32 file 

system structure. 
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1st sector of volume 

Environmental values of FAT 

File system.  

▶ 
Boot Record 

  

  

Reserved Area ◀ 
Reserved for next functional 

extension or user specific  

Cluster table data ( linked list )  ▶ 

FAT #1 
  

FAT #2 
  

  

Root Directory ◀ 
Root directory information  

File or Directory data 

(Read or write unit : cluster)  
▶ 

Data Area 

`  

 

Figure 1.  FAT32 File System Structure 

 

A FAT file system consist of 4 basic area: [3] 

 

- Reserved Areas 

- FAT area 

- Root Directory Area (except FAT32) 

- File and Directory Data Area 

 

This file system contains an excessive number of unnecessary information.  Applied in the 

system, one channel input receives the input data is stored contiguously in memory, FAT is not 

required.  Boot record area of the reserved area can be relatively simplified; it is possible to 

remove non-scheduled areas.  The root directory of the data area is not used. 
 

FAT system proposed in the new file system includes: 

  

- File data information: file name, size, create time 

- Input data specification: input format, channel number, transfer speed 

 

File cluster linked list data is not needed in this system, because every data cluster will be 

connected continuously.  

 

By upper requirements, designed file system structure is shown in Figure 2. 
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File system (or structure) 

Information  
▶ File system Info   

  
File Data ◀ 

File data information  

 

File data (Read or write unit : 

cluster ) 

 

▶ 

Data Area 

`  

 

Figure 2.  Designed file system 

 

File system Information contains the file system information for each area and includes a unique 

identity code.  

 

- File system code (Magic number): Unique number for file system Identification 

- Cluster size: unit size of data read/write data 

- File data start address 

- Data area start address 

 

Table 1 File system Information region 

offset  00  01  02  03  04  05  06  07  08  09  10  11  12  13  14  15 

0x0000  Magic Num.  Cluster Size  
File Data start 

address  
Data area start 

address  

 

File Data have detailed information about what each file contains. 

 

- File name 

- File size 

- File start address 

- File creation time 

 

Table 2 File data region 

 

offset 00  01  02  03  04  05  06  07  08  09  10  11  12  13  14  15  

 
Name Extender 

 
Create Time Start Address status File Size 
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File data area size can be adjusted (depending on your purpose).  The input data is stored in the 

data area.  Because it is recorded in memory continuously, this file system doesn’t need linking 

data (or FAT). 

 

 

CONCLUSION 

 

This simple file system requires a separate program for the movement of data.  But it is easier to 

implement than commercial file systems.  Simple software can provide high performance. While 

many developers focus on hardware solutions to improve data recording system performance, 

higher levels of system performance may be achieved with a little more focus on software 

improvements. 
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ABSTRACT 
 

Prognostic technology uses a series of algorithms, combined forms a prognostic-based inference 

engine (PBIE) for the identification of deterministic behavior embedded in completely normal 

appearing telemetry from fully functional equipment. The algorithms used to define normal 

behavior in the PBIE from which deterministic behavior is identified can be adapted to quantify 

normal spacecraft telemetry behavior while in orbit about a moon or planet or during 

interplanetary travel. Time-series analog engineering data (telemetry) from orbiting satellites and 

interplanetary spacecraft are defined by harmonic and non-harmonic influences, which shape it 

behavior. Spectrum analysis can be used to understand and quantify the fundamental behavior of 

spacecraft analog telemetry and relate the behavior’s frequency and phase to its time-series 

behavior through Fourier analysis.  

 

KEY WORDS 

 

Telemetry, test data, prognostic, diagnostic, failure analysis, data analysis, Fourier analysis, 

spectral analysis, spectrum analysis, communications science, telemetry science, signals 

 

INTRODUCTION 

 

Space vehicle dynamic environmental factory acceptance testing does not mimic the 

environment that spacecraft will experience while in space. Factory testing does expose the 

spacecraft to the worse case vibration, acoustic, shock, thermal and vacuum conditions to 

encourage unreliable equipment to fail if the design and manufacturing causes a defect that 

would cause them to fail when exposed to the environment present getting to space and while in 

space. Thus, the expected analog telemetry behavior that will occur at in the environment 

experienced at altitude, inclination and sun angles is not available to be provided over to the 

mission control personnel to determine whether actual analog telemetry behavior is normal after 

launch or whether equipment on-board is experiencing behavior indicative of a failure.  

 

The same tools used by RF and digital signal design engineers for identify signal integrity offers 

new understanding for telemetry behavior from space. Analysis illustrates the harmonic 

properties of telemetry behavior as a function of time, amplitude, frequency and phase. 

Expanding spectral analysis to satellites and spacecraft illustrates their fundamental harmonic 

properties. This information can be used to improve vehicle reliability and define vehicle and 
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ground station telemetry system design performance parameters and reduce risk of catastrophic 

satellite and spacecraft failure. 

 

Spacecraft analog telemetry is reconstructed time-series information whose behavior is 

composed of many influences that are discernable using spectral analysis. Spectral analysis 

which relates time-series data to its frequency and phase components and illustrates the harmonic 

properties of telemetry behavior from spacecraft as a function of time, amplitude, frequency and 

phase and an can define and quantify normal spacecraft behavior for all applications in space. 

Expanding the use of spectral analysis to include the spacecraft reconstructed analog telemetry 

signals from spacecraft identifies all their fundamental harmonic properties so that behavior can 

be understood. To reduce risk of catastrophic spacecraft failure from a surprise equipment 

failure, spectral analysis can be used on the reconstructed analog telemetry signal to identify 

determine unreliable spacecraft equipment operational status and performance as well as 

generate spacecraft telemetry system performance requirements. 

 

 
FIGURE 1 COMPARISON OF AN ORIGINAL ELECTRICAL ANALOG SIGNAL AND 

ITS RECONSTRUCTED ANALOG TELEMETRY BEHAVIOR 

 

Figure 1 illustrates an original analog signal and its reconstituted characteristics accomplished by 

a telemetry system. Today’s long life communications satellites may use up to 5 for 1 

redundancy to meet a 20-year design life.  

 

 
 

FIGURE 2 POWER SPECTRAL DENSITY (PSD) FOR AN RF SIGNAL 
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Satellite and launch vehicle reliability is around 25% infant mortality failure rate. Believing that 

there is no solution to the infant mortality problem for satellites and launch vehicle customers 

use commercial insurance companies to reduce risk of failures causing impact on financial assets 

and income. Spectral analysis is the decomposition of time-series electrical signals into its 

frequency and phase components. Spectral analysis is used in many applications to understand 

the electrical signal properties.  

 

Figure 1 illustrates telemetry as reconstructed time-series analog signal, quantifiable using its 

amplitude, frequency and phase just as other electrical signals can be and the use mathematics 

developed for signal analysis and orbital mechanics. Space engineers remain unaware of the 

intelligence in telemetry signal behavior, usually referred to as systemic noise.  

 
1
Telemetry is a source of information that can be used to increase space vehicle reliability and 

safety. Telemetry has an industry reputation as being expensive, complex, unnecessary, 

unreliable and costly and space system purchasers such as NASA and the Air Force do not 

specify to the space systems builder the number of measurements and accuracy of telemetry so 

space system builders minimize its use. Space system builders consider the customer past request 

when deciding the number and accuracy of telemetry measurements to provide on a space 

system. NASA, INTELSAT and the Air Force ask for more telemetry than usual. First time 

space system customers do not have experience to recognize the need to request adequate 

telemetry and trust the builder to provide an adequate number of measurements who will often 

use only a minimal number to get through factory testing. 

 

Telemetry Science
®
 makes telemetry behavior understandable, reliable, quantifiable and key to 

space program success, and can justify the cost of adding telemetry to all on-board equipment. 

Using RF and digital electrical signal spectral analysis, the normal harmonic influences can be 

understood and leveraged as another tool for engineers to minimize risk of catastrophic 

spacecraft equipment failure.  

VIRTUAL ANALOG ELECTRONIC SIGNAL (VAES) 

Telemetry originating from satellites in space, exhibit sinusoidal/harmonic behavior similar to 

electrical and RF signals. Until now, these properties have been relatively underutilized. 

Engineers responsible for the on-orbit operations and maintenance of spacecraft and satellites use 

telemetry to determine the spacecraft Bus equipment and payload status and operational 

functional performance. Telemetry is often received and recorded and made available in large 

quantities to engineers for evaluation often overwhelming them. Engineers have developed many 

software tools to automate the evaluation of large quantities of satellite telemetry. The most 

common tool to determine the correctness of telemetry behavior is upper and lower limits.  

 

Telemetry in the aerospace industry from satellites and spacecraft is a reconstruction of an 

analog signal. It is not continuous analog data but segmented based on the sampling frequency 

used for each measurement. For satellites in a circular orbit, without external influences, a 

satellite’s earth orbit is a circular or elliptical, however, the Earth’s non-uniformity and 

influences from the sun, all other moons and planets and other influences causes both in-track 
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and out-of-track effects. Starting with a perfect orbit circular shape, and no short or long-term 

influences, the behavior that a typical analog telemetry measurement creates while in orbit is that 

of a sinusoidal signal similar to an electrical signal. This (virtual) analog electrical signal 

(VAES) can be treated as an electrical signal with all the same properties and thus the 

mathematical tools used to quantify and understand electrical signal properties can be shared 

with the behavior from a VAES. 

 

To quantify the behavior of electrical and RF signals, Fourier analysis is used also called 

harmonic analysis. 
2
Harmonic and Fourier analysis yields the decomposition of behavior in 

terms of a sum of sinusoidal and co sinusoidal functions that can be recombined to obtain an 

approximation to the original function. Every analog or digital signal can be written as a 

(infinite) sum of sine and cosine functions of different frequencies; this is the idea of Fourier 

analysis, where trigonometric series are used to solve a variety of boundary-value problems 

using partial differential equations.  

 

 

 
FIGURE 3 HARMONIC FUNCTION 

  

To convert from satellite orbit position to harmonic time series data (telemetry), trigonometric 

functions are used. The sine of a real number, t is given by the y-coordinate (height) of the point 

P in the following diagram, where t is the distance of the arc shown. The sin of a real number t is 

given by the y-coordinate (height) of the point P in the following diagram, in which t is the 

length of the arc shown. Figure 2 illustrates circular or elliptical motion converted to times series 

data. 

 

From the relationship for time and amplitude varying electrical signals, Fourier analysis uses: 

For:  x(t) = Asin(ωt + φ) 

∫x(t) = fω (ω) 

∫fω(ω) = fφ(φ) 

 

Fourier's representation of functions as a superposition of sine’s and cosines has become 

ubiquitous for both the analytic and numerical solution of differential equations and for the 

analysis and treatment of electrical and RF communication signals. Figure 3 represents time 

series and magnitude data, frequency and amplitude components and phase magnitude 

components for an analog measurement. Fourier analysis changes time-series data to frequency 

and phase data when the original behavior can be put into an equation form. Frequency data 

shows when time series-data changes which aids in identifying important values within the 

original time series data. Because orbiting satellites repeat their behavior every orbit, telemetry 

http://en.wikipedia.org/wiki/Fourier_analysis
http://en.wikipedia.org/wiki/Fourier_analysis


5 

 

measurement behavior repeat their behavior every orbit period allowing the use of the same 

principals used in electrical and RF signal analysis.  

For an electrical signal, modulating the amplitude, frequency or phase provides a means of 

adding information. For telemetry behavior, modulating the amplitude of the VAES occurs from 

external harmonic influences such as the changing sun-to-orbit plane angle (β).  For an electrical 

signal, when the carrier is modulated, its amplitude goes above and below its unmodulated 

amplitude. The maximum percentage modulation possible is 100%. Going above this causes 

distortion. Distortion is bad because our electrical equipment technology cannot accurately 

recover information from an intentionally distorted signal. Some electrical and RF signals that 

are intentionally distorted can be recovered by knowing how the originally signal was distorted. 

Figure 4 illustrates modulated and unmodulated electrical signal.  

 

FIGURE 4 AMPLITUDE UNMODULATED PORTION AND MODULATED SIGNAL 

3
Modulation is a process in which a modulator changes some attribute of a higher frequency 

carrier signal proportional to a lower frequency message signal. A change in the message signal 

will produce a corresponding change in the amplitude, frequency or phase of the carrier or a 

change in a combination of these. A signal transmitter can then send this carrier signal through 

the communication medium more efficiently than the message signal alone. Finally, a receiver 

will demodulate the signal, recovering the original message.  

In amplitude modulation (AM), the amplitude of the carrier changes based on the amplitude of 

the message.  

The message signal rides on top of the carrier as the amplitudes of both vary with time. The 

frequency of the carrier, however, is much higher than the frequency of the message. This carrier 

frequency is the center of the 'channel,' or frequency allocation of this signal. Frequency 

allocations vary depending on the medium of transmission. 
4
For broadcast transmissions, where 

signals are sent through the air, the government regulates frequency allocation. If the RF signal is 

transmitted over wire, such as in cable television, there is more freedom in the choice of carrier.  
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FIGURE 5 ANALOG ELECTRONIC MEASUREMENT SINUSOIDAL BEHAVIOR 

AND ITS FREQUENCY AND PHASE SPECTRUM 

BASEBAND, PASS BAND SIGNALS AND AMPLITUDE MODULATION 

 Due to their low frequency content, the information signals have a spectrum such as that in the 

Figure 6 below. There are a low frequency components and the one-sided spectrum is located 

near the zero frequency. 

The hypothetical signal in Figure 6 has four sinusoids are near 0 Hz frequency. The frequency 

range of this signal extends from zero to a maximum frequency of fm. We say that this signal has 

a bandwidth of fm. In the time domain, this 4-frequency component signal may look as shown in 

Figure 6. 

 

FIGURE 6 TIME DOMAIN LOW FREQUENCY STEADY STATE INFORMATION 

SIGNAL WITH PHASE MODULATION 
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1 2 3 Frequency0 4

Bandwidth  

FIGURE 7 THE FREQUENCY SPECTRUM OF FIGURE 5  

 

HARMONIC INFLUENCES OF SATELLITE TELEMETRY 

 

Harmonic influences of satellite VTES include (1): orbit plane drift rate caused by solar, lunar 

and planetary gravity forces changing sun-to-orbit plane angles (β) and (2): the earth’s solar 

constant (ς) which changes  ~5% peak-to-peak per year. 

 
5
The beta (β) angle is the angle between the satellite orbit plane and sun vector. Beta is fixed for 

sun-synchronous orbits and variable for asynchronous orbit planes. Beta can vary from 0
o
, when 

the sun is in the orbit plane and 90
o
 when the orbit plane is orthogonal to the orbit plane.  For low 

earth circular orbits, orbit planes, β changes very quickly.  

 

 

 

 

 

FIGURE 9 FREQUENCY SPECTRUM FOR TELEMETRY 

BEHAVIOR IN FIGURE 7  

Amplitude 

+1/T -1/T 

Frequency (Hz) 

FIGURE 8 PHASE SPECTRUM FOR FIGURE 11 
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NON-HARMONIC INFLUENCES 

 

Non-harmonic influences include the location of the telemetry measurement, either internally to 

equipment or located in an area or region inside or outside the vehicle. Analog measurements in 

different quadrants will behave within well definable phase relationships based on the difference 

in time from exposure to solar input plus or minus a delay. The magnitude of the peak and 

minimum values may also differ. 

 

Another non-harmonic influence on telemetry behavior is the change in spacecraft’s thermal 

blanket absorptivity/emissivity (α). Satellite and spacecraft thermal blanket ability to provide 

insulation and protection changes in a predictable way. Thermal blankets shield the equipment 

from the damaging effects of solar radiation. 
6
Without the protection of earth’s atmosphere, 

spacecraft are exposed to the full energy spectrum of the sun which degrades everything it 

radiates. When the solar radiation is not present, the equipment is exposed to the extreme low 

temperatures of space.  

 

ELLIPTICAL AND CIRCULAR ORBITS 

 

For a satellite in a circular orbit, its speed is constant and its altitude from the earth is fixed. A 

satellite in an elliptical orbit, velocity changes with its position around the orbit and its altitude 

changes symmetrically. In an elliptical orbit, the earth is located at one focus. The satellite’s orbit 

will have a perigee and an apogee. 
7
A satellite in an elliptical orbit exhibits different virtual 

telemetry signal behavior than from a circular orbit. In an elliptical orbit, the velocity is higher 

during perigee than during apogee and the time that a satellite is close to the earth is far shorter 

than the time it is far away from the earth. While a satellite is approaching perigee, its velocity 

increases. When a satellite is moving away from the earth after passing through perigee, its 

velocity slows until it reached apogee and then begins to increase again after it passes apogee 

and is on its way back to perigee.  

 

The virtual telemetry electronic signal for a satellite in an elliptical orbit has a fixed frequency 

and phase but is not symmetric in amplitude. For satellites in elliptical orbits, the earth can be 

much closer at perigee than for circular orbiting satellites and may influence the behavior of 

many measurements. Because of a significant perigee, the unbalanced gravitational forces for an 

FIGURE 10 FIGURE CIRCULAR AND ELLIPTICAL ORBITS SHAPES 
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elliptical orbit during perigee passes can cause its Ω-dot to be very high. With continuously 

varying altitude, higher Ω-dot, the eclipse periods may not be as symmetrical as for circular 

orbits. Their duration of eclipses and their frequency of eclipses are more difficult to envision.  

 

The virtual telemetry electronic signal for an elliptical orbit can be made from the positive 

amplitude sinusoidal function and a negative amplitude sinusoidal function. The point at which 

the virtual telemetry electronic signal is 0-amplitude is equal to the ratio of the semi-minor axis 

to the semi-major axis of the ellipse the orbital period. 

 

INFLUENCES FROM SATELLITE DESIGN PARAMETERS ON VIRTUAL 

TELEMETRY ELECTRONIC SIGNAL BEHAVIOR 
 

Figure 10 illustrates the long term analog telemetry measurement behavior from a measurement 

located inside a satellite with a 12 hour orbit for a 30 day period. Because telemetry behavior 

from satellites is identical in behavior of an analog electrical signal, the analysis used to 

understand the properties of an electrical signal, e.g. modulation, demodulation, S/N, etc. can be 

used. Due to the large amount of telemetry often available for analysis, only the orbital 

minimum, average and maximum values are used for Figure 10. A satellites regular equipment 

duty cycling is observable in changes in VAES behavior frequency and phase analysis and 

includes: 

 

 Equipment thermal heater cycling every 3 hours (9.25 x 10
-5

 Hz) 

 Equipment thermal heater cycling every 4 hours (6.9 x 10
-5

 Hz) 

 Rate gyro cycling weekly (1.65 x 10
-7

 Hz) 

 TT&C subsystem actvation every 6 hours (4.6 x 10
-5

 Hz) 

 Battery reconditioning every 5 months (7.7  x 10
-8

 Hz) 

 Eclipse season operations every 5 months for a 30 day period (6.4 x 10
-8

 Hz) 

 An increase in the frequency to 1/hour for TT&C contacts at 0
o
 sun-to-orbit plane angle 

to determine thermal blanket emmissivity/absorptivity rate change (2.7 x 10
-4

) 

 Minimum sun-to-orbit plane angle every 6 months (6.4 x 10
-8

 Hz) 

 Maximium sun-to-orbit (β) plane angle every 6 months (6.4 x 10
-8

 Hz) 

 

Figure 11 illustrates the frequency spectrum for the harmonic behavior in figure 10.  

 

FIGURE 10 MINIMUM, AVERAGE AND MAXIMUM TELEMETRY VALUES 

FOR THE 4 YEAR LIFE OF GPS SATELLITE IN 12 HOUR ORBIT WITH 2 

ORBITS PER DAY WITHOUT EQUIPMENT CYCLING 

oC 



10 

 

 

CONCLUSION 

 

Fourier analysis and spectral analysis can determine satellite equipment telemetry behavior from 

space increasing the value of telemetry to ensuring satellite safety, availability and mission 

success. Sharing many properties as electrical signals, telemetry behavior from satellites can be 

another tool to quantify satellite and spacecraft equipment integrity. The intelligence added using 

harmonic signals to electrical and RF signals are similar to the harmonic influences that effect 

normal telemetry behavior and can be used to define equipment behavior. This analysis can be 

used by engineers to decrease risk for spacecraft owners and operators. 
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ABSTRACT 

 

Nowadays, with the development of the electronics, a video camera can produce hi-resolution 

and hi-speed images with a very good sensitivity. A typical application is the execution of the Air 

Data System (ADS) Calibration Flight Test Campaign (FTC) using the Tower-Fly-By method, 

where the aircraft reference altitude is computed from video frames. To improve efficiency, 

safety and effectiveness for this FTC, the Flight Test Research Institute (IPEV) developed a near 

real-time video processing application to compute the aircraft altitude from 720i video frames at 

up to 400 fps. This development was executed as Master Science dissertation along with Itajubá 

State University (UNIFEI). Tests results demonstrated satisfactory performance for this tool 

compared to Ground Telemetry System (GTS) and Global Positioning System (GPS). 
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1. INTRODUCTION 
 

 Images frames have been used as primary information source for the Flight Test 

Campaigns (FTC). The gathered data provide both quantitative and qualitative information about 

the test bed real characteristics, including Time, Speed and Positioning Information (TSPI). 

 Nowadays, with the development of the electronics, a video digital camera can produce 

hi-resolution (e.g. 1024i or 720i Format), hi-speed (e.g. up to 1,000 fps) images with a very good 

sensitivity. With the use of digital video, the techniques of image processing become important 

resources that can be used in different areas and applications, being a big area of research. The 

optical tracking systems and the hi-speed camera can be used to develop, certify and integrate 

weapon systems. In addition, applications such as face recognition, detection of obstacles in the 

path of aircraft, Unmanned Aircraft Vehicles (UAV), Geographic Information System (GIS), 
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information security, analysis of road traffic and biomedical applications are benefited by the 

techniques of image processing.  

 Today the capability to perform fast data acquisition, processing and transmitting, it 

becomes an essential tool for quick and accurate decision assessment for critical systems. [1]. 

In Flight Test applications the requirement for Real-Time data acquisition and processing 

lead-us to the development of dedicated airborne Pulse Code Modulation (PCM) Data 

Acquisition Systems (DAS) that outputs massive serial data formats. Merging hi-resolution, hi-

speed video frames into these PCM streams results in higher data rates that are more affected by 

transmission noise. By other hand, real-time video frames produce qualitative information. 

Therefore to extract the required quantitative information (i.e. Measurements) from video frames 

it is required to execute massive data processing applications (e.g. Video tracking). So the 

challenge is the following: To acquire and to extract qualitative information from hi-resolution, 

hi-speed video frames and to merge the resulting information into the PCM stream using the 

lowest possible bit rate. This requirement lead-us to the execution of video processing at the 

airborne segment, then extracted data should be embedded into the Flight Test Instrumentation 

(FTI) dataset. To accomplish that the video processing algorithm should emphasize efficiency to 

match the real-time performance requirements. As case study, for the development of the basic 

tools for this application, it was proposed the development of a hi-speed near real-time 720i 

image processing application, to be used at Air Data System (ADS) Calibration Flight Test 

Campaign (FTC). 

This application was evaluated with flights carried out by 2010 and 2011 Brazilian Flight 

Test Course (CEV) Class Students using either a fully instrumented HELIBRAS H-55 Esquilo 

Helicopter or EMBRAER Xavante XAT-26 Jet Trainer Aircraft. The tests results were 

considered satisfactory as compared with Ground Telemetry System (GTS) and Global 

Positioning System (GPS) data. 

The remainder of the paper is organized as follows. In section 2, the concepts and the 

scenario of the FTC are presented. In section 3, the application developed is presented. Results 

are given in section 4. Finally, this paper is concluded.  

 

2. AIR DATA SYSTEM CALIBRATION OVERVIEW 

 

For an aircraft, the critical and essentials information to ensure the flight safety are 

airspeed and altitude. These measures are derived from the dynamic and static pressures provided 

by the anemometric pitot-static pickups. In ideal conditions, the True Airspeed (Vt) and Altitude 

(Zp) [2] are computed with the Pitot Pressure (pp); The basic static pressure (pb); the impact 

temperature (Ti), the associated positioning errors of the static (∆∆∆∆pb) and pitot (∆∆∆∆pp) pressures 

and the temperature probe recovery factor (K). It should be noted that the determination of 

density ratio (σσσσ))))    requires the knowledge of the static pressure (pa), Ti  and K.  
The determination of ∆∆∆∆pb, ∆∆∆∆pp and K requires the execution of ADS FTC that uses the 

tower-fly-by method [4, 5]. This method (Figure 01) requires the knowledge of the exact aircraft 

reference altitude. 

During the test flights, real-time FTI data are received and processed at the GTS. 

Typically, the GTS is a monitoring station used to improve flight safety issues. But signal noise 

and dropouts, which are inherent characteristics of the Telemetry link, limit its reliability, which 

represents a major technical problem faced by most test ranges. Moreover, post mission data 

reduction analysis requires extra processing time. Consequently, the efficiency of the FTC is not 
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optimum in most cases. Besides, the determination the pressure error model (generally known as 

static-system position error) over the entire flight envelope is complex, time consuming, and 

expensive.  

The exact aircraft reference altitude can be also determined from digital images. So, as 

case study, the Flight Test Research Institute (IPEV) along with the Itajubá State University 

(UNIFEI) developed a pilot application to process 720i video frames at up to 400 fps. This 

system was used for ADS calibration FTC. In addition the usage of hi-resolution, hi-speed 

images frames improves ADS error model accuracy that supports the operational safety for the 

certified aircraft and the capability to operate in near real-time improves the flight safety level for 

FTC. It should be noticed that some tests points (TP) are executed with the aircraft flying at high 

speed and extremely low altitudes. As example it is presented a 470 kts and 27 ft TP executed 

during the CEV 2010 Class (Figure 02). 

 

3. AIR DATA SYSTEM CALIBRATION FLIGHT TEST CAMPAIGN 

 

 The ADS calibration FTC consists of several test points ranging from 1.2 times the 

aircraft stall speed (i.e. Vs) up to its maximum horizontal speed (i.e. Vh). Each test point should 

be executed with stabilized altitude (Zpb) and speed (Vb) as follows [7]: 

ktsVtbV ii 5±≤  eq. 1 

ftZpbi 20±≤∆  eq. 2 

ktsVbi 2±≤∆  eq. 3 

Where: 

• iVb  is the mean basic speed at the i
th

 test point (kts); 

• iVt  is the scheduled basic speed for the i
th

 test point (kts); 

• iZpb∆  is the maximum deviation of the aircraft altitude at the i
th

 test point (ft); 

• iVb∆  is the maximum deviation of the aircraft basic speed at the i
th

 test point (kts); 

 

3.1. SCENARIO OF THE ADS CALIBRATION 

 

This FTC is executed in a restricted area of the Test Site (Figure 3). The site setup 

includes two Reference Points (PR) positioned in known coordinates and horizontally aligned 

with the tarmac centerline. Therefore it is possible to define the TP valid area (ARV). The site 

also has a digital fixed camera that is positioned in known position. 

  
Figure 1. Tower-fly-by method [6]. Figure 2. Example of TP with low altitude. 
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The PRs are static metallic plates of 1.0m
2
 ± 0.04m @ 1σ, located inside the camera field-

of-view. These PRs are used for the determination of the aircraft altitude. In this application, the 

real distance between the PRs is 112.6m ± 0.4m @ 1σ, from which all measurements are 

referenced. 

 The determination of the exact aircraft altitude from image frames requires a flight path 

aligned with the tarmac centerline, inside the camera field of view and inside ARV (Figure 04). 

All TP should be validated in conformance with the previously defined requirements. The 

occurrence of any invalid TP requires re-fly. Therefore, the use of real-time tools for this 

application allows data validation while the aircraft is still flying. This feature improves, flight 

safety and it increases the campaign efficiency avoiding flight repetition, which is expensive. 

 

4. APPLICATION ARCHITECTURE 

 

The development of this application uses a high-speed digital camera, positioned in fixed known 

location. To improve accuracy the lens distortion errors were previously modeled and minimized 

using Heikkilä techniques [8].  

At each TP all data are recorded into the camera's buffer. At the end of the TP recorded 

video is downloaded to the computer through its Universal Serial Bus (USB) interface. Then 

gathered information would be processed by the developed application. At the end of this 

process, the camera's buffer should be cleared for the next TP.  

Due to the site and the FTC particularities, during the flight it is not necessary to detect 

obstacles in the camera field-of-view or clouds that could interfere with the aircraft trajectory 

determination. In addition these test flights are not executed with rain. 

The development of this tool required customized solutions to overcome the following 

main challenges: 

• Light compensation due to fast meteorological conditions changes; 

• Real time image processing to generate the results; and 

• PR position determination that is affected by image resolution. 

A detailed description of used image and data processing algorithms used herein are 

presented in subsequent sections of this Chapter. 

 

4.1. REFERENCE POINT DETECTION 

 

In this application, the PR captured by the camera is just a 6x6 pixels square. For each TP, the 

first image is loaded in the application so the user may indicate the position of the PRs. To do 

this, it is used the following procedure: 

  
Figure 3. Site of the FTC Figure 4. Valid TP with H-55 
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1. An area in the image is selected by the user around the reference point (PR); 

2. The original image is cropped into the selected area; 

3. Around the selected image area is applied image sharpening, contrast adjustment, using 

linear mapping and binarization [9]; 

4. Then, the search for the central point location of the resulting image will be performed. 

The computed location will be used as primary reference point for data processing; and 

5. Once found, the central reference point will be highlighted in the original image; 

otherwise, a new area should be selected by the user (i.e. back to item 1).  

 

4.2. TARMAC CENTRELINE DETECTION 

 

For the tarmac centerline detection, the airport runway location should be detected, so as to 

provide the reference baseline to compute the aircraft altitude. For this particular application, this 

baseline is located 4 pixels below the baseline defined by the central points of the two reference 

points. The airport runway used to carry out this FTC has slight slope that was considered for 

calculating the TSPI (Time, Speed, and Positioning Information). 

 

4.3. AIRCRAFT DETECTION 

 

Considering that the camera is fixed, the background image remains is considered static during 

the entire test point, with minimal illumination changes. Thus, to improve processing speed, the 

first TP image frame is used as a reference Background Image (IB) for the entire TP. Subtracting 

the background image (IB) for each subsequent frame (It(t)) of current TP, the residual image 

(Irt), should probably, reveal the target (i.e. aircraft) and some noises. 

jijiji yxyxyx IBItIrt −=  eq. 4 

The next step is to detect the edges of the resulting frame that corresponds to regions 

where there is a change of intensity in certain spatial area and direction. For this, the method that 

performed best was the Sobel [10]. Figure 5 shows an Irt with its detected edges. 

After this, the pepper noises are removed from Irt by using morphological operators [11]. 

Then, the regions should be sorted in ascending size order. Normally, there will be only one 

region, where the Test Bed is probably located (Figure 6). However, other interfering objects can 

produce more than one region with similar size to the target (e.g. passing truck). In this case, the 

frame is discarded. 

Then, it is used only the perimeter pixels of aircraft inside the located region (Figure 7). 

  
Figure 5. Residue Image with Sobel Method: (a) XAT-26 aircraft; and (b) H-55 Helicopter 
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4.4. TSPI COMPUTING 

 

Now, the requirement is to find a fixed reference point on the aircraft for measuring 

altitude and airspeed. Centroid, Front, Rear and Bottom Edge detection techniques were 

evaluated to find this reference point on the aircraft. 

Then, once found the target reference point, its altitude related to the Tarmac Centerline 

should be computed using Euclidean spatial geometry. 

However, the True Airspeed (
t

V ) should be computed by: 

t

Sk
Vt

∆

∆
=  (m/s) eq. 6 

Where: 

• k  is the image calibration factor, which in this case is 2106.16 −−−−

x  (m/pixel); 

• is the pixel displacement between two consecutive frames (pixels); and 

• t∆  is the frame rate (frames/s). 

The image calibration factor is computed from the real distance between references points 

(i.e. 112.6m±0.4m@1σ) divided by the number of pixels between them.  

 

4.5. TEST POINT VALIDATION 

 

Target altitude and True airspeed are computed at every valid frame and stored. 

Therefore, at the end each TP, the application checks the conformance of these parameters with 

its associated requirements (see Section 3.1) for TP validation or rejection. 

Since the camera is in a fixed position, steps 4.1 and 4.2 are executed automatically on the 

first video frame for each TP. 

The remaining steps (i.e. 4.3 to 4.5) are executed for each sub sequential video frames of 

current TP.  

 

5. APPLICATION EVALUATION 

 

This application was evaluated with a fully instrumented Helibrás H-55 Esquilo 

Helicopter and EMBRAER Xavante XAT-26 Jet Aircraft, during the CEV ADS calibration FTC 

carried out by the 2010 and 2011 class students, respectively. In addition, the application was 

evaluated with several TP (i.e. more than 50) and more than 400.000 frames.  

The application runs at 52 fps ± 2 fps @1σ average. Therefore, the test results are 
produced in Near Real-Time.  

  
Figure 6.  Located region for the XAT-26 

aircraft in the processed image 

Figure 7. Perimeter pixels for the H-55 

helicopter in the processed image. 
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The algorithm for detection of aircraft (see Section 4.3.) mentioned that if there are two 

major regions in the frame, it is discarded. After testing, it was observed that the algorithm 

validated 99,4% of frames. Therefore the frames discard method does not jeopardize the final 

result. 

The algorithm for TSPI computing (see Section 4.4), presented the best results when it 

was used the: 

• Centroid algorithm to compute the helicopter altitude; 

• Rear edge detection mode to compute the helicopter airspeed; and 

• Rear or front edge detection mode to compute aircrafts altitude and airspeed. 

The area of the helicopter in images undergoes changes with the movement of the main 

rotor blades, invalidating the use of the centroid algorithm to compute the airspeed and the front 

edge detection for airspeed and position. The bottom edge detection was not satisfactory due to 

pepper noises close to this region.  

In fixed-wing, the landing gear is used only where the airspeed is close to stall. In this 

case, the bottom edge detection was disregarded. In addition, the centroid method has not 

produced good results.  

For fixed-wing aircraft with propellers on the front of the aircraft, the result should be 

similar to helicopters, in accordance with movements of the helices. Thus, only the rear edge 

detection should be considered for this application. 

In addition, this application considered that the aircraft trajectory is properly aligned with 

the tarmac central axis. With the analysis of DGPS data, it was observed that the pilot cannot 

maintain such alignment. Thus, position adjustments (i.e. depth of the aircraft in the frame) of the 

aircraft were deployed in the TSPI determination algorithm for computing the exact altitude and 

speed in real time. 

The main application was developed under MatLab® environment and tested with 

Intel®Pentium IV Core™ 2 Duo CPU T5800 2.00 GHz notebook, 4 Gb RAM and Microsoft 

Windows 7 Professional.  

The camera used in this evaluation is a high-speed MacroVis V1.7.35. Several tests were 

carried out with different camera configuration. As result it was noticed that higher resolution 

produces clearer aircraft silhouettes (i.e. better defined). In addition, a higher frame rate reduces 

motion blur effect that jeopardizes target detection and measurement accuracy. 

The best optimal configuration for this application was obtained when the camera was configured 

to generate images in grayscale at 400 fps and 720i resolution. 

For every TP frame, it is highlighted the following references (Figures 8 and 9):  

• The location of the aircraft centroid (blue cross); 

• The aircraft reference point location (red cross); 

• The minimal safety altitude (red line); 

• The aircraft computed true airspeed (V) and altitude (H); 

• The ground reference points (green cross); and 

• The tarmac centerline (white dotted line). 
For the TP evaluation, it is noteworthy that the acquired information by GTS, GPS and 

the developed application were properly correlated, since the acquisition rates are, respectively, 

32 fps, 10 fps and 400 fps and these systems are not time synchronized. The figures that have 

GPS information are adjusted taking into account the location of the GPS antenna phase-center 

and the fixed reference point on the aircraft.  
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The computed altitude was considered satisfactory for both H-55 helicopter and XAT-26 

aircraft (Respectively Figure 10 and 11) as compared with the associated true reference values 

which are provided by a Phase Differential GPS. 

Figure 12 shows the computed altitude by the application for the H-55 helicopter as 

compared with the FTI measurements gathered by GTS. Figure 13 compares the XAT-26 aircraft 

altitudes computed by the application; the FTI and by the Phase DGPS. The presented results are 

considered satisfactory. 

Figure 14 shows the associated uncertainty of the computed altitude for the H-55 

helicopter, which is ±0.1331m @1σ. Figure 15 shows the associated uncertainty of the computed 

altitude for the XAT-26 aircraft, which is ±0.090507m @1σ. It also, shows associated 

uncertainty for the GPS, which is ±0.31782m @1σ. It should be noticed that all measures 

computed by the application were inside the GPS uncertainty boundaries.  

  
Figure 8.  TP with H-55 Helicopter  Figure 9.  TP with XAT-26 Aircraft 

 
 

Figure 10. True Reference and Computed 

Altitude by the Application with H-55 

Figure 11. Computed Altitude by the 

Application and Measured Altitude by the GPS 

with XAT-26 

  
Figure 12. Computed Altitude and FTI Measured 

Altitude for H-55 

Figure 13.  Computed Altitude, FTI Measured 

Altitude and Phase DGPS Altitude for XAT-26 
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Due to the pixel resolution (i.e. 16x10-02m) and the camera frame rate (i.e. 400 fps) the 

displacement of a single pixel/frame is equivalent to 230.4 km/h step. Figures 16 and 17 

compares the computed airspeed and FTI speed gathered at GTS for respectively the H-55 

helicopter and XAT-26 aircraft. 

Figure 18 is an extraction of the Figure 17; it shows only speed measurements acquired at 

the FTI. It can be observed that the airspeed deviation is ± 4 km/h. According with the 

requirements of section 3.1, such deviation invalidates the current TP. At most of TPs this 

oscillating behavior was observed for the FTI airspeed (Figure 18) and altitude (Figure 19) 

measurements. 

 

6. CONCLUSIONS 

 

The Development Application for  Air Data System Calibration Flight Test Campaign 

using Image Processing Techniques and 720i videos, produces results in near real-time which can 

increase flight safety and efficiency of the Flight Tests. Considering the ADS application, this 

Figure 14.  Uncertainty Altitude for H-55 Figure 15.  Uncertainty Altitude for XAT-26 

  

Figure 16.  Computed Airspeed and FTI 

Measured Airspeed for the H-55 

Figure 17.   Computed Airspeed and  FTI 

Measured Airspeed for the XAT-26 

  
Figure 18.  Typical behavior of the FTI 

Airspeed 

Figure 19.   Typical behavior of the FTI 

Altitude 
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performance was considered satisfactory and all test points tested produced adequate results 

compared to the FTI and the GPS. 

Therefore this application could be integrated with the existing quasi-real time tools for 

ADS calibration to improve efficiency, safety and effectiveness for the FTC. As a result the 

system is very flexible and reliable and it can be used in wide range applications. 

The next steps are Evaluate the tool with other aircrafts; Improve system performance 

using Parallel processing techniques or Graphics Processor Unit (GPU) cards; Retrieve images 

directly from the buffer of high-speed camera; and develop a tool to integrate this application 

with GPS and FTI to increase the safety and accuracy of the flight tests. 

 

7. REFERENCES 

 

[1]. Sommerville, I., “Software Engineering”, 8ª edition, Person Education, 2007. 

[2] Forni, A. L. C., “Manual de Aerodinâmica, Documento nº 20-R-AH”, Chapter 3, Divisão 

de Ensaios em Vôo, 1995. 

[3] Arantes, R. M., “Introdução a Aerodinâmica Técnicas de Ensaios em Vôo - Calibração, 

Documento nº E-B11”, Chapter 2.3, Grupo Especial de Ensaios em Vôo, 2003. 

[4] Lawford, J.A. and Nippress, K.R., “Calibration of Air-Data Systems and Flow Direction 

Sensors,” AGARD-AG-300, vol. 1, Sep. 1983. 

[5] DeAnda, Albert G., “AFFTC Standard Airspeed Calibration Procedures,” AFFTC-TIH-

81-5, Jun. 1981. 

[6] Haering, Edward A. Jr.; Airdata Measurement and Calibration; NASA Technical 

Memorandum 104316; National Aeronautics and Space Administration; December 1995. 

[7] Pinto, F. H. L., RODRIGUES, F. W., “Ordem de Ensaio - Calibração Anemométrica 

Document nº B11(A)/EFEV”, Grupo Especial de Ensaios em Vôo, 2007. 

[8] Fu, K. S.; Gonzales, R. C.; Lee, C. S. G.; “Robotics: Control, Sensing, Vision, and 

Intelligence”, McGraw-Hill, New York, 1987. 

[9] Kovasznay, L. S. G.; Joseph, H. M.; “Image Processing”. Proc. IRE, vol. 43, pp. 560-570, 

1955. 

[10] Gonzalez, R.C.; Woods, R.E.; Digital Image Processing, Prentice-Hall, Inc., 2002. 

[11] Serra, J. “Image Analysis and Mathematical Morphology”, vol. 2, Academic Press, New 

York, 1988. 



 
 

 1 

USING COTS GRAPHICS PROCESSING UNITS IN SIGNAL 
ANALYSIS WORKSTATIONS 

 
 

Alex Crook and Gregory Kissinger 
Advisor: Dr. Kurt Kosbar 

Telemetry Learning Center 
Department of Electrical and Computer Engineering 

Missouri University of Science and Technology, Rolla, MO 
 
 
 
 

ABSTRACT 

Commercial off-the-shelf (COTS) graphics processing units (GPU) perform the signal 
processing operations needed for video games and similar consumer applications.  The high 
volume and competitive nature of that industry have produced inexpensive GPUs with 
impressive amounts of signal processing power.  These devices use parallel processing 
architectures to execute DSP algorithms far faster than single, or even multi-core central 
processing units typically found in workstations.  This paper describes a project which improves 
the performance of a radar telemetry application using the NVidia™ brand GPU and CUDA™ 
software, although the results could be extended to other devices. 

 
Keywords:  Data Processing and Display, COTS, Ground Station Design, DSP 
 
 

INTRODUCTION 

 
Conventional processors used in personal computers (PC) and workstations are not well suited 
for digital signal processing (DSP) applications.  Typical PC and workstation applications make 
heavy use of logical and other ad-hoc operations, while seldom performing mathematical 
calculations.  In contrast, DSP programs make heavy use of fixed and floating point 
multiplication and accumulation/summation operations.  The rate at which a processor can 
multiply/accumulate is often the limiting factor in algorithm performance. The input/output (I/O) 
structure of a typical PC is designed to quickly load large amounts of executable code, and 
handle data file operations.  However DSP programs are often quite compact, but have an I/O 
bottleneck caused by the large amounts of data they must move through the processor. 
 
These limitations have been long recognized by the DSP community, and motivated the 
development of customized processors, or DSP chips.  By allocating large amounts of the chip to 
multiply and accumulate operations, and by using customized I/O structures, the DSP chips can 
significantly out-perform conventional processors in DSP applications.  These chips are used in a 
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wide range of products, and are available on boards that can be added to PCs and workstations.  
However the limited market for PC/workstation DSP boards has limited the amount of effort that 
can be contributed to their development and marketing. 
 
There is a very large market for video games, and other forms of video processing for PCs and 
workstations.  This demand has driven the development of powerful, flexible and inexpensive 
graphics processing units (GPU).  While a GPU is not specifically optimized for DSP 
applications, it is a far better fit than a general purpose CPU.  The wide availability, substantial 
software and hardware support, low cost, and continuing development of GPU make them an 
interesting, and perhaps attractive, alternative to general purpose DSP add-on boards.  The GPU 
structure is significantly different than conventional CPU and DSP chips.  A GPU may contain 
hundreds of processing cores, and the accompanying software tools allow each processor 
multiple threads.  And like a DSP chip, the GPU cores are optimized for floating point 
mathematical calculations. 
 
This paper investigates how GPU can be used for a signal processing operation which is 
typically performed in telemetry post-processing applications.  In particular, the authors 
investigated using a common NVidia™ brand GPU with the compute unified device architecture 
(CUDA) to perform DSP filtering operations.  As a baseline, we used the Spectro PDW™ 
software package produced by X-Com Systems LLC.  This software was designed to analyze 
radar returns on workstations which have one, or a small number, or core processors.  The goal is 
to retain the flexibility of the benchmark software package, and produce identical results, while 
performing the calculations far more quickly – using this inexpensive COTS GPU. 
 
 
The baseline software package was designed to identify radar returns which have been corrupted 
by noise and attenuation.  It performs this operation by calculating the instantaneous power of 
the signal in various frequency bands, and can provide certain parameters describing each of 
these pulses it locates. This requires an analysis of each data point of a sampled data signal, 
which is a processing-intensive operation that consumes system resources for a significant time. 
Some of the signals being analyzed have bandwidths in the GHz range, producing prodigious 
amounts of sample data for even relatively short recording times. 

 
 

METHODOLOGY 
 

Graphics Processing Units use parallel processing to speed the execution of the programs they 
execute.  Both the hardware, and accompanying software tools, are constructed with this 
massively parallel computing structure in mind.  The particular GPU used in this paper organizes 
the hardware and software around a structure known as a CUDA kernel.  This kernel is a 
fundamentally different structure from functions typically used in general purpose CPUs. 
 
In CPUs, a function is typically executes once each time it is called.  All other processes in the 
CPU may need to wait while this single function call runs.  However a CUDA kernel is intended 
to be run many times each time it is called, with each run being executed in parallel [1].  The 
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number of times a kernel is executed, and the amount of parallelism used is under control of the 
programmer. 
 
The CUDA kernels are organized using constructs known as “threads” and “blocks”.  As shown 
in Figure 1, each block can contain one or more thread.  All threads execute in parallel in the  
 

 
Figure 1:  CUDA Architecture 

©NVIDIA Corp., used by permission [2] 
 
GPU.  The programmer can control the number of blocks, and the number of threads per block, 
allocated to each kernel.  In this way, one can control the amount of parallelism allocated to each 
task, and optimize the performance of the system.  Computationally expensive operations can be 
allocated far more threads, than operations one knows can be executed quickly, with a minimal 
number of calculations.  This is in contrast to a general purpose CPU, where the entire processor 
power is devoted to an operation, regardless of simple or complex it may be. 
 
Allocating computational power is only one aspect of speeding up DSP calculations.  There can 
easily become I/O bottlenecks, as substantial amounts of data must be processed.  The CUDA 
structure provides a programmer with a considerable amount of flexibility in how they handle 
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I/O, and sharing of data between kernels.  The memory of the GPU is divided into a number of 
“tiers”.  For DSP applications, the most important tiers are the local, global, and shared memory.  
As its name implies, the local memory is unique to each thread.  It can be used to store data, 
parameters, and other temporary calculations that are of interest to only that particular thread. 
 
Global memory is at the other extreme.  It is allocated by a CPU function call, and is assessable 
to all threads.  It can be used to pass data between blocks and threads, but to speed execution 
time should be kept as small as possible, and accessed only when absolutely necessary. 
 
The final type of memory used in DSP application is called shared memory.  This is allocated by 
the kernel, and accessible to all threads in a block.  This memory is useful for storing filter 
coefficients, common I/O samples, or other information which multiple threads will all need to 
access.  It has a significantly lower latency than the global memory space.  Judicious use of the 
shared memory area can speed application execution – by preventing multiple copies of data 
from being stored in each local memory block, while minimizing calls to the slow-to-respond 
global memory space. 
 
To track the development and execution of a program, it is often necessary to obtain a unique 
identifying index for each thread.  There are several CUDA functions which will do this.  For 
example the “threadIdx” function returns a value that is unique to each thread within a block.  
The “blockIdx” function returns a unique number for each block.  Others, such as “blockDim” 
and “gridDim” return the total number of threads being used in a block, and the number of 
blocks being used in total, respectively.  Thus, an expression such as  
 

index = threadIdx.x + blockDim.x * blockIdx.x 
 

will generate a unique value to each thread [3]. From here, the code can be written for the kernel 
to assign a data point to each thread and perform calculations on it. Multiplying blockDim.x by 
gridDim.x gives the total number of threads. This can be useful if there are more data points than 
threads, which can occur for several different reasons. This allows large data files to be analyzed 
one block at a time, using the parallel processing the GPU provides. 
 
 

SOFTWARE DESIGN 
 
Post processing and DSP software typically contains functions devoted to processing of data, 
while others provide the user, or application programming interface (API).  The work performed 
for this paper focused exclusively on the data processing aspects of the program.  In the case of 
the Spectro PDW software package, there are a sequence of functions which need to be executed 
to process the radar data.  The program first filters the received data, then locates potential pulses 
before analyzing each of the pulses against a set of specified criteria.  There are a few other 
functions which perform the necessary memory allocation and transferring of data arrays to and 
from the system and GPU memory space. 
 
One of the computationally expensive operations is the passing of the data through a moving 
average FIR low pass filter, as illustrated in Figure 2.  The first focus of this project, was to 
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implement this filter on the GPU.  We elected to make each filter tap a thread.  So each thread 
multiplies its assigned filter tap value by the current data point.  After completing this operation, 
an accumulation operation is performed, to add all the results from the multiplication operations.  
To speed execution, the filter taps were duplicated across several blocks.  Each block processes a 
different time segment of the digitized data – all being done in parallel. 
 

 
Figure 2:  Moving Average Filter 

 
After filtering, the potential pulses are located.  The program allocates the required memory, then 
compares the instantaneous power (I2 + Q2) of each data point to a power level specified by the 
user through the API.  The time index of the voltages that had power in excess of the threshold 
level are saved.  The program must then search for the time index where the signal power drops 
below another user-defined power level, to mark the end of the potential pulse.  Once a pulse is 
identified, the program moves on to search for additional pulses. 
 
After finding the indices of these pulses, the function to process the pulses is called. It passes 
pointers to the index arrays and begins by finding the peak power of each pulse. It then checks to 
see if each pulse is longer than a user-defined pulse width, at which point it saves the values for 
instantaneous power. It then finds the duration of the pulse in time by multiplying the pulse 
length in data points by the sampling frequency of the signal. It also calculates and saves each 
pulse’s duration in tenths of nanoseconds, a value that is used in other parts of the program. 
 
In the last step, the program performs a FFT (Fast Fourier Transform) on the data to determine 
the fundamental frequency of each pulse found. There are several steps to this process, which 
include interleaving the data, multiplying each pulse by a Gaussian weighting window, and 
finally by performing the FFT and analyzing it. 
 
This data is saved by the program in another output file which can then be used for further steps 
in the analysis process, such as the construction of radar images, indentifying the number of 
targets located, and other parameters the user specifies through the API. 
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BENCHMARKING 
 

Benchmarking the improvement in performance is on-going.  Initial results are promising.  A 
sample data file which contained approximately 70 MB of data, and 5,500 radar pulses was 
tested using both the existing software, and the GPU based tools.  The conventional software was 
executed on a dual-core, 3.2 GHz processor running a widely available PC operating system.  
The conventional software and processor required approximately 14 seconds to analyze the data.  
The same file was then analyzed using the GPU based solution.  For convenience, the GPU used 
was the same one that was operating the display in the workstation.  The GPU software executed 
in less than half the time of the conventional approach, requiring around 6 seconds to complete 
the analysis. 
 
It was not immediately obvious how much of the GPU processing power was being used to 
maintain the display, and how much was used to process the radar data.  One would expect that a 
GPU dedicated to signal analysis would show an even greater improvement in performance.  The 
GPU solution is also scalable, allowing one to install multiple GPU into a workstation.  We 
expect the performance would ramp linearly with the number of GPU used. 
 
As a test of raw processing power, we tested a subset of the full radar signal analysis package.  A 
single 49 point moving average FIR filter was able to process 46 million complex (I/Q) data 
points through the GPU in approximately 8 seconds.  As the test described above, the GPU was 
being used to both maintain the workstation user interface display, and process the DSP data.  
This would slow down the processor to some degree.  However since no video graphics intensive 
software was being executed at the time of the test, we anticipate the degradation in performance 
was minor.  
 
 

CONCLUSION 
 

While still in its early stages of development, the GPU based DSP programs have shown 
promise.  The software can process the same complex (I/Q) data files as the conventional 
software, and produce the same results.  Yet by using the workstation’s built-in GPU, it was 
possible to reduce execution time by over 50%.  There are a number of options we plan to 
explore to further increase this performance improvement, such as using better memory 
management, GPU dedicated to DSP processing, and multiple GPU.  It appears these 
inexpensive GPU devices are flexiable, and inexpensive ways to increase the processing power 
of conventional workstations and personal computer platforms. 
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ABSTRACT 

 

This paper addresses the research conducted at U.C. Berkeley Space Sciences Laboratory, Center 

for Extreme Ultra Violet Astrophysics between 1994 and 1995 on the NASA EUVE ion-orbit 

satellite. It includes the results from conducting a scientific analysis called a prognostic analysis 

completed on all satellite subsystem equipment. A prognostic analysis uses equipment analog 

telemetry to measure equipment remaining usable life. The analysis relates equipment transient 

behavior, often referred to as “cannot duplicates” in a variety of industries caused from 

accelerated aging to the equipment end-of-life with certainty. The analysis was confirmed by 

using proprietary, pattern recognition software by Lockheed Martin personnel Lockheed Martin 

personnel completed an exploration into the application of statistical pattern recognition methods 

to identify the behavior caused from accelerated aging that experts in probability reliability 

analysis claims cannot exist. Both visual and statistical methods were successful in detecting 

suspect accelerated aging and this behavior was related to equipment end of life with certainty. 

The long-term objective of this research was to confirm that satellite subsystem equipment 

failures could be predicted so that satellite subsystem and payload engineering personnel could 

be allocated for only the time that equipment failures were predicted to occur, lowering the cost 

of mission operations. This research concluded that satellite subsystem equipment remaining 

usable life could be measured and equipment failures could be predicted with certainty so that 

engineering support for mission operations could be greatly reduced. 

 
KEY WORDS 

Telemetry, Measuring Remaining Usable Life, Calculating Remaining Usable Life, Measuring 

Mission Life, Telemetry Analysis, Diagnostic Analysis, Prognostic Analysis, Predictive 

Algorithms, Predicting Failures, Preventing Failures, Scientific Analysis, Engineering Analysis 

 

INTRODUCTION 

 

The U.C. Berkeley Center for EUVE Astrophysics (CEA) provided the on-orbit mission control 

center for the NASA EUVE satellite telescope. The EUVE was a sister ship to the NASA Hubble 

telescope, operating in the EUVE energy band of the spectrum. After the preimary mission was 

completed, ideas to lower the cost to operate trhe EUVE satellite was considered. To lower the 

cost of mission operations so that the funding could be used to support the science related portion 

of the mission, many ideas were explored including usaing the EUVE satellite as a testbed for 
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ideas that would lower opering costs
1
. The research discussed in this paper is a result of reserach 

to conclude that mission operations could be reduced by measuring satellite equipment 

remaining usable life so that equipment failures could be predicted and assign costly engineering 

support personnel only on the day that the equipment failure was predicted to occur.  

 

FIGURE 1 AN ARTIST CONCEPT FOR THE NASA/U.C. BERKELEY EXTREME 

ULTRA VIOLET EXPLORER SCIENCE SATELLITE. 

 

 
 

FIGURE 2 AN ARTIST CONCEPT FOR THE U.S. AIR FORCE GPS BLOCK 1 

QUALIFICATION VEHICLE/SATELLITE LAUNCHED IN 1984. 

 

The NASA/U.C. Berkeley EUVE satellite was one of many Explorer-sized LEO telescopes 

funded by NASA GSFC space/earth science programs. The EUVE satellite used a Fairchild 

Space Company; multi-mission, modular platform/Bus attached to the four, EUV telescopes, 

each 40 centimeters across. The three scanner telescopes and a deep space survey/spectrometer 

telescope represent the state-of-the-art in extreme ultraviolet astronomy in 1992. These 

instruments, developed by scientists and engineers at the University of California-Berkeley, 

Space Science Laboratory are mounted on the MMS payload module, which is installed as a unit 

on the Explorer Platform spacecraft as part of a multi-payload multi-bus contract with NASA 

Goddard. Each EUV telescope and its detectors used metal mirrors to reflect the extreme 

ultraviolet photons at grazing angles. The telescopes are equipped with filters made from thin 
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films of metals and other substances, layered to isolate the desired regions of the EUV spectrum 

for recording and observation.  Each of the EUVE scanner telescopes was about as large as a 55-

gallon oil drum and weighs about 260 pounds. The deep survey telescope/spectrometer weighed 

about 710 pounds.  The EUV satellite telescopes were equipped with special filters made from 

thin films of metals and other substances, layered to isolate the desired regions of the EUV 

spectrum for recording and observation.  Each of the EUVE scanner telescopes is about as large 

as a 55-gallon oil drum and weighs about 260 pounds. The deep survey telescope/spectrometer 

weighed about 710 pounds.   

 

 

FIGURE 3 NASA/U.C. BERKELEY EUV TELESCOPE DURING PRELAUNCH 

ASSEMBLY AND TEST 

 

Starting in 1994, a prognostic analysis was completed by the CEA engineering team. The results 

were published in a white paper to GSFC in 1995. Lockheed Martin Space Systems Company 

located in Sunnyvale, CA was contacted and agreed to independently verify that the early signs 

of premature aging/failure were identifiable using Lockheed Martin’s proprietary patter 

recognition software. The results from the prognostic analysis showed accelerated aging in two 

on-board solid-state tape recorders, 2 rate gyros and one of two TDRSS/STDN telemetry 

transmitters. In 1995, a prognostic analysis was completed for all EUV telescope-payload 

detector telemetry from launch in 1992 up to first quarter, 1996. The prognostic analysis results 

showed that there were no impending telescope/detector failures in the equipment telemetry and 

none occurred demonstrating that the early signs of premature aging/failure could be used to 

predict equipment failures.  

 

The same analysis was conducted routinely on the U.S. Air Force GPS Block I satellites between 

1978 and 1984. The prognostic analysis identified the presence of accelerated aging in the on-

board atomic frequency standards used to generate GPS timing. The information was used to 

select the best performing GPS frequency standards for supporting the multi-service testing that 

was required to prove that GPS was superior to both the existing Navy TIMATION and 

TRANSIT satellite-based navigation systems used to support the U.S. Navy nuclear submarines. 

At the time, equipment transient behavior was believed caused from unstable digital processing 

test equipment and software used to process and display equipment telemetry as well as from 

noise from communications equipment.  
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TABLE 1 COMPARISON BETWEEN GPS AND EUVE INDIVIDUAL SATELLITE 

FACTORS RELATED TO COMPLETING A PROGNOSTIC ANALYSIS 

 
 

Three years of on-orbit satellite and payload telemetry received a prognostic analysis, looking for 

equipment deterministic behavior. When each failure precursor was identified, the equipment 

remaining usable life (RUL) was calculated. The actual remaining usable life for each unit that 

had a failure precursor identified was consistent with the predictions for all six equipment 

failures experienced on the EUVE satellite.   
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USING PREDICTIVE ALGORITHMS TO MEASURE EQUIPMENT USABLE LIFE 

 

BACKGROUND 

 

 
TABLE 2 COMPARISON OF ON-ORBIT SATLLITE SUBSYSTEM AND PAYLOAD 

EQUIPMENT FAILURES PER MISSION 
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Telemetry is considered by engineers to be extremely important, but to program management, 

telemetry is an overhead cost that decreases profit and increases complexity without finanial 

payback. Telemetry is not priced separately from the telemetry and command subsystem, and the 

number and accuracy of telemetry measurement are determined by the supplier and thus are 

minimzed to reduce cost and complexity. Using telemetry to measure equipment usable life, 

chnages the importance of telemetry from nice to have data to information that is critical to 

mission success.  

 
 

 
 

The summary shows the EUVE satellite hardware and telemetry used tyo complete a prognostic 

analysis. Lockheed Martin personnel confirmed the presence of accelerated aging using 
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proprietary pattern recognition software. 
5
Pattern recognition software will match telemetry 

behavior observed from equipment that has failed previously. Pattern recognition software is 

used with model-based predictive algorithms to identify behavior observed in like-units that 

precedes a failure.  

 

TABLE 3 SUMMARY OF RESULTS FROM MEASURING REMAINING USABLE 

LIFE ON THE NASA EUVE SATELLITE SUBSYSTEM AND PAYLOAD 

EQUIPMENT
6
 

 

 

TABLE 4 SUMMARY OF THE RESULTS FROM MEASURING REMAINING USABLE 

LIFE ON THE EUVE TELESCOPE PHOTON DETECTORS 
6 

 



8 

 

TABLE 5 SUMMARY OF RESULTS FROM MEASURING REMAINING USABLE 

LIFE ON THE EUVE TELESCOPE PHOTON DETECTORS 
6 

 

 

 

FIGURE 6 RESULTS FROM MEASURING REMAINING USABLE LIFE ON THE 

EUVE SATELLITE TDRSS RF TRANSMITTER A AND B 
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FIGURE 5 RESULTS FROM MEASURING RATE GYRO A REMAINING USABLE 

LIFE USING GYRO MOTOR CURRENT TELEMETRY 

FIGURE 6 RESULTS FROM MEASURING THE NASA EUVE SATELLITE RATE 

GYRO C USING GYRO MOTOR CURRENT TELEMETRY 
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CONCLUSION 

 

The results from measuring equipment remaining usable life on the NASA EUVE satellite will 

allow the identification of the equipment with accelerated aging. The equipment with accelerated 

aging will fail prematurely with 100% certainty. Performance testing will identify the equipment 

that fails performance testing from parts that are degrading faster than desired. A prognostic 

analysis will identify the equipment that passes performance testing but will suffer from a 

premature failure by measuring equipment remaining usable life and identify the equipment with 

at least one part suffering from premature aging/accelerated aging. A prognostic analysis is a 

scientific analysis that converts equipment telemetry a.k.a. performance information into a 

measurement of equipment remaining usable life. A prognostic analysis requires all equipment to 

have at least one analog telemetry measurement, an increase of about 5% from current telemetry 

used on spacecraft. A diagnostic analysis uses equipment telemetry to determine past equipment 

behavior with certainty. A prognostic analysis uses the same past equipment performance 

telemetry to predict equipment remaining usable life with certainty. A prognostic analysis 

leverages equipment transient behavior, overlooked and misdiagnosed as noise to identify the 

equipment that will fail prematurely.  

 

 

6. Losik, Len, Predicting Hardware Failures and Estimating Remaining-Usable-life from 

Telemetry, SanLen Publishing, Sacramento, CA, 2004, ISBN 978-0-9767491-9-6. 
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ABSTRACT 

 

As organizations move toward cloud [1] computing environments, data security 

challenges will begin to take precedence over network security issues.  This will 

potentially impact telemetry post processing in a myriad of ways.  After reviewing how 

data security tools like Enterprise Rights Management (ERM), Enterprise Key 

Management (EKM), Data Loss Prevention (DLP), Database Activity Monitoring 

(DAM), and tokenization are impacting cloud security, their effect on telemetry post- 

processing will also be examined.  An architecture will be described detailing how these 

data security tools can be utilized to make telemetry post-processing environments in the 

cloud more robust. 

 

 

KEYWORDS 

 

Data security, network security, cloud computing, Enterprise Rights Management 

(ERM), Enterprise Key Management (EKM), Data Loss Prevention (DLP), Database 

Activity Monitoring (DAM), and tokenization. 

 

 

INTRODUCTION 

 

While abstracting use of Information Technology (IT) resources into a cloud paradigm is 

conceptually very popular, there still exist strong impediments to its widespread 

adoption.  Chief concerns amongst potential cloud consumers are security issues.  That is, 

there is a fundamental concern that a company’s data “in the cloud” will somehow be 

more vulnerable to compromise—implicit in this concern is the notion that somehow 

other users in the cloud are able to discover/leverage shortcomings in the implemented 

cloud security paradigm.  To mitigate these potential concerns/threats cloud consumers 

should require their cloud providers to offer additional data security capabilities to 

mitigate potential cloud network security oversights or vulnerabilities. 
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DATA SECURITY TECHNOLOGIES 

 

Data security tools can help protect data and make it less vulnerable to compromise even 

if adversaries gain access to computer systems the sensitive data is on, or networks the 

sensitive data flows over.  Technologies like Database Activity Monitoring (DAM), Data 

Loss Prevention (DLP), tokenization, Enterprise Key Management (EKM), and 

Enterprise Rights Management (ERM) are particularly useful in achieving better data 

protection. 

 

 

DATABASE ACTIVITY MONITORING (DAM) 

 

In Database Activity Monitoring (DAM) [2] external monitoring of database activity by a 

separate application is carried out.  This strategy has advantages over native database 

monitoring; because enabling native monitoring usually causes large performance degradation in 

most databases.  Since most Relational Database Managements Systems (RDBMS) systems 

utilize the Structured Query Language (SQL); these tools must be able to monitor and parse all 

SQL activity-----sometimes in real-time, sometimes after the fact. These tools must also be able 

to correlate and aggregate database activity information across all the database servers in the 

corporate IT environment.  Finally, correlated and aggregated data need to be able to be 

forwarded to other security solutions like Security Information Event Management (SIEM) tools. 

DAM takes several forms including: 

 

 Active network monitoring: In this mode of operation the DAM appliance is directly in 

front of the database server; that is, all traffic must flow through the appliance to the 

database server.  The advantage of this architecture is that there are no extra requirements 

made on the database (e.g.,turning on audit, etc, which might affect Data Base, DB,  

performance) ---however, the appliance does then become the “bottleneck” for traffic to 

flow through.  Another advantage is that in such a configuration the appliance could do 

more than just monitor---that is, when commanded, it could proactively deflect 

suspicious SQL directives.  This type of operation would be akin to an Intrusion 

Prevention System (IPS) like device.  Further advantages include no dependencies on the 

database platform or changes required to its configuration. It’s not all upside.  Database 

interactions that are not over the network SQL commands cannot be monitored (e.g. if an 

administrator directly remote logged into the database server),  

 

 Passive network monitoring: Here, the DAM appliance is collecting and evaluating 

copies of the data streams between clients and database servers. Port mirror or port 

spanning techniques can be used to replay packets in question to another switch port that 

the DAM appliance can listen on.  The advantage with this approach is once again, no 

impact to database performance, and since the DAM appliance is no longer in-line with 

the database servers, no potential “bottleneck” effect.  Downside is no opportunity for 

active defensive measures and also no capture of database activity performed by remote 

login.   

 

. 
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Another option in passive network monitoring is to turn the native database auditing on, and 

have the appliance log into the database servers and collect the database audit information.  With 

this approach there is no need to do port spanning----and all database activity (including activity 

that could have been initiated via a remote login connection) is acquired.  Downside is potential 

database performance hit, by enabling the database audit and potential security vulnerabilities by 

giving the database appliance access to the database servers in order to pull the audit log 

information.  The later risk could be mitigated by having the database server stream the audit 

information to the appliance----however, not all databases have this streaming capability 

 

 Local Agent Monitoring: In local agent monitoring a custom agent (specifically 

engineered to interact with a particular vendor database) is actually installed on that 

vendor database server and collects database activity information.  Upside here is that the 

native database auditing system does not have to be activated (potentially preserving 

database performance---however only to a certain extent---agents will still typically effect 

database performance to some small degree) nor does their need to be any modifications 

made to the native database.  Downside, there is new software running on the database 

server that has to be maintained and potentially monitored.  The local agent would still 

nominally forward the collected information to an external collection agent (DAM 

appliance). 

 

Observe that to ensure total monitoring when one deploys some form of network database 

monitoring, there still needs to be either local agent monitoring or collection of internal database 

audit information to cover SQL transactions that are not identifiable from network sniffing (e.g. 

interactions via a remote login connection) 

 

DATA LOSS PREVENTION (DLP) 

 

Data Loss Prevention (DLP)  [3] systems seek to evaluate data content and context to determine 

if data should be allowed to flow outside corporate boundaries or even whether data should be in  

 

 
 

Figure 1.  DLP system deployed to protect against e-mail loss of data. 
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DLP Appliance 

Internet 

Corporate Network 
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the possession of a particular entity or set of entities inside corporate boundaries.  The essential 

element of the DLP system is the classification engine.  It is this element that is able to deduce 

the type of data encountered. Observe that the classification engine is not simply looking at file 

type extensions; it is actually going “inside” the file and attempting to ascertain what the data 

actually is.  Once the data is quantified it must be evaluated in context.  For instance, if data is 

identified as telemetry data, and it is being transported to someone inside the corporate network, 

that might be a permissible action; whereas, if the file is being transported outside the corporate 

network that might be an impermissible action.   

 

Data may be examined at several points in the corporate network.   Computational efficiency is 

of utmost importance in DLP systems, especially ones deployed in pseudo real-time scenarios 

where they may be evaluating data in transit (e.g. e-mail, Secure File Transfer Protocol,                                                                                                                                                                                                                                                                                                                                                

SFTP transport, etc.).  Sometimes DLP systems are also deployed to scan data residing on disk 

servers.  In these cases speed is less of an issue---however, it is still important as faster DLP 

systems are able to check a larger volume of data, and then re-check data residing on disk servers 

more often.   Figure 1 depicts a DLP system deployed to protect against e-mail loss of data. 

 

TOKENIZATION 

 

Tokenization [4] facilitates protection of sensitive information nominally held in 

databases.  Managing sensitive information is a vexing problem for most industries and 

there is great interest in finding solutions that can mitigate the risks associated with 

holding such information in corporate databases.  The concept of tokenization is very 

straightforward, instead of storing actual sensitive information like a social security 

number, a token, representing that sensitive data is generated, and stored.  The original 

sensitive data is still maintained, but in a separate secure database that can be accessed by 

presenting that token to the secure storage sub-system.  Thus, the benefit of tokenization 

is multi-fold, sensitive information is distributed on much fewer systems, and the 

sensitive information itself is stored much more securely.  Tokenization has application 

in many markets, including finance, insurance, healthcare and public sector. 

 

 

ENTERPRISE KEY MANAGEMENT 

 

A cryptographic [5] Enterprise Key Management (EKM) system is deployed in tandem 

with devices that have a capability of encrypting/decrypting data.  When devices encrypt 

data, they utilize cryptographic keys that they may generate.  Once utilized those keys 

need to be stored in a trusted location where they can be later retrieved for use to decrypt 

data.  Thus, the Enterprise Key Management system not only stores keys, but also 

provides a robust framework for making those keys available when they are needed.  To 

accomplish this key management devices are usually deployed in a clustered fashion, so 

that if one unit fails another unit in the cluster can respond to key request queries.  Figure 

2 depicts a tape encryption system utilizing an enterprise key management cluster.   
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Figure 2.  A Enterprise Key Management system supporting an encrypting tape drive 

device. 

 

Enterprise Key Management systems are usually deployed centrally in an IT network, so 

they may be utilized by any entity in the company that wishes to leverage it. 

 

ENTERPRISE RIGHTS MANAGEMENT 

 

An Enterprise Rights Management [6] system controls the use, dissemination, or 

categorization of any document or data produced by the enterprise.  This implies the 

deployment of an “always on” centralized data management server that moderates all 

activity associated with data, from its birth, to its death.  ERM systems are very difficult 

to deploy in an organization because of the transformational impact they have on how a 

company carries out its business activities.  Central to the success in deploying such a  

 

 

1. User wants to view data 

2. Data is sent to ERM server 

3. ERM server evaluates user privileges and attributes associated with data file 

4.   If ERM determines user can view file, it returns cryptographic key that can          

be used to decrypt file 

 

Figure 3 Steps involved in viewing data in an ERM based data protection system 
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solution is categorization of users in the enterprise, a definition of privileges those 

categories of users may have, and attributes that can be associated with the data files that 

might further influence and control who or what can access the data.  Every time data is 

accessed, the centralized server evaluates the operation in light of who is attempting it, 

what privileges they have, and the attributes possessed by the data.  Figure 3 shows an 

example of the steps involved in examining data under management in an ERM system. 

 

TELEMETY DATA SECURITY ARCHITECTURE EXAMPLE USING ERM 

 

An organization wishing to deploy cloud services to support telemetry post processing 

environments would be best advised to implement an ERM solution to give customers the 

best data security option.  This will provide an organization the most granular flexibility 

to control access to the telemetry data.  In addition to defining role based access control 

to the data to guarantee that specific telemetered data can be accessed by those who truly 

have a need to review it (e.g. the camera person should be allowed to examine image 

data) other attributes should be introduced.   For example security clearance could also be 

considered in role based access control; i.e. the camera person, with the appropriate 

security clearance, should be allowed to examine image data.  Operating characteristics 

might also be considered; i.e. the visible wavelength camera person with the appropriate 

security clearance should be allowed to examine the visible image data. Dissemination 

control should also be considered; i.e. the data can/cannot be printed, the data can/cannot 

be copied, etc.  Selected attributes will typically vary depending on organizational 

security requirements. 

 

A simple example will be given to illustrate this point.  A common strategy would be to 

define file access control attributes based on the security sensitivities of the program.  In 

this case consider a program that is testing a new generation of optical and thermal 

sensors.  Assume the satellite test platform has three optical and one infrared cameras.  

Further assume that one of the optical cameras is a star tracker that doesn’t use sensitive 

technology.  In this case the following attributes might be defined: 

 

CAMERA1_MEDIUM 

CAMERA2_HIGH 

CAMERA3_STAR 

CAMERA4_INFRARED 

 

Other attributes might also be defined for satellite housekeeping data including 

 

RATE_DATA 

THERMAL_DATA 

STRUCTURAL_DATA 

OS_DATA 

 

Finally general file control attributes could also be defined 
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PRINT_OPTIONS 

COPY_OPTIONS 

EMAIL_OPTIONS 

 

Printing might be allowed, but perhaps only on printers that validated the user who 

picked the data up.  Copying to USB’s may not be permitted, but to hard disks on servers 

at particular (secured) locations may be permitted.  E-mail distribution might not be 

allowed at all. 

 

Engineers on the project would be granted access rights to data with the above specified 

attributes.  As an example, assume there are five engineers on the program: Bob is an 

imaging engineer with a top secret clearance and visible and infrared wavelength 

expertise, Ed is also an imaging engineer, but currently he has only been cleared for 

sensitive data.  Barbara is a celestial navigation expert.  Susan a computer system analyst, 

and Edna a structural engineer.  Table 1 depicts how the access rights might be set up for 

the team. 

 

Table 1 

 

Engineer Access Rights File Control Attributes 

Bob CAMERA2_HIGH, 

CAMERA3_STAR, 

CAMERA4_INFRARED 

PRINT 

Ed CAMERA1_MEDIUM, 

CAMERA3_STAR 

PRINT 

Barbara CAMERA3_STAR, 

RATE_DATA 

PRINT, COPY 

Susan OS_DATA PRINT, COPY, EMAIL 

Edna THERMAL_DATA, 

STRUCTURAL_DATA, 

RATE_DATA 

PRINT, COPY 

 

Table 1. ERM attribute mappings for example satellite engineering team. 

 

Typical interactions with the ERM system would include initial binding of attributes to 

data files, evaluation of file access by engineers based on their privileges, and managing 

audit log of actions/access to each data file under ERM management. 

 

Since ERM systems make heavy use of cryptographic operations an EKM system would 

also be required in the cloud to support encryption/decryption operations.  Telemetry post 

processing data is not normally deposited in databases; thus, DAM or tokenization 

applications may not be appropriate.  In cases where discrete post processed data like rate 

information, or temperature data are placed in databases, those tools could be used.  

Finally, a DLP system would be “overkill” in a cloud utilizing ERM.  It would only be 

advised to be deployed if an ERM system were not available. 
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CONCLUSION 

 

Data security technologies will be required to better secure cloud environments. Database 

Activity Monitoring (DAM), Data Loss Prevention (DLP), Enterprise Key Management 

(EKM), tokenization, and Enterprise Rights Management (ERM) are just some of the 

data security technologies that should be deployed in cloud environments.  Enterprise 

Rights Management and Enterprise Key Management technologies are most appropriate 

for cloud environments supporting telemetry post processing operations. 
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ABSTRACT 

 

This paper presents the design for secure IP multicasting in an iNet environment using public 

key cryptography. Morgan State University has been conducting research to improve the 

telemetry network by improving network performance, implementing IP (Internet Protocol) 

multicasting and providing a stronger security system for the iNet environment. The present 

study describes how IP multicasting could be implemented to provide more secure 

communication in the iNet environment by reducing traffic and optimizing network 

performance. The multicast of data is closely tied to the key management center for secure 

applications. This paper develops a means of delivering keys between two or more parties 

showing a relationship between the multicast network and the Key Management Center 

(KMC). The KMC is an element of the system which distributes and manages session keys 

among multicast members. A public key encryption method is used to address the 

distribution of session keys in the multicast network. The paper will present a system level 

design of multicast and key management with dual encryption of session keys for the iNet 

system.  
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IP Multicasting, Public-key Cryptosystem, Key Management Center, Security, Public 
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1. INTRODUCTION 

 

IP multicasting is one of the most fundamental communication modes in a network service. IP 

Multicasting plays an important role on improving the telemetry network by reducing the traffic 

in the network, increasing the bandwidth of the network and optimizing the performance of the 
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network. Multicast is essentially multipoint communication where a host (Test Article) sends 

packets to other hosts (Ground Station) that have expressed an interest in receiving the packets. 

These hosts sending or receiving multicast packets within a network are called multicast group 

members. All the multicast groups are segmented based on the security clearance classification. 

The applications which are sent out within multicast group members are called multicast 

applications. Encryption keys are distributed to applications based on a predefined set of 

policies. Users would be assigned certificates based on security level. The certificates would be 

used to provide electronic signatures and data integrity. While sending secure multicast 

applications, public-key cryptography offers security by providing confidentiality, integrity and 

authentication.  Public-key algorithms use two keys (private key and public key) for encryption 

and decryption. Only a particular user will know the private key whereas public keys are 

distributed to the rest of all the multicast members in the multicast group in a network. KMC 

plays the role of distributing the keys to the multicast members focusing on delivery and 

maintenance of encryption keys in the network. Thus, this paper provides a system level design 

of multicasting and key management securing the data for the iNet system. 

 

 

2. MULTICASTING 

 

IP Multicasting has become a necessity in the network service because it is an efficient 

communication method that can transmit data from sender to receiver(s). Multicasting is one-to-

many communication which is used in many real-life applications like teleconferencing, video-

conferencing, news or weather broadcasting, as well as database updating.  

 

There are three fundamental communication modes in networks: unicast, broadcast and 

multicast. Unicast is a one-to-one or point-to-point communication system where data is sent 

from a single host to another single host. With unicast, a source would send a packet to each host 

in the network. If the network is really small, unicast communication is good, but when the 

network is large, transmitting the same data again and again will increase the congestion in the 

network. Broadcast is a one-to-many communication system where data is sent from a single 

host to all other hosts. However, multicast is a mix of unicast and broadcast systems. In 

multicast, data is sent from a single host to selected hosts which have indicated interest in 

receiving packages of data [1].  In broadcast, a source has to send packet to all hosts in the 

network. Some hosts will drop the packets if they are not multicast group members. In multicast, 

hosts will send the packets only to multicast group once so that there is minimum traffic flow, 

which makes it efficient in the network [1]. 

Below are some requirements for multicasting [2]: 

i. Multicast addresses should be identified so that in IPv4, class D address is reserved for 

this purpose. 

ii. Each host or node should translate the IP multicast address within the multicast group. 

iii. A router must translate between an IP multicast address and a sub-network multicast 

address in order to deliver a multicast IP datagram on the destination network. 

iv. Multicast address lists are generated dynamically so that any host can join or leave the 

multicast network. 
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v. Routers must exchange information. Firstly, routers should know which subnet include 

the members of multicast group and secondly, routers need sufficient information in 

order to calculate the shortest distance between other multicast group members. 

vi. A routing algorithm is needed to calculate shortest paths to all group members. 

vii. Each router determines the shortest path on the base of source host and destination host. 

 

While classes A, B and C IP addresses are reserved for unicast group, multicast group members 

use class D (224.0.0.0 – 239.255.255.255). The format of CLASS D IP address is shown as in 

figure 1 with the header 1110 [1, 3].   

 
Fig.1: Format of a class D IP address. 

 

In Ethernet with MAC addresses, a multicast address is identified by setting the lowest bit of the 

“most left byte” as shown in the figure 2. 

 
Fig.2: Multicast Address Translation. 

 

Not all Ethernet cards can filter multicast addresses in hardware, so filtering is done in software 

by a device driver [3]. Multicast addresses can be mapped as shown in figure 3. In Ethernet with 

MAC addresses 01:00:5e are reserved for IP Multicasting in the first 3 bytes.  The five bits after 

the multicast header 1110 are ignored in order to map with an Ethernet address. The mapping in 

figure 3 places the low-order 23 bits of the IP multicast group ID into the low order 23 bits of the 

Ethernet address [3, 4]. 

Fig 3: Mapping of a class D IP address into Ethernet multicast address. 

 

2.1 Internet Group Management Protocol (IGMP) 

IGMP stands between the hosts and the routers. The main mechanism of the protocol is to 

send the information from a host to the routers when joining the multicast network. The 

router sends the IGMP query LAN if they are still connected to the multicast group, and 

hosts send the IGMP report to the router. Hosts communicate with the nearest routers 

sending join or leave messages [5].  

 

2.2 Multicast Routing Algorithms 

IGMP works as a postman. That is, it only provides the service of multicast packet delivery 

notification regardless of the traffic flow from the host to the routers in the multicast 

network. However, it is necessary to have a vehicle for a postman to carry the packets to be 

delivered in the destinations.  In other words, it is necessary to define multicast routing 

algorithms in order to deliver internet multicast service. 
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2.2.1 Source-based and Core-based trees 

The Source-based tree and Core-based tree both have different ways of building a 

spanning tree joining all the members of the multicast group which can be observed in 

the Figure 4. There is only one source and three destinations on both sides.  On the left 

part of the Figure 4, the Source-based tree uses a shortest path tree that minimizes the 

path cost from the source to each receiver. In the right part of figure 4, it uses a shared 

distribution tree where there are more than one sender and many more receivers. The 

packets circulate through a core point which is even called rendezvous point. Both Source 

based tree and Core-based tree use reverse path forwarding algorithm in order to get the 

shortest path tree. 

 

Fig 4: Multicast network tree structure using source-based tree and core-based tree. 

 

2.3 Protocol Independent Multicast in Sparse Mode (PIM-SM)  

Protocol Independent Multicast in Sparse Mode (PIM-SM) was chosen to be an appropriate 

protocol for the iNet system. PIM-SM uses both source-based and core-based trees using 

explicit joins. PIM-SM is designed in such a way that all the group members of multicast are 

sparsely distributed.  PIM-SM does not use the flood and prune method. In PIM-SM 

protocol, all the routers send the join message to the main source and the source sends the 

packets to the near routers when the message arrives at the interface. PIM messages can be 

sent as unicast or multicast packets in the network. When packets are sent in the multicast 

network, PIM uses the multicast IP address 224.0.0.13, which is reserved as the ALL-PIM-

Routers group [7]. From a bandwidth point of view, it is not necessary to transmit all the 

packets to all the group members of the multicast network.  There is a reason PIM-SM was 

chosen instead of PIM-DM (Protocol Independent Multicast in Dense Mode).  PIM-DM uses 

the flood and prune method which is waste of bandwidth in the network whereas PIM-SM is 

bandwidth efficient in the multicast network. PIM-SM initially builds a core-based tree 

routing protocol for a multicast group, which is shared by all sources in the network. When 

the traffic from a source exceeds the threshold, PIM constructs a source-based tree for that 

source. 

 

 

3. MULTICAST CRYPTOSYSTEM 

 

A Public-key Cryptosystem is chosen for the multicast cryptosystem for the iNet network which 

rely on one key for encryption and another key for decryption. Public-key cryptography 

addresses two main issues in the system: Key Management to secure the communication and 
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Digital Signatures to verify the message. A public-key system also provides the flexibility to 

create multicast groups and to add and subtract users dynamically. In public-key cryptography, a 

public-key, which may be known by anybody, can be used to encrypt session key, and verify 

signatures and a related private-key, known only to the recipient, is used to decrypt messages, 

and sign (create) signatures[6]. It is impossible to determine a private key from any public 

multicast members. However, any multicast member who knows the public keys can encrypt 

messages or verify signatures but cannot decrypt messages or create signatures.  

3.1 Public-Key Cryptosystem: Authentication and Confidentiality  

Public-Key Cryptosystems: Public-key encryption is a security scheme that provides the 

highest level of security of authentication and confidentiality. In this scheme, the session key 

is encrypted twice using a key pair source and decrypted twice using related key pair source 

in order to achieve the original message in the destination. Figure 5 illustrates a public-key 

encryption scheme using authentication and confidentiality [6]. A is indicated as KMC which 

is the local root to distribute keys to multicast members. A has a pair of authentication keys: 

KRa, a private key known only to A and KUa, a public key known to all the multicast groups 

whereas B, a multicast user, has a related pair of secrecy keys: a public key, KUb, and a 

private key, KRb. KRb is only known to B and KUb is known to selected multicast group so 

that it is accessible by A.  

 

 

Fig 5: Public-Key Cryptosystem: Authentication and Confidentiality from [6]. 

A encrypts a session-key X using its private key KRa which can be expressed as follows: 

Y= E(KRa, X)          (1) 

A encrypts the session key using RSA algorithm [6] which signs the session key X with its 

private key which is termed as “Digital Signature”. This provides an authentication that, 

since only A has KRa, A is the only user who could send this message. 
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A then encrypts Y using public key KUb as:  

Z= E(KUb,Y)          (2) 

The ciphertext represented by Z is then transmitted to B which provides confidentiality as 

only B can decrypt this message with KRb . B first decrypts the ciphertext Z using private key 

KRb as: 

Y=D(KRb,Z)           (3) 

Then, B receives the original message decrypting the ciphertext Y and private key KUa as: 

X=D(KUa,Y)           (4) 

To recapitulate, the ciphertext Z is generated as: 

Z = E(KUb, E(KRa, X))         (5) 

The receiver recovers the session key X as: 

X = D(KUa, D(KRb, Z))          (6) 

 

With this method, public-key cryptosystem helps to encrypt and decrypt the session key 

passing from KMC to multicast members, exchanging the keys (private keys or public keys) 

and provide authentication and confidentiality. For this to work, a KMC is needed to 

distribute these keys which are discussed later in this paper. 

 

3.2 The RSA Algorithm 

RSA is one of the best-known public key encryption algorithms that use properties of the 

prime number theory. RSA encryption uses the following elements [6]: 

 

Key Generation 

Select p,q p and q both prime 

Calculate n=p xq  

Calculate  (n) = (p-1) (q-1)  

Select integer e gcd(  (n),e)=1;1< e <  (n) 

Calculate d D=e
-1

mod  (n) 

Public-key KU ={e,n} 

Private-key KR= {d,n} 

Encryption 

Plaintext M < n 

Ciphertext C=M
e
(mod n) 

Decryption 

Plaintext  C 

Ciphertext M=C
d
(mod n) 

RSA algorithm supports encryption/decryption, digital signature and key exchange. The 

security of this algorithm is tied to the difficulty in factoring the n, the product of two prime 

numbers. Good security is achieved with prime numbers on the order of 500-2000 bits.  
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4. Multicast Key Management Center 

 

Key management is a significant challenge. Key Management is used to achieve reliable and 

secure communication using secure multicasting in iNet environment. The main issue with key 

management is determining how to securely distribute the keys among multicast members and 

secure the data. The Multicast Key Management can be accomplished with a Symmetric Key 

Management Center (KMC), with a Public Key Authority, or with a combination of the two.  In 

order to secure multicast iNet data, these data should be segmented based on security levels. 

Table 1 indicates segmentation of multicast groups and test data based on security level. In this 

example, security group or domain designation includes clearance classification and “need to 

know” access level. Multicast users located in the ground station network, would have access to 

certain data based on security clearance. Test Data (Fuel Data, Wing Data, Fuselage Data and 

Radar Data) are encrypted based on the security levels (V, W and Y). The encryption solution 

includes the deployment of KMC based on public key infrastructure (PKI). The set of computer 

systems, organizations and policies that issue and manage certificates is known as PKI. The 

KMC manages the creation and distribution of encryption keys and user certificates. 

Table 1: Test Data and Multicast Group segmented based on Security Level 

Example Test Data Security Group Multicast Group 

Fuel Data V 1 

Wing Data  W 2 

Fuselage Data W 2 

Radar Data Y 3 

 

The security clearance of users is used to determine which multicast groups they can join. Based 

on the security level of the users, the KMC distributes a session key to a particular multicast 

group. A Public-key method is used to distribute the session key and the session key is then used 

to encrypt the data. This session key is used to encrypt and decrypt segmented test article data. 

There is a hierarchy of keys in KMC. Typically, there are session keys, private keys and public 

keys. Session key is a temporary key used for encryption of data between users and logical 

connections. Before distributing the session keys to all the multicast members, it is necessary to 

distribute public certificates.  

4.1 Public Certificates 

Since private keys are used to authenticate users and organizations, there must be a method 

of validating the identity of multicast member or group before a key pair is issued. Proof of 

an identity is documented in electronic certificates issued by certificate authorities. In this 

paper, a certificate authority refers to a KMC that validates the identity of a multicast 

member or group that has a public key. The KMC assigns the public/private key pair and 

generates the certificate. A certificate contains information about the holder’s the private key 

component of the public key. It also contains information about the KMC as well as the 

digital signature of the KMC, which authenticates the certificate. The certificate of the 

certificate authority is called the root certificate. PKI depends on public trust of each of the 

established certificate authorities. Figure 6 shows the main components of a certification.  
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Fig6: Information contained in a Certificate from [8]. 

 

4.2 Multicast Group Session Key Management Scenario 

When multicast members need to communicate between each other, KMC distributes the 

session keys using public-key cryptosystem. Figure 6 represents the multicast key 

management scenario [6] where each user acquires a domain session key for the group. This 

assumes that certificates are in place for all users. This step can be accomplished before the 

test or dynamically as part of a test.  

 
Fig 7: KMC distributing Group Session Keys using Public-key Cryptosystem. 

 

When a member joins a multicast group, the KMC distributes a public certificate that 

includes private and public keys. To start a logical connection between multicast groups, the 

KMC needs to distribute session keys to them. Let’s take a scenario where a test article T 

needs to sends a message to some multicast members in the ground station network. The 

following steps should be taken into consideration as shown in figure 7. 
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i. Each test article (T) requests a session key to KMC.  

ii. Since all the multicast members have public certificates, the KMC will forward 

encrypted session key KS and related public keys KUT, KUA, KUB and KUC as shown in 

the following equation: 

   
    

    
→                (6) 

 Equation 6 only represents the encrypted session key and public key assigned only to a 

test article. Similarly, the same kind of message is sent out to all the multicast members 

in the ground station network (Users A, B, and C) as listed in the following equations: 

   
    

    
→                (7) 

   
    

    
→                (8) 

   
    

    
→                (9) 

iii. It is a time for multicast group members to decrypt that encrypted session key using 

their particular related private keys KRT, KRA, KRB and KRC as shown below: 

   
    

     
     

→                            (10) 

In equation 10, test article decrypts the encrypted session key using its own private key, 

KRT. In the same way, the users in the ground station network also decrypt the 

encrypted session key using their related private keys as shown below: 

   
    

     
     

→                      (11) 

   
    

     
     

→                      (12) 

   
    

     
     

→                     (13) 

 

In this way, KMC distributes session keys to all the multicast group members using public-key 

cryptosystem. Now, session keys are used on encrypting all the messages in one communication 

session. When a multicast member joins or leaves the multicast group, the group session keys 

can be updated and sent to all the multicast members. The group session keys are encrypted and 

distributed using public-private keys pairs of each multicast user. When a test packet is created 

and sent via multicast, routers on the network copy that packet to hosts who have subscribed to 

that domain. 

 

 

5. RESULTS 

 

The paper summarized multicast routing algorithms incorporating public-key cryptography and a 

KMC, securing the data transmitting from one multicast member to another multicast member 

based on the security clearance classification. Based on the security clearance, multicast 

members are classified into different groups/domains in order to distribute session key. A new 

session key should be issued for each session or exchange of data so that an opponent has less 

time to attack the key. Double encryption protocol of public-key scheme was used to provide 

both authentication and confidentiality to provide stronger security in the iNet environment. In 

this way, a secure multicast architecture is shown to be feasible. 
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6. CONCLUSION AND FUTURE WORK 

 

To recapitulate, it is evident that IP multicasting is important for the iNet system. IP multicasting 

enables many applications that require sending packets from one host to many hosts in a 

network. PIM-SM can be the foundation for communications in a network service and will help 

to unleash the full bandwidth of the network, allowing an enhanced flow of traffic and 

optimizing the performance of the network. This paper has attempted to present the relationship 

between IP multicasting, KMC and public-key cryptosystem. The present study suggests that the 

KMC allows multicast members to communicate with each other in a secure and effective way. 

The double encryption of the public-key cryptosystem seems is an appealing and innovative 

scheme to secure iNet data. Beyond the encryption and digital signature, PKI is a good algorithm 

to effectively manage and use keys and certificates. These public keys can then be used to 

dynamically distribute multicast session keys. In future work, traffic analysis can be investigated 

for multicast operation using OPNET (Optimized Network Engineering Tools) modeler. 

Moreover, studying a simple symmetric key management schemes can be for a simpler, but less 

dynamic approach.  
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ABSTRACT 

 

iNet is a project aimed at improving and modernizing telemetry systems by moving from a link 

to a networking solution. Changes introduce new risks and vulnerabilities. The nature of the 

security of the telemetry system changes when the elements are in an Ethernet and TCP/IP 

network configuration. The network will require protection from intrusion and malware that can 

be initiated internal to, or external of the network boundary. In this paper we will discuss how to 

detect and counter FTP password attacks using the Hidden Markov Model for intrusion 

detection. We intend to discover and expose the more subtle iNet network vulnerabilities and 

make recommendations for a more secure telemetry environment. 
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INTRODUCTION 

 

Previously telemetry has been a point to point system. Now the iNet project is attempting to 

connect the entire telemetry environment, creating a network out of individual pieces that include 

the test articles (TA) and the ground stations (GS). In this paper we explore the network security 

risks and security features needed for the proposed environment. Military platforms still have to 

be protected physically but they are mostly run by software which can be hacked into, 

compromised or corrupted. It is a necessity to protect the integrity of all iNet telemetry 

communications with the proper government approved information assurance technology for 

such sensitive information. Preliminary designs show security implemented in iNet as only data 

encryption across the radio link. Data within the test article network and on the ground station 

network are also vulnerable to network attacks. There is then a need to understand how these 

attacks and losses take place within the iNet network, how to stop them, and how they are used 

against the network. According to [1], when considering malicious software attacks, the attacker 

needs only to put in effort in the development of the software, which can then do damage over 

and over again with no more effort from the attacker. Attackers need only to be good at one or 

two exploits, but defenders need to continuously identify and address all of the vulnerabilities in 

the network environment. To secure the data, the current network design places encryption 

points at the connection with the radio interface. This protects the data from outside adversaries 



but does not restrict unauthorized inside users from being able to access information from within 

the Vehicle Network (vNET) or inside the gateway network (gNET). With the network elements 

exposed by the iNET design, we need to focus on firewall definitions and network intrusion 

detection techniques that will minimize and counter attacks against the network. 

 

BACKGROUND 

 

This paper operates on the premise that even networks protected by good security can be 

compromised by insiders by accident or by design, and by outside adversaries with unlimited 

resources and a wealth of opportunities. In this case the Intrusion Detection System represents 

the last line of defense in protecting these sensitive systems. The focus of this work is to 

demonstrate IDS methods based on the HMM that might be expanded to be a comprehensive 

solution to these threats. It is useful to describe a few of the attacks that might be accomplished 

against the iNET system. 

 

Networks are designed to provide many services to multiple users. Network administrators must 

maintain those services for legitimate users and guard against a variety of network attacks. The 

three main categories of network attacks are Denial of Service (DoS), passive information 

gathering, and unauthorized access. A goal of a DoS attack is to deny legitimate users access to a 

network service(s) by overwhelming system resources. One such DoS attack is a SYN flood, 

which exploits the TCP-handshake communication. In a normal TCP session, the sender requests 

a communication session by sending a “synchronize” (SYN) packet to a receiver. The receiver 

acknowledges the sender‟s request with a SYN-ACK packet. Finally, the sender confirms and 

establishes connection with an ACK response. A SYN attack involves the sending of many SYN 

packets without replying to SYN-ACK packets sent from the receiving network system. The 

large number of “half-open” sessions would eventually overload the system, rendering the 

receiving system incapable of replying to legitimate user requests. The SYN exploit is one of 

many protocol-based vulnerabilities. Information gathering attacks occur after network access 

has been achieved. This intrusion could be facilitated by undetected software installation from 

email, flash drives, or network intrusions. Information can be gathered by sniffing network 

traffic or gathering information on a host, which can be sent to a remote system.  Unauthorized 

access to network systems could be achieved by exploiting vulnerabilities in system software or 

network protocols. Also, an attacker could use “brute-force” password-guessing software. The 

focus of this IDS research is password guessing using and FTP client-server setup.  

 

NETWORK DEFENSE 

 

An Intrusion detection system (IDS) is a network defense mechanism that protects networks 

against inside and outside attacks. These attacks occur with a malicious insider or after the 

network boundary has been breached by an outsider. Attacks can also occur if a person 

authorized on a limited part of network attacks network resources to which they have no 

authorization. Once an intruder is inside a network, individual systems can be attacked and the 

data in those systems can be viewed or destroyed. Intrusion detection systems collect data using 

sensors placed at various network locations. The sensors collect data on network and individual 

system activity and forward this data to IDS servers. The IDS servers analyze this data in search 

for patterns that are consistent with network intrusion. If a log file pattern is consistent with a 



possible break, an alarm is triggered and alerts are sent to network administrators. The example 

of an IDS trigger which we address in our experiment is successive login failures of a network 

host in a short time frame. A key feature of IDS is notifying network administrators soon after a 

compromise occurs. IDS sensors can be placed in workstations, servers, switches, routers, or 

other network devices. A crucial aspect of system level IDS is uploading log data to the IDS at 

regular intervals. Often an attacker is able to break into a network asset and erase log files entries 

that contain evidence of their presence. In such a case, a network can be attacked multiple times 

without detection. To ensure log files reach the IDS server, network components with IDS 

sensors often have additional network cards and/or redundant routes to the IDS server. We 

propose that the iNet ground station and Test article networks be divided into various subnets. 

These subnets are physically distinct groups to which network traffic can be regulated. Gateways 

and routers are used to determine and control the boundaries of subnets. Sub-netting is a 

recommended feature because it can be used to restrict the visibility of sensitive traffic to limited 

recipients grouped as a subnet. 

 

Each subnet will need an independent monitor (agent) to observe the subnet‟s network traffic and 

watch the unique packets. The network IDS monitor is placed as the first node after the router in 

the subnet. This way all packet traffic to and from the subnet network will be read effectively. It 

is possible to suggest that since we have automated security products that identify these kinds if 

of malicious activities that we no longer have to pay close attention. This is not wise because it is 

dangerous to just depend upon software that does not have the ability to put the activities in the 

necessary context and make a commensurate decision [1]. This is why we have proposed a 

learning model, the Hidden Markov model. 

 

INTRUSION DETECTION SYSTEMS 

 

This section will give a brief introduction to intrusion detection systems and the reason why the 

Hidden Markov Model has been identified as a viable model for this problem. Intrusion detection 

is an extra layer of security for computing networks against malicious attacks. An intrusion 

detection system monitors unusual activities in the system and compares them to previously 

observed patterns. An intrusion detection system performs misuse detection and anomaly 

detection to improve the chances of intrusion detection. The observation patterns also called 

observables [3], that are used in the training data for the model are usually obtained from the 

network to be protected. They can include logged monitored events like UNIX shell commands, 

audit events, keystrokes, system calls and network packets. In [4] the author lists five ingredients 

that IDSs must have to deliver on their objectives. The first is to set intrusion check points to 

analyze the activity that signify state transitions, from normal to intrusion. The second has to do 

with the creation of activity profiles; these detect irregular activity by measuring the deviation 

from regular behavior and serve as signatures of normal activity. The third is a concept drift that 

measures the variations in user behavior over time. The fourth is the control loop that “adapts the 

intrusion check point trigger based on the weighted sum of proportional, average and derivate 

sensor measurements over derivation and integral time window” [4]. Finally the fifth ingredient 

is the model itself, which predicts the most likely state based on the preceding state and other 

observed states. Based on the requirements of the fifth ingredient, we identify that the properties 

of the model match the definition of a Markov process. Which is “A simple example of a 

stochastic process with dependence is one in which each random variable depends only on the 



one preceding it and is conditionally independent of all the other preceding random variables. 

Such a process is said to be Markov” [5].  

 

MARKOV MODEL 

 

[6] The Markov Model (MM) is a probabilistic, stochastic model in which a system can move 

from one state to another. Each move is called a transition, and the way the system transitions 

occur is dictated by the Markovian property. Markov Model is „stochastic‟ meaning that the 

system must be in any of the defined states at any given time, so that the probability that the 

system will be in any of the defined states is 1. When the states change, transitions have occurred 

from one of the defined states to another defined state or remained in the same state.  

 

A state is randomly chosen as the starting state using an initial state probability distribution (π) 

matrix. For any Markov system with N number of states, the π-matrix will be of size [1 x N]. 

Therefore, for a 3-state MM, π-matrix will be denoted as π = [  ,  ,  ], where, π = probability 

of the system starting from state i. The probabilities    , are called transition probabilities. In the 

above figure, all the arrows indicate the transition probabilities. These transition probabilities are 

arranged in a matrix, called the State Transition Matrix (A-matrix). For any Markov system with 

N number of states, the A-matrix will be of size [N x N]. Therefore, for a 3-state MM, A-matrix 

will be denoted as  

A = 

         

         

         

 

 

THE HIDDEN MARKOV MODEL 

 

This section expands on the use of the HMM in IDS modeling, explains the approach and 

introduces the parameters involved. Hidden Markov models have been found to be useful for 

ecology, cryptanalysis and speech applications, but the use of HMM for anomaly and intrusion 

detection is relatively new. Similar to a Markov chain, the HMM has a discrete number of 

unobservable states. The transitions that take place among the states are controlled by a set of 

transition probabilities which make up the transition matrix. The difference is that the states can 

only be inferred from the observations, so the states are hidden. A good question to ask is what 

properties of the Markov model make it a suitable model for network intrusion detection. [7] 

explains this stating, many real world processes including networks manifest a rather 

sequentially changing behavior; the properties of the process are usually held steadily except for 

minor fluctuations, for a certain period of time, and then at certain instances change to another 

set of properties. The Hidden Markov Model presents a solution to how these steadily or 

distinctively behaving periods can be identified, how the “sequentially” evolving nature of these 

periods can be characterized. 



 
Figure 1: Diagram of hidden Markov model showing non-observable (hidden) states and 

observable states [3] 

The Hidden Markov Model (HMM) will enable us to develop a statistical profile of the traffic 

network. Using the Viterbi algorithm we will analyze the traffic information obtained from the 

network packet fields. We selectively look at the packets in traffic, identify the type of traffic, 

and then transform the data to vectors for use in an HMM as training data. [8] explains that  

HMM based intrusion detection was previously done using one system call at a time in a trace as 

an observable and tracking what state transitions and outputs will be required of the HMM  to 

produce that particular system call. The new method described in [8] uses the HMM to model 

program behaviors and in contrast with first scheme, uses sequences of system calls in a trace as 

the observables.  This is a more attractive way with which to model the IDS because, compared 

to the aforementioned scheme which tracks individual user behaviors, this traxks program 

behaviors which are more stable over a time and the range of program behaviors are more 

limited. 

 

The probability of the HMMs producing a sequence of system calls was computed for anomaly 

detection. If the probability of a distinct sequence in a trace is below a certain threshold, the 

sequence is flagged as an anomaly and if the ratio between anomalies and all sequences exceeds 

another given threshold, the trace is labeled as a possible intrusion. This modeling scheme is 

preferred as it can be trained and so it identifies intrusion while reducing false positives.  “The 

training problem is a crucial one for most applications of the HMM. It allows us to optimally 

adapt model parameters to observed training data to create the best models for real phenomenon” 

[8] Though training an HMM tends to be computationally intensive in the process of modeling 

program behaviors, testing is more efficient when the model has been built for normal program 

behaviors [9]. HMM learning can be done utilizing the Baum –Welsh algorithm or forward 

backward algorithm. 

 

The first challenge in applying the HMM to Intrusion detection is deciding on the number of 

states the model should have [8]. This must be decided before training and experiments have 

shown that a reasonable choice of the number of states for an application of the HMM is to 

choose a number of states that approximately correspond to the number of distinct system calls 

used by the program. Choosing the number of states then depends on the observation data used 

in the experiments. The HMM will require training based on observation data and continuous re-

assessment, this will create a profile that contains transition probabilities,        , and 

observations symbol probabilities represented as          . The observations probability 

represents an attribute that is observed with some probability if a particular failure state is 

anticipated [4] . Finally    , the initial state distribution. A complete HMM sequence model is 



represented as          . The nature of the hidden process is such that we are not aware of 

what state transitions are happening at the unobserved states but we can observe the results. For 

instance a sequence of FTP packets is received and failed login observations are recorded up to T 

times. Let   represent observations, an observations sequence is generated 

                   
Given the above experiment, we can develop a number of questions. How do we build an HMM 

to explain the observed sequence of FTP login codes? Next how do we decide on the number of 

states needed in this model and how do we choose the state transition probabilities in each state 

to optimize the model so it rightly describes the observed outcome sequence? 

  

To answer these questions we must solve three problems outlined in [8]. Given the observation 

sequence  , and the model   , how do we compute the probability of the observation 

sequence        . This problem can be solved using the forward backward algorithm which 

efficiently solves this complex intensive computation. Solving this problem we wish to calculate 

the probability of the observation sequence O, given the model  . For every stated 

sequence                 , the probability of the observation sequence O is           , where  

                                       
The probability of the state sequence I is  

                                   
The probability that O and I occur together is the product of (1) and (2). The probability of O is 

next obtained by the summation of the joint probability over all possible state sequences 

 

                                                            

          

        

      

 

Given the observation sequence O, how do we choose a state sequence               which is 

optimal is some meaningful way? This problem involves choosing the states which are 

individually most likely. To implement this we define a new variable                      , 

which is the probability of being in state    at time t given the observation O and the 

model  .The individually most likely state is represented as  

   
              

     
          

This problem is solved using a formal technique called the Viterbi algorithm which is used for 

finding the most suitable state sequence. Finally, how do we adjust the model parameters 

           to maximize        . This third problem is to alter the model parameters to 

maximize the probability of the observation sequence given the model.  

                                 

This represents the probability of a path being in state    at time t and making a transition to state 

   at time t+1. An iterative procedure called the Baum-Welch method is used to re-estimate the 

values of the HMM parameters.  

 

EXPERIMENT 

 

 In this section we will be describing an experiment done in modeling an intrusion detection 

system for a packet network based on the HMM. The experiment was carried out to detect an 

FTP password attack on a network. Traffic data was obtained using Wire Shark, a mainstream 



network sniffer. For this experiment we have chosen to characterize the data using a two state 

Markov model indicating a normal state and password attack state.   
    

         

                     

Figure 2: Two State Markov chain representing normal (1) and abnormal (2) states 

DATA SET 

 

Two sets of data were collected from the network with the help of the packet sniffer. The first set 

of data characterized the normal working of the network while for the second set an attack was 

staged on the network so that the network traffic will indicate the presence of abnormal activity. 

In creating the testing data, intrusion activities were generated by simulating the intrusion 

scenario of password guessing. The first set of data was used as the training data set for the 

HMM while the second set was used as testing data to prove the validity of the model in 

detecting anomalies. The raw network packet data was then parsed and translated into signatures 

that can be characterized by our two state Markov model.  

 

 
Figure 3: Training Data Snippet of details of normal network traffic  

 

Figure 4: Testing Data Snippet including details of FTP password attacks 

It is observed from the data that usually the future actions of both the attacker and the normal 

user are related to the last action and over time a pattern can be traced consistently. The nature of 

network packets make it possible to extract relevant information for this exercise which has been 

sorted and grouped as displayed in figure 5 and 6. The data then needs to be interpreted by the 

IDS for use in the detection engine. The algorithm analyses the data in batches and utilizes the 

frequency of short time intervals between login failures of the attack observation as data. These 

observations can also be viewed as signatures and serve as data to be used in the training of the 

IP Sender Port IP Destination Port
Frame 

number
Time Stamp Time Delta

10.24.22.150 49160 231.7.134.175 16386 2074 6/21/11 15:53 0.009860039

10.24.22.150 49160 231.7.134.175 16386 2075 6/21/11 15:53 0.020030022

10.24.22.150 49160 231.7.134.175 16386 2076 6/21/11 15:53 4.98295E-05

IP Sender Port IP Destination Port

Frame 

number Message Time Stamp Time Delta

10.24.22.59 21 10.24.22.198 1805 2090

Response arg: Login or 

password incorrect! 6/21/11 15:53 0.279700041

10.24.22.198 1805 10.24.22.59 21 2106

Response arg: Login or 

password incorrect! 6/21/11 15:53 6.98566E-05

10.24.22.150 49160 231.7.134.175 16386 2107 Data 6/21/11 15:53 0.00022006

10.24.22.150 49160 231.7.134.175 16386 2108 Data 6/21/11 15:53 0.000760078

10.24.22.59 21 10.24.22.198 1805 2109

Response arg: Login or 

password incorrect! 6/21/11 15:53 0.011529922



HMM, data processed similarly will also serve as input for the Viterbi algorithm during the 

testing phase. 

 
 

Figure 5: Graph of training data showing the time intervals of similar network activity  

 
(a)                                                    (b) 

 

Figure 6: Graph of data with normal and attack states (a). The data has been repeated several 
times for use as test data (b) 

Elements from the HMM toolbox developed at MIT were used to learn from the training data, 

these algorithms were implemented using Matlab. We trained the markov model as the normal 

profile by learning the transition probability matrix and initial probability distribution from the 

stream of network packet data in figure 7, that were observed during the normal usage of the 

network. 

 

EXPERIMENTAL RESULTS 

 

A good HMM will assign a greater probability to the normal state, and a significantly lower 

probability to the attack state. The resultant state transitions by the model are seen in figure 9(a). 

The testing data was repeated to obtain a lengthier sequence and fed through the viterbi 

algorithm to determine the most likely states. The result on the right figure 9(b) show the viterbi 

path estimation of the states  
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(a)                                                                    (b)                                                                   

Figure 7: State Transitions identified by the HMM (a). The Viterbi path estimation of the test 
data identifying the states (b) 

We see for this repeated set of data, the viterbi algorithm is able to distinguish the attack and the 

normal states. At the end of this experiment we were able to utilize the HMM to clearly 

distinguish the normal activities from the intrusion activities. This study has demonstrated the 

feasibility of using the HMM in detecting anomalous behavior for packet network traffic data.  

These results prove that the HMM model can be used effectively to model the detection engine 

of an intrusion detection system based on network packet data. 

 

CONCLUSION 

 

In this paper we have shown how the properties of the Markov model can be applied to network 

intrusion detection systems. Normal program behaviors were modeled using HMM and any 

anomaly from the model was considered a possible attack. This was a simple two state model but 

a real network has several possible states. Based on the positive results from this work we plan to 

increase the number of attacks dimensions discoverable by the HMM. Despite the many 

positives of this modeling system, we observed some issues. The first is the computational issue 

in the implementation of the forward backward algorithm in the solving of problem 1. [8] 

Recommends a scaling technique to mitigate this problem but that is beyond the scope of this 

paper. The next issue concerns the training data (observables) used for estimating the HMM 

parameters. It is possible that a probability of a parameter will be set to zero if there is no 

occurrence of it in the training data used to model the HMM. This is usually because the training 

set is too small, and does not cover the full range of normal activity on the network. The solution 

to this problem is to provide a robust data set for training while striking a balance between too 

little and too much. [10] Proposes a new intrusion detection system based on Fuzzy HMM.  It 

claims that using this method, as compares to classical HMM,  will reduce the training times and 

the speed of detection will effectively be boosted while saving computer resources. This method 

will be considered for further research. 
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ABSTRACT 

 

This paper presents three telemetry techniques demonstrated on an affordable precision mortar 

that allowed the guidance, navigation, and control (GNC) system to be effectively analyzed.  The 

first is a technique for the real-time integration and extraction of GPS data into a sensor 

telemetry stream.  The second is a method for increasing telemetry bandwidth by saving a short 

period of high rate data and then broadcasting it over the rest of the flight test.  Lastly, I present 

an on-board data storage implementation using a MicroSD card. 

 

KEY WORDS 

 

Telemetry Processing, FPGA, SD card, GPS, Decom. 

 

INTRODUCTION 

 

The U.S. Army Research Laboratory (ARL) is developing a flight controlled mortar (FCMortar) 

in conjunction with the Naval Surface Warfare Center.  This program aims to develop an 

affordable guidance and control system, packaged into a fuze kit, that screws onto the fuse 

threads of a standard 81-mm high explosive projectile. Early flight tests verified the design of fin 

sets and forward section extensions.  The rounds were instrumented with an ARL designed 

diagnostic telemetry module embedded within the body of the projectile (1).  This module, 

named MIDAS (Multifunctional Instrumentation and Data Acquisition System), encodes analog 

sensor data into a pulse code modulated (PCM) stream and transmits it to a ground station.  

Although the original PCM encoder design was sufficient for early phases of the program, the 

introduction of a GPS receiver and GNC subsections in later tests created new telemetry 

challenges. 

 

This paper presents three of the techniques developed to overcome these challenges.  The first is 

a technique for the real-time integration and extraction of GPS data into a sensor telemetry 

stream.  The second is a method for increasing telemetry bandwidth by saving a short period of 

high rate data and then broadcasting it over the rest of the flight test.  Lastly, I present an on-

board data storage implementation using a MicroSD card. 
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GPS INTEGRATION 

 

Although ARL has extensive experience with munitions telemetry, GPS receivers are a recent 

addition to the ARL instrumentation suite.  The FCMortar project was the first ARL exposure to 

a GPS receiver produced by Mayflower Communications.  Due to the risk associated with 

integrating a new GPS receiver into a mortar, all of the GPS data was required to be available 

during flight experiments in real-time as well as recorded for post-processing.  A method was 

needed to integrate the GPS data into the existing sensor telemetry stream and extract it at the 

ground station.  First I will present the original PCM encoder design, and then I will describe the 

method I developed to manage the new GPS data. 

 

Figure 1 shows a functional block diagram of the MIDAS PCM encoder before the GPS 

integration logic was added.  Analog sensor data is multiplexed into an analog to digital 

converter (A/D).  The FPGA serially shifts the digital data into an input shift register.  A 

commutator inserts the sensor data into the telemetry frames which are saved into an off chip 

RAM.  The RAM acts as a buffer which delays the data about 100 ms before it is read into an 

output shift register and serially shifted out to the transmitter.  This delay allows data sampled 

within the mortar gun tube to be transmitted later after exiting the tube, preventing the 

transmission interference of the gun tube from corrupting the in-bore data.  Telemetry data was 

formatted into 48, 16 bit words and transmitted at a rate of 4 Mbit/s. 

 

 

Figure 1:  Original MIDAS PCM encoder block diagram 

There were two general options for integrating the GPS data into the telemetry frames.  One 

possible method would have been to decode all of the GPS messages in MIDAS and integrate the 

decoded data values into the telemetry frames.  This was unpractical using the current MIDAS 

FPGA since there were 15 different messages, some of which were 424 bytes long containing 

150 different data values.  A simpler method was to insert the raw universal asynchronous 

receiver/transmitter (UART) bytes directly into the telemetry stream.  Figure 2 shows a block 

diagram of the new MIDAS configuration used to integrate the GPS data.  The GPS receiver 
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transmits data messages using a UART at a rate of 115200 baud.  I developed a custom UART 

core to receive the incoming data while minimizing FPGA resources.  In order to transfer the 

GPS UART data from the UART clock domain to the PCM stream clock domain, a first in, first 

out memory (FIFO) scheme was employed (2).  UART words received from the GPS are written 

to the FIFO using the UART system clock.  The PCM control logic then reads this data from the 

FIFO using the PCM clock and inserts the UART words into the telemetry frames.  The 8 bit 

UART bytes are converted into 16 bit telemetry words by adding zeros to the most significant 

bits.  AAAA hex is used as a placeholder when there is no valid data available. 

 

 

Figure 2: New MIDAS PCM encoder block diagram 

Although inserting the raw UART data into the telemetry stream made the MIDAS processing 

easier, it posed a problem for monitoring the GPS data at the ground station.  The telemetry 

software we employed was unable to decode and display the complex GPS messages in real 

time.  In order to solve this problem, I created a custom decom box.  This decom box extracted 

the UART data from the PCM stream and sent it to a PC for further processing.  Figure 3 shows 

a functional block diagram of the decom box.  Using data and clock signals supplied by the 

ground station, the data is shifted into an input shift register.  Control logic identifies 

synchronization words to determine frame boundaries.  The UART words can then be located 

and checked for valid data.  Valid data is determined by checking the most significant bits which 

are zero if valid, or non-zero if invalid as described above.  Valid data is then written to a FIFO.  

The custom UART core designed for the MIDAS FPGA is then re-used here to send the data in 

the FIFO to a COTS UART to USB converter. 

 

This scheme not only allowed all of the GPS data to be recorded, but also allowed it to be 

available to a PC COM port in real-time, enabling us to use Mayflower’s own parser program to 

decode and view the GPS data.  The ability to view this data in real-time was essential during the 

development and debugging of the rounds, as well as the flight tests. 
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Figure 3: Decom Box block diagram 

TELEMETRY BANDWIDTH CONSERVATION 
 

As FCMortar progressed, more of the finalized design was added to the rounds.  A DSP was 

added to the design to implement GNC algorithms.  Telemetry frames now needed to include 

GNC information.  It was decided that half of the frames would contain MIDAS sensor data, and 

half GNC data.  This effectively cut the MIDAS data rate in half creating a severe data 

bandwidth shortage.  Unique test conditions presented a solution to this problem.  Much of the 

telemetry bandwidth was taken up by high speed sensors that were only needed in-bore at the 

beginning of the flight.  By saving this high speed data for a short duration at the beginning of 

flight and then playing it back over the rest of the test, the available telemetry bandwidth could 

be significantly increased. 
 

 

Figure 4: Telemetry Bandwidth Conservation block diagram 
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Figure 4 shows a functional block diagram of the telemetry bandwidth conservation scheme I 

employed.  The high speed PCM encoder block implements the functions of the PCM encoder 

shown before in Figure 2.  This runs at a rate of 4 Mbit/s with frames made up of 96, 16 bit 

words.  These frames are saved in a circular buffer of 32768 words using the off chip RAM.  48 

of the words are selected from the 96 word high speed frames to create 2 Mbit/s low speed 

frames.  These words are saved into a FIFO and combined with the 2 Mbit/s GNC data to form a 

4 Mbit/s combined PCM stream.  Once a g-switch indicator triggers, the PCM encoder waits 100 

ms and then switches from saving data to reading from RAM.  32768 words provide about 131 

ms of record time, thus sensor data 31 ms before the g-switch and 100 ms after the g-switch is 

saved in RAM.  This saved in-bore high speed data is inserted into one word per frame of the 

low speed MIDAS frames.  At one word per frame at 2 Mbit/s, it takes about 12.5 seconds to 

transmit all of the saved high speed data.  This allows the data to be transmitted more than twice 

for a typical flight test that lasts about 30 seconds. 

 

Table 1 shows the statistics of the saved in-bore high speed 96 word frames.  The sensors are 

grouped by sampling rate.  The “Number of sensors” column indicates the number of sensors 

that were sampled at the given sampling rate.  The “Rate sub-total” column is the sampling rate 

multiplied by the number of sensors.  In all, there were a total of 30 sensors, with 10 of those 

sensors sampled at high rates, mainly to capture short in-bore events.  The total data rate of all of 

the sensors was 224 K samples/s.  Table 2 shows the statistics for the lower speed MIDAS 

frames that were transmitted throughout the flight test.  Here only one sensor was required to be 

sampled at a high rate, allowing all of the necessary data to be captured in 48 word frames at a 

total sampling rate of 117 K samples/s. 

 

This shows the dramatic increase in telemetry bandwidth gained by this scheme.  If all the 

MIDAS sensor data was sampled at the same rate throughout the whole flight, roughly twice of 

the bandwidth would have been required.  By only saving the high rate data for a short period at 

the beginning of flight where it was crucial, and then integrating this data into the rest of the 

telemetry frames over the course of the flight test, the MIDAS telemetry rate could be cut in half. 

 

Words/Frame Data rate (K Words/s) Number of sensors Rate sub-total (K Words/s) 

1 2.60 20 52.1 

2 5.21 5 26.0 

4 10.4 2 20.8 

16 41.7 3 125 

  
Total: Total: 

  
30 224 

Table 1: High speed frame statistics 

Words/Frame Data rate (K Words/s) Number of sensors Rate sub-total (K Words/s) 

1 2.60 29 75.5 

16 41.7 1 41.7 

  
Total: Total: 

  
30 117 

Table 2: Low speed frame statistics 
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ON-BOARD DATA STORAGE USING A MICROSD CARD 

 

Once again problems arose in later flight tests that resulted in the development of new telemetry 

techniques.  Interference problems between the telemetry transmission and GPS reception 

initiated a search for alternative means of telemetry data recovery.  Since the test rounds were 

recoverable, on-board storage was a viable option that would solve the GPS interference 

problem.  I developed a storage scheme using MicroSD cards which are small, cheap, and 

contain abundant data storage. 

 

SD cards are equipped with a standard serial peripheral interface (SPI) supported by many 

microprocessors (3).  The high speed PCM data, however, could not be processed by an 

inexpensive microprocessor.  It follows that the ideal implementation was to use an FPGA to 

format the incoming PCM data and to implement the SD card interface using a soft processor 

instantiated into the FPGA.  A CoreABC soft processor from Actel was chosen which allowed 

for easy programming in assembly language within Actel’s Libero design environment and 

provided bus interfaces to Actel SPI and UART cores (4).  Due to occasional delays during the 

SD card writing, an external RAM was added to the design for additional data buffering.  Figure 

5 shows a simplified block diagram of the SD card recording implementation.  During data 

recording, the incoming PCM stream is processed and written into a FIFO.  When the FIFO is 

almost full, data from the FIFO is written to RAM using the FIFO address counter for the 

address.  After 512 bytes have been written to RAM, the RAM data is read back using the SD 

address counter and written to the SD card though the SPI interface.  To read from the SD card, 

no buffering is necessary.  Data is read through the SPI interface and sent out of a UART 

peripheral. 

 

The design was verified to write up to 4 Mbit/s, with reading speed limited by the UART 

receiver.  To date this design has not been used in a flight test, but it has been employed in a 

wind tunnel test where the test environment made RF transmission impossible. 
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Figure 5: SD card control block diagram 

CONCLUSION 

 

The FCMortar program presented several problems which called for creative solutions.  Custom 

decommutation, on-board data storage, and telemetry bandwidth conservation techniques were 

all developed to overcome unique diagnostic and telemetry challenges.  In addition to advancing 

the FCMortar program, these solutions will extend ARL’s telemetry capabilities for future 

programs. 

 

NOMENCLATURE 

 

A/D – analog to digital converter 

ARL – Army Research Laboratory 

CLK – clock 

COM – communication 

COTS – commercial off-the-shelf 

Decom - decommutator 

DSP - digital signal processor 

SD card – secure digital card 

FCMotar – flight controlled mortar 

FIFO – first in, first out (memory) 

FPGA – field programmable gate array 

GNC – guidance, navigation, and control 

GPS – global positioning system 

MIDAS - Multifunctional Instrumentation and Data Acquisition System 

PC – personal computer 
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PCM – pulse code modulated 

RAM – random access memory 

Reg. – register 

SPI – serial peripheral interface 

UART – universal asynchronous receiver/transmitter 

USB – universal serial bus 
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ABSTRACT 

This paper describes the development and test results of a Frequency Modulated Continuous 

Wave (FMCW) L-Band radar testbed designed to detect obstacles in the proximity of an 

Unmanned Aerial Vehicle (UAV).  From laboratory loopback tests, it was calculated that with 

pulse compression and a transmit power of 150 mW (22 dBm), the radar is capable of detecting 

an object with a 0.014-m
2
 radar cross-sectional area at ranges between 500 ft to 1 mi.  Analysis 

shows that post processing of the collected data would reveal information about the obstacle such 

as its range and location relative to the aircraft.  Design and testing procedures are discussed. 
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INTRODUCTION 

A 1.425 GHz to 1.55 GHz FMCW radar with a chirp duration of 120 µs was developed as a 

senior capstone project in the Electrical Engineering Department at the University of Kansas.  A 

future generation of this radar will be installed on a UAV used on research missions.  The 

objective was to design a radar capable of sensing obstacles in the flight path of the UAV at a 

range of 500 ft to 1 mi from the aircraft.  This range indicates the minimum distance that the 

UAV can maneuver around an obstacle in its path to the maximum desired sense range [6].  

Furthermore, per Federal Avionics Administration (FAA) regulations [3], the system should 

detect all obstacles within a minimum angle of 30
o
 above and below the nose of the aircraft and a 
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minimum of 60
o
 to the starboard and port of the aircraft.  Omnidirectional antennas were chosen 

to maximize the visibility around the aircraft.   

Future development of this system, not discussed here, will yield the ability to calculate the 

obstacle’s trajectory, velocity, size, and make flight path predictions.  A device that can provide 

thorough characterization of obstacles in a UAV’s flight path can then be rolled into an autopilot 

system, in which flight-path modifications will be made in response to the data returned by a 

radar system capable of real-time data processing. 

The 1.425 GHz to 1.55 GHz frequency range is used because it is dedicated to avionics telemetry 

by the FCC [2].  Furthermore, it will not interfere with the on-board avionics or research 

equipment. The transmitted power must not exceed 1 W (30 dBm) per FCC regulations [2]. 

Requirements for the mechanical components of the system design are mandated by the FAA.  

All components within the radar box must withstand 10 G’s of force and sustained mechanical 

vibrations [3].  All electrical wiring will be coated with Teflon or other materials that do not 

outgas hazardous vapors in the event of system malfunction due to overheating [3].   

The testbed radar system was not subjected to size or weight requirements.  It is to be installed 

on a piloted C-172 Cessna Skyhawk aircraft that will serve as a surrogate UAV.  This aircraft has 

undergone an inspection by a Federal Avionics Regulations (FAR) representative that has 

certified that the installation of the system does not interfere with the aircraft’s airworthiness.  

This surrogate will fly in the same airspace as a 40% scale YAK-54 UAV which will serve as a 

surrogate obstacle with a radar cross-sectional area [4] of 0.014 m
2
. 

 

THEORY 

Radar is necessary for this application due to its reliability in a variety of environmental 

conditions [4].  FMCW was chosen due to simplicity of design, low required transmit power, and 

availability of RF and digital components.  The waveform generator uses a direct digital 

synthesizer (DDS) and data acquisition module (DAQ) that were developed and built at the 

University of Kansas (KU) Center for Remote Sensing of Ice Sheets (CReSIS); a NSF funded 

research group.  A laptop running IDL software (an ITT Visual Information Solutions software) 

is used to interface with these devices and will be required for testing. 

The theory of operation for FMCW radar is as follows.  A “chirp” waveform is produced by a 

waveform generator.  The DDS is configured to output an “up-chirp,” which is a sinusoid that 

linearly increases in frequency over the radar’s operational bandwidth followed by a “down-

chirp.”  Each up and down chirp is considered as a separate waveform.  This waveform is shown 

in Figure 1a.  The faint portions of the image represent low frequency while the white portions 

represent high frequency. 
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The DDS signal is then fed a band pass filter (BPF) to attenuate unwanted spectral content.  The 

received signal is identical to a time delayed version of the transmitted pulse as is shown in 

Figure 1b.  This time delay is related to the distance to the obstacle. 

  

Figure 1a (left):  Transmitted waveform consisting of an 120 µs “up-chirp” and 120 µs “down-chirp.”  Only 

up-chirps are digitized.  Figure 1b (right):  The transmitted and received waveforms are identical with a time 

delay.  The 125 MHz bandwidth and 120 µs chirp duration shown correspond to those used for this radar. 

The time delay is calculated by finding the reciprocal of the frequency difference between the 

transmitted and received waveforms.  A copy of the transmitted waveform is fed to the local 

oscillator (LO) port of a mixer while the received signal is fed into the RF port.  A signal whose 

frequency is the difference between these two inputs appears at the output port of the mixer.  

This frequency, known as the beat frequency, is used to calculate the distance (d) to the obstacle 

using Equation 1 where f is the beat frequency, τ is the waveform duration, c is the speed of 

light, and B is the pulse bandwidth. 

          (1) 

To remove frequencies higher than the beat frequency associated with the maximum target 

distance, a low pass filtering of the signal is needed before it is fed into the DAQ for processing. 

The distance calculated in Equation 1 is based on the signal received by one antenna.  In order to 

determine the azimuthal location with respect to the aircraft, two antennas are needed to receive 

the signal.  Because omnidirectional antennas are used, the object and its “ghost” image will both 

be visible because they are the same distance from the antennas.  For initial testing, obstacles are 

assumed to be in front of the aircraft.  A third receiver antenna can be used to determine the 

exact location of the obstacle.  The current antenna installation is detailed in Figure 3. 
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Figure 3:  The locations of the antennas on the C-172 aircraft for flight testing [1]. 

Because the DAQ only has one input channel, a switch will be implemented to alternate between 

receiver antennas.  When the radar is initiated, the switch will be delayed to start at 180 µs.  This 

will occur exactly in the middle of the currently unused down-chirp portion of the signal shown 

in Figure 1a.  The switch will alternate between antennas at a frequency of 4.166 kHz which will 

ensure that the switching action will not interfere with the up-chirp. 

Another important characteristic of a radar is its range resolution, or ability to detect subtle 

changes in an obstacle’s movement.  Equation 2 shows the calculation of range resolution.  

         (2) 

Here c is the speed of light and B is the received signal bandwidth.  For a 125 MHz bandwidth, 

the range resolution will be 1.2 m.  This means that a different beat frequency will be able to be 

calculated every time the obstacle moves 1.2 m.  

 

SPECIFICATIONS 

The specifications for this radar system are defined by the 125 MHz bandwidth available in the 

avionics telemetry band.  Due to limitations of the DDS clock frequency, a chirp spanning 226 

MHz to 351 MHz was generated.  The fourth Nyquist zone of this signal spans 1.425 GHz to 

1.55 GHz if the DDS clock frequency is set to 888 MHz.  A frequency domain representation of 

the unfiltered DDS output appears in Figure 4. 
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Figure 4:  DDS output. The fourth Nyquist zone is indicated by markers 2 and 3. 

To ensure only the fourth Nyquist zone is transmitted, a 5
th
 order Chebychev microstrip coupled-

line BPF was designed by the team using Agilent Advanced Design Software.  The goal was to 

attenuate all frequencies less than 1.2 GHz and greater than 1.6 GHz by 50 dB so that the 

baseband signal would be attenuated to the level of the DDS noise floor (see Figure 4).  The 

Chebychev design was chosen for its stable in-band response [5].  The filter appears on the right 

lower corner of Figure 6.  To ensure proper response of the fabricated filter, the distance between 

the microstrip lines and the edge of the board was ten times the thickness of the substrate.  To 

reduce EMI coupling to the board, the filter was placed inside a custom enclosure.  An EMI seal 

was created by using braiding between the box and its lid. 

The block diagram for the RF portion of the radar appears in Figure 6.  During system design, 

four parameters restricted the power levels at the chosen operational bandwidth: 

 DDS output power:  -27 dBm 

 LO port of Mixer:  10 dBm to 16 dBm 

 DAQ received power: -75 dBm to 10 dBm 

 1-dB Compression points of the amplifiers: various: 10 dBm to 22 dBm 

 

Figure 5:  Functional block diagram of the FMCW radar. 
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The first amplification stages to be designed are marked 3 and 8 in Figure 5.  They compensate 

for the loss in the BPF and coupler and combine to drive the LO port of the mixer with a power 

level of 11 dBm.  Next the power amplifier in the transmitter (MiniCircuits part ZRL-2400) was 

chosen.  The radar output power of 22 dBm is equal to the 1-dB compression point of this 

device.  This amplifier was chosen based on budgetary restrictions and the cost of RF 

components.  The radar range equation and pulse compression theory led to the conclusion that 

22 dBm of transmit power would be sufficient to detect the target.  Therefore, purchasing a 

costly device capable of achieving a higher power level was assigned lower priority. 

For the receiver design, the input thresholds of the DAQ were considered along with the 

expected returned signal power after considering propagation losses.  The DAQ saturates at 10 

dBm.  The quantization level of the DAQ is extended down from -75 dBm if pulse compression 

and cross-correlation are used.  Equation 3 shows the pulse compression signal processing gain 

(expressed in dB) which is the time bandwidth product where τ is the chirp duration and B is the 

bandwidth. 

           (3) 

With a bandwidth of 125 MHz and a chirp duration of 120 µs, the improvement to signal to noise 

ratio is 41.8 dB.  This results in a theoretical lowering of the noise level of the DAQ to 

approximately -115 dBm. 

Next, the radar range equation shown in Equation 4 was consulted to determine how much signal 

power would be returned, in dB, if an object with a radar cross-sectional area of 0.014 m
2
 

(represented by a 40% YAK-54 UAV) were detected at a distance of 1 mi.   

       (4) 

In Equation 4, the transmit power, PT, is 0.158 W.  The gain of the transmit and receive antennas, 

GT and GR are equal to 4.8 dBi.  The wavelength, λ, is 20 cm, the cross-sectional area, σ, is 0.014 

m
2
, and the range to the target, R, is 1600 m.  In this scenario, -162.1 dBm of signal power will 

be returned.  If the range is shortened to 152 m, -121.2 dBm will be received. 

The receiver was designed to have approximately 50 dB of gain so the 40% YAK could be 

detected by the DAQ.  After the signal is received, it is passed through a low noise amplifier 

(Mini-Circuits part ZX60-33LN) and a BPF identical to the custom filter discussed in Figure 5.  

Another amplification stage exists to increase the signal power before the mixer.  At the IF port 

of the mixer, a low frequency amplifier and a low pass filter with a cutoff frequency of 16 MHz 

condition the signal before it is passed into the DAQ. 

The system receives external power from a 12 V 18.2 Ah battery that will allow for 3 hour flight 

tests.  Battery power is ideal for this application so the radar is isolated from the aircraft power 

system and provides a clean source. In turn this provides a testing platform that is safe and 
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acceptable for this application.  The battery sources two independent power supplies within the 

radar.  A Mean Well SD-25A-5, switching power supply drives the DAQ and DDS.  All 12 V RF 

components were supplied directly from the battery.  To achieve the optimal noise figures of the 

5 V RF components, a Murata UWR 12 VDC to 5 VDC linear power supply was chosen.  The 

radar draws 2.25 A of continuous current.   

A picture of the completed system appears in Figure 6. 

 

Figure 6:  Complete radar test bed that has passed FAR inspection. 

 

SYSTEM TESTING AND EVALUATION 

To evaluate the system accuracy, a loop back test was performed.  Various copper and fiber optic 

delay lines were used for in these tests whose lengths varied from 36 ns to 1.8 s.  The expected 

beat frequency can be calculated for each delay length by manipulating Equation 1. 

Tests were performed with the 1.8 s fiber optic delay line and a 120 s chirp.  This delay line 

was characterized to attenuate the signal by 34 dB in the 1.5 GHz range.  The delay line was 

attached between the transmitter and receiver with an additional 34 dB of attenuation.  Therefore, 

with transmit power equal to 22 dBm, -46 dB would be fed into the receiver. Because the 

“target” would remain stationary, the radar’s performance was evaluated by varying the 

waveform duration.  Figure 7 demonstrates the signal at the input to the DAQ. 
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Figure 7:  240 µs Marker 3, 120 µs Marker 2,  and 50 µs Marker 1, delay lines. 

The markers are located at the highest visible peak for each of the pulse durations.  The beat 

frequencies were verified based on the known pulse duration and the known delay line length 

and are consistent with the calculations.  Figure 7 demonstrates that as chirp duration increases, 

the beat frequency decreases.  With this test setup, the receiver has a signal to noise ratio of 

approximately 40 dB and a thermal noise floor at -35 dBm. 

The traces shown in Figure 7 are of a higher power than is expected during flight testing.  As a 

proof of concept, cross-correlation and pulse compression were performed on the signal returned 

by a 120 µs pulse through the 1.8 µs delay line (trace 2 from Figure 7).  A graphical user 

interface for the DAQ was written by CReSIS and includes the capability to perform basic real 

time processing of the collected data.  Figure 8 below depicts how cross-correlation and pulse 

compression done in post-processing can improve the signal to noise ratio. 

 

Figure 8:  The cross-correlation amplitude versus number of samples. 

The peak occurs at approximately 130 samples.  With a sampling rate of 62.5 MHz, this 

corresponds to a delay of approximately 1.8 µs. 
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To ensure that the radar would not interfere with the avionics systems of the test aircraft, an 

ambient noise test was performed at Lawrence Municipal Airport.  The test was performed by 

recording the ambient noise on the tarmac using one of the Pasternack antennas.  The spectrum 

analyzer recorded in a max-hold state for two hours.  During the test multiple aircrafts took off 

and communications were sent by the test aircraft.  The trace in Figure 9 reveals that no high 

power signals were broadcast in the radar’s bandwidth.   

 

Figure 9:  Ambient noise collected at the Lawrence Municipal Airport.  Marker 1 is at 1.405 GHz and 

Marker 2 is at 1.876 GHz.   

 

IMPROVEMENTS AND LESSONS LEARNED 

One way to improve the radar would be to take advantage of the dual-chirp capabilities of the 

DDS.  In its current mode of operation, the DDS is producing an “up-chirp” (discussed in this 

paper) that lasts 120 µs.  This up-chirp is immediately followed by a “down-chirp.”  This down-

chirp is a 120 µs sweep from 1.55 GHz to 1.425 GHz and is currently being ignored in signal 

processing.  In this configuration, Doppler shifting will induce a small amount of error into the 

radar as switching occurs.  Because of the time delay between chirps, if only up-chirps are used, 

the target would appear closer than it truly is.  Conversely, using only down-chirps would make 

the target appear to be farther away.  If one antenna is used to collect data from a successive up 

and down chirp, and the next up and down chirp were processed by the other antenna, however, 

the Doppler shifting issue can be resolved in processing. 

An additional improvement would be to change the operating frequency of the radar.  In a 

redesign of the system, an amateur radio band would be used.  The selection of the amateur band 

would be limited by the maximum 1 GHz clock frequency of the DDS and the power available 

from the waveform generator (consider Figure 4). 

The main lesson to be learned from the development of this radar is to place value on thorough 

understanding of theory and proper simulation of the design before building.  Several design 
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setbacks could have been avoided had the characteristics of the radar subsystems been better 

understood from the beginning of the project.   

 

CONCLUSION 

The L-Band FMCW radar discussed is theoretically capable of detecting a 40% YAK-42 UAV 

with a radar cross-sectional area of 0.014 m
2
 at distances ranging from 500 ft to 1 mi by using 

pulse compression and cross-correlation signal processing techniques.  Its 125 MHz bandwidth 

and 120 µs chirp duration will yield a range resolution of 1.2 m.  This system’s reliability can be 

verified during flight testing on a surrogate UAV.  Its performance and accuracy will be 

improved by using the dual-chirp capabilities of the DDS. 
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Abstract: Compass-I system is China has built satellite navigation system. It’s a kind of regional 
position system according to the double-star position principle. Commonly, Compass-I system 
need adopt active position，in the paper several passive position methods are put forward. A 
combination navigation mode based on GLONASS and Compass-I passive navigation is 
proposed in this paper. The differences of coordinates and time systems between those two 
navigation systems are analyzed. User position is calculated by least squares method. 
Combination Navigation Algorithm can improve visible satellite constellation structure and 
positioning precision so as to ensure the reliability and continuity of positioning result. 
 
Key words: Combination Positioning Algorithm; Compass-I system/GLONASS system; least 
squares method;  
 
 

Ⅰ. INTRODUCTION 
 

Compass-I system is a system with independent intellectual property in China. It is an active 
answering satellite navigation system. The system is a double-star position system, dominated by 
two satellites and supplemented with one satellite. The three satellites of the system are on the 
equator. So the positioning accuracy of the low-latitude users is not good. GLONASS satellite 
navigation system is developed by the former Soviet Union keeping up with GPS satellite 
navigation system of the United States. The satellites are distinguished by frequency division 
multiple access. Due to the limited size of the satellite constellation, there are still some certain 
problems in independent application. A combination navigation mode based on GLONASS and 
Compass-I passive navigation is proposed in this paper. We can make full use of the respective 
advantages of the navigation systems to improve the reliability and continuity of positioning 
result. 

 
 

Ⅱ. COMPASS-I SYSTEM 
 

A. Active position principle 
 
The navigation system is made up of two synchronous satellites, as shown in Figure 1. 
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Figure 1. Navigation system 

 
Central station gets two measurements by launching signals to users and receiving signals from 
users. The central station gets two time difference, because there are two synchronous satellites 
forwarding signals.  
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Where: 
C  - The light speed; 

1TΔ ,  - The measurements of the central station; 2TΔ

1S ,  - The distance between synchronous satellites and the central station; 2S

1R , 2R  - The distance between synchronous satellites and the receiver; 

( , , )x y z  - The coordinates of the receiver; 

( ), ,i i ix y z  - The coordinates of the satellites. 

If you can get the height of the user by the user's own altimeter, it can get the user's coordinates 
according to the following formula. 
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Where: 
f  - Earth's eccentricity; 

eR  - Radius of the earth. 

 
B. Passive position principle 
 

Compass-I passive positioning mode and GPS positioning mode are basically the same. 
Passive positioning scheme have the following choices. 

Table 1. Passive positioning scheme 
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The number Composition of system 
 

Numbers of 
equations 
 

Information of the solution
 

1 Two satellites and altimeter 3 Three dimensional 
coordinates 
 

2 Three satellites 3 Three dimensional 
coordinates 

3 Three satellites and altimeter 4 Three dimensional 
coordinates and clock 
offset 

4 Two satellites and one pseudolite 3 Three dimensional 
coordinates 

5 Two satellites and one pseudolite 
and altimeter 

4 Three dimensional 
coordinates and clock 
offset 

6 Three satellites and one pseudolite 4 Three dimensional 
coordinates and clock 
offset 

 
The first, the second and the fourth scheme can not get clock offset, and the fifth scheme needs of 
pseudolite technology. The pseudolite signals have interference on Compass-I satellite signals. So we 
choose the third scheme. 
Three synchronous satellites on the Equator receive the navigation messages launched by the 
central station and forward them to the users. Receivers capture and track satellite signals and get 
pseudorange measurements. The pseudorange measurements include the uplink distance from 
central station to navigation satellite and the downlink distance from navigation satellites to the 
user. We can get the pseudorange on basis of satellites, deducting the uplink distance. Then, we 
can get information of the satellite by despreading and demodulating navigation messages. 
Pseudorange measurements can be expressed as 
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Where: 
c  - The light speed; 

utΔ  - Receiver’s clock offset relative to Compass-I system clock; 

f  - Earth's eccentricity; 

eR  - Radius of the earth; 

( , , )i i ix y z  - The coordinates of the synchronous satellite in the BJ-54 Coordinate System; 

According to the Taylor series expansion, the equation is as follows: 
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Where , uh c t= •Δ

( ) ( )

( )( )

0 0 0
1 2 3

0 0 0

2 2
0 0 0

41 42 43
0 0

2 2
0 0 0 0

2 2 2 2
0 0 0 0

; ;

1 1
; ;

( ) ( ) ( )

1

i i i
i i i

i i i

i i i i

x x y y z z
e e e

f x f y z
e e e

H H

x x y y z z

H f x y z R

ρ ρ ρ

ρ

− − −
= = =

− −
= =

= − + − + −

= − + + −

0

2

H
=  

0 0 0( , , )x y z  - The estimates of initial position of the receiver;  

11 12 131

21 22 232

31 32 333

41 42 43

1

1

1

0

e e e x

e e e y
C E X

e e e z

e e eH h

ρ
ρ
ρ

Δ Δ⎡ ⎤⎡ ⎤ ⎡
⎢ ⎥⎢ ⎥ ⎢Δ Δ⎢ ⎥⎢ ⎥ ⎢Δ = = Δ =
⎢ ⎥⎢ ⎥ ⎢Δ Δ
⎢ ⎥⎢ ⎥ ⎢Δ Δ⎣ ⎦ ⎣⎣ ⎦

⎤
⎥
⎥
⎥
⎥
⎦

         (6) 

Where 0i i iρ ρ ρΔ = − 0i iH H HΔ = −

T

, . 

The coordinates and clock offset of the receiver can be calculated by least squares method. The 
formula is as follows: 
 

1TX E E E
−

⎡ ⎤Δ = Δ⎣ ⎦ C

]

                 (7) 

 
 

Ⅲ. GLONASS SATELLITE NAVIGATION SYSTEM 
 

GLONASS positioning mode and GPS positioning mode are basically the same. But the time and 
coordinate systems of GLONASS satellite navigation system and GPS satellite navigation system 
are different. The time and coordinate systems of GLONASS satellite navigation system are 
GLONASS system time and PZ-90 coordinate system. The satellite orbit information is the 
speed[ , ,

b b bt t tx y z , acceleration[ , ,
b b bt t t ]x y z  and accelerations[ , ,

b b bt t t ]x y z  due to solar and lunar 

gravitational perturbations. Their reference time is . According to the satellite orbit 

information at the reference time, we generally use the method of binomial extrapolation and the 
method of numerical integration of differential equations of the motion of the satellite. But the 

bt

 4



method of numerical integration can provide a higher precision and longer time-span. Numerical 
integration generally use four-order Runge-Kutta formula. 
The time of calculating the coordinate of the satellite is as follows: 
t ( ) (GLONASS c n b n b bt t t t)( )tτ τ γ= + + − −                (8) 

Where: 
t  - Time of transmission of navigation signal in onboard time scale; 

bt  - The reference time of navigation messages; 

cτ  - GLONASS time scale correction to UTC(SU) time; 

( )n btτ  - Correction to the  satellite time  relative to GLONASS time , which is equal 

to phase shift of PR ranging code of navigation signal transmitted by satellite relative to the 
system reference signal at instant . 

thn nt ct
thn

bt

( )n btγ  - Relative deviation of predicted carrier frequency value of n-satellite from nominal value 

at the instant . bt

Although GLONASS positioning mode and GPS positioning mode are basically the same, the 
clock offset is different. The clock offset of GLONASS position mode is relative to GLONASS 
navigation system clock.  
 
 

Ⅳ. COMPASS-I NAVIGATION SYSTEM/GLONASS NAVIGATION SYSTEM 
 
We need to consider the differences of coordinates and system time between Compass-I system 
and GLONASS system, if Compass-I navigation system combines with GLONASS navigation 
system. The system clock of Compass-I navigation system is BD system clock and the coordinate 
system is BJ-54. The system clock of GLONASS navigation system is GLONASS system clock 
and the coordinates system is PZ-90. In order to facilitate system expansion, we transform 
coordinate into the WGS-84 coordinate of GPS navigation system. As to the time system, both 
systems use their own system. 
According to the large amounts of data that P. N. Misra and others get in the MIT Lincoln Laboratory of 
United States, the transformation formula[4] between PZ-90 coordinate and WGS-84 coordinate is as follows: 

84 90

1 1.9 6 0 0

1.9 6 1 0 2.5

0 0 1
WGS PZ

x e x

y e y

z z
− −

− −⎡ ⎤ ⎡ ⎤ ⎡ ⎤ ⎡ ⎤
⎢ ⎥ ⎢ ⎥ ⎢ ⎥ ⎢ ⎥= − +⎢ ⎥ ⎢ ⎥ ⎢ ⎥ ⎢ ⎥
⎢ ⎥ ⎢ ⎥ ⎢ ⎥ ⎢ ⎥⎣ ⎦ ⎣ ⎦ ⎣ ⎦ ⎣ ⎦0

                   (9) 

The transformation formula[2,4] between BJ-54 coordinate and WGS-84 coordinate is as follows: 

84 54

12.333

149.054

81.280
WGS BJ

x x

y y

z z
− −

−⎡ ⎤ ⎡ ⎤ ⎡ ⎤
⎢ ⎥ ⎢ ⎥ ⎢ ⎥= −⎢ ⎥ ⎢ ⎥ ⎢ ⎥
⎢ ⎥ ⎢ ⎥ ⎢ ⎥⎣ ⎦ ⎣ ⎦ ⎣ ⎦

              (10) 

The method of calculating the coordinate and the clock offset in combined navigation system is 
the same as the method of GPS navigation system. But a new variable is added. It is the clock 
offset relative to Compass-I system clock. 
Pseudorange measurements can be expressed as 

2 2 2( ) ( ) ( )i i i ix x y y z z cρ = − + − + − + •Δt             (11) 

Where: 
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( , , )x y z  - The coordinates of the receiver in the WGS-84 Coordinate System; 

( , , )i i ix y z  - The coordinates of the satellite in the WGS-84 Coordinate System; 

glt tΔ = Δ - Clock offset relative to GLONASS system clock, if the satellite is one of satellites of GLONASS 

system; 

BDt tΔ = Δ  - Clock offset relative to Compass-I system clock, if the satellite is one of satellites of 

Compass-I navigation system. 
We suppose that there are n satellites of GLONASS system and m satellites of Compass-I system 
involved in positioning. (11) is written in matrix form: 

1 1 1

1 1 1

1 0

1 0

0 1

0 1

x y z

n n n
x y z

n n n
x y z

n m n m n m
x y z

a a a

a a a
A

a a a

a a a

+ + +

+ + +

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎢ ⎥

= ⎢
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥⎣ ⎦

⎥              (12) 

Where: 
i
xyza  - Direction cosine. 

T

gj BDX x y z c t c t⎡= Δ Δ Δ − •Δ − •Δ⎣ ⎤⎦             (13) 

[ ]1 1

T

N N N Mρ ρ ρ ρ ρ+Δ = Δ Δ Δ Δ +               (14) 

AXρΔ =                       (15) 

When the satellites tracked are more than five, we generally use least-squares method to process 
data. 

1 1TX A A A ρ
− −⎡ ⎤= ⎣ ⎦ Δ                (16) 

 
 

Ⅴ. CONCLUSION 
 

This paper analyses the principle of active positioning and passive positioning of Compass-I 
navigation system and details the methods of calculating the coordinates and clock offset of the 
receiver. According to the results of simulation, the precision of active positioning is higher than 
the precision of passive positioning. But the capacity of the users is limited and real-time is not 
good if active positioning mode is used. Passive positioning mode has not these disadvantages. It 
also describes GLONASS navigation system. In the end, the paper details combination 
navigation algorithm. The precision of combination navigation algorithm is higher than the 
precision of a single system.  
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ABSTRACT

This paper compares the bit error rate performance of a single channel equalizer with the bit error
rate performance of a multi-channel equalizer (in the form of the time-reversed space-time block
code) using channels derived from multipath channel measurements at Edwards AFB, California,
and Cairns Army Airfield, Ft. Rucker, Alabama. The results show that the performance of the
multi-channel equalizer is better than the single channel equalizer over the weaker channel, but
worse than the performance of the single channel equalizer over the stronger channel. We con-
clude that the best approach for the informed transmitter is to apply all available power to a single
antenna, whereas the best approach for the uninformed transmitter is to apply equal power with
transmit diversity to the two available antennas.

INTRODUCTION

Multipath propagation is a fact of life for any wireless communications link. This is especially true
in aeronautical telemetry where the need to push ever-increasing amounts of data to the ground is
increasing the bandwidth of the modulated carrier. As bandwidth increases, the multipath propa-
gation environment becomes more frequency selective [1] and multipath interference becomes the
dominant link impairment.

To understand multipath propagation, its effects on a telemetry downlink, and the performance of
multipath mitigation techniques, a number of multipath channel sounding experiments have been
conducted over the past decade. For “up and away” flight profiles, the relatively narrow beamwidth
of the ground-based receive antenna tends to attenuate off-boresite reflections in the propagation
path. However, low-elevation-angle and flight-line scenarios present serious challenges. Previous



work in this area of low-elevation angle “up and away” scenarios include experiments conducted
at the Air Force Flight Test Center, Edwards Air Force Base, in L- and S-bands [2] and at Pt. Mugu
Naval Air Station over the Pacific Ocean in X-band [3]. These experiments provided useful data
for low-elevation-angle propagation in the “up and away” scenario at test ranges in the western
United States. Flight-line data, collected from a helicopter-to-ground link along the flight-line at
Cairns Army Airfield, Ft. Rucker, Alabama, [4] provides data for flight-line propagation.

This multipath propagation information can be used to assess the effectiveness of multipath mit-
igation techniques. Multipath mitigation techniques may be broadly categorized as diversity or
equalization methods. Diversity techniques have had limited appeal in aeronautical telemetry due
to cost – the expense of using more than one (expensive) tracking antenna to realize spatial diver-
sity on the ground and the cost of additional bandwidth required to realize frequency and temporal
diversity. Consequently, little work has been done to consider the impact of using spatial diversity
to improve the link.1 As a result, equalization techniques have received the most attention [22] –
[28]. However, the emphasis in this prior work has been on blind and adaptive techniques, and the
reported results present a relatively weak case for using such techniques in aeronautical telemetry.

Motivated by these results, this paper explores the combined use of multiple transmit antennas and
equalization, in the form of a time-reversed space-time block code (TR-STBC) [29, 30]. We apply
the equalizers to SOQPSK operating over two example channels: the 2-ray channel whose model
is applicable to up and away flight paths at Edwards AFB [2] and multi-channel flight-line channel
impulse responses captured at Cairns Army Airfield, Ft. Rucker, Alabama [4].

A comparison of the bit error rate performance of signal channel equalizers with the bit error rate
performance of TR-STBC equalization shows that the performance of TR-STBC is between the
performance of the two corresponding signal channel equalizers. In other words, the performance
of TR-STBC is better than the single channel equalizer over the weaker channel, but worse than the
performance of the single channel equalizer over the stronger channel. We conclude that the best
approach for the informed transmitter is to apply all available power to a single antenna, whereas
the best approach for the uninformed transmitter is to apply equal power with TR-SRBC to the two
available antennas.

EQUALIZATION WITH SOQPSK

In this section we explain the equalizer used to generate the results. The first step in developing
the equalizer is understanding the relationship between an unequalized SOQPSK system in the
additive white Gaussian noise environment and the an equalized SOQPSK system in the presence

1Essentially all of the work in spatial diversity in aeronautical telemetry has been devoted to selection diversity
(selecting the best signal from a number [usually two] of different antenna feeds). Turner and Potter [5] describe a
telemetry ground station in Japan using two antennas and selection diversity. Several papers describe methods for
identifying the best signal from hypothetical antennas. See [6] – [11]. Best Source Selection is a bit level version
of the selection diversity concept and has received the most attention. See [12] – [21]. Because it operates on the
recovered bit streams, it can be thought of as “poor man’s” selection diversity. In most cases, best source selection
is applied when the multiple receive antennas are too far apart to allow any realistic application of the signal-based
diversity techniques.



of channel distortion. The additive white Gaussian noise system is illustrated in Figure 1 (a). The
SOQPSK source produces an I/Q baseband version (usually called the complex-valued low-pass
equivalent [1]) of an SOQPSK signal labeled s(t). The received signal is r(t) = s(t)+n(t) where
n(t) represents the additive thermal noise produced by the receiver. The demodulator used in this
paper is an ideal low-pass filter that passes s(t) unchanged, but bandlimits the noise. The output
of the low-pass filter, y(t), is sampled at 1 sample per bit (i.e., one sample each Tb seconds) to
produce the discrete-time sequence y(kTb). This discrete-time sequence may be expressed as

y(kTb) = s(kTb) + n(kTb) (1)

where s(kTb) are Tb-spaced samples of the SOQPSK signal and n(kTb) are samples of the low-
pass filtered noise process. The sampled low-pass filter outputs are used by the decision device to
make the bit decision b̂k using the following rule:

k = even k = odd

b̂k =

{
1 Re[y(kTb)] ≥ 0

0 otherwise
b̂k =

{
1 Im[y(kTb)] ≥ 0

0 otherwise
(2)

An example of an equalized SOQPSK system is illustrated in Figure 1 (b). Here, the SOQPSK
signal s(t) passes through a channel with impulse response h(t) before arriving at the receiver.
The channel models the filtering and multipath propagation. In this case, the received signal is

r(t) = s(t) ∗ h(t) + n(t) (3)

where ∗ represents the convolution operation and n(t) is the thermal receiver noise as before.
The idealized demodulator, consisting of an ideal low-pass filter and a sampler are applied to the
received signal. The resulting sequence y(kTb) may be expressed as

y(kTb) = h(kTb) ∗ s(kTb) + n(kTb) (4)

where h(kTb) are Tb-spaced samples of the low-pass filtered channel impulse response h(t), ∗ de-
notes discrete-time convolution, s(kTb) are Tb-spaced samples of the SOQPSK signal, and n(kTb)
are samples of the low-pass filter noise process. The sequence y(kTb) is applied to a discrete-time
system, called an equalizer, to remove the distortion caused by h(t). The output of the equalizer,
z(kTb), is applied to the decision device whose bit decisions are

k = even k = odd

b̂k =

{
1 Re[z(kTb)] ≥ 0

0 otherwise
b̂k =

{
1 Im[z(kTb)] ≥ 0

0 otherwise
(5)

In the context of equalizers, it is often helpful to express the equalizer input (4) using vector/matrix
notation. Assuming the received data corresponds to N bits and that the bandlimited discrete-time
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Figure 1: The SOQPSK systems used in this paper: (a) The SOQPSK system in the AWGN
environment with an idealized demodulator; (b) The SOQPSK system with an MMSE equalizer in
a multipath environment.

channel has support on the interval −K1 ≤ k ≤ K2, we have


y(0)
y(Tb)
y(2Tb)

...
y((N − 1)Tb)

 =


h(0) h(−Tb) h(−2Tb) · · · 0
h(Tb) h(0) h(−Tb) · · · 0
h(2Tb) h(Tb) h(0) · · · 0

...
...

0 · · · h(0)





0
s(0)
s(Tb)
s(2Tb)

...
s((N − 1)Tb)

0


+


n(0)
n(Tb)
n(2Tb)

...
n((N − 1)Tb)


which may be expressed as

y = Hs+ n (6)

where y is anN×1 vector containing the sampled low-pass filter outputs, H is an (N+K1+K2)×
N convolution matrix formed from Tb-spaced samples of the filtered channel impulse response, s
is an (N +K1 +K2)× 1 vector containing N Tb-spaced samples of the SOQPSK signal with K1

prepended zeros and K2 appended zeros, and n is an N × 1 vector containing Tb-spaced samples
of the filtered noise.

Of the many criteria that could be used to design the equalizer, we use the minimum mean-squared
error criteria in this paper. This serves to demonstrate the potential effectiveness of equalizers with
SOQPSK over channels encountered in aeronautical telemetry. In this paper, the MMSE equalizer
filter is represented by the N ×N linear operator C. The vector of equalized outputs is

z = Cy (7)



where z is an N × 1 vector containing equalizer output z(0), z(Tb), z(2Tb), . . . , z((N − 1)Tb).
Based on the MMSE criterion, the linear operator representing the MMSE equalizer is

C =

(
H†H+

σ2
n

σ2
s

I

)−1
H† (8)

where H† is the Hermitian (conjugate-transpose) operation, σ2
n is the variance of the noise samples,

and σ2
s is the variance of the SOQPSK samples.

The reader should be reminded that the equalizer (8) used with the system of Figure 1 (b) is an
idealized abstraction. The system is ideal for the following reasons:

1. The low-pass filter passes the SOQPSK signal unchanged while simultaneously bandlimiting
the noise in such a way that its Tb-spaced samples are uncorrelated. This is not true in a
real system. In fact, symbol-by-symbol detectors employ a detection filter to minimize the
probability of bit error in the AWGN environment [31]. These detection filters alter the
SOQPSK samples and correlate the noise.

2. The equalizer possesses perfect knowledge of the sampled channel impulse response. In
practice, the channel impulse response must be estimated from the received signal. The
estimate is rarely perfect and can degrade the resulting bit error rate performance.

Even with these idealizations, the results of this paper can be used to assess the promise of the
single channel equalizer and the multiple channel equalizer (described below). For example, if
the equalization results for the idealized case are not promising, there is little reason to pursue the
idea further. Fortunately, the results are promising and this promise serves as the motivation for
thinking about actual systems that are as close as possible to the idealized system.

As explained in the introduction, the experiments with SOQPSK and single channel equalizers has
been inconclusive and that this lack of a clear advantage motivates the investigation of multichannel
equalization techniques. The most applicable multi-channel equalizer is based on a time-reversed
space-time block code (TR-STBC) [29, 30]. The operation of the TR-STBC is based on a system
involving two transmit antennas, called transmit antenna 1 and transmit antenna 2, and one receive
antenna as illustrated in Figure 2. The starting point for the TR-STBC is a block of 2N data bits.
The encoding procedure may be described as follows:

1. Divide the block of bits into 2 length-N bit sequences (say, the first N bits and the second N
bits). Produce the SOQPSK signal corresponding to the first sequence of N bits and call it
s1(t). Produce the SOQPSK signal corresponding to the second sequence of N bits and call
it s2(t).

2. During the first time slot of duration NTb, transmit s1(t) from transmit antenna 1 and s2(t)
from transmit antenna 2.

3. Insert a guard time corresponding to the length of the channel impulse response.

4. During the second time slot of duration NTb, transmit s∗2(−t) from transmit antenna 1 and
−s∗1(−t) from transmit antenna 2.
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At the receiver, the signal received during the first time slot is

r1(t) = h1(t) ∗ s1(t) + h2(t) ∗ s2(t) + n1(t) (9)

where h1(t) and h2(t) are the impulse responses of the channels between the receiver and transmit
antennas 1 and 2, respectively and n1(t) is the thermal receiver noise during the first time slot.
During the second time slot, the received signal is

r2(t) = h1(t) ∗ s∗2(−t)− h2(t) ∗ s∗1(−t) + n2(t) (10)

where n2(t) is the thermal receiver noise during the second time slot.

The same ideal low-pass filter and sampler are used for the demodulator. The sampled low-pass
filter output creates two blocks of samples that are processed by the space-time processing block
shown in the figure. The space-time processing block performs spatio-temporal matched filtering
and produces two blocks of data y1(kTb) and y2(kTb) given by

y1(kTb) = heq(kTb) ∗ s1(kTb) + v1(kTb)

y2(kTb) = heq(kTb) ∗ s2(kTb) + v2(kTb)
(11)

where
heq(kTb) = h1(kTb) ∗ h∗1(−kTb) + h2(kTb) ∗ h∗2(−kTb) (12)

is the equivalent channel produced by the spatio-temporal processing; s1(kTb) and s2(kTb) are Tb-
spaced samples of s1(t) and s2(t), respectively; and v1(kTb) and v2(kTb) are the responses of the
spatio-temporal processing to the samples of the thermal noise processes. The random sequence
v1(kTb) is a zero-mean complex-valued Gaussian random sequence with autocorrelation function
σ2
nheq(kTb). The random sequence v2(kTb) has the same statistics as v1(kTb), but is uncorrelated

with v1(kTb). In this way, the spatio-temporal processing creates statistically decoupled versions
of s1(kTb) and s2(kTb). For this reason, equalization may be applied to y1(kTb) and y2(kTb)
independently and in parallel as shown. Because both y1(kTb) and y2(kTb) “see” the same channel,
the same equalizer may be applied to both.

The equalizer inputs may represented using the vector/matrix notation introduced above. Let

y1 =


y1(0)
y1(Tb)
y1(2Tb)

...
y1((N − 1)Tb)

 ,y2 =


y2(0)
y2(Tb)
y2(2Tb)

...
y2((N − 1)Tb)

 ,

s1 =


s1(0)
s1(Tb)
s1(2Tb)

...
s1((N − 1)Tb)

 , s2 =


s2(0)
s2(Tb)
s2(2Tb)

...
s2((N − 1)Tb)

 ,



v1 =


v1(0)
v1(Tb)
v1(2Tb)

...
v1((N − 1)Tb)

 ,v2 =


v2(0)
v2(Tb)
v2(2Tb)

...
v2((N − 1)Tb)

 ,
and

H1 =


h1(0) h1(−Tb) h1(−2Tb) · · · 0
h1(Tb) h1(0) h1(−Tb) · · · 0
h1(2Tb) h1(Tb) h1(0) · · · 0

...
...

0 · · · h1(0)



H2 =


h2(0) h2(−Tb) h2(−2Tb) · · · 0
h2(Tb) h2(0) h2(−Tb) · · · 0
h2(2Tb) h2(Tb) h2(0) · · · 0

...
...

0 · · · h2(0)

 .
The vectors y1 and y2 may be expressed as

y1 = Heqs1 + v1 y2 = Heqs2 + v2 (13)

where
Heq = H†1H1 +H†2H2 (14)

is the convolution matrix corresponding to the equivalent channel seen by each of the equalizers.
The MMSE equalizers may be represented by the linear operator

C =

(
Heq +

σ2
n

σ2
s

I

)−1
. (15)

The vectors containing the decision device inputs are

z1 = Cy1 z2 = Cy2 (16)

EQUALIZATION RESULTS

As examples, we consider a 10-Mbit/s SOQPSK telemetry link operating in two different multi-
path environments. The first environment is based on the two channels plotted in Figure 7 and
derived from geometric considerations following the wideband aeronautical telemetry channel de-
scribed in [2]. The details associated with the channels are described in the Appendix. The second
environment is based on the flight-line channels captured at Cairns Army Airfield, Ft. Rucker, Al-
abama [4]. The multipath channel impulse responses are plotted in Figure 11. Some background
information on these channels is described in the Appendix.
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Figure 3: Simulated bit error rate performance for equalized SOQPSK over the two 2-ray channels
plotted in Figure 7.

The simulated bit error rate (BER) performance for the channels plotted in Figure 7 are shown
in Figure 3. In this figure, the box and circle markers quantify the bit error rate performance
of the single channel system of Figure 1 (b) using the MMSE equalizer (8) over channels h1
and h2, respectively. We observe that the BER performance over channel h1 is much better than
the BER performance over channel h2. This is to be expected based on the frequency domain
plots of Figure 8. These plots show that the frequency null for channel h2 is much closer to the
carrier frequency than the null for channel h1. The BER performance of the TR-STBC technique
(see Figure 2) applied to these two channels and using the equalizer (15) is marked by the stars.
Curiously, the bit error rate performance of the TR-STBC system is worse than the system using
only h1 by about 3 dB but better than the system using only h2 by about 1 dB. This is due to the
fact that full power is applied to either h1 or h2 in the single channel case, but only half power is
applied to each channel in the TRSTBC case.

The simulated BER performance for the three channels plotted in Figure 11 are shown in Figure 4.
In this figure the clear markers quantify the BER performance of the single channel system of Fig-
ure 1 (b) using the MMSE equalizer (8). Observe that the equalized BER performance over channel
h4 is much better than that the equalized BER performance over channel h1. (The equalized BER
performance over channel h3 is in between the two.) The BER performance of the TR-STBC tech-
nique applied to the three possible combinations of two channels are marked by the solid markers.
Each pairing of channels presents to the system unequal channels, one of the two is better than the
other. The simulation results show that the equalized BER performance of the TR-STBC system
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Figure 4: Simulated bit error rate performance for equalized SOQPSK over the three channels
plotted in Figure 11.



is always in between the performance curves for the corresponding single channel systems. As
before, the single channel systems apply full power to the transmit antenna whereas the TR-STBC
system applies half power to each of the two transmit antennas.

CONCLUSIONS

The simulation results summarized in the previous section show that the equalization can improve
the bit error rate performance over representative channels found in aeronautical telemetry. The
results presented here are better than those presented earlier in [22] – [28] primarily because the
equalizer knows the channel. Multi-channel equalization, in the form of a time-reversed space-
time block code (TR-STBC) was also explored and the simulated bit error rate performance was
compared to that of the equalized single channel counterparts. The results show that the BER
performance of the TR-STBC is in between that of the two single channel systems. At first sight,
these results might appear to make a case against the use of TR-STBC. This conclusion would be
the correct one if the airborne transmitter knew which of its antennas had the best propagation path
to the receiver. This is called the informed transmitter scenario. The optimum approach for the
informed transmitter appears to be the application of all available power to the antenna with the
best propagation path to the receiver. On the other hand, if the airborne transmitter does not know
which antenna has the best propagation path to the receiver, the only option is to apply equal power
to each antenna and apply signaling that injects some diversity into the system. This is the role of
the TR-STBC.

APPENDIX

A. The 2-Ray Channel (EAFB)

The 2-ray channel used for the equalizer simulations is based on the wideband channel model
described in [2]. This model is based on the geometry defined by the airborne transmitter, the
ground-based receiver, and the terrain features. The geometry is illustrated in Figures 5 and 6.
Figure 5 shows the aircraft at a point on the Cords Road flight corridor near Edwards AFB. The
assumed altitude is 5000′ AMSL. The receiver is Building 5790 located on a small hill top at an
altitude of 2966′ AMSL. The reflecting surface is at an altitude of 2300′ AMSL. The diagram
shown in Figure 6 illustrates the geometry of the multipath propagation for this scenario. The
propagation environment is dominated by a line-of-sight path and a strong “ground bounce.” For
the TR-STBC, the two antenna locations are shown on C-12 diagram on the lower portion of
Figure 6. This geometry defines two 2-ray paths as shown. Low-pass filtering the resulting 2-ray
channels and sampling at 10 Msamples/s (to match the bit rate used in the simulations) produces
the complex-valued impulse responses plotted in Figure 7. The corresponding frequency domain
representations for the two channels are plotted in Figure 8.



Bldg. 5790 (Receiver) 
34° 53.62′ N 118° 0.68′ W 

Aircraft Position 
35° 5.16′ N 117° 46.80′ W 

Cords Road 
(Flight Path) 

Figure 5: A map showing illustrating the positions used to define the 2-ray channel used in the
equalizater simulations.



fuselage station = 222.25”  
centerline = 10” (left) 
waterline = 76”   

fuselage station = 302”  
centerline = 9” (right) 
waterline = 145.5”   

Figure 6: A diagram illustration the geometry of the 2-ray channel. Compare with the map in
Figure 5.
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Figure 7: The band-limited discrete-time version of the channel impulse response for the 2-ray
channel defined by the geometry of Figures 5 and 6. In these plots, the solid circles represent
the real part of the impulse response whereas the clear squares represent the imaginary part of the
impulse response.
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Figure 8: The frequency domain representation of the discrete-time impulse responses plotted in
Figure 7.

B. The Helicopter Flight Line Channel (CAA/Ft. Rucker)

The helicopter flight-line channel is based on channel measurements at Cairns Army Airfield, Ft.
Rucker, Alabama. The channel sounding experiments are described in [4]. The airborne transmit-
ter was equipped with three transmit antennas whose locations are shown in Figure 9. Channel
impulse responses were captured from three flight-line locations shown in Figure 10. These im-
pulse responses were resampled to 10 Msamples/s to match the bit rate used in the simulations.
The time and frequency domain versions of the channels from the top location in Figure 10 are
plotted in Figures 11 and 12, respectively.
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antenna 4 
fuselage station = 400″ 
waterline = 65″ 
butt line = 0″ antenna 3 
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waterline = 22″ 
butt line = 0″ 

Figure 9: The UH-1H helicopter and the three antenna locations used for the L-band channel
sounding experiments at the Cairns Army Airfield, Ft. Rucker, AL.
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ABSTRACT 

This paper shows how the application of MIMO (multiple-input multiple-output) communication 

methods can enhance telemetry systems. The main contribution of MIMO to the communication 

systems is improving spectral efficiency by exploiting spatial diversity of multiple antennas. For 

communications using high order QAM modulated signals, a blind MIMO equalizer is proposed 

in earlier works. In this work the possibility of adapting blind MIMO equalizer to iNET 

problems is explored. In addition, MIMO equalization is adapted to operate as a successive 

interference cancellation (SIC) scheme to improve the quality of received signal in a high 

interference environment by capturing and cancelling the interferer. 

 

1. INTRODUCTION 

With increasing demand for data rate and limited spectrum, high efficiency systems are highly 

desired. Telemetry is one of the areas in wireless communications that needs higher data rates for 

faster and higher quality communication. MIMO offers several fold increase of data rate over the 

same bandwidth with no additional cost. Just three decades ago, simultaneous transmission of 

multiple data streams over the entire available bandwidth, would have been an impossible. 

Starting from the 80’s remarkable research toward that very promising but unusual idea has 

resulted in the development of MIMO technology. The MIMO technique refers to the use of 

multiple antennas at both the transmitter and receiver. Each pair of transmit and receive antennas 

provides a single path from the transmitter to the receiver. MIMO transmission exploits the 

spatial dimension in a rich scattering environment by using multiple transmit and receive 

antennas. Shannon capacity calculation for a MIMO channel states that the channel capacity 

increase is proportional to the number of transmit and receive antennas. Following the 

fundamental capacity research into MIMO system in [1]- [2], it received significant attention in 

recent years because of its ability to enhance overall performance of communication links. In 

traditional single-input single-output (SISO) communication link, a dedicated channel frequency 

is used for a single pair of transmit and receive antennas, which can only transmit and receive a 

single signal at any given time. By increasing the number of antennas at the transmitter and 

receiver, it is now possible to communicate using several signals instantaneously on the same 

frequency. In this work, higher spectral efficiency and a method for interference mitigation over 

aeronautical channel with MIMO technology is investigated. This requires an equalizer to 

combat inter-symbol interference (ISI). A blind MIMO adaptive equalizer is introduced and 

discussed in detail. A method for interference rejection (cancellation) with the proposed MIMO 
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equalizer to achieve higher efficiency performance in the interference limited environments is 

also presented.    

 

2. MIMO SYSTEMS 

In this section, a brief introduction to MIMO communication system models is provided. Next 

the capacity in MIMO systems is discussed and the improvement in the channel capacity in 

multi-antenna systems is shown by comparing a SISO (single-input single-output) system to a 

MIMO communications system. 

Wireless communication has become the fastest growing field of electrical engineering in recent 

years. Its growth is primarily due to rapidly increasing demand for high data rates on wireless 

devices (such as droid phones and ipads). In this data extravaganza, the battle over the precious 

spectrum seems to be never-ending. However it does have limitations, due in part to the 

proportionality of data rate to the bandwidth as well as the restricted range of usable spectrum. 

This fact is significant to the signal processing community, who often try to augment the limited 

bandwidth with higher efficiency to push the limits of traditional communications and expand it 

in dimensions that are greater than just frequency. By increasing the number of antennas at the 

transmitter and receiver, it is now possible to communicate several signals instantaneously on the 

same frequency. In this case, MIMO techniques are required to receive and separate the multiple 

sources [3], but if this is achieved, the links are richer and each carrier frequency can be utilized 

to communicate with a several fold higher throughput. Originally MIMO was applied to narrow-

band systems [4], but in the past few years broad-band systems have also started to employ 

MIMO for applications such as the 4G mobile communication standards. Thus MIMO can be 

also described as a technique to enhance the performance of communication links by combating 

and exploiting multipath fading. Spatial diversity, spatial multiplexing, adaptive beamforming, 

and null-steering in smart antennas are some of the different techniques that take advantage of 

MIMO communication setup. Benefits of using MIMO include increased data rate, increased 

reliability, array gain, and interference rejection. With the emerging technologies, such as LTE-

4G standard [5], which employs a MIMO configuration in the RF link, MIMO equalization is a 

rising star.  

 

2.1. SYSTEM MODEL 

In this work, we consider a coherent and synchronous environment with single tone signaling, 

where carrier timing and waveform recovery have been achieved. Both the channel and the 

equalizer are modeled as linear FIR filters. For a MIMO system with M transmit antennas and P 

receive antennas, we consider M sources s1, …sM transmitted in data blocks of length, N over a 

broadband channel with K taps. Figure 1 show a simple block diagram of the MIMO systems:  

 

Figure 1: MIMO system model  
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The received data vector is the input to a multiple-input multiple-output (MIMO) equalizer.  

Independent data signal blocks can be represented as                                   

          where j is the j
th 

transmission antenna index. MIMO channel is modeled as:  

         

                     
                                 
                                 

                     

         (1)  

where          represents the k
th
 path between the j

th 
transmit and i

th
 receive antenna at a time 

instance of n. For example, in time invariant independent and identically distributed (i.i.d.) 

channel modeling, one can choose                
  , where the   

  is computed w.r.t. the 

power delay profile (pdp) of the channel for k= 1, 2, … K taps. With the given definitions, the 

received signal at time n after transmission over the channel can be shown as  

 

  
                      

 

   

 (2)  

where v(n) is the vector of additive white Gaussian noise signal of the channel.       
                                   is the i

th
 received signal block.      is the input signals 

stacked in a vector format. 

  

2.2. CAPACITY IN MIMO SYTEMS 

MIMO promises to increase spectrum efficiency by separating data streams on the same 

bandwidth in the multipath environment. This can only be achieved if the channel paths are 

independent and have flat Rayleigh fading profiles and the total power is constrained. With these 

assumptions, Foschini [1] presented a clear analytical basis for the capacity of MIMO systems 

where expressions for the capacity of SISO, SIMO and MIMO systems are derived. The capacity 

of a MIMO system can be calculated by (3), if the channel is assumed to be Rayleigh fading and  

stationary during transmission of a data block, and the total transmitted power remains fixed with 

any number of transmit antennas: 

                 
 

 
          

    

 
    (3) 

where   is the signal to noise ratio at each receiver, H is the channel matrix, and r is the rank of 

the channel matrix. If the channel matrix consist of i.i.d. Rayleigh fading coefficients, it is shown 

[6] that at 25 dB SNR, the capacity increases to approximately 52 bits/s/Hz for an 8x8 MIMO 

setup, compared to 7 bits/s/Hz for SISO system. Detailed discussion on MIMO capacity also can 

be found in [1], [2]. To clearly demonstrate the effectiveness of the MIMO structure in 

increasing the capacity of the communication link, random complex i.i.d. channels are generated 

and results are averaged over 1000 Monte Carlo realizations for different SNRs and different 

numbers of transmit/receive antennas as shown in figure 2. In these experiments, the number of 

transmit and receive antennas are assumed to be equal (i.e. Nt = Nr), and channels are generated 

independently, so that the system has full rank (r), and the capacity gain is maximized i.e. (N t = 

Nr =r). In figure 2, a linear increase in capacity with number of antennas is observed.  
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Figure 2: Capacity of wideband (4 time-taps) MIMO system vs. (left) r and (right) SNR 

Now that the major advantage of MIMO in increasing the capacity of system has been 

theoretically illustrated, the next section introduces the equalization and the need for this step in 

communications to take a step forward toward implementation of a MIMO communication link. 

 

3. EQUALIZATION 

Wireless communication systems — specifically MIMO links — are prone to inter-symbol 

interference due to multipath. The goal of MIMO equalization is to design a filter which reverses 

the effect of the unknown channel on the signal and provides a good approximation of the input 

signals. Multipath fading and Doppler spread are two of the main components that make the 

radio channel dynamic with the resulting degradation of signal quality at the receiver end. Note 

that the j
th 

output of the equalizer is given by: 

                                            (4) 

the filter weight vector is given by: 

                                                                   
(5) 

and for an adaptive equalizer its update is determined by the type of equalization algorithm. The 

next section introduces the CMA+AMA equalization algorithm, which is the equalization 

method used for the proposed MIMO equalization.  

3.1. BLIND CMA+AMA EQUALIZATION 

Godard in [7] has proposed so called Godard-p constant modulus (CM) algorithm for design of a 

blind equalizer, which is independent of the symbol constellation and carrier phase. Treichler 

and Agee [8], independently proposed an equalization algorithm which is a special case of 

Godard-p CMA. The cost function is defined and the weight vector of the equalizer is updated 

using steepest descent to find a set of weights that minimizes the specified cost function. This 

algorithm is blind and does not use a training sequence. CMA equalizer is well known and 

commonly used equalizer for constant modulus signals, but for non-constant modulus signals 

such as 16-QAM, CMA is unable to fully recover the signal and suffers from high residual error. 

In later efforts a linear combination of CMA and AMA (alphabet matched algorithm) by [9] has 

shown to be effective in equalization of higher order non-constant modulus QAM signals [10]. 

The cost function for CMA+AMA equalizer is given by: 
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                                                        .               (6)                                            

where the CMA cost function is 

                    
 

     
 

                                                (7)  

where   
}|)({|

}|)({|
2

4

2
icE

icE
R     and c(i), i=1,2,…,M   are the known constellation points. The notation 

E{.} denotes the expected value taken over an entire block of transmitted data symbols. The 

AMA cost function from [9] is given by: 

   

                       
            

 

     
                                              .    (8) 

 is a parameter used to control the width of the nulls around each constellation point, c(i) and is 

chosen such that those nulls do not overlap. 

The update for the equalizer weight vector )(nw j , is given by the stochastic block gradient 

descent rule: 

                                                                   (9) 

where each equalizer vector )(nw j is updated independently for j= 1,2, .., M. Detailed discussion 

on the CMA+AMA equalizer can be found in [10].  

 

3.2. MULTISTAGE MIMO EQUALIZATION 

In MIMO environment where more than one signal is transmitted, by nature CMA equalizer 

converges to the most powerful signal while nulling the others [11]. In order to recover the other 

signals, a multistage blind source separation technique is proposed in [10] 

 

 

 

 

 

 

 

Figure 3: Multistage MIMO equalization and source separation 

The block diagram of the proposed multistage source separation method is shown in figure 3 for 

a two input and three output MIMO system. In this method, after equalization of the first signal 
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by the MISO equalizer, the contribution of this signal is cancelled from the received signals. The 

modified signal set is fed to another MISO equalizer, which will recover the next most powerful 

signal. This process can be repeated up to the number of transmitted sources to recover all of the 

source signals. It is observed that the MIMO equalizer captures both the transmitted sources. 

As it is seen from figure 3, after the first stage of MISO equalization a channel estimator and 

signal canceller is needed to make MIMO equalization possible by removing the captured 

source. The next section describes the theory behind these processes.  

4. BLIND SOURCE SEPARATION 

Blind source separation in the MIMO systems is achieved based on the following theorem from 

[12]: 

Theorem: The contribution of the captured source is cancelled in       by modifying the input 

signal of the MISO equalizer with   

                   
                                                      (10) 

using      
 

   
             , where    

     is the equalized signal and     is the weight 

vector of the equalizer at steady state, and     is the autocorrelation of the received signals.    
  

represents the variance of the equalized signal.     is the estimated channel vector. 

This theorem is an extension of the work of Gooch and Shynk [11] and is derived in [12]. It 

states that by using second order statistics of the received signal (autocorrelation of X(n)) and the 

final weights of the CMA+AMA equalizer, the channel can be estimated without any prior 

knowledge about its statistics. MSE for the proposed blind channel estimator is computed and 

compared to well-known minimum mean square error (MMSE) and maximum likelihood (ML) 

channel estimation methods. The result of this comparison is shown in figure 4 indicating 

acceptable performance of the blind channel estimator at higher SNR values. Note that ML and 

MMSE estimators are not blind estimators and require training signals. 

  
Figure 4: MSE for blind, ML, and MMSE channel estimators 
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5. INTERFERENCE CANCELLATION 

In this section multistage MIMO equalization and source separation method is adapted to operate 

as a successive interference cancellation (SIC) scheme to improve the quality of received signal 

in a high interference environment. In a three-stage setup, the signal of interest (SOI) is captured 

at stage 1 and then interference is first estimated and then cancelled at the end of second stage. 

After cancellation of the interference, the third stage of equalization recaptures the SOI with 

better quality due to higher SINR at its input signals.  

 
Figure 5: Three-stage interference cancellation 

The proposed model consists of three identical stages of equalization and cancellation. The 

model is shown in figure 5 and has two input signals; i) data signal,       and ii) interferer,     . 

At the first stage the MISO CMA+AMA equalizer converges to the most powerful signal. For 

this system, the interferer is assumed to have less power compared to the data signal. With this 

assumption, the output of the first stage,        is an estimated version of the data signal,     . 

This signal and the steady state value of the equalizer filter weights are used at the second stage 

for estimating the channel vector effective on     . The signal canceller at stage 2, cancels the 

captured signal and produces a modified version of the received signal         for j=1, 2… P. 

This modified signal set does not contain the data signal      since it has been cancelled at this 

stage. The MISO equalizer at this stage then captures the only signal present in        set, which 

is the interferer. The output of this stage       is estimated interference signal.  

In the third stage, the channel vector corresponding to the interferer is estimated and the 

interference is cancelled from the original received signals     , to produce          for j =1,2 … 

P. The interference is cancelled from this signal set and the only remaining signal is the data 
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signal,     . The MISO equalizer at third stage recaptures the      shown as       . Since the 

input for third stage of MISO equalizer has higher SIR compared to stage 1 and this enables the 

CMA+AMA equalizer to capture the data signal in an interference-free environment so the         

has better quality compared to       . 

To evaluate the performance of the proposed signal cancellation scheme, a data block with 1400 

symbols with 16-QAM modulation is transmitted and the signals are received with three receiver 

antennas. The CMA+AMA equalizer filter length is 12 and the equalizer weights are updated 

iteratively 1000 times. Results are averaged over 1500 Monte Carlo realizations. The channel is 

4 time-taps (K = 4), Rayleigh fading iid channel with CN(0, σ k
2
),    σ k

2
 = (1/2)

K-1
 entries. To 

quantify the improvement in the quality of the data signal in this 3-stage scheme, interference 

cancellation gain (ICG) is defined as:  

 

 

and Ii refers to interference at stage i. ICG for the experiment above is measured and shown in 

figure 6. 

 

Figure 6: Interference cancellation gain for iid channel 

In figure 6 at higher SNR values more than 10dB interference cancellation is an impressive gain 

for fully blind successive interference cancellation (SIC) method, which is a combination of a 

blind equalizer, channel estimator and signal canceller. It is also observed that by increasing the 

SNR value, the cancellation gain increases drastically. Analysis has shown that with no noise 

(SNR=∞), the interference is completely removed, so SIR at stage 3 approaches infinity. 

We have shown that using this method with successful equalization at the first stage, we are able 

to achieve approximately 10 dB cancellation gain when interferer is as strong as signal(SIR=0) 

and SNR is 35 dB.  
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6. CONCLUSION 

In this work we have achieved blind source separation with multiple stages of MISO 

CMA+AMA equalizer dispersed with blind channel estimator and signal cancellers. The 

resulting MIMO equalizer can be implemented in telemetry systems to increase the capacity of 

the system. The proposed equalizer has been successfully tested with high order QAM signals, 

which means by upgrading the telemetry modulation to M-QAM from BPSK, data rate can be 

multiplied by log2M. For instance 64-QAM modulation will increase data rate by factor of 6 in 

comparison to 1 bit/symbol for BPSK modulation.  

Also it is demonstrated that the multistage MIMO equalization can be used as interference 

cancellation mechanism. This can lead to significant link improvement in telemetry 

communications. 

These methods show great promise for expanding the available spectrum efficiencies for 

telemetry application by a factor of 2-10 depending on the configuration.  

7. ACKNOWLEDGEMENTS 

The author thanks Dr. Richard Dean, director of the WiNETs Lab at MSU and the TRMC, SRC 

and CRC and CTA program funded by the Army Research Laboratories for their support of this 

effort. 

 

8. REFERENCES 

[1] G.J. Foschini and M.J.Gans, "On limits of wireless communications in a fading environment 

when using multiple antennas," Wireless Personal Communications, vol. 6, no. 3, pp. 311-

335, March 1998. 

[2] I. Emre Telatar, "Capacity of multi-antenna gaussian channels," European Transactions on 

Telecommunications , vol. 10, pp. 585-595, 1999. 

[3] L. Tong, G. Xu, and T.Kailath, "Blind identification and equalization based on second-order 

statistics: A time domain approach," IEEE Trans. on Information Theory, vol. 40, pp. 340-

349, 1994. 

[4] G. J. Foschini, "Layered space–time architecture for wireless communication in a fading 

environment when using multiple antennas," Bell Labs Syst. Tech. J, vol. 1, pp. 41–59, 

Autumn 1996. 

[5] J. Lee, J.-K. Han, and J. Zhang, "MIMO technologies in 3GPP LTE and LTE-advanced," 

EURASIP Journal on Wireless Communications, vol. 2009, 2009, doi:10.1155/2009/30209. 

[6] M. Wennström and T.Svantesson, "An Antenna Solution for MIMO Channels: The 

Switched Parasitic Antenna," in IEEE Symposium on Personal Indoor and Mobile Radio 

Communication (PIMRC), San Diego, 2001. 

[7] D.N. Godard, "Self-recovering equalization and carrier tracking in two-dimensional data 

communication systems," IEEE Trans. On Communications, vol. 28, pp. 1867-7875, 



10 

 

November 1980. 

[8] J. R. Treichler and B. G. Agee, "A new approach to multipath correction of constant 

modulus signals," IEEE Trans. Acoustics, Speech, and Signal Processing, vol. 31, no. 2, pp. 

349–472, April 1983. 

[9] Barbarossa and A.Scaglione, "Blind equalization using cost functions matched to the signal 

constellation," in Proc. 29th Asilomar Conf, Pacific Grove, CA, 1997, pp. 550-54. 

[10] Farzad Moazzami and Arlene Cole-Rhodes, "An Adaptive blind equalizer with signal 

separation for a MIMO system transmitting QAM signals," in Military Communications 

Conference, 2008. MILCOM 2008. IEEE, San Diego, CA, 2008, p. 1, doi: 

10.1109/MILCOM.2008.4753271. 

[11] J. J. Shynk and R. P. Gooch, "The constant modulus array for cochannel signal copy and 

direction finding," IEEE Trans. on Signal Processing, vol. 44, no. 3, pp. 652-660, March 

1996. 

[12] Farzad Moazzami, "Multistage blind source separation in MIMO systems," Morgan State 

University, Baltimore, Doctoral Dissertation 2011. 

 

 



1 
 

PROTOTYPE MIMO TRANSMITTER FOR SPIN STABILIZED 
VEHICLES 

 
 

Kyle Eckler (Student) and Kurt Kosbar (Advisor) 
Telemetry Learning Center 

Department of Electrical and Computer Engineering 
Missouri University of Science and Technology 

 
 
 
 

ABSTRACT 
 
This paper describes the design of an inexpensive and scalable transmitter for a Multiple-Input 
Multiple-Output (MIMO) communication system. The transmitter is intended to be used in 
aerospace applications, especially in spin stabilized vehicles. A field programmable gate array 
(FPGA) in the modulator will implement a modified Alamouti space time block code which will 
take advantage of the cyclostationary nature of the channel to increase the system data rate. 
 
Keywords: Multiple-Input Multiple-Output Systems, Aerospace Telemetry, DSP 
 
 

INTRODUCTION 
 
Communication systems which use a single transmit antenna and a single receive antenna are 
subject to fading due to multipath reflections.  The ground, atmosphere, and other objects, can 
reflect an electromagnetic wave, allowing multiple copies of the signal to appear at the receiver 
with varying signal strengths and arriving at different times. The differential delay created by the 
varying path lengths can lead to destructive interference which can dramatically decrease the 
receiver's signal-to-noise ratio (SNR), and result in higher bit error rates (BER). 
 
Transmitting antennas that are mounted on vehicles face another challenge. The transmitting 
antennas from the receiver can be obscured partially, or completely, by the vehicle. This can be 
seen in Figure 1 where transmitting antenna 1 has no path to either of the receiving antennas.  
This problem is typically mitigated by placing multiple transmitting antennas on the vehicle.  By 
judiciously locating the transmitting antennas, it is usually possible to assure that at least one 
transmitting antenna will be visible regardless of the vehicle attitude.  This visible antenna may 
still experience multipath fading as described above. 
 
While multiple transmit antennas may be necessary on a vehicle, they generate their own set of 
problems.  It is typically impractical to select antenna locations and radiation patterns to assure 
that only one antenna is visible to the receiver.  If the same signal is sent out to both transmitting 
antennas, the differing path lengths to the receiver can have the same effect as multipath 
interference.  At particular vehicle orientations, this interference may cause the SNR to drop to 
unacceptably low levels. 
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Figure 1 – Multiple Antennas Mounted on a Spinning Vehicle 

 
This problem can be mitigated by using space time block codes (STBC), and other techniques 
developed for Multiple-Input Multiple-Output (MIMO) communication systems.  In these 
systems, different signals are sent from the transmitting antennas.  A receiver that uses two or 
more antennas recovers these signals, estimates the channel attenuation and phase of each of the 
individual communication paths, also known as the channel coefficients, or channel state 
information (CSI).  Once the receiver has this information, it can use it to recover the transmitted 
data.  While it is still theoretically possible for the antennas and environment to cause a dramatic 
reduction in SNR, it becomes far less likely than in a conventional Single-Input Single-Output 
(SISO) communication system [1]. 
 
Estimating the CSI is a challenge for all MIMO systems.  It becomes even more challenging 
when there is high relative velocity between the transmitter and receiver antennas, or high 
Doppler shifts caused by acceleration.  There has been a significant amount of work performed 
in measuring and modeling the CSI for these channels [2]. 
 
Some aerospace vehicles, such as missiles, are spin stabilized.  The multiple transmit antennas on 
these vehicles face all the same challenges as a conventional vehicle, with the added feature that 
they routinely roll into, and out of, view of the receiver.  This can make estimating the CSI even 
more challenging.  However, it also gives a periodic, and hence predictable, component to the 
CSI.  By measuring and exploiting this predictability one could improve the overall system 
performance.  For example, if one could predict the times a transmit antenna would be obscured, 
it may be possible to transmit less power out of that antenna and devote more of the energy to the 
antennas which are visible to the receiver. 
 
Many of the conventional models, and channel measurements, for MIMO systems are not well 
suited for spin stabilized vehicles.  There is work underway to create a prototype MIMO 
transmitter which is reasonably small and inexpensive, which could be used in spin-stabilized 
vehicles.  This paper describes some of the high level design of that prototype. 
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MIMO 
 
Conventional MIMO systems focus on either increasing the data rate or improving the reliability 
of a communication link.  A system which uses two transmitting and two receiving antennas can 
theoretically achieve twice the data rate of a SISO system [3].  By carefully selecting the phase 
and amplitude of the signals sent to the two transmitting antennas, it may be possible to have 
essentially two independent paths from the transmitter to the receiver.  A popular method of 
performing MIMO for 2x2 (two transmit antennas and two receive antennas) is the Alamouti 
code [4].  The transmitter designed in this paper will be able to implement a 2x2 Alamouti code 
with the option to implement more channels. 
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Figure 2 – Alamouti Space-Time Block Code 
 
While the Alamouti code depicted in Figure 2 is popular, it is not the only MIMO modulation 
available.  The special features of a spinning vehicle may also make it desirable to develop a 
customized modulation technique.  It will be helpful if the transmitter is flexible enough to 
accommodate different modulation formats.  To provide this flexibility, the transmitter will use a 
field programmable gate array (FPGA) for baseband modulation.  Data will enter the FPGA via a 
serial interface.  The goal is to accommodate data rates up to 1 Mbps. 
 
The initial FPGA code will implement a 2x2 MIMO transmitter.  This requires a total of four 
outputs from the FPGA, two for each of the transmit antennas.  The output data rates will be at 
least an order of magnitude higher than the data rate. In this case, we will need at least 10 
Msamples/sec.  This will allow pulse shaping of the output signals so as to control the spectrum 
and bandwidth of the transmitted signals. 
 
The two outputs for each channel will be sent to digital-to-analog (D/A) converters to create two 
baseband analog signals.  The D/A will have at least 10 bits of precision per sample, with a target 
SNR of at least 50 dB.  The analog signals will be fed into a Quadrature Modulator.  By varying  
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the FPGA outputs, it should be possible to generate arbitrary modulations at the quadrature 
modular output, including popular PSK, FSK, SOQPSK and other formats. 
 
The Quadrature Modulator was tentatively selected to fall in the unlicensed 2.4 GHz ISM band.  
The reference carrier is generated through a phase-locked-loop (PLL) device.  The frequency of 
the PLL is typically selected through a combination of a low frequency crystal oscillator, and 
through instructions sent to it from the FPGA during power-up.  It will be possible to move the 
transmit frequency to one more commonly used by telemetry systems by software control. A 
block diagram for the transmitter is shown in Figure 3.  
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Figure 3 – MIMO Transmitter Block Diagram 
 
 

HARDWARE DESIGN CONSIDERATIONS 
 
In order to achieve reliable operation, there are many factors that need to be considered at the 
hardware level. Printed circuit board (PCB) design, signal routing, trace modeling, and 
component selection all play very important roles in the design of circuitry that operates with 
reasonable signal integrity in the GHz range. 
 
We began by selecting a PCB design which uses four layers.  The two internal layers are 
dedicated to power and ground planes, as shown in Figure 4.  They will use the minimum 
spacing allowed by the fabricator.  This will minimize the size of loop currents, and also 
minimize the impedance of the power place across all frequencies by adding buried capacitance 
[5]. To further reduce the impedance of the power supply, decoupling capacitors will be liberally 
used, and placed near the power pins of all semiconductors.  To minimize the inductance of these 
capacitors, we will use small packages (0402 or smaller) in a parallel design on either side of the 
power trace [6] 
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Figure 4 – PCB Cross Section 
 
The FPGA to D/A to Quadrature Modulator (QM) to antenna routing will be kept as short and 
direct as possible as the lossless transmission line model is most accurate for short line length. 
The FPGA core can draw a large current during operation, so it will be placed as close as 
possible to the power input of the PCB and utilize a large decoupling capacitance to help supply 
current during spikes. The output amplifier is another potentially high current component that 
will be treated similarly.  
 
We anticipate varying DC levels will need to be supplied for the various components on the 
board.  The easiest method of generating these voltages would be to supply the highest voltage 
required from an external power supply, and then use low drop-out linear regulators on the board 
to generate the lower voltages.  However in some applications there may be power and thermal 
constraints which will make this design a problem.  We are investigating the use of DC-DC 
converters to reduce the thermal emissions from the transmitter.  This will require additional 
components, board space, and cost.  We are currently investigating the design trade-offs 
associated with this decision.  
 
Trace routing is a fundamental part of PCB design. The FPGAs we are considering have 256 pins 
on the bottom and all of these pins need to be accessed for use as power, ground, or I/O. Even 
unused pins could require a light pull up resistor depending on the manufacturer. Routing space 
underneath the FPGA will be very limited. Since our board will be four layers, we will have the 
advantage of being able to route traces to the bottom signal layer to ease routing conditions in the 
cramped area under the FPGA. High speed signal traces will be given priority to remain on the 
top layer because trace modeling would become unnecessarily complicated. Vias will be used to 
access the ground and power planes for pins wherever possible. Pin terminations will be sent to 
the bottom layer. The bottom layer could also be used to circumvent obstacles as shown in 
Figure 4. 
 
We may need to turn a signal trace as much as 90 degrees to get to the next stage of the 
transmitter in our design. While this may sound trivial, it can have disastrous effects if 
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implemented improperly. Figure 5 illustrates our need to use multiple bends in this worst case for 
a signal trace. The dark areas in Traces 1 and 2 will not conduct current as frequency increases. 
The current will get choked off under these conditions. Instead the dark areas will store a positive 
charge, complicating the transmission line model. This effect is much smaller when utilizing 
multiple bends as in Trace 2. Trace 3 would be the absolute best case for curbing this effect, but 
is usually impractical due to most parts and traces having strait-edged geometries.  
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Figure 5 – Trace Geometry 

 
Another important thing we will consider during board layout is where the current loops appear 
on the ground plane. If a clock or switched circuit current loop intersect the signal loop, then 
unwanted noise at the clock or switch frequency will likely show up on our signal. The current 
through a trace on the signal plane will appear underneath the trace on the ground plane. We will 
route traces to ensure this will not happen. 
 
 

COMPONENT SELECTION 
 
The components need to be selected very carefully to achieve optimal performance. For 
example, if the output impedance of the D/As do not match the input impedance of the 
modulators, then there will be a reflection. We will closely observe the following considerations 
during parts selection.   
 
The package type and size play a very important role in the design process. While one package 
type is not better than another for every application, as a general rule we will choose all our parts 
that operate at high frequency to have the lowest inductance introduced by the pins possible [6]. 
The package with the lowest inductance currently available is the Ball Grid Array (BGA). The 
contact pins on this package type are underneath the chip so as to have the shortest lead (and 
therefore the smallest inductance) possible. The problem with this package is that it is difficult to 
mount. The only way to tell if all the contacts are soldered properly without thoroughly testing 
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the part’s performance is through nondestructive x-ray imaging. That might sound expensive 
because it is especially considering it is an added expense just to verify the mounting of a chip. 
The BGA is also ideal in situations where a high number of I/Os are required in a small area. 
Since almost the entire bottom of the chip can be covered in pins, it is possible to have hundreds 
if not thousands of I/Os. 
 
The next best package is the Quad Flat No Leads (QFN). It is essentially the same as the BGA 
except that the pins are situated around only the edges of the bottom of the chip and show on the 
side. This makes it possible to solder in a typical lab, but limits the amount of I/Os possible to 
the amount of space on the sides of the chip. 
 
Quad Flat Packages (QFP) with leads and Small-Outline Integrated Circuit (SOIC) packages can 
still be considered for high frequency operation, but will have more inductance because its leads 
are considerably long. The Dual In-line Package (DIP) package is much worse and should not be 
considered in high frequency systems. The leads on these are meant to be installed through holes 
in the PCB. At high frequencies, these leads have considerable inductance. This will, in turn, 
slow the rising and falling edges of a signal, effectively creating an upper limit on how fast the 
system can operate without the rising and falling edges running into each other. There are many 
similar packages that will perform as poorly as these and they should also be avoided in high 
frequency applications. Sockets and other mounting devices for chips should be used carefully. 
These will effectively increase the lead length to the PCB and complicate any trace modeling.  
 
While the best package for high frequency performance is the BGA, it comes at a higher total 
cost after mounting. With the appropriate amount of foresight, cheaper alternatives can be 
utilized with acceptable performance.  
 
 

DIFFERENTIAL SIGNALING 
 
For the best signal integrity at high frequencies, components that utilize differential signaling 
will be used wherever possible. Differential signaling is implemented by using two traces to send 
complimentary signals through the circuit. The advantage of this routing method is that it avoids 
using the ground plane as a reference for the signal by instead comparing the complimentary 
signals. Therefore any potential difference between the beginning and end of the ground plane 
below the signal trace is avoided. Additionally, noise immunity is better than in a single-ended 
signal since any noise picked up on one line is picked up on the other and eventually canceled 
out at the termination [7]. 
 
Differential lines will be routed next to each other to minimize any difference in path length, and 
hence differential impedance and time delay.  Dissimilarities in the traces could result in 
distortions in the transmitted signals. There could also be problems with characteristic impedance 
mismatches of the traces, preventing the circuit from supplying the maximum design power at 
the antenna output. 
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We will utilize differential signaling wherever possible in our design due to these inherent 
advantages. The connections from the FPGA to D/As to QMs to Radio Frequency Power 
Amplifiers (RFPA) to antenna are of particular importance and the matching of these 
components will be vital to the optimum performance of our system.  
 
 

TRACE MODELING 
 
When routing a signal between two components, it is imperative that we match the output 
impedance of the component sending the signal to the input impedance of the component 
receiving the signal. Additionally, we must match the characteristic impedance of the trace 
connecting the components to both impedances. If all of these impedances are not matched, then 
the signal will be reflected back and forth from the input to the output of the trace. This could 
potentially create data errors when the reflected wave adds to or subtracts from the incident wave 
of the next sequence.  
 
Trace modeling software, such as the Hyperlynx™, will be used to calculate the length, width, 
and height of the copper trace required to have the desired characteristic impedance to match a 
component’s output impedance to the input of the next.  
 
 

FPGA 
 
The FPGAs considered for our project have a low core supply voltage between 1.15 – 1.25 Volts 
to lower static and dynamic power consumption. Therefore, the noise margin is especially low 
and proper PCB design is a priority with respect to this component.  
 
FPGA manufacturers release extensive information on the proper use of their product. This 
information will include designations for pins and how to access them in software and hardware. 
The many functions of the FPGA will be studied to identify the most efficient way to process 
data internally. The FPGA is capable of dealing with high data throughput since its internal logic 
blocks can be coded to act in parallel.   
 
Most of the FPGAs considered for our project have between 2-4 internal PLLs that can be coded 
to output to an external pin to be used by the QMs. We are currently investigating the use of this 
pin to clock the QM to reduce size, cost, and power consumption by eliminating the need for 
separate PLL and crystal oscillator packages. It can also help with trace routing as the QM can be 
positioned closer to the FPGA in the layout.  
 
Choosing the proper number of I/Os and internal logic blocks is also very important when 
selecting an FPGA. Prices for FPGAs vary over a range of more than 30:1, depending on the 
number if I/O pins and logic blocks, so this is an important decision that must be made before 
designing the PCB. We require four inputs for the serial data. On the output, we need four for 
each of the four serial D/As and a few clock pins. Multiple power and ground pins will also need 
to be considered for the core and I/Os. We decided that less than fifty I/Os are sufficient to 
handle the information load and keep costs low while leaving extra I/O pins for future work. 
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PCB SIZING 
 
The size of our PCB may play an important role in a spin stabilized vehicle application as the 
inertia of all its components must be accounted for. The expected size of our two-antenna 
prototype PCB is approximately 2”x5”. This size is based on common FPGA, QM, and other 
component package sizes. This size is tentative based on the required antenna placement and 
selection, but should not deviate more than half of an inch from the expected margins. If the 
antennas must be placed further apart, then they will be mounted separate from the main PCB if 
possible using twisted pairs. Larger PCBs have the advantage of being more electrically similar 
to infinite planes for trace modeling. In simulation this is a desirable trait that achieves higher 
accuracy, but it is not always attainable given the application. 
 
 

CREATING A SCALABLE DESIGN 
 
Designing a scalable design of a MIMO transmitter includes many additional considerations, 
specifically for the FPGA. Since the Alamouti code is substantially different for higher level 
transmitters, the FPGA will need to have additional coding options for multiple antenna sets. The 
number of I/Os must be proportional to the amount of antennas intended to be driven. A set up 
with a substantial amount of antennas would require a significantly higher amount of I/O pins on 
the FPGA. So there will be a limit to the maximum amount of antennas possible for a practical, 
scalable design. 
 
The add-on transmitters will have to have additional QMs, PAs, and antennas, but can be driven 
by the FPGA on the primary board, limited only by the number of I/Os. For a very high number 
of channels, a separate, coordinated FPGA may be utilized on an add-on board.  
 
 

HARDWARE TESTING AND VALIDATION 
 
The first spin of this PCB will include multiple test points along the signal path for validation 
and helping identify hardware design problems. While test points will be invasive on trace 
impedance and therefore performance, the effects of this will be minimized by using a coaxial 
cable as a probe with a short ground wire. The short length coaxial cable must be matched to the 
trace impedance in question to avoid reflection.  
 
Time Domain Reflectometry (TDR) will be used to measure the transient performance of our 
system. This will help identify which component, trace, or interconnect could be causing a signal 
integrity problem. The Vector Network Analyzer (VNA) will be used to measure the frequency 
domain performance to identify any problem areas in impedance across the entire frequency 
spectrum.  
 
A common test of the performance of communication system hardware is the eye diagram. This 
will allow us to compare where the rising and falling edges of the signal fall with respect to 
where they should be. From this we can determine jitter characteristics and conclude if our 
system has acceptable performance in minimizing bit errors [6]. 



10 
 

CONCLUSION 
 
The hardware design of a MIMO transmitter has been demonstrated. While it was impractical to 
try to fit every signal integrity and hardware design consideration into this paper, the most 
important points were identified and expanded upon. In order to effectively use the FPGA to its 
full potential, the PCB layout must be designed to suit its many capabilities.   
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ABSTRACT

We investigate the performance of reduced complexity receivers for aeronautical telemetry shaped-offset
quadrature phase shift-keying (SOQPSK-TG) in multiple-input multiple-output (MIMO) channels. We
use spatial multiplexing (SM) to achieve the highest throughput possible. Two types of channel equaliza-
tion methods are considered to separate the substreams sent by independent antennas. The first method
employs linear equalizers, including minimum mean-squared error (MMSE) and zero-forcing (ZF), to
nullify the intersymbol interference (ISI) introduced by the MIMO channel in a single step. The second
method, vertical Bell Labs layered space time (V-BLAST) architecture, removes the ISI iteratively by the
use of decision feedback (DE). The channel equalizer is followed by a suboptimal SOQPSK-TG detector.
The performance of various equalizer/detector pairs are presented. The results show that computation-
ally efficient MIMO SOQPSK-TG architectures achieve excellent bit error rate (BER) performance while
transmitting at high data rates.

INTRODUCTION

The demand for high data rates in wireless communication systems has been exponentially increasing
although the spectrum limitations persist. Considering this everlasting challenge, it comes as no surprise
that multiple-input multiple-output (MIMO) systems have recently received a great deal of attention due
to their ability to achieve high data rates through spatial multiplexing (SM) [1]. Considering the power and
bandwidth efficiency, and the constant envelope of aeronautical telemetry shaped-offset quadrature phase-
shift keying (SOQPSK-TG) [2], the combined advantages of MIMO and SOQPSK-TG are overwhelming.

On one hand, SOQPSK-TG is a type of continuous phase modulation (CPM) [3], and its optimal detection
requires a 512-state trellis. On the other hand, in a MIMO SOQPSK-TG system with SM data streams are
modulated and transmitted from separate antennas, and at the receiver each antenna receives some linear
combination of the transmitted data streams. Therefore, we face a joint MIMO SOQPSK-TG detection
problem whose optimal solution becomes computationally intractable. Recently there has been some
attention given to reduced complexity detection of MIMO CPM systems [4]; however, to the author’s
knowledge, the bit error rate (BER) performance of reduced complexity MIMO SOQPSK-TG systems
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Figure 1: Transmitter model for SOQPSK.

with SM have not been presented. Subsequently, we investigate the performance of reduced complexity
receivers for MIMO SOQPSK-TG systems with SM.

We split the MIMO SOQPSK-TG joint detection problem into two phases. We first use equalization meth-
ods to separate the transmitted substreams. There are various methods (e.g. zero-forcing (ZF), minimum
mean-squared error (MMSE), vertical Bell Labs layered Space time (V-BLAST)) to carry out this task.
Then a reduced complexity SOQPSK-TG detector operates on each of the separated substreams. To do
this, we consider a reduced complexity trellis based detector, and a symbol-by-symbol detector.

SOQPSK signal model and detection methods are first introduced. Then the MIMO SOQPSK-TG system
with SM is presented, and various MIMO detection methods are thoroughly explained. Finally, bit error
rate (BER) curves for all receiver architectures of various combinations of transmit and receive antennas
are presented.

SOQPSK SIGNAL MODEL

The complex baseband SOQPSK signal can be represented as a CPM signal [3] of the form

s(t;α) ,

√
Es
Ts

exp {jψ(t;α)} (1)

whereα , {αi} is the transmitted symbol sequence drawn from a ternary alphabet, i.e. αi ∈ {−1, 0,+1}.
Ts is the symbol interval and Es is the energy per symbol. The phase of the signal, ψ(t;α), is of the form

ψ(t;α) , 2πh
∑
i

αiq(t− iTs) (2)

where i ∈ Z is the discrete-time index and h = 1/2 is the modulation index. The phase response q(t) is
defined as the time integral of the frequency pulse f(t) which has a duration of L symbol times and an
area of 1/2. When L = 1, the signal is full-response and when L > 1 it is partial-response. Given that the
modulation index is rational, the phase in (2) may be expressed as

ψ(t;α) = 2πh
n∑

i=n−L+1

αiq(t− iTs)︸ ︷︷ ︸
θ(t)

+πh
n−L∑
i=0

αi︸ ︷︷ ︸
θn−L

(3)

where nTs ≤ t < (n+1)Ts. The phase state is drawn from an alphabet of 4 values, θn−L ∈ {0, π/2, π, 3π/2},
when taken modulo 2π.

With SOQPSK, unlike CPM, the symbol sequence transmitted over the channel α is not the underlying
bit sequence a , {ai}, ai ∈ {−1,+1}. The ternary symbol sequence α is derived from the original bit
sequence a by the precoding operation defined by the rule [5]
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Figure 2: Four-state time-varying trellis for the original precoder. The states are labeled with the state vector Sn and
the branches are labeled with the input-bit/output-symbol pair an/αn.

αn(a) = (−1)n+1(2an−1 − 1)(an − an−2) (4)

as shown in Fig. 1 [6]. The precoder orients the phase of the CPM signal so that it behaves like the phase of
an offset-QPSK (OQPSK) signal driven by the symbol sequence a. As a result of precoding, in any given
symbol interval, αi is drawn from one of the two binary alphabets: {−1, 0} or {0,+1} [5]. Consequently,
SOQPSK is viewed as a constrained ternary CPM.

There are two standardized versions of SOQPSK namely military standard SOQPSK (SOQPSK-MIL) [7]
and SOQPSK-TG. SOQPSK-MIL uses a full-response (L = 1) rectangular frequency pulse while SOQPSK-
TG uses a longer (L = 8) and smoother frequency pulse (defined in [2]) that results in superior spectral
containment [8, Fig. 3], but also higher optimal detection complexity. In this paper, we will concentrate
on SOQPSK-TG.

SOQPSK TRELLIS

In (4) we see that αn is a function of three binary-valued state variables an−1, an−2 and n-even/n-odd
which leads to an 8-state trellis to describe the precoder in Fig. 1[9]. We follow the approach taken in
[8] that handles the state variable n-even/n-odd by a time-varying two-section trellis shown in Fig. 2.
The state variables an−1and an−2 are ordered in such a way that the in-phase (I) bit is always the most
significant and the quadrature (Q) bit is always the least significant. The labels above each branch are the
input-bit/output-symbol pair an/αn for the system in Fig. 1. The one-to-one mapping between the phase
states θn−1 of the CPM modulator and the precoder trellis states Sn ∈ {00, 01, 10, 11} [6, Fig. 4] allows
the four-state trellis in Fig. 2 to describe the entire system in Fig. 1.
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SOQPSK DETECTION

The optimal maximum likelihood sequence detection (MLSD) of SOQPSK requires a trellis. Trellis-
based SOQPSK detectors were first studied in [9]. Because SOQPSK-MIL is full-response, the trellis
described in the previous section can be used for its optimal detection. However, an optimal detector
for SOQPSK-TG requires a 512-state trellis which makes the optimal detection unfeasible, especially
considering the availability of suboptimal reduced complexity detectors that perform well compared to the
optimal detector. In this paper we consider two types of such reduced complexity detectors to be employed
in MIMO SOQPSK-TG receivers. The first detector [8], which is based on a pulse amplitude modulation
(PAM) approximation of CPM [10, 11] allows the four-state full response trellis in Fig. 2 to be used for
near-optimal detection of SOQPSK-TG. Below we briefly summarize this approach:

With the PAM decomposition approach, a CPM signal can be expressed as a sum of R amplitude modu-
lated pulses in the form

s(t;α) =

√
Es
Ts

R−1∑
k=0

∑
i

βk,igk(t− iTs). (5)

The full definitions that describe the pulses {gk(t)} and pseudo-symbols {βk,i} for SOQPSK can be found
in [11]. The energy of the signal s(t;α) is mostly concentrated in the first two pulses in the sum (5), called
the principal pulses in [12]. An approximation based on the principal pulses given as

s(t;α) ≈
√
Es
Ts

1∑
k=0

∑
i

βk,igk(t− iTs) (6)

results in a four-state SOQPSK-TG detector that performs within 0.1 dB of the optimal detector.

The second type of detector we consider in this paper is the symbol-by-symbol detector described in [13].
The specific orientation of the phase of the SOQPSK-TG waveforms due to the precoding operation makes
linear detection by integrate and dump type of detectors [14], [13] possible. We choose the detector
described in [13], due to its optimality in the sense that it minimizes the bit error rate in the case of
symbol-by-symbol detection of SOQPSK-TG. The optimal linear detection filter has a duration of 10
symbol times.

MIMO SOQPSK-TG SIGNAL MODEL

In a MIMO channel multiple antennas can be used to achieve either diversity or high data rates. Diversity
can be explained as transmitting multiple copies of the same signal from different antennas to lower the
probability of detection failure in a MIMO system where deep fades are possible [15]. However, increasing
diversity decreases the throughput of MIMO systems. In this paper, we intend to achieve the highest
possible throughput through the use of multiple transmit and receive antennas. Therefore we use spatial
multiplexing (SM) [1]. A block diagram of the MIMO SOQPSK-TG system with SM having NT transmit
and NR receive antennas is shown in Fig. 3. With SM the input data sequence a is demultiplexed into NT

separate data streams. Each data stream is individually modulated and the resulting set of signals s(t;ak),
where 1 ≤ k ≤ NT, are transmitted in a rich scattering environment. Please note that in the rest of the
paper modulated SOQPSK-TG signals will be written as functions of the information sequence a rather
than the ternary CPM symbol sequence α. The signal at the l-th antenna, where 1 ≤ l ≤ NR, is given as

rl(t) =

NT∑
k=1

hk,ls(t;ak) + ηl(t) (7)
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Figure 3: Block diagram of the MIMO SOQPSK-TG system.

where the fading coefficients, {hk,l}, are complex-valued Gaussian random variables with independent
real and imaginary parts having zero mean and variance of 1/2. The channel is assumed to be quasistatic
in which the fading coefficients are constant for K symbol times, where K >> 1. The signal ηl(t) is
a complex-valued Additive White Gaussian Noise (AWGN) with a two-sided power spectral density of
No/2. The input-output relationship descibed in (7) can be represented with the matrix-vector expression

r(t) = s(t;a)H+ η(t) (8)

where H is the channel matrix with elements (H)kl = hk,l, r(t) = [r1(t), r2(t), . . . , rNR(t)], s(t;a) =
[s(t;a1)s(t;a2), . . . , s(t;aNT)], and η(t) = [η1(t), η2(t), . . . , ηNR(t)].

The signal-to-noise ratio (SNR) per symbol for the MIMO SOQPSK-TG system is given as Es/No. For
the total transmission power of the MIMO system to be constant and independent of the number of transmit
antennas, we distribute the transmission power evenly among NT transmit antennas. In other words,
every NT-bit binary data vector, [a1(n),a2(n), . . . ,aNT(n)] transmitted during the n-th symbol time is
considered as a MIMO SOQPSK-TG symbol. Consequently the signal transmitted by the k-th transmit
antenna is of the form

s(t;ak) =

√
Es
NTTs

exp {jψ(t;ak)} . (9)

The scaling of the transmitted streams by
√

1/NT in (9) guarantees that the average receive SNR isEs/No.

MIMO SOQPSK-TG DETECTION

First of all, we assume perfect knowledge of the channel matrix H on the receiver side. The MLSD solu-
tion to the MIMO SOQPSK-TG detection problem is the input data sequence a that minimizes the norm
||r(t)− s(t;a)H||. An optimal MLSD detector ( e.g. Viterbi Algorithm (VA)) for a MIMO SOQPSK-TG
system would operate on a 512NT state trellis with 2NT branches leaving each state. Even if we use a PAM-
based MLSD detector, with 4 transmit and 4 receive antennas we would end up with a 256-state trellis.
Because of the very high complexity associated with the optimal detection of MIMO SOQPSK-TG we
focus on reduced complexity detectors that use equalization techniques. Equalization methods try to find
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the best signals that represent the individual data streams transmitted by independent antennas. In the de-
tection of the best representation of each signal, the effects of other signals are considered as intersymbol
interference (ISI) introduced by the channel matrix H [15].

There are two types of equalization techniques. The first type of equalizers, including zero-forcing (ZF)
and minimum mean-squared error (MMSE), attempt to remove the ISI introduced by the channel in a
single step by inverse filtering the received signal vector r(t) by a nulling matrix, G as seen in

ŝ(t;a) = r(t)G. (10)

In the case of ZF, the nulling matrix is the pseudo-inverse of the channel matrix, GZF = H+, which when
plugged into the equation (10) gives

ŝ(t;a) = s(t;a) + η(t)H+. (11)

In the case of MMSE the nulling matrix is given as

GMMSE = HH

(
INT

SNR
+H ·HH

)−1

(12)

where (·)H is the Hermitian transpose and INT is anNT dimensional identity matrix. Unlike the ZF method
the MMSE method requires an estimation of the SNR value at the receiver to minimize the effective
noise after the equalization. After the equalization each data stream ŝ(t;ak) is demodulated by either VA
applied to the PAM approximation of SOQPSK-TG (ZF-PAM, MMSE-PAM) or the symbol-by-symbol
detector (ZF-SxS, MMSE-SxS) mentioned previously. The main advantage of ZF and MMSE equalization
techniques is that they can be used even if the fading coefficients are constant for only a single symbol
time, K = 1.

The second equalization method called vertical Bell Labs layered Space time (V-BLAST) [1] employs
decision feedback (DE) to implement a type of ”divide-and-conquer”’ strategy. In this approach the signal
stream ŝ(t;ak) with the highest SNR is decoded first. Then the effects of the decoded sequence âk are
cancelled from the received signal vector r(t), and the algorithm continues with the data stream with
the next highest SNR. The algorithm includes three steps: ordering, interference nulling and interference
cancellation. The interference nulling can be carried out with either the ZF nulling matrix GZF (ZF-
BLAST) or the MMSE nulling matrix GMMSE (MMSE-BLAST). A PAM based detector (ZF-BLAST
PAM, MMSE-BLAST PAM) or a symbol-by-symbol detector (ZF-BLAST SxS, MMSE-BLAST SxS)
operates on the separated signal stream at each step of the algorithm.The step-by-step V-BLAST algorithm
is given in the Appendix.

The V-BLAST algorithm has two major drawbacks when applied to modulation schemes with memory
such as SOQPSK-TG. First, the number of symbol times for which the MIMO channel is constant, K,
must be large enough for VA to output reliable results for the data stream being detected. In the case
of a symbol-by-symbol detector K must be at least 10, which is the length of the detection filter. In
addition, because of the ISI in each transmitted signal stream s(t;ak) due the partial response nature of
SOQPSK-TG, it is not clear when to switch to a new ordering as the channel matrix H changes. The
second drawback of the algorithm is the need to generate an SOQPSK signal with the detection decision
made âk so that its interference can be nulled in the next iteration of the algorithm.

SIMULATION RESULTS

In this section we present the performance of MIMO SOQPSK-TG systems with SM employing various
reduced complexity receiver architectures described above. We ran Monte-Carlo simulations to generate
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Figure 4: The performances of symbol-by-symbol, PAM based VA and optimal VA detectors combined with linear
equalization methods ZF and MMSE. The MIMO SOQPSK-TG system has NT = 4, NR = 4 and K = 130.
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system has NT = 4, NR = 4 and K = 130.
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bit error rate (BER) curves for various values of SNR. We assumed that the channel matrix H is constant
for 130 symbol times, which is K = 130. For simplicity we considered MIMO channels with the same
number of transmit and receive antennas, hence NT = NR. We implemented two MIMO SOQPSK-TG
architectures; one with 4 and the other one with 8 receive and transmit antennas. We define the normalized
symbol rate Rs as the symbol rate when only 1 Hz of bandwidth is available. The bandwidth is defined as
the one that contains 99.9 % of the signal power. Through simulations we determined that for a SOQPSK-
TG waveformRs = 1.0. Consequently, we view a MIMO SOQPSK-TG system withNT transmit antennas
as a system with the spectral efficiency of NT bits/s/Hz.

We see in Fig. 4 and Fig. 5 that the symbol-by-symbol (SxS) detector performs within 1 dB of the PAM
based VA detector (PAM) for all four reduced complexity receiver architectures. Fig. 4 shows that the
PAM based VA algorithm peforms within 0.2 dB of the optimal VA detector (OPTIMAL) operating on
the full 512-state trellis. In Fig. 6, we observe that while MMSE equalization performs better than ZF
equalization, V-BLAST algorithm significantly outperforms both. The V-BLAST algorithm that uses
MMSE nulling vector (MMSE-BLAST) performs much better than the one that uses ZF nulling vector
(ZF-BLAST). Fig 7 shows that the bit error rate of the MMSE-BLAST receiver significantly improves
when the number of transmit/receive antennas is increased from 4 to 8.

CONCLUSIONS

We presented the performance of low complexity receivers for MIMO SOQPSK-TG systems with spatial
multiplexing. We considered linear (ZF, MMSE) and iterative decision-feedback equalization (V-BLAST)
methods. We showed that the V-BLAST architecture significantly outperforms linear equalization methods
ZF and MMSE. We then compared the performance of a reduced complexity MLSD SOQPSK-TG detector
and a symbol-by-symbol detector when incorporated into the MIMO SOQPSK-TG receiver. The use of
a symbol-by-symbol detector degrades the receiver performance by only 1 dB. A MIMO SOQPSK-TG
system using the V-BLAST algorithm with MMSE nulling matrix achieved a BER of 10−5 at a SNR of 20
dB while having a spectral efficiency of 8 bits/s/Hz.

APPENDIX

Definitions and Assumptions:

The channel matrix H is assumed to be known at the receiver.

H is constant during K symbol times.

The eigenvalues of H ·HH are assumed to be in a non-decreasing order.

Hk, 1 ≤ k ≤ NT is the k-th row of H.

Zk, 1 ≤ k ≤ NT, is H with the first k − 1 rows replaced by zero.

M is the nulling matrix.

For ZF-BLAST: M = Zk
+

For MMSE-BLAST: M = ZHk

(
INT
SNR + Zk · ZHk

)−1

Initialization: r1(t) = r

9



Algorithm: For 1 ≤ k ≤ Nt

Wk = the k-th column of M

yk(t) = rk(t)Wk

âk = output of the SOQPSK-TG demodulator with yk(t) as input.

rk+1(t) = rk(t)− s(t; âk)Hk
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Annual Best Paper Award 
 

 

1994   Eugene Law, "Binary PCM/FM Tradeoffs between Spectral Occupancy and Bit 

Error Probability" 

 

 

1995   Eugene Law, "Performance of PCM/FM during Frequency Selective Fading" 

 

 

1997   Eugene Law and Kamilo Feher, “FQPSK versus PCM/FM for Aeronautical 

Telemetry Applications; Spectral Occupancy and Bit Error Probability 

Comparisons" 

 

 

2002 Mark Geoghegan, “Bandwidth and Power Efficiency Trade-offs of SOQPSK” 

 

 

2003  G. R. Barrett, R. J. Bamberger, W. P. D’Amico, M. H. Lauss, “Analytical Model 

for Handoff of Fast Moving Nodes in High-Performance Wireless LANs for Data 

Telemetry” 

 

 

2004   Michael A. Jensen, Michael D. Rice, Thomas Nelson, and Adam L. Anderson,  

Orthogonal Dual-Antenna Transmit Diversity for SOQPSK in Aeronautical Telemetry 

Channels” 

 

 

2005   Chang won Jung, Ming-jer Lee, Sunan Liu, G. P. Li, and Franco De Fiaviis, 

“Reconfigurable Patch Antenna For Frequency Diversity With High Frequency Ratio” 

 

 

2006   Evan T. Grim, “Achieving High-Accuracy Time Distribution in Network-Centric             

   Data Acquisition and Telemetry Systems with IEEE 1588” 

 

 

2007    Adam Panagos and Kurt Kosbar, “The Sum-Rate Capacity of a  Cognitive Access 

Sensor Network” 

 

 

2008   Justin P. Rohrer, “End-to-End Disruption-Tolerant Transport Protocol  Issues and 

Design for Airborne Telemetry Networks” 

 

 

   



2009 Kip Temple, from Air Force Flight Test Center, Edwards AFB, “Adjacent  Channel 

interference criteria for aeronautical telemetry operations with the tactical targeting network 

technology system.” 

 

2010  Dr. Michael Rice, Oluwasegun Tinubi, Brigham Young University, Provo, UT, 

“The Range Area Network: A New Approach For Aeronautical Telemetry” 

  
 

 
 
 
 
 
 
 



 

 

IFT Pioneer Award Winners:  

 
1984 Dr. William Pickering (1st Award Recipient)  

1985 Dr. Larry Rauch  

1986 Dr. Myron Nichols  

1987 Dr. Eberhardt Rechtin  

1988 No Award  

1989 Dr. James Fletcher  

1990 Dr. Bernard Oliver, Dr. John R. Pierce, Dr. Claude Shannon  

1991 No Award  

1992 Mr. Hugh Pruss  

1993 Mr. Eugene Law  

1994 No Award  

1995 Mr. Stan Reynolds  

1996 Mr. Harold Jeske  

1997 Mr. Bill Rymer  

1998 Mr. Benson Weinberg  

1999 Mr. Walter Lipe  

2000 Mr. Norman Lantz  

2001 No Award  

2002 Mr. Jud Strock  

2003 Mr. Melvin Levine  

2004 No Award  

2005 Mr. Arthur Sullivan  

2006 Dr. Jim Means  

2007 No Award  

2008 No Award  

2009 Dr. Gerhard Mayer  

2010 Mr. Chuck Buchheit 

 



Myron Hiram Nichols Award for Best Paper on Telemetry Spectrum 
  

2010: 

  

“Dynamic Frequency Assignment and Management Technologies for Future Test and Evaluation 

Operations,” Michael K. Painter, Ronald Fernandes, Jason Gohlke, Satheesh Ramachandran,and 

Ajay Verma, Knowledge Based Systems, Inc., College Station, TX and  Dr. Charles H. Jones, 

Air Force Flight Test Center, Edwards AFB, CA 
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The world’s most comprehensive
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> Short courses on telemetry topics and technical sessions 
on the latest solutions and technologies
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WELCOME

COME JOIN US AT ITC 2011 

Dan Dawson
2011 General Chairman

Wyle
California, MD

Ray Faulstich
2011 Technical Chairman

CSC
Lexington Park, MD

2

Tha
nk

You
to All ITC Volunteers!

ITC continues to be run by an all-volunteer organizing committee without whom
the conference would never come to pass. The Board of the International
Foundation for Telemetering wishes to thank all ITC volunteers, and the
companies who sponsor them, for their generous contributions to making this
forum the premier event it has been for the past 46 years.

The ITC Committee invites you to attend the 2011 International Telemetering
Conference in Las Vegas, Nevada. This year’s conference is being held at the spec-
tacular Bally’s Las Vegas. A new venue for our annual conference, Bally’s provides
superb conference facilities that promise to make the ITC 2011 experience mem-
orable for our speakers, exhibitors and attendees. Our 2011 conference theme is
“Telemetry: Blending the Art with Science and Technology” and recognizes the
need of our industry to balance the infusion of the newest innovations in science
and technology with the wisdom and experience of our history. 

This year’s conference focuses on an issue that has become increasingly important
and challenging: Information Assurance (IA). Information Assurance addresses the
confidentiality, integrity, availability and non-repudiation of the information that our
industry generates. Our Blue Ribbon Panel, chaired by Mr. Ed Greer with support-
ing experts from industry and government, will discuss “Information Assurance:
Managing Data Risks in a Digital Environment”.

The 2011 ITC technical program includes 14 one-day short courses (including one
focused specifically on IA issues) and a record 28 technical sessions covering a
wide range of technical topics. Of course, every ITC conference offers something
unexpected and this year is no exception. Our keynote luncheon speaker, Rear
Admiral Scott Sanders, U.S. Navy, will provide an overview of U.S. Navy “Counter-
Piracy” operations in the Gulf of Aden and the Somali Basin. He will focus on coop-
eration with coalition partners, independent nations and the maritime industry to
effectively disrupt, deter and suppress piracy.

Of course, we encourage everyone to join us at our Monday evening icebreaker,
to take part in exhibitor receptions, and many wonderful dining and entertaining
opportunities at the convention.  After all, ITC is not only your best opportunity
to see the latest in telemetry technology, but also to blend that experience by
meeting the experts in the community.

Dan, Ray and the entire ITC volunteer committee look forward to seeing you in Las Vegas.

TABLE OF CONTENTS
Welcome  . . . . . . . . . . . . . . . . .2
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Bill Wargo
2011 Exhibits Chairman

AIM-USA
Trevose, PA

Lena Moran
2011 Executive Coordinator

CSC
Moreno Valley, CA



CONFERENCE PLANNER

I
T

C
/U

S
A

 
2
0
1
1

3

EVENT GUIDE DATE TIME

Registration Sunday, October 23 4:00pm–6:30pm

Monday, October 24 7:00am–6:00pm

Tuesday, October 25 7:00am–5:45pm

Wednesday, October 26 7:30am–11:45am / 2:00pm–5:00pm

Thursday, October 27 8:00am–10:00am

Short Courses Monday, October 24 9:00am–5:00pm
(See page 6 for complete short course information.) 

Exhibition Hours Tuesday, October 25 11:00am–6:00pm

Wednesday, October 26 8:00am–11:45am / 2:00pm–6:00pm

Thursday, October 27 8:00am–12:00pm

Technical Sessions Tuesday, October 25 1:30pm–4:30pm

Wednesday, October 26 8:30am–11:30am / 2:30pm–5:30pm

Thursday, October 27 8:30am–11:30am

Special Events
Golf Tournament Monday, October 24 8:00am–3:00pm

ITC Icebreaker – Oktoberfest! Monday, October 24 6:30pm–8:30pm

Opening Ceremony &
Blue Ribbon Panel Tuesday, October 25 8:00am–11:00am

Exhibit Hall Reception & Drawing Tuesday, October 25 5:00pm–6:00pm

Conference Luncheon Wednesday, October 26 12:00pm–2:00pm

Exhibit Hall Drawing Wednesday, October 26 5:30pm–6:00pm

Spouse & Guest Activities 
Botanical Garden excursion Monday, October 24 1:30pm–4:00pm

Trivet-Making Class  Tuesday, October 25 9:30am–11:30am

Field Trip to the Springs Preserve Tuesday, October 25 1:00pm–4:30pm

Jewelry-Making Wednesday, October 26 9:00am–11:30am

Field Trip to Antiques at the Market Wednesday, October 26 2:00pm–4:30pm

Walk with Lindy to Crystals Thursday, October 27 10:00am–11:30am
at City Center

For more information on our spouse & guest activities please visit our website at www.telemetry.org

No other venue provides the depth of coverage on the telemetry
industry that you’ll get from ITC.  Come join us as we combine
modern technology with testing experience, creating the art of
telemetry engineering. ITC/USA 2011 will provide the telemetry
professionals the opportunity to blend the art with the science and technology, moving the art ever forward.
We will kick off the conference with the Icebreaker held on Monday night.  We continue the fun with an
Exhibit Hall Reception held on Tuesday night.  The conference caps off our special events with a conference
luncheon on Wednesday that offers an interesting and entertaining presentation.

CONFERENCE
PLANNER

Calendar subject to slight modifications.  Consult on-site program for latest information.

Free!

All
Welcome

Free!

Free!

Free!

Free!

Free!

Free!

Free!
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Short Courses Halls

TIME

9:00 AM
to

5:00 PM

Adv.
Modulation
Techniques

Basic
Signals &
Modulation

Inter-
mediate 
Concepts

Performance
Based
Sensor

Selection 

iNET
Telemetric
Networks

Principles &
Implementation
of the IRIG

106-11 Chapter
10 Standard

Basic
Systems
Engineer-

ing

Inter-
mediate

Flight Test
Principles

Basics of
Aircraft

Instrumen-
tation

Telemetry
Metadata

Intro
to GPS

Funda-
mentals of
Microwaves

& RF

Spectrum
& Signal
Analysis

Information
Assurance
Workforce
Structure &
Certifications

SETUP

6:30 PM
to

8:30 PM

ITC/USA 2011 Icebreaker:  “Oktoberfest”
>Location: Skyview 5/6

CLOSED

TU
ES

DA
Y, 

OC
T. 

25

8:00 AM
to

11:00
AM

Opening Ceremony & Blue Ribbon Panel  >Location:  Skyview 5/6

Information Assurance: Managing Data Risks in a Digital Environment 
Chair: Edward R. Greer – Deputy Assistant Secretary of Defense, Developmental Test and Evaluation

Panelists: Joe Cupano – EMC Corporation; 
Tom Frey – Vice President, Intelligence and Cyber, Aerospace Group, Wyle ;

(Invited) David J. Aland – Staff Assistant, OSD Director of Operational Test & Evaluation (NetCentric, Space & Missile Defense Systems)

CLOSED

11:00 AM Exhibits Are Open from 11:00 AM to 6:00 PM

OPEN
11:00
AM
to

6:00 
PM

1:30 PM
to 

4:30 PM

Technical 
Sessions:

1.
C-Band

Implementation

2.
iNET
Topics

3.
Modulation
& Coding 1

4.
Sensor Systems
& Networks

5.
RF Design:
Transmitters,
Receivers &

Demodulators 1

6.
Range
Safety

7.
Data

Management

5:00 PM Reception  >Location:  Exhibit Halls  (5:00 PM – 6:00 PM)

W
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6

8:00 AM Exhibits Are Open from 8:00 AM to 11:45 AM OPEN
8:00
AM
to

11:45 
AM

8:30 AM
to

11:30 AM

Technical
Sessions:

8.
TSCC /C-Band
Working Group

9.
Airborne

Instrumentation
Systems &
Concepts

10.
Metadata

Applications

11.
Network
Protocols

12.
Imaging
& Video

13.
Network

Telemetry 1

14.
Space

Applications

12:00 PM
to

2:00 PM

Conference Luncheon & Keynote Speaker  >Location:  Skyview 5/6

U.S. Navy “Counter-Piracy” Operations in the Gulf of Aden and the Somali Basin
Speaker: Rear Admiral Scott Sanders, U.S. Navy

CLOSED

2:00 PM Exhibits Are Open from 2:00 to 6:00 PM / Exhibitor Feedback Meeting 4:30 PM to 5:30 PM >Exhibitor Lounge
OPEN
2:00 
PM
to

6:00 
PM

2:30 PM
to 

5:30 PM

Technical
Sessions:

15.
Antennas &
Systems

16.
Data Acquisition

17.
Modulation &
Coding 2

18.
Range Systems
& Applications

19.
RF Design:
Transmitters,
Receivers &

Demodulators 2

20.
Network

Telemetry 2

21.
Telemetry Systems
& Applications

Exhibits Are Open until 6:00 PM 
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8:00 AM Exhibits Are Open from 8:00 AM to 12:00 PM
OPEN
8:00 
AM
to

12:00
PM

8:30 AM 
to 

11:30 AM

Technical
Sessions:

22.
JAMI

Users Group

23.
ICTS

24.
Recording

25.
Data Processing

& Display

26.
Security

Challenges

27.
TSPI

28.
Multiple-Input
Multiple-Output

Systems

Exhibits Are Open Until 12:00 PM

CONFERENCE
AT A GLANCE
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Special sessions consist of late-breaking technical presentations and will not have material in the Proceedings.
Times and locations subject to change.  Consult on-site program for latest information.
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Special

Session
Special

Session

Special

Session
Special

Session
Special

Session
Special

Session

Free!
All Welcome!

Free!
All Welcome!

Fun!

Food!

Prizes!
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The Blue Ribbon Panel will be moderated by Edward R. Greer, and will feature panelists
discussing Information Assurance: Managing Data Risks in a Digital Environment.

Chairman:
Edward R. Greer – Deputy Assistant Secretary of Defense,
Developmental Test and Evaluation

Edward Greer is the Deputy Assistant Secretary of Defense for Developmental Test
and Evaluation. Sworn in March 15, 2010, he serves as the principal advisor on
developmental test and evaluation (DT&E) to the Secretary of Defense and the

Under Secretary of Defense for Acquisition, Technology and Logistics. Mr. Greer is responsible
for DT&E policy and guidance in support of the acquisition of major Department of Defense
(DoD) weapon systems. 

Prior to this political appointment and since 2002, Mr. Greer served as the Deputy Assistant
Commander for Test and Evaluation, Naval Air Systems Command, and Executive Director, Naval
Air Warfare Center Aircraft Division (NAWCAD), Patuxent River, MD. As the senior civilian for
Naval Aviation Test and Evaluation, he was responsible for planning, executing, analyzing and
reporting of all Naval Aviation test and evaluation, spanning a workforce of 6,600 and an
operating budget of $1B. 

In 1998, Mr. Greer joined the Senior Executive Service as Director of the Atlantic Ranges and
Facilities, NAWCAD, responsible for development, maintenance and operation of the range and
test facility components of the Navy’s principal Air Combat Systems test activity. From 1995
to 1998, Mr. Greer served as Principal Deputy Program Manager for the E-6B Aircraft; Program
Executive Office for Air, Antisubmarine Warfare, Assault & Special Mission Programs. He was
responsible for all aspects of acquisition including Systems Engineering, Logistics, Training
Systems and Test and Evaluation. From 1993 to 1995, Mr. Greer took an assignment in the
Pentagon as a Staff Specialist in the Office of Under Secretary of Defense for Acquisition and
Technology, Test, Systems Engineering and Evaluation; Test Facilities and Resources. Prior to
1993, Mr. Greer served in various leadership and engineering positions within the Naval Air
Systems Command. 

Mr. Greer represented the Navy on the 2007 Defense Science Board Task Force on
Developmental Test and Evaluation and is a past President of the Southern Maryland Chapter
of the International Test and Evaluation Association. He earned his Bachelor of Science Degree
in Electrical Engineering from the University of Maryland, College Park and received a Master
of Science Degree in Management from the Florida Institute of Technology. 

Tom Frey – Vice President, Intelligence and Cyber, Aerospace
Group, Wyle

Tom Frey retired from the Navy with the rank of Captain, after 24 years as a
Bombardier/Navigator flying the A-6 E Intruder. Mr. Frey has a Bachelor's of
Science (Chemistry) from the U.S. Naval Academy, and a Master's of Science in
Electrical Engineering (Space Systems Engineering) from the Naval Postgraduate

School.  As part of his thesis, he built a solid-state digital recorder flown aboard the Space
Shuttle to collect data from experiments carried in the cargo bay.

While on active duty with the Navy, Mr. Frey served as a Requirements Officer with the Navy
Space Systems Division (OPNAV N63), conducted flight, weapons, and systems testing in sup-
port of the A-6E Intruder and High Speed Anti-Radiation Missile (HARM), and was the Deputy
for Programs (AIR 1.0B) at the Naval Air Systems Command.

In his last assignment he was responsible for the Operational Test and Evaluation (OT&E) of
all Command, Control, Communications, Computers, Intelligence, Surveillance, and
Reconnaissance (C4ISR) systems in the Navy at Commander, Operational Test and Evaluation
Force (COMOPTEVFOR).

He is a proven sub-specialist in Space Systems Engineering, a graduate of the Defense Systems
Management College Level III Program Management course, and a Certified Information
Systems Security Professional (CISSP).

OPENING CEREMONY & BLUE RIBBON PANEL
>Tuesday, October 25, 2011 8:00am – 11:00am | Skyview 5/6

In 2001, Mr. Frey joined Veridian Engineering as an Account Manager for Information
Technology Risk Reduction.  He is currently the Vice President of the Intelligence and Cyber
Operating Unit for Wyle's Aerospace Group.

(Invited) David J. Aland – Staff Assistant, OSD Director
of Operational Test & Evaluation (NetCentric, Space &
Missile Defense Systems)

Dave Aland is an Information Technologies subject matter expert within the
testing community of the Department of Defense.  Mr. Aland is a graduate
of the United States Naval Academy as well as the U. S. Naval War College

and retired from Naval Service in 2002, with the rank of Captain.  He has published sev-
eral articles and contributed to a number of studies, all on the topic of cyber defenses
and network performance testing.

Mr. Aland's nearly thirty years of military service were spent in large part at sea, on ships
ranging from frigates and destroyers to aircraft carriers and a hydrofoil, and he command-
ed both USS GEMINI (PHM-6) and USS STEPHEN W GROVES (FFG-29) during his career.  Mr
Aland's final military tours of duty included directing the development of Link-16/Tadil-J
equipments, as the Director of Communications for the U. S. Sixth Fleet, and as the prin-
cipal deputy to the Navy Chief Information Officer.  In these last two assignments; Mr. Aland
had overall responsibility for all naval communications and information networks in the
Mediterranean theater.  Mr Aland led and sponsored the Navy's flagship "Navy Marine Corps
Intranet", and spearheaded the overseas Base Level Information Infrastructure upgrades
worldwide.  He also led the Navy's task force to reduce and consolidate legacy software.

Since his transition from active duty, Mr. Aland has worked as a contractor supporting the
Office of the Secretary of Defense's Director of Operational Test and Evaluation, Net-Centric,
Space, and Missile Defense Systems before converting to government service in April 2011.
Mr. Aland specifically supports a Congressionally-mandated initiative to improve and stream-
line assessments of Information Assurance and Interoperability at the Combatant Commands,
and has been instrumental in the technical design of methods and measures used by this
program as well as the aggregate analysis and data-sharing with other DoD stakeholders.

Joe Cupano – Solution Architect, EMC Global Alliances

Joe Cupano is a recognized Information Security thought leader and trusted
advisor to Global 100 and government sector (U.S. and abroad) clients
through 15 years' experience in risk assessment, development and execution
of IT security solutions. Mr. Cupano began his career developing Ernst &

Young's internal Information Security program and contributing to the development of what
has become Ernst & Young's Technology and Security Risk Services practice. He was also devel-
oper and first webmaster of EY.COM. Mr. Cupano was a Director with UBS (aka Swiss Bank)
serving as the Global Technology Manager for Security and eCommerce responsible for the
architecture, engineering, and execution of security and eCommerce infrastructure solutions
globally across divisions. He also supported the Corporate Finance and Global Equities busi-
ness lines as a security industry subject matter expert. Mr. Cupano joined EMC in 2006 sup-
porting the company's entry into the security marketplace starting with the acquisition of
RSA, development of the Information Security Practice, led a number of security services
engagements globally, and then identifying focused solutions with various Federal agencies.
He currently works for EMC in Global Alliances developing market-defining cloud and securi-
ty solutions as joint ventures with well-branded partners.

GUEST SPEAKERS
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ITC/USA 2011 TECHNICAL SESSIONS AND SESSION CHAIRS

>Tuesday, October 25
Session 1. C-Band
Implementation
Ronald Pozmantier, AFFTC

Session 2. iNET Topics
Bruce Lipe,  AFFTC

Session 3. Modulation &
Coding 1
Dr. Gerhard Mayer, GVM Consulting

Session 4. Sensor Systems &
Networks
Lee Eccles, Boeing

Session 5. RF Design:
Transmitters, Receivers &
Demodulators 1
Gene Law, CSC Range and
Engineering Services

Session 6. Range Safety
Lance Self, Air Force Research
Laboratory

Session 7. Data Management
Archie Moore, Spiral Technology Inc.

>Thursday, October 27
Session 22. JAMI Users Group *
Steven Meyer, NAVAIR China Lake

Session 23. ICTS *
Mike Ryan, Chair, ICTS

Session 24. Recording
Lorin Klein, Air Armament Center

Session 25. Data Processing &
Display
Tim Gatton, Wyle Telemetry and Data
Systems

Session 26. Security Challenges
Dr. Yacob Astatke, Morgan State
University

Session 27. TSPI
Jamie Reyes, White Sands Missile
Range

Session 28. Multiple-Input
Multiple-Output Systems
Darryl Burkes, NASA Dryden Flight
Research Center

Session 8. TSCC /C-Band Working
Group *
Steve Nicolo, Chair Telemetering Standards
Coordination Committee

Session 9. Airborne Instrumen-
tation Systems & Concepts
Joe Bilodeau, Boeing

Session 10. Metadata Applications
Ted Takacs, NAVAIR Pax River

Session 11. Network Protocols
Thomas Grace, NAVAIR Pax River

Session 12. Imaging & Video
Jesus Benitez, White Sands Missile Range

Session 13. Network Telemetry 1
Jon Morgan,  JT3 - AFFTC

Session 14. Space Applications
Kevin Crawford, NASA Marshall Space
Flight Center

Session 15. Antennas & Systems
Daniel Skelley, NAVAIR Pax River

Session 16. Data Acquisition
Dr. Nikki Cranley, ACRA Controls

Session 17. Modulation & Coding 2
Mark Geoghegan, L-3 Nova Engineering

Session 18. Range Systems &
Applications
James Yates, L-3 Telemetry & RF Products

Session 19. RF Design:
Transmitters, Receivers &
Demodulators 2
Ed Bukowski, Army Research Laboratory

Session 20. Network Telemetry 2
Brian Keating, NAVAIR Pax River

Session 21. Telemetry Systems and
Applications
Mike Golackson, AFFTC

>Wednesday, October 26

* Special Session  

CONFERENCE LUNCHEON GUEST SPEAKER

CONFERENCE LUNCHEON
>Wednesday, October 26, 2011
12:00pm – 2:00pm | Skyview 5/6

Relax during lunch as you enjoy Rear Admiral Scott Sanders’ speech on leading the counter-piracy task force in the most dangerous pirate-
infested waters of the world.

U.S. Navy “Counter-Piracy” Operations in the Gulf of Aden and the Somali Basin

KEYNOTE SPEAKER:
Rear Admiral Scott Sanders

U.S. Navy

In August of 2009, U.S. Navy Rear Adm. Scott E. Sanders assumed command of Combined Task Force 151

in a ceremony aboard the coalition counter-piracy flagship USS Anzio in Bahrain. Sanders became the

Navy’s first selective reserve admiral to command a combined task force at sea. CTF 151 was created in

January to actively deter, disrupt and suppress piracy in order to protect global maritime security and

secure freedom of navigation for the benefit of all nations. It operates in the Gulf of Aden and the east

coast of Somalia, covering about 1.1 million square miles. Admiral Sanders will provide insight into the

challenges of leading a multi-national team to effectively tackle the scourge of piracy.
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Short Course Description Instructor

Advanced Modulation
& Demodulation
Techniques for

Telemetry

Explores modulation techniques currently employed or proposed for telemetry.  Material covers the legacy PCM/FM waveform, SOQPSK, and Multi-h
CPM.  Demodulation techniques for these waveforms are also addressed with particular emphasis on synchronization techniques and performance. 

Terry Hill, 
Quasonix, LLC

Basic Signals
& Modulation

This course is directed towards beginning technical personnel or telemetry personnel with limited experience in communications and modulation sys-
tems. The course will cover basic concepts necessary to understanding the data communications process within the telemetry system.  This will include
signal descriptions, the Pulse Code Modulation (PCM) process, concepts of analog and digital modulation and demodulation, and signal bandwidth repre-
sentations.  Emphasis will be on graphical representations with minimal mathematical requirements.

Dr. Stephen
Horan, 

NASA Langley
Research Center

Intermediate 
Concepts

This course is designed for the more experienced user.  It includes a discussion on technology covering the entire system - from signal conditioners to
recorders, workstations, and software.  Specific topics include systemic implementations of Nyquist and its hidden impacts, recorder architectures (both
hardware and software), RAID implementations (DAS, NAS, SAN) and performance issues of Windows and Unix system architectures, Range Commu-
nications, and the use of the new Chapter 10 Data formats, with a review of how the new iNET architecture will impact the ranges through 2025.

Tim Gatton, 
Wyle Telemetry &

Data Systems

Performance Based
Sensor Selection

This one-day tutorial is intended for engineers, program managers and technicians who want a better understanding of transducer characteristics and
specifications. It is presented from the viewpoint of a user who also has experience marketing transducers, rather than from that of a manufacturer.
Participants will learn how to interpret transducer specifications, define necessary performance characteristics for specific applications, and how to
select the best transducer for their applications.

Jon S. Wilson, 
Jon S. Wilson

Consulting, LLC

iNET Telemetric
Networks

This course introduces participants to telemetric networks as applicable to the integrated Network Enhanced Telemetry (iNET) project. Participants will
gain an understanding of telemetric networking principles, applicable networking technologies, trade-offs in applying networks to telemetry, and end-to-
end telemetric applications. Specifically, the iNET Telemetry Network System (TmNS) demonstration system will be presented illustrating the test article
network, radio access network, range operations network, mission control network, system management operations, and telemetric applications. This
course is intended for anyone who needs an introduction to iNET technologies and system capabilities. It will be useful for participants to have a basic
knowledge of networking concepts. This short course is particularly beneficial for persons responsible for or involved in flight test instrumentation and
telemetry systems. 

Thomas Grace,
NAVAIR &
Ben Abbott,

SwRI

Principles &
Implementation of
the IRIG 106-11

Chapter 10 Standard

This course offers an in-depth tutorial presentation of the new IRIG 106-11 Chapter 10 standard for airborne, ground, and playback software, with
recording and playback and debrief systems from Eglin AFB IDIQ IRIG-106 Chapter 10 compliant systems. The workshop leaders have pioneered IRIG-
106 Chapter 10 throughout developmental test, operational test and operational fleet users.

Al Berard,
Eglin AFB &

Mark Buckley,
JDA Systems

Basic Systems 
Engineering

This course studies end-to-end telemetry systems with their signal and noise characteristics. It concentrates on analysis of data streams for efficient
transfers over the communication link. Sampling, filtering, commutation, and RF link characteristics are studied. Line Coding (NRZ-L, BIΦ-L, etc.) with
their spectral (Fourier) characteristics, bandwidth and filtering requirements are analyzed.  Benefits of using Forward Error Correction (FEC) for data
transmission is explained (Block, Convolutional, and Turbo Coding concepts are discussed).  Modulation techniques such as AM, PCM/FM (CPFSK), BPSK
and QPSK are analyzed; their Eb/N0 and BER performance characteristics are compared.  Learn dB/dBm concepts better. Course relies on the basic
mathematical principals of the system.

Halil Altan,
Honeywell
Aerospace

Introduction to GPS

This short course will present the fundamental communications theory that makes GPS possible as well as the common digital signal processing algo-
rithms that are used to make it practical and effective.  Based on this fundamental background, the course will then carefully catalog the limitations of
GPS, separating out those which are due to fundamental theoretical constraints from those which are due to processing limitations inherent in the cur-
rent technological implementations of the system components.  In addition, there will be a discussion of some of the many current applications of GPS
technology in both the military and commercial worlds.

Chuck Creusure, 
New Mexico

State University

Telemetry Metadata

The purpose of this course is to look behind the scenes of the vast amounts of telemetry data being processed today and consider the information needed
to describe it. Participants will be given an understanding of the current state of metadata for telemetry as well as its future direction. The Telemetry
Attributes Transfer Standard (TMATS, found in Chapter 9 of the RCC IRIG 106 Telemetry Standards), the current common means for describing telemetry
data, will be covered in some detail. Metadata dealing with other aspects of telemetry data will also be discussed. The course will conclude with a look at
the metadata being developed to describe network telemetry.

Ted Takacs,
NAVAIR Patuxent

River

Fundamentals
of Microwaves

and RF

The course begins with a brief review of the history of Microwaves, an overview of the microwave spectrum, basic physics of microwave propagation
and reflection theory, standing waves, power density, phase and polarity. The second section of the course discusses various microwave component
design and their applications. Consideration of antennas, transmissions lines, couplers/splitters, hybrids, RF amplifiers, VCOs, isolators, attenuators, modu-
lators, etc is given. The use of the Smith Chart and microwave test instrumentation is briefly discussed. The final section of the course discusses the gen-
eral design and application of a complete digital TLM transceiving system, from airborne component to ground station including trade-offs impacting
performance such as bit error performance, noise and consideration of multipath fading effects.

Mark
McWhorter,
Lumistar, Inc.

Basics of Aircraft
Instrumentation

This course is an introduction to the full measurement chain, from sensor to graphic display. The course will cover modern airborne data acquisition,
recording, RF telemetry, and data reduction/processing systems. Emphasis is on practical application of instrumentation devices, their operations, and
best practices.

Mike Golackson
& Jim Alich,

AFFTC/Edwards

Intermediate Flight
Test Principles

This course provides intermediate level coverage of the details of the flight test engineering discipline. The principles covered include flight test planning,
test points, maneuvers, civil and military certification requirements and specifications, first flight, envelope expansion, data acquisition and analysis, the
role of simulation, resource requirements, flight test safety, risk analysis, and program management.

Marle David
Hewett, Spiral

Technology, Inc.

Spectrum and
Signal Analysis

This course explores the range of measurements that can be made with a vector spectrum analyzer, from swept measurements of the RF spectrum
through spur searches and pulsed signal measurements and on to more advanced measurements like phase noise, noise figure and demodulation of
communications signals.  The material presented is suitable for beginners, but can also serve as a useful survey for more experienced users.

Donald
Vanderweit,

Agilent
Technologies

Information
Assurance Workforce

Structure and
Certifications

This half-day course discusses the DoD Policy and Instruction 8570 referencing the Information Assurance Workforce (IAWF) structure and the
industry-standard certifications that are required for the IAWF.  The primary audience is IWAF management and supervisors.  Topics include a
background on DoD 8570; why IA training and certification is required for the IAWF and how it affects the management’s organization; technical and
management personnel that require certification; a description of the certifications; IAWF certification deadlines; continuing education requirements;
and IAWF metrics reporting.

Sherry Brown,
Wyle, Inc.
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SPECIAL EVENTS

>WEDNESDAY, OCTOBER 26, 2011
Conference Luncheon 12:00pm–2:00pm
U.S. Navy “Counter-Piracy” Operations in the 
Gulf of Aden and the Somali Basin >Skyview 5/6

Relax during lunch as Rear Adm. Scott E. Sanders informs us about of U.S. Navy
“Counter-Piracy” operations in the Gulf of Aden and the Somali Basin. He will
focus on cooperation with coalition partners, independent nations and the
maritime industry to effectively disrupt, deter and suppress piracy.

Tickets: $20.00/person*

>TUESDAY, OCTOBER 25, 2011
Opening Ceremony & Blue Ribbon Panel 8:00am–11:00am

>Skyview 5/6

The Blue Ribbon Panel will be moderated by Edward R. Greer, with supporting
experts from industry and government, who will discuss Information
Assurance: Managing Data Risks in a Digital Environment. A light continental
breakfast will be served at 7:30am and the program will begin promptly at
8:00am.

Reception & Prizes 5:00pm–6:00pm

Sample appetizers & technology together! >Exhibit Halls

This not-to-be-missed reception allows you to sample great
food while enjoying a taste of the industry’s very latest inno-
vations.  This year’s reception will include a raffle with many
must-have premium prizes.  The raffle will begin promptly at
5:30pm.  Must be present during drawing to win.
All conference attendees are welcome!! 

>MONDAY, OCTOBER 24, 2011
Annual Golf Tournament 8:00am–3:00pm

>Desert Pines Golf Course

This year’s ITC annual Golf tournament will be held at Desert Pines Golf
Course on Monday, October 24, 2011. As we focus on 2011 and ahead to
Bally's in Las Vegas for the conference, your input for the ITC 2011 Golf
Tournament is welcome.  Please email Mike Gaines with any comments
or suggestions. Visit www.telemetry.org to download the registration

form, or call Mike Gaines at 949.689.0731 or 877.867.9783, ext. 634, for addi-
tional information. 

ITC Icebreaker — Oktoberfest!6:30pm–8:30pm > Skyview 5/6

Come join us for complimentary hors d’oeuvres and drinks!
Everyone is welcome to this event — a great way to renew
old acquaintances and make new contacts. 

>Monday, October 24, 2011

Botanical Garden 1:30pm–4:00pm
Excursion (Free transportation)

Walk with us to the Bellagio Resort
– botanical garden at the conserva-
tory, Chihuly Glass Display and enjoy
a gelato on us! FREE!!

>Tuesday, October 25, 2011

Trivet Craft Class 9:30am–11:30am

Create ceramic trivets in the
Spouse/Guest Lounge – FREE!! We
will furnish all the supplies and
know-how.

Trip to the Springs 1:00pm–4:30pm
Preserve
ITC will provide discounted
tickets and free transportation.
The Preserve features museums,
galleries, outdoor concerts and
events, colorful botanical
gardens and an interpretive trail system that
meanders through a scenic wetland habitat.

SPECIAL EVENTS
TE C H N I C A L CO N F E R E N C E EV E N T S SPOUSES & GUEST ACTIVITIES

Spouses and guests are welcome at all ITC social
and reception events. In particular, spouses and
guests are welcome at the Monday night Icebreaker,
Exhibitor Reception (badge required), and
Conference Luncheon (ticket required). 

>Wednesday, October 26, 2011 

Jewelry Craft Class 9:00am–11:30am

Join us in the Spouse/Guest lounge
to make your own bracelet. ITC will
supply instruction and supplies to
create your own custom bracelet.
FREE!! 

Antiques at the Market 2:00pm–4:30pm
(Free transportation)

Join us for a fun trip to the Antiques at the
Market.  This store has hundreds of small vendor
booths and if you need a break, you can visit the
onsite tea room.

Visit www.telemetry.org and click on ITC 2011 for
more information on the Spouse & Guest program.

Free!
All Welcome!

* Seating for Wednesday’s luncheon is limited, so buy your
ticket(s) early.  Online purchase is available through October 15, 2011
— just go to www.telemetry.org.  Or you can buy your tickets on-site

at the registration desk starting Sunday, October 23rd at 4:00pm.

>Thursday, October 27, 2011 

Walk with Lindy 10:00am–11:30am
to City Center
Let’s walk! Take a morning walk with
us to check out Crystals at City
Center.

This craft classes are limited, please sign up at the
Spouse/Guest desk located in the ITC Registration area. 

Free!
All Welcome!



I
T

C
/U

S
A

 
2
0
1
1

ABOUT
ITC/USA 2011

9

ABOUT ITC/USA 2011

Background

The International Telemetering Conference/USA (ITC/USA) is an annual forum
and technical exhibition sponsored by the International Foundation for
Telemetering (IFT), a non-profit corporation dedicated to serving the technical
and professional interests of the telemetering community, including the
establishment and support of scholastic telemetry programs at six universities.
The 3½-day conference consists of technical presentations, tutorials, and short
courses arranged in concurrent sessions and complemented by a technical
exhibition area that features latest-technology product demos and displays from
more than 100 industry suppliers.

The unique relationship between the manufacturing community and users in both
government and industry has produced yearly conferences that have led to
continued advancements of the telemetering and instrumentation
systems/equipment we rely on today, as well as the continuing education of
telemetering professionals worldwide.

Who Should Attend?

If you are involved with any kind of aerospace, vehicular, biomedical,
meteorological, or industrial telemetry applications, then you belong at ITC/USA
2011.  This premier forum brings together customers, suppliers, academics, and the
engineering community to discuss how technology is revolutionizing the field.

Why Attend?
> Unprecedented opportunity to network with the industry’s leading experts

and innovators
> Robust technical program covering the latest policies, trends, constraints, and

breakthroughs shaping the industry
> Expert commentary from keynote speakers
> Wide selection of short courses to keep you on top of technology

developments

Why Exhibit?
> Extremely affordable way to reach the telemetry industry’s movers and

shakers
> Captive audience of over 2,000 telemetry engineers, scientists, and

management personnel
> Outstanding opportunity to stay abreast of the competition and get new ideas

to expand your product base
> Highly targeted direct mail opportunities to conference attendees

An acclaimed international technical symposium for 47 years
running, ITC remains the world’s most comprehensive telemetry
event.  With everything from in-depth technical short courses
and technical briefs presented by real-world experts to world-
class speakers and cutting-edge exhibits, this show has
something for everyone in the industry.  Don’t miss out!



I
T

C
/U

S
A

 
2
0
1
1
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ITC/USA 2011 EXHIBITOR LIST (AS OF JULY 1, 2011)

ACRA CONTROL  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1101,

Acroamatics Telemetry Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .824

Advanced Test Equipment Rentals  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .909

AIM-USA  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .227

Alta Data Technologies  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .414

AMPEX Data Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .717

Apogee Labs, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .234

Apollotek Ltd . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .426

Astro-Med, Inc.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .321

Avionics Interface Technologies  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .725

Avtec  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .524

BAE Systems Aerospace Solutions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .929

Brandywine Communications  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .822

CALCULEX  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .305

Command and Control Technologies Corporation  . . . . . . . . . . . . . . . . . . .1008

Compunetix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .207

Consultative Committee for Space Data Systems (CCSDS) / NASA JPL . . .907

Core Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1004

CPI Malibu Division  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .813

Crystal Group Inc.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .326

Delta Digital Video . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .333

Dewetron . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .811

Dynetics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .420

Edge Consulting and Sales . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .211

EMC Corporation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .300

ESE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .401

EURILOGIC . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .923

Evertz  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1023

GDP Space Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .335

Geil Marketing Associates  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1113

Goodrich ISR Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .206, 210

Gray Laboratories, Inc.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .336

Haigh-Farr, Inc.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .723

Herley Industries  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .213

iNET Program Office . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .810

Instrumentation Technology Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .314

Integral Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .421

IPtec Inc.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1123

ITT Antenna Products & Technologies  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .913

JDA Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .329

JT3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .327

Knowledge Based Systems Inc.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .432

Ktech Corporation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .823, 825

L-3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .115

Lockheed Martin Corporation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .212 

Lumistar  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .423
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HOTEL INFORMATION

Event Location
ITC/USA 2011 will be hosted at Bally’s Hotel and Convention
Center located in the middle of the Las Vegas strip. With first-class
spa facilities, fine dining, and gracious accommodations, the Bally’s
is ideal for vacationers and convention delegates alike. Most ITC
events, including short courses, technical sessions, and exhibits, will
occur in or in close proximity to the Convention Center area of
the hotel property. Other events, including the opening ceremony
and conference luncheon, will be clearly marked with signs. Bally’s
is located at 3645 Las Vegas Blvd. South, Las Vegas NV 89109.

Hotel Reservations
ITC/USA 2011 encourages all attendees and exhibitors to stay at
Bally’s. Doing so justifies our free use of convention space during
the conference, which in turn allows us to offer free “exhibits
only” admittance and a “regular” technical registration charge that
is far lower than other major technical conferences. 

Care has been taken to reserve a block of rooms at special rates
for attendees — please specify that you will be attending the con-
ference when booking your reservation. The cut-off date to
reserve under the room block is October 6, 2011. After that,
rooms will be sold on a space-available basis.

Room block cut-off: October 6, 2011

Reservations via Web: www.telemetry.org (click on ITC
2011 to be directed to the hotel information page)

Reservations via phone: 1-877-603-4390 / please cite
“International Telemetering Conference” when making reserva-
tions.

Cancellations: Bally’s Hotel and Convention center requires a
72-hour cancellation notice prior to the reservation date. Late
cancellations will result in the first night’s stay being billed to your
credit card. If you need to reserve more than one room, establish
master billing, or have any questions, please contact Bally’s Room
Reservations at 1-877-603-4390.

Bally’s Hotel &

Convention Center

eINTERNET CAFÉ

ITC will provide an Internet Café

for personal use by attendees with-

in the Exhibit Halls.  Please consult

the Exhibitor Packet for Internet

access at exhibitor booth spaces.

Reserve now to 
ensure the best selecti

on!
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ITC/USA 2011 REGISTRATION INFORMATION

ITC’11 Exhibitors:  Please register your show personnel, guests, and sales representatives on the web!

Regular
Provides access to all exhibit areas, technical sessions and includes a DVD of
the Technical Proceedings.

$175

Short Course Fee to attend one short course of your choice. $300

Active Duty
Military

For individuals on active military duty.  Provides access to all exhibit areas,
technical sessions and includes a DVD of the Technical Proceedings.

$10

Full Time
Student

For full-time students.  Provides access to all exhibit areas, technical sessions
and includes a DVD of the Technical Proceedings.

$10

Author/
Session Chair

For those individuals whose technical paper has been published in ITC 2011
Technical Proceedings and/or individuals who will be chairing a technical
session.  Includes access to all exhibit areas/technical sessions and a DVD of
the Technical Proceedings.

No Charge

Exhibits Only 
Provides access to all exhibit areas and includes a DVD of the Technical
Proceedings.

No Charge 

Exhibitor 
Booth Staff

For those individuals working at their company’s booth.  Provides access to all
exhibit areas, technical sessions, and includes a DVD of the Proceedings.

No Charge 

Manufacturer’s
Representative

For those individuals working at a booth their company represents.  Provides
access to all exhibit areas and includes a DVD of the Technical Proceedings.

No Charge 

Spouse &
Guest

Provides access to all exhibit areas. No Charge

Conference
Luncheon

Ticket allows admittance to Conference Luncheon. $20

ITC/USA 2011 
REGISTRATION POLICIES

Online Registration Deadline
Don’t wait… 
go to www.telemetry.org.
Online registration ends
October 15, 2011.
Substitutions
Substitutions are allowed.  Please
e-mail requests to: 
telemetry@comcast.net
Cancellations
Refunds will be accepted for can-
cellations received before
October 15, 2011.
Badging Info
Badges for anyone that registers
online will be available for pickup
at the ITC registration desk
beginning Sunday, October 23,
2011 at 4:00pm.

2 Easy Ways 
to Register!

Online: G o  t o  
w w w . t e l e m e t r y . o r g
a n d  c l i c k  o n  t h e
registration link.  This is
your quickest and easiest
option!

In Person: If you don’t
register by October 15,
2011, you’ll need to register
at the conference.  On-site
registration begins Sunday,
October 23rd at 4:00 p.m.

1

2

CONFERENCE REGISTRATIONTYPES

>

www.telemetry.org

To Register, Go Online

NOTE:  Space for short courses is limited.  Acceptance is on a first-come, 
first-payment basis.  Early online registration is highly recommended.

2

1



INTERNATIONAL

TELEMETERING

CONFERENCE/USA

>

INTERNATIONAL

TELEMETERING

CONFERENCE/USA
> AEROSPACE

> BIOMEDICAL

> INDUSTRIAL

> INFRASTRUCTURE

> METEOROLOGY

> MILITARY

Sponsored by the
International Foundation 
for Telemetering

101010101010101010101010101010101010



WHOWE ARE . . .
> A conference by and for the telemetering

community

> A conference with a continued record of success
since our start in 1965

The International Telemetering Conference/USA (ITC/USA) is an
annual forum and technical exhibition sponsored by the International
Foundation for Telemetering (IFT), a non-profit corporation
dedicated to serving the technical and professional interests of the
telemetering community.  The conference is held in the fall of each
year and consists of three and one-half days of technical
presentations, tutorials, and short courses arranged in several
concurrent sessions.  In addition, a technical exhibit staffed by both
manufacturers and users displays the latest advancements in
equipment and services. Exhibitors staff their booths with
professional sales engineers and other technical personnel to ensure
that an appropriate level of technical expertise is available to the
attendee.

Each year, the IFT-appointed General Chair and Technical Program
Chair develop the conference based on their perspectives and
experience.  They, in turn, assemble a staff to handle the various
functions of the conference program.  The entire staff is composed
of volunteers, sponsored by their parent organizations, who are
active in the industry or are involved in test and evaluation and
instrumentation systems.

The unique relationship, which began in 1965, between the
manufacturing community and the users in both government and
industry has produced yearly conferences that have led to the
continued advancements in telemetering and instrumentation
systems and equipment we rely on today, as well as the continuing
education of telemetering professionals worldwide.

>
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WHATWE DO . . .
> Provide a forum for the exchange of ideas 

and information

> Educate with short courses and tutorials

> Publish technical papers

We provide a forum for the exchange of information and education.
Our technical program consists of approximately 100 technical
paper presentations logically grouped into several concurrent
sessions.  All papers are screened prior to acceptance to maintain
high technical standards and relevance to the industry.  Sessions and
presentations are timed for the convenience of the attendee.

In addition to the paper presentations, we offer several short
courses on subjects of interest to the community.  Past courses, for
example, have included Telemetering Basics for engineers just
entering the field and non-technical members of the community, as
well as courses such as Telemetering System Design and Application
of Global Positioning System Capabilities for the advanced engineer.

Every conference includes several speakers who open the event and
address the luncheons.  Each speaker is a recognized expert in his
field and discusses a topic of interest to the community. Past
speakers have included various Department of Defense
undersecretaries, NASA administrators, university presidents,
technical directors, corporate CEOs, and astronauts.

>
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TECHNICAL EXHIBITION . . .
> 200+ booths staffed with sales and 

engineering specialists

> Over 125 exhibitors per conference

A technical exhibition is an integral part of each conference.  The
primary goal of our exhibits committee is to ensure an efficiently
organized and well-managed exhibit area. Committee members
enroll the exhibitors, assign spaces, appoint an exhibits management
company to set up the booths, receive and deliver the exhibitors’
equipment and displays, and attend to the needs of both the
exhibitors and the attendees. Each conference includes a meeting
between the exhibitors, ITC exhibits staff, and the responsible IFT
director to ensure that we are meeting the needs of all concerned.
Continued coordination with the telemetering community has
resulted in the number of exhibitors exceeding 125, and the number
of booths has increased to over 200 spaces.

For nominal charges, exhibitors can have their booth(s) carpeted and
furnished to their specifications.  Electrical power and telephone
services are also available.  In addition, each exhibitor receives a copy
of the Technical Proceedings on a DVD and a pass to attend the
technical sessions at no charge.  A complete list of attendees,
including all exhibitor personnel, is distributed to each exhibitor at
the close of the conference.

A separate publication is available, which outlines the responsibilities
of the exhibitors and the ITC.

>
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EDUCATION . . .
> Individual scholarships

> Monetary grants

> Establishment of programs

> Technical coordination

An integral part of the IFT philosophy is active participation in
education. Residual funds from each conference are channeled into
programs at several universities in the U.S.  We were a major force
in the establishment of a Master’s Program with an emphasis in
telemetering in the Electrical and Computer Engineering
Department at New Mexico State University.  Since that beginning,
we have added programs at the University of Arizona, Brigham Young
University, the University of Missouri-Rolla, the University of
California at Santa Barbara, and the University of Kansas.

The grants from IFT to the universities help fund numerous diverse
endeavors in the telemetering field.  These funds support
development of curricula and programs in telemetry, lab equipment
purchases, specific projects, professorships, graduate assistantships,
scholarships, and student travel to the ITC.  Each year, the conference
sponsors a student paper contest and awards prizes to the best
papers in both the undergraduate and graduate categories.

The IFT also sponsors the Telemetering Standards Coordinating
Committee (TSCC) and the International Consortium for Telemetry
Spectrum (ICTS).  The TSCC is comprised of members of both 

government and industry
and serves to review and 
recommend proposed stan-
dards affecting the teleme-
tering community.  The
ICTS is an international
committee that serves to
keep its members and the
appropriate members of
the international communi-
ty aware of potential
impacts on the telemetry
spectrum.

>

Gone... but not forgotten.
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Judd Strock, a telemetry pioneer



BENEFITS TOYOU, THE EXHIBITOR . . .
> A professionally-managed environment to showcase your products

and services

– We have earned our reputation as a well-managed, highly technical conference.

> Promotion and advertisement of your participation in the
conference

– We direct mail to our mailing list and advertise in appropriate periodicals several
times a year.

> Domestic and international attendance

– Typically, non-U.S. attendees number in the mid-100s with over 25 countries
represented.

> Reach more potential customers per advertising dollar

– Our attendance exceeds 2,200 engineers, scientists, and management personnel.

> See your competition

– Learn what you have to do to keep ahead in product development.

> Get new ideas to expand your product base

– Listen to attendees describe their particular requirements and compare their needs
with available technology.

SOWHYWAIT? 
VISIT WWW.TELEMETRY.ORG

TO FIND OUT MORE ON

ATTENDING/EXHIBITING AT ITC!

>
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International Foundation
for Telemetering
5665 Oberlin Dr. Suite 200

San Diego, CA 92121
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