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ABSTACT 

In today’s global environment of increasing security threats, good practical key management is 
becoming increasingly important.  This paper will discuss what is involved in key management 
and will explore key management options for a network based telemetry system.  Specifically, 
the management of the keys used for the iNET radio will be addressed. 

 

INSTODUCTION 

As defined by NIST SP 800-57 Part 1, key management is the set of activities involved in the 
handling of cryptographic keys and other related security parameters (e.g., IVs and passwords) 
during the entire life cycle of the keys, including their generation, storage, establishment, entry 
and output, and destruction.  The proper use of keys is an integral part of implementing a 
cryptographic system.  Although cryptography is a strong way to protect both electronic data and 
the networks they reside on, the system is only as strong as the key used to protect it.  If the key 
is weak or the processes to protect the keys are flawed, then the cryptography will be ineffective.  

This paper will explore the key management functions, states, and phases.  We will also look at 
different options for implementing key management and why the Integrated Network Enhanced 
Telemetry (iNET) program believe a commercial off the self (COTS) solution is best. 

 

 

 

 



	  

	  

 

 

 

 

KEY STATES AND PHASES 

 

 

Figure 1 Key Management States and Phases 

 

As seen in the diagram above, at any point in a key’s life cycle it is in a phase, and within that 
phase it is also in a state.  The phases that a key can be in and a description of each of the phases 
are below: 



	  

	  

1. Pre-Operational Phase:  The keying material is not yet available for cryptographic 
operation, the key may not yet be generated or it may be in a pre-activation state.   During 
this phase the key’s attributes are set. 

2. Operational Phase:  The key is either in use or ready for use. 

3. Post-Operational Phase:  Keys are no longer in normal use but may be archived to 
process data that has already been encrypted.    

4. Destroy Phase:  Keys are no longer available.  The key itself must be wiped out, but the 
attributes may be archived. 

The states and a description of each is below: 

1. Pre-Activation State:  The key has been generated but is not approved for cryptographic 
use yet.  It may only be used for proof of possession or key confirmation.  When the 
key’s cryptoperiod starts the key transitions to the active state. 

2. Active State:  The key is used to encrypt and/or decrypt data.  When the key’s 
cryptoperiod expires it transitions to the deactivated state. 

3. Deactivated State:  The key’s cryptoperiod has expired but the key may still be needed to 
decrypt data.  The key is not approved to encrypt data.  When data decryption is no 
longer required the key transitions to the destroy state. 

4. Destroyed State:  Keys are destroyed when they are no longer in use.  Key attributes may 
be retained. 

5. Compromised State:  A key enters the compromised state when its integrity or secrecy 
becomes suspect.  A compromised key is not used to apply any cryptographic protection 
but may be used to process already encrypted data.  Processing is to be done in a 
controlled environment, where all involved parties understand the consequences. 

6. Destroyed Compromised State:  Keys are destroyed when they are no longer in use.  Key 
attributes may be retained.  These keys are known to have been compromised or are 
suspected of being compromised. 

 

KEY MANAGEMENT FUNCTIONS 

The four key management functions are generation, storage, distribution, and destruction.  Key 
generation is done with a federal information processing standards (FIPS) approved random 
number generator.  This can be done within the crypto device or on a key management device.  
Keys need to be stored and archived so they are available when needed.  Usually several copies 



	  

	  

of a key are stored in case one set gets corrupted.  Once the keys are generated they need to be 
distributed to the devices that need them.  This can be done manually or electronically.  In most 
cases that use electronic distribution, the keys themselves are encrypted.  Once a key is no longer 
required, it must be destroyed.  Performing all of these functions in a secure manner, with 
traceability, can be a very complex task. 

 

KEY MANAGEMENT OPTIONS 

The two options that the iNET program looked at for key management were a custom solution or 
a COTS system.  While a custom solution would have given the program more flexibility to meet 
the complex requirements of network telemetry, it did not seem practical to implement. 

A COTS system will help us perform the four functions of key management.  The system will 
generate the keys in a consistent manner so that we won’t have to rely on multiple vendor’s 
radios to generate keys.  The system will also be able to import other vendor’s keys.  It is 
believed that it will be easier to achieve interoperability using a third party to generate the keys 
and export them using an industry standard.  A COTS system that is FIPS approved can be used 
that will provide a secure way of storing keys, and their backups, until the time which they are 
used or destroyed. As stated earlier, the system uses an industry standard for the distribution of 
the keys.  The standard is the Key Management Interoperability Protocol (KMIP).  This standard 
allows for the secure exchange of keys in a well defined way.  When a key is destroyed it is 
important that the user can verify that all copies of the key have been destroyed.  The COTS 
system provides the tractability needed to ensure that all copies are destroyed.  It is because of all 
these complexities that a COTS solution was chosen. 

 

CONCUSION 

The processes involved in good key management can be very complex.  It is for this reason that 
the iNET program has chosen a COTS system to implement key management for the network 
radios.  It is the program’s goal to also use this system to support all other security parameters 
except NSA Type 1 keys. 
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