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ABSTRACT

It is important that businessmen who interact with 
computer systems be knowledgeable as to the power computer 
systems lend to the collection and correlation of data, and 
the obligation users of computer systems have to protect the 
privacy of persons on which data are collected. Computer 
systems are composed of three major parts: input, processing, 
and output. The sophistication of computer systems has been 
growing since the first electro^mechanical computer was 
built in 1944. Modern computer systems have a large variety 
of input and. output devices, have practically unlimited 
storage capability, and are nearing one calculation every 
trillionth of a second.

Privacy invasion through computers is based on the 
formation and use of data banks. Fear of possible privacy 
invasion led Congress to stop the creation of a National 
Data Bank. The author believes that privacy can be 
preserved by applying legal, physical, and procedural 
safeguards to personal information data banks. Existing 
privacy legislation is not sufficient, but the passage of 
the Privacy Act of 1974 was a step forward. Federal 
legislation is still needed to control the data banks in 
state and local government, and private industry,

viii



CHAPTER I

INTRODUCTION

This thesis deals with computer systems f the 
concept of privacy invasion, and their overall interaction. 
From another point of view the research can be considered 
as an analysis of how computer systems have compounded the 
problem of privacy invasion. The following definitions are 
essential elements of the research effort,

1. Computer System: A system of components that can 
input data, process the data, and output the 
results of the processing.

2. Privacy Invasion: The public disclosure of essen- 
. tially private facts or the placing of an indi
vidual in a false public light through misrepresen
tation of personal information,.

Privacy Invasion Through Computer Systems 
In recent years the problem of privacy invasion 

through computer systems has been brought to more public 
awareness by numerous articles in newspapers and magazines. 
The concern will continue to grow in the future, as members 
of society realize that their right to privacy has already 
been invaded and will continue to be invaded until sufficient

1



controlling legislation is passed by Federal and state 
governments.

Businessmen and students preparing for careers in 
the field of business are particularly impacted by this 
problem. Businessmen not only are the victims of privacy 
invasion, but may also be involved with the decisions made 
by their company concerning how and what types of data 
should be collected oh the persons working for and dealing 
with their organization. Therefore, this thesis is 
especially directed toward businessmen. However, anyone 
unfamiliar with computer systems and the privacy invasion 
issue will find this thesis informative and rewarding 
reading.

I Historical Perspective
Privacy invasion was a problem long before the 

invention of the first computer system. As far back as the 
late 1700's the courts of this country were passing 
judgments on the various types of privacy invasion. Laws 
regarding the tampering of mail (Westin 1967, p. 395) were 
put in effect in 1792 and then strengthened again in 1825 
with a new Federal statute.

Between 1800 and 1900, four major inventions helped 
to deprive man of his privacy. In the 18801s the telephone 
was invented and along with the telephone came wiretapping. 
The invention of the microphone in the 1870’s and recording



devices in the 1890's allowed recordings of conversations to 
be made from long distances, thus reducing the chances of a 
privacy invader being caught. This last innovation during 
this time period was the development of the Kodak camera.
By 1902 the New York Times openly complained of the invasion 
of privacy by disrespectful ”Kodakers lying in wait" and 
demanded legal controls (Westin 1967, p. 338).

When the first computer system was invented no one 
imagined that the new machine would some day be used to 
invade privacy, because these early computer systems were 
used totally for computations and did not even have a memory 
in which to store data. However, as computer systems grew 
in sophistication and the ability to store data was added to 
their capabilities, businessmen saw a new use for this 
powerful machine* This new use was storing large amounts of 
data which previously occupied hundreds of square feet of 
file space and required minutes or hours to access the right 
documents. Using computer systems, the same data could be 
stored in a few cubic feet and required only seconds to 
access. In addition, the correlation of the data could be 
programmed, and information produced by the correlation of 
these data could be received in minutes instead of hours or 
days. This new found- capability without control soon became 
the foundation for the computer privacy invasion problem.



Controlling the Problem 
At first virtually nothing was done to control the 

problem of computer privacy invasion. This lack of concern 
can be attributed to the fact that the development was not 
recognized as a problem. At that time very few people were 
aware that personal type data were being stored in computer 
systems,

As the number of computer systems being used in the 
government and business grew, more people became aware that 
personal data were being collected and stored, either 
through misfortune or involvement with those organizations 
collecting the data.

Computer privacy invasion became a recognized 
problem when the American public realized that:

1, It was becoming more difficult each year to enjoy 
the benefits of having a good job and using credit 
cards and other conveniences without releasing a 
great deal of personal information and giving up 
more personal privacy,

2, Once personal data on a person were collected, that 
person had no control oyer how the data were used or 
distributed.

3, No legal right existed which allowed a person to 
review data collected on the person.

4, If misinformation had been recorded, a person had no
legal recourse to have it corrected»



The result was a feeling of helplessness and outrage that 
resulted in public hearings in the U.S. Congress beginning 
in the early 19601s to research and deal with the problem 
of privacy invasion. However, no positive legislation was 
passed at these first hearings, because no consensus solu
tion could be reached. Since that time legislation has been 
passed, but the privacy invasion problem still has not been 
controlled effectively.

Purpose of the Thesis 
This thesis has been written to educate laymen about 

the privacy issue. Every effort has been made to approach 
the subjects presented in a building block fashion by first 
explaining computer systems and then the privacy issue and 
the impact that computer systems had on privacy invasion. 
More specifically stated, the purposes of this thesis are:

1. Present the basics of computer technology and 
capability of various types of memory devices to 
store data. '

2. Project the problems and the present status of the 
privacy invasion issue.

These purposes will be accomplished through sections 
describing computer system operation, a short history of 
computer system development, and applications of computer 
systems. This information is contained in Chapter II. 
Information on data banks including a short history of the
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National Data Center proposed in the 1960's is discussed in 
Chapter III along with some approaches to the privacy 
issue, and a review of past and present Federal legislation 
on the control of privacy invasion.

Methodology
An exhaustive review of the literature on computer 

systems, computer applications, privacy invasion history, 
and privacy invasion methods was conducted to gather data 
for this thesis, A wide range of sources was reviewed 
including professional journals, technical reports, speech, 
abstracts, seminar papers, minutes of Congressional Hear^ 
ings, government reports, technical manuals, and textbook 
materials.



CHAPTER II

COMPUTER TECHNOLOGY

A computer system is similar to the electronic 
calculators seen in many modern business offices. The 
computer system differs in that it performs relational and 
logical operations as well as arithmetic calculations„ In 
a relational operation two items are compared and an action 
taken depending on the results of the comparison. An 
example of a relational operation would-be to compare a 
list of numbers to the number ten. If the number compared 
is larger than ten, the number would be written in one 
column. If the number was equal to or smaller than ten, 
the number would be written in another column,

A logical operation is where different actions are 
taken depending on a condition, such as, whether a value is 
true or false. For example, a computer program may request 
all input data to be tested for a match against a given 
value. If the data match, the test would be true and a 
prescribed action is taken. If the data did not match, the 
test would be false and the next unit of input would be 
tested.

There are two major types of computer systems, 
analog and digital. Analog computer systems use continuous
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quantities as input. An example of an analog device is the 
automobile speedometer. The speedometer translates the 
continuous rotation of the drive shaft into the movement of 
a needle around a speed indicator dial. This is a simple 
analog device, a much more complicated device is the analog 
computer system that operates the fire control system on a

Inaval war vessel. .
New calculations are made continuously during 
firing. Constantly changing variables affecting 
accuracy of fire are; the direction, speed, roll, 
pitch, and yaw of the ship, the direction, and 
speed of the target. vessel ■, wind velocity , 
deflection due to the rifling of the guns, and 
even the influence of the rotation of the earth, 
which is a function of latitude. All of these 
must be fed into the computer on a continuous 
running basis and the computations made in 
sufficient time to effect adequate results (Nett 
and Hetzler 195.9, p. 42) .

More commonly known is the digital or counting
computer system. The digital computer system uses discrete
units, for measurement. Digital computer systems - can be much
more accurate than analog systems, The increased accuracy
results from expressing the values in decimal numbers which
can be extended to the degree of precision needed.

For the digital computer, it is only necessary in 
many cases to add an additional place position in 
order to increase its accuracy. For example, in 
calculating the weekly pay for an individual whose 
rate is $3,585 per hour and hours worked are 39 
hours for the week, it is necessary to round the 
final answer from $139,815 to $139,82, This same 
type of processing is not available with the 
analog computer since dials and gauges are read 
for an answer (Theirauf 1973, p. 194),



Henceforth, all references to computer systems will be to 
digital type computer systems.

The Computer System 
Computer systems are divided into three major units: 

input, output, and processing (see Figure 1). Input is the 
data and the set of instructions (program) read into the com
puter system. Output is the result of the processing per
formed on the input. Processing is the logical, relational, 
and mathematical operations requested by the program. Each 
of these parts is discussed more thoroughly in the three 

sections which follow.

Control
Unit

Input.
Unit

Arithmetic
Unit

Output
Unit

Main
Memory

Central 
Processing Unit

Figure 1. Computer System Illustration
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Input

As mentioned previously, input is of two types: data 
and the program. Data are any number, name, or symbol which 
the computer system user believes is essential to the 
computing of the results. Lists of numbers, inventory 
sheets, names and addresses, and lines from a poem could all 
be used as data.

Programs are written at three different levels, 
machine code, assembly language, and compiler language as 
illustrated in. Figure 2. Machine code takes the form of 
numbers to represent the instructions to be given. This is 
the most detailed method of programming, but it is very 
difficult to work with and is not always worth the pro
grammer 1s time to use.

Machine Code Assembly Language Compiler Language
7160000012 SX6 10 A = 10 + 10
7150000012 SX5 10
36765 1X7 X6 + X5
51600000127 SA6 A

Figure 2. Levels of Programming Languages
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To provide programmers with a powerful language in 

an easier form to use, assembly language was developed. 
Assembly language uses symbols to. represent the operations 
needed rather than numbers. In Figure 2, S replaces 71 in 
machine code to signal the setting of register X6 to the 
value of 10, which was represented by the Base 8 number 12 
in machine code„

Both assembly language and machine code are 
specifically linked to the type of computer being used} 
compiler languages were developed to be used on all computer 
systems and are more standardized. Compiler languages use 
formula expressions and in some cases language very much 
like English. They are powerful and can request in one 
statement the same operations which require three to five 
statements in machine code or assembly language. Figure 2 
is such an example s

There are hundreds of compiler languages now in 
existence, But many are fairly specialized in the type of 
applications they perform. The most common general purpose 
compiler languages are FORTRAN and COBOL, FORTRAN (FORmula 
TRANslation language! is fast and efficient and was 
originally designed for scientific work, but is used also in 
Business applications by skilled programmers. COBOL (COmmon 
Business Oriented Language) was designed specifically for 
Business programming, but scientists have, found that its 
powerful input and output formatting powers can be of value
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to scientific work also. These two languages are found.on 
most large general purpose computer systems»

Central Processing Unit
The" central processing unit is the control center of 

the computer system. It receives the input, processes the 
data according to the program, and sends the resulting 
information to be output.

The central processing unit generally consists of 
three parts: the arithmetic unit, the control unit, and main 
memory„ The arithmetic unit-performs operations such as 
addition, subtraction, multiplication, and division; just 
as would a small hand calculator. However, this unit also 
performs the relational and logical operations described at 
the beginning of this chapter.

The control unit is the supervisor or monitor of the 
system. Data are transferred to and from memory, and are 
received and sent to input/output devices at the command of 
the control unit. It is this unit that interprets the 
program and selects the correct machine instructions needed 
to obtain the program results,

The main memory unit is sometimes ref'erred to^as 
internal or temporary storage, because new data are 
constantly replacing or shifting data which were previously 
stored. Several programs and supporting data are read in
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and out of the main memory in a very short time. The most 
common type of temporary storage is called core memory.

Core memory derives its name from the magnetized 
cores or donut shaped pieces of molded ferrite (iron) powder 
about the size of a pin head which form the memory. Four 
wires are passed through the center hole of the core (see 
Figure 3), two of these are called current wires and serve 
to magnetize the core in one of two directions. Of the two 
wires left, one is the sensing wire which allows the direc
tion of magnetism in each core to be read, and the other is 
the inhibit wire which preserves the status of the core 
during the read operation (Davis 1971, p. 94).

For 1

Inhibit wire

Readout wire

For For 1

For fi

Figure 3, Illustration of an Internal Memory Core
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The direction of the magnetism in each core repre

sents either a 0 or a 1. Using binary math and number codes 
to represent different symbols any type of data can be 
represented in the memory of the computer, Other types of 
computer memory and storage devices are discussed in 
Appendix A.

Output
Once the central processing unit has performed all 

the operations required by the program on the input data, 
the processed data are sent to an output unit, The most 
common form of output unit is the impact printer. Impact 
printers (Schmidt and Meyers 1970, p. 44) print at speeds of 
approximately 400 to 2000 lines per minute, are capable of 
printing on forms of various sizes, and can make multiple 
copies at the same time through the use of carbon packs.
But even the fastest impact printer cannot keep pace with, 
the central processing units, many of which now operate in 
the nanosecond range.

To increase the speed of output, new types of
printers are being developed; such devices are called non^
impact printers. One type of non-rimpact printer is the
electric beam printer which can print up to 64,000. lines per
minute using the photographic film process described below.

An electron beam signal generator, similar to one 
used in a display device, is used to project an 
electron beam through a mask. The mask contains 
all of the varying characters that can be printed,...
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including line segments, curves, and other design 
elements; thus, graphic and visual display types 
of output can be generated with equal ease. The 
output of the signal passing through the mask is 
exposed on photographic film at a typical rate of 
sixteen frames per second. The film can then be. 
translated to hard copy using any of a number of 
film-to-hard copy developing devices (Brandon 1970,
Pe 69),

History of Computer Systems
In the following sections, a brief history of the 

development of computer systems is presented. For more 
detailed information the reader is directed to the citations 
which appear in the text.

Mark I
In 1937 Dr. Howard H. Aiken, a physicist at Harvard 

University, became interested in mechanical calculation. 
After presenting some tentative plans, he received a grant 
from IBM in 1939 and began work on designing an electro
mechanical computer system (Schmidt and Meyers 1970, p. 21).

The actual computer system was built at IBM in 1944. 
It was named the Automatic Sequence Controlled Computer, but 
is generally referred to as the Mark I. Data were fed into 
the Mark I through paper tape, cards, switches and dials, or 
plugboards. Output could be received on cards, tape, or on 
a typewriter (Haga 1965, p. 19).

The computer system (Brandon 1970, p. 26) was mainly 
Used for mathematical calculations by the United States Army 
Signal Corps to assist in trajectory calculations in



ballistic research. The Mark I (Haga 1965, p. 19) could add 
two 23 decimal digit numbers in three-tenths of a second, 
multiply them in five and seven-tenths seconds, and divide 
the same numbers in fifteen and three-tenths seconds.

ENIAC
The first (Schmidt and Meyers 197 0, p. 22) all 

' / 
electronic, high speed computer system was the ENIAC
(Electronic Numerical Integrated Automatic Calculator).
Although designed for scientific work (Brandon 1.970, p. 26) ,
the ENIAC laid the framework for the Univac I and is also
considered the first general purpose computer system to be
built. The computer system was designed by John Mauchly and
J, Prosper Eckert at the University of Pennsylvania.

The project to build the ENIAC was started in 1943 
and ended in 1945. In 1947 the system was installed at the 
Aberdeen Proving Grounds for use in ballistic calculations.

The computer system consisted of 30 units weighing 
close to one ton each and contained approximately 18,000 
vacuum tubes, Punched cards were used to input data and 
output was received either on cards or a neon tube. The 
computer was programmed with plugboard and switches, but 
was still an improvement over the Mark I. Addition was 
performed in two hundreds of a second (Haga 1965, p. 56).



EDSAC
The first computer using an internally stored 

program (Arnold, Hill, and Nichols 1969, p. 29) was the 
■EDSAC (Electronic Delayed Storage Automatic Computer) which 
was developed in England in 1949, Before the development of 
internal storage, instructions had to be relayed to the 
computer through plugboards, dials, and switches which 
required a timely amount of pre-operation activity,

UNIVAC I /
The first commercial general purpose computer 

designed for a business application was the UNIVAC I 
(UNIVersal Automatic Calculator). It was installed at the 
Bureau of the Census in March 1951.

UNIVAC I (Schmidt and Meyers 1970, p. 23) was 
significant in three ways. The system (1) made extensive 
use of peripheral equipment such as high speed printers,
(21 was the first computer to use magnetic tape as an input- 
output media, and (3) could handle alphabetics and certain 
typewriter characters in addition to numerics. The ability 
to use magnetic tapes (Arnold et al. 1969, p. 30) increased 
the speed of operation of this machine fifty to seventy-five 
times over that of machines using cards,

A 1,130 word delay line memory was used to furnish 
the computer system’s internally stored memory. See 
Appendix A for a description of this type of memory. Ten
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separate magnetic tape units were used to read data in and 
out of the computer system.

This computer system which is now in the Smithsonian 
Institution (Haga 1965, p. 20) was designed by the same two 
men who designed the ENIAC, John Mauchly and J . Prosper 
Eckert,

First Generation Computer Systems
Most computer systems manufactured before 19 60 are 

generally referred to as first generation (Heyel 1970, 
p. 7 4). These systems were necessarily very large to con
tain the thousands of vacuum tubes and relay switches used 
to construct the computer system. This vast number of tubes 
and switches caused another problem, namely that of heat. 
Large air conditioning systems were required to keep the air 
around the computer system cool enough for proper operation. 
Another problem with this generation was the computer 
system's tendency to malfunction or breakdown.

Memory on first generation computer systems was 
usually very small, thus limiting the systems to a very few 
applications to which the machine had to be carefully 
designed. The main source of input for first generation 
systems was punched cards or paper tape. This caused 
problems; because, although the processors were only 
operating in the millisecond (one-thousandth of a second) 
speed range, the processors were still much faster than the
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punched card or paper tape readers. Therefore, heavy 
reliance began to be placed on the use of magnetic tape as 
an input-output media toward the end of this generation 
(Carter 1958, p, 18) .

The last significant characteristic of this time 
period was the use of machine code to program the computer 
system. Machine code required much time.to write and was so 
specific that it usually could not be used on more than one 
application.

Second Generation Computer Systems
The main thrust behind moving computer systems into 

the second generation was the development of the transistor 
at Bell Laboratories in 1948. The first transistorized 
computer system was announced in 1959, but the generation 
was not recognized as starting until 1960 when the first 
systems were installed (Brandon 1970, p. 27).

The transistor replaced the vacuum tube and relay 
switch (Carter 1968, p. 18) allowing computer systems to be 
much smaller, cooler (thus requiring less air conditioning), 
operate faster, require less maintenance (because of the 
longer life span of the transistors), and therefore be more 
reliable, Other characteristics of systems of this era 
include the heavy use of magnetic tape to act as a buffer 
Between the processor which then operated at the micro
second speed (millionths of a second) and the slower
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input/output devices„ Internal storage had been enlarged 
and new applications had required the development of devices 
with random access capability such as disk drives and 
magnetic card storage (Heyel 1970, p, 20).

Two major advances (Schmidt and Meyers 1970, p „ 349) 
in programming computer systems were made during the second 
generation. FORTRAN and COBOL were both developed.

Third Generation Computer Systems
Micro-miniaturization techniques developed by the

space program helped to bring in the third generation of
computer systems. Integrated monolithic circuitry (Carter
1968, p. 19) allowed processors to operate in the nanosecond
range (billionths of a second) and new multi-programming 

/
techniques (Davis 1971, p, 11) permitted more than one pro
gram to be operating in the computer at the same time.
This greatly improved the ability of users to work from 
remote terminals, Real time became a common phrase and time 
sharing began to be more widely spread through the nation's 
computer centers. New types of storage and high speed 
memory techniques have created practically unlimited data 
storage capabilities (Heyel 1970, p. 80)„

Fourth Generation Computer Systems
What will be the breakthrough to bring in the fourth 

generation of computer systems? Processors are already 
approaching the picosecond range, that is a calculation
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every trillionth of a second, and efforts are being made to 
bring the speed of input and output units up to or near the 
speed of the processing unit. However, scientists and other 
prominent authorities are predicting that the fourth 
generation of computers will not be declared until a new 
theoretical way of designing computers is developed (see. 
Table 1).

Applications of Computer Technology 
Now that the computer system has been basically 

described and a brief review of computer system history 
accomplished, an examination of some of the current and 
future applications of this tool will be made. Four areas 
which impact most people on a frequent basis are medicine, 
business, education, and recreation. Therefore, these 
areas will serve as good examples to project how computer 
systems affect people every day.

Applications in Medicine
The application of computer systems is moving 

quickly into the field of medicine. Several of the large . 
hospitals in our country today could not operate effi
ciently, if a; computer system was not used to produce the 
vast number, of reports involved with caring for patients.
But even in the other areas of the field, computer systems 
are starting to play an active role.



Table 1. Summary of Computer System Generations
22

Computer 
System Generation

Year Ended Characteristics of Computer System

First Generation Many heat problems 
Very large system components 
Highly specialized applications 
Limited types of input
Small internal storage, if any 
Inefficient operation 
Millisecond processor speeds 
Programmed in machine code
Vacuum tube technology

I960 Low reliability ,
Second Generation Smaller size 

Improved reliability 
Heavy use of magnetic tape 
Enlarged internal storage 
Microsecond processor speeds 
Compiler languages 
,Higher reliability 
Transistor technology

1965 Random access techniques
Third Generation Time sharing

Virtually unlimited internal storage
Nanosecond processor speeds 
Integrated circuit technology 
Multi-processing

? Real time applications -
Fourth Generation Picosecond processor speeds 

High speed input/output units 
New computer designs
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The expensive and sometimes lengthy job of sampling 

blood (Heyel 1970, p. 207) has.now been automated. After 
centrifuging, the blood samples are brought to a testing 
machine which samples up to sixty specimens an hour. This 
testing machine samples one specimen at a time and makes 
tests in six different areas. Results of these tests along 
with the patient’s name are then automatically fed into the 
computer system's hospital wide information network, making 
the information immediately available to the ward that 
requested the test.

On a more sophisticated level medical libraries 
(Davis 1971, p. 47) are being formed which will enable 
doctors to submit a list of symptoms and have a computer 
perform the diagnosis, What the computer system actually 
does is match those symptoms submitted by the doctor against

f 'diseases listed in its data banks. After searching all the 
files, the doctor is presented with a list of possible 
ailments from which he can take further action,, either by 
eliminating the improbable illnesses or by conducting more 
specific tests to confirm the diagnosis of the computer 
system.

Some persons (Westin 1967, p. 163) have suggested 
the construction of a national medical files data bank.
This would allow a family's medical records to be instantly 
available to any doctor needing to treat one of the family 
anywhere in the country. For example, if such a data bank
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was in existence, a family from Chicago visiting friends in 
Los Angeles would have no trouble in making their son's 
medical records available to a doctor in California, The 
doctor would only need an identification number and he 
would be able to access all the information he needed to 
diagnose the case, including any important information such 
as the patient's allergy to penicillin.

Applications in Business
The first area in business entered by computer 

systems was record keeping. Some record keeping activities 
often performed (Davis 1971, p. 35) include payroll, 
inventory accounting, accounts receivable, and production 
scheduling. Many of these areas have been completely taken 
over by the computer system. For example, inventory 
control can be almost totally computerized. The computer 
system would handle all operations except the collection of 
inventory numbers of expended items, and the mailing of the 
reorder form and check requesting the needed shipment of 
goods. The inventory procedure would follow these steps: 
First, the inventory numbers are submitted as input to the 
computer system. Next, the system then calculates the 
reorder point and determines if the inventory has dropped 
to the reorder level, Then, if inventory is still adequate, 
nothing is done. Otherwise, if the reorder point has been 
reached, the computer system calculates the size and cost
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of the order needed and prints the correct amounts and the 
address of the appropriate company on the check and reorder 
form.

One of the more controversial topics in business is 
the use of the computer system as a base for management 
information systems, The question is not whether such a 
system can be developed, rather should it be. Some people 
argue that the construction of a management information 
system (MIS) is not desirable, because it takes too much 
power out of the hands of the executives .and causes the 
company to become stagnant and inflexible. Others believe 
that MIS is a benefit, because it provides management with 
better, more concise current information on which to base 
policy decisions,

Basically, a management information system is in 
existence when most or all of a company's operations are in 
some way monitored and analyzed by a computer systems As 
many :of the routine operations as possible are carried out" 
without human intervention. Any occurrences beyond the 
computer system's programmed capability are referred to 
company personnel for further study (Sanders 1970, p. 163).

Other breakthroughs for business (Davis 1971, p. 4.1) 
have been such computer programmable techniques for control 
as PERT (Program Evaluation and Review Technique), CPM 
(Critical Path Method) and linear programming. All of these
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management planning tools have saved business untold ' 
amounts in time and money.

The June 5, 1971 issue of Business Week ("A Lot 
More Computers in Detroit's Future," "A Welcome Buck From 
Surplus Time"), documents how computer systems are being used 
in other areas of business in addition to management. In 
the factory computer systems are taking an active role in 
product control and testing. Auto companies are using 
computer systems to test and adjust carburators and dis
tributors. Electrical systems are tested and clean air 
engine tests are all run by computers. In the aerospace 
industry computer systems are used to design commercial 
airliners. Through the use of computer simulation McDonnel 
Douglas needed only redesign three per cent of the DC-10 
compared to twelve per cent which was normally required 
before the use of computer simulation.

Applications in Education
Use of computer systems. ixs growing rapidly in the 

educational system of our country. Computer systems are 
simplifying the chores of preparing attendance reports, 
scheduling classes, and performing administrative functions 
(Bushnell 1967, p. 52),

To help lessen the growing demands on teachers and 
in jnany cases to provide special help for students with 
learning handicaps, computer assisted instruction (GAI)
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was developed. One of the most successful early programs 
was started at Stanford University in 1963 (Atkinson and 
Wilson 1969, p. 5)» In CAI each student (Heyel 1970, p.
209):is assigned a computer terminal from which he receives 
and answers questions provided by the computer. Once the 
student identifies himself, the computer ties into his past 
performance records and the required instructions for the 
course. The correlation of these two files determines the 
lesson for the day. The computer system has the ability 
to review sections where a student is weak or can move ahead 
as fast as the student can learn. Besides providing more 
individual attention to the student than the average 
teacher can provide, the computer system also alleviates 
much of the tedious work of test preparation and correction 
which takes so much, of the teacher's time8

At a higher level, college students are being 
encouraged to learn about and use computer systems. At 
.Dartmouth College all students are encouraged to use the 
one hundred and forty terminals scattered all over the 
campus to do their homework or just for fun and games, It 
is estimated that eighty-five per cent of the student body 
can program a computer system in BASIC, an easy to learn 
computer language. John G. Kemeny, president of the college 
says, "We think of our computer as an educational facility 
comparable to the library with its open stacks of books" 
("Managing with the Monster," 1971, p, 95),
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In business schools another very helpful application 

of computer technology is being used, simulation. Simula
tion techniques allow students to form fictitious corpora
tions and compete in a variable market environment. These, 
business games provide students and businessmen with a 
chance to improve decision making abilities and learn from 
mistakes without actually suffering the heavy penalties such
errors cause in the real world. .

n  - 't.;.

Applications in Recreation A
Even our social lives are significantly affected by 

computer systems. For example, review the trip of Mr. and 
Mrs. Jones, Mr, Jones calls the airlines to make his 
reservations for a trip to visit a.relative. To check for 
possible flights to that area and their times, the desk 
operator requests the information from a computer terminal,
Within seconds the available flights and their times flash 
onto a video display screen on the terminal and the 
operator can read the flights to Mr. Jones. After Mr. Jones 
decides on the most convenient flight the operator types the 
information on the terminal and the reservations are 
recorded instantly in the computer system. This information 
is also used to plan the number of meals the airlines will 
need and other related information,■ When the Jones family 
reaches the end of their flight, they will need a car to 
drive to the town of their relatives, The larger car
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rental agencies have national information systems very 
similar to those of the major airlines. After driving to 
the town the Jones will need a place to stay, this too 
can be arranged by a computer system, if one of the many 
large motel chains that use such systems is located in or 
near the town. It can be seen that through the use of 
computer systems Mr. Jones was able to plan and finalize 
his trip much more quickly than he could have if such 
systems were not available.

Although not as publicized or popular as it once 
was, several firms across the nation offer to match a person 
with a perfect mate for a specified sum of money. Each 
applicant fills out a form answering questions about 
themselves and describing the qualities they would like 
their mate to have. These answers are then coded and put 
into the computer system to match the couples fitting the 
requested characteristics.

The preceding examples only briefly illustrate a 
few computer applications. Virtually every area of life has 
been affected. Applications of computer systems will 
continue to grow in.coming years, which is a strong reason 
why every person should know something about computer 
systems and how these systems affect a person's personal 
privacy.



CHAPTER III

PRIVACY

How important is the peoples' right to privacy?
This is a question which raises much concern in the minds 
of the American people. Related items which need to be 
considered are; should privacy be sacrificed for better 
studies, more efficient operation of the government, or 
general convenience? Also, can organizations which collect 
personal information be relied upon to place accurate 
'information into data banks. Answers to these questions 
will be provided in the sections that follow.

Data Banks
The Compilation of Terms in Information Science

^Technology defines a data bank as follows;
h  comprehensive collection o£ libraries oi 
data. For example, one line of an invoice may . 
form an item, a complete invoice may form a 
record, a complete set of such records may form 
a file, the collection of inventory control 
files may form a library, and the libraries 
used by the organization are known as its data 
bank (Casey 1970, p, 12 0).

In reference to computer systems this definition describes /
the data that are maintained in digital form, such as on
magnetic tapes and disks,

30



Users of Data Banks
Privacy and Freedom by Alan Westin was published in 

1967 (p. 159) and contains the following facts on data 
banks. The largest American private investigative agency. 
The Retail Credit Company, had in 1967 seven thousand 
investigators and maintained files on forty-two million 
people. Probably the biggest data bank of personal 
information on American citizens was in the Federal Bureau 
of Investigation. The Federal Bureau of Investigation 
would not disclose the total number of files it maintained, 
but indicated that it had one file of at least one hundred 
thousand communist sympathizers. The Department of Defense 
had a file of fourteen million life histories in its 
security files,

Other governmental agencies (Rosenberg 1969, p. 6) 
maintain large data banks. At a U.S. House of Representa
tives meeting in July of 1965 it was estimated that 
Spp^Qxiiiiately twenty departments or agencies in the Federal 
government had data banks. With the growth in computer 
usage and the numerous new applications of computer systems 
it can be assumed that the number of private and Federal 
organizations using data banks has grown proportionally.

Capabilities of Data Banks
Why have business and government organizations 

switched from filing cabinets to computer systems to hold
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their records? The impelling force is the speed and the 
capacity at which computer systems operate« The switch to 
computer systems results in an increase in an organiza
tion's ability to store and analyze data quickly, and 
respond to the changing environment. Many large corpora
tions use third generation computer systems. Third genera
tion computer system processing units operate in the 
nanosecond range. A nanosecond (Miller 1971, p. 11) is 
to a second, as a second is to thirty years„ Using laser 
techniques (Rosenberg 1969, p. 94), twenty double spaced 
pages of information could be stored on a tape four thousand 
eight hundred feet long, This storage ability combined 
with the nanosecond speed would require only four minutes 
to search and find the information on any individual in the 
United States. To expand this example further, two 
thousand pages could be stored on every man, woman, and 
child in the country on only one hundred reels of tape.
Time to produce the complete files on any particular person 
would be about ten minutes.

Time in its September 27, 1968. issue (p. 51) gave.. 
another example of coming developments in memory technology. 
Tn the future new types of storage devices may make it 
possible to.store "The medical records of every American in 
the space of a cold tablet— -or the tax records of the nation 
may fit in one file cabinet,"



Data Banks--Friend or Foe
Data banks are constructed to help organizations 

more efficiently organize data. By collecting data in a 
central location it is easier to find specific material and 
reduces the costs associated with maintaining the data. 
However, it is this same centralization which assists the 
privacy invader once he has gained access to the data bank. 
Author Arthur Miller (1971, p. 26) has offered six reasons 
why the creation of data banks has made the act of invading 
privacy much easier than it was previously.

First, before data banks, information was available, 
but was not collected in any one place. Therefore, if any 
large amount of data was needed concerning an individual, a 
great deal of traveling was required to collect the data. 
This fact plus the amount of time required stopped many 
investigations before an adequate amount of information was 
acquired„

Second, little information was collected on indi
viduals prior to the 1960's. Employers sometimes required 
no past knowledge of the employee at all. In some unskilled 
labor jobs it was the first person at the factory gate in 
the morning that worked, The supervisor did not even have 
to know the. employee’s name. It has just been the last ten 
to fifteen years that organizations have .started to collect 
vast amounts of information on their employees.
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Third, most of the information collected on people 

before the 195O's was repetitive and to any great degree 
worthless for detailed studies. Before the advent of 
lengthy pay questionnaires, often only small filing cards 
were filled out with just the information that would be 
needed in case of an emergency, for example, home address, 
phone number, and religious preference.

Fourth, to get the information needed about an 
individual was often difficult. Information was often held 
confidential and could not be legally collected or purchased. 
Fifth, few people were able to correlate .and produce any 
revealing data from the information they were able to 
collect,

Sixth, our society was becoming more mobile each 
year. To maintain records on persons who moved frequently 
was quite difficult. As more firms required their employees 
to make frequent moves, the task of tracing these people 
required a major effort,. The shorter .the .period of. time a 
person lived in one location the less his neighbors knew 
about his life. It should be remembered that one of the 
basic tools of the privacy invader is talking to the right 
people.

Data banks have reduced the severity of these six 
problems of the earlier privacy invaders. Now data banks 
centralize the vast amounts of data collected on people. 
These data are quite detailed and include such items as last
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place of employment or last home of residence, which would 
leave a trail for a privacy invader to follow back in time. 
The most significant capability of the computer system lies 
in an ability to process high speed correlations through 
sophisticated algorithms which provide information from what 
was previously thought worthless data.

Data Bank Information 
There are dangers to individuals who provide or 

allow personal information to be collected and placed in 
data banks, Two predominant dangers are inaccurate recording 
and improper use of the data after they had been recorded.

Dangers of Misinformation
Many hazards can occur due to the fact that incorrect 

or incomplete information is placed in a person’s personal 
information records. Arthur Miller (1967, p. 26). offers the 
following examples, He cites the case of a man who exchanges 
letters with a person who unknown to him is a criminal. For 
this reason the statement "associates with known criminals" 
might be placed in his file.

The need for complete information to be placed in 
records is very important. Take, for example, the case of a 
person whose arrest record is incomplete. It is very 
doubtful that a person with the following record would be 
given a job with the government or be treated with the same 
respect as most ordinary citizens. Record reads "arrested
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7/7/43; convicted of a felony 2/16/44; three year prison 
sentence." Yet this man may have been a conscientious 
objector. Another example might be the record that reads 
"arrested for disorderly conduct and sentenced to six months 
in the Memphis jail." The lack of further information 
prevents the reader from knowing the person was a civil 
rights demonstrator and that his sentence was later 
reversed.

. . ■ - - ' 
Dangers of Valid Information _ '

There are dangers inherent in even the recording of 
valid information for use by the never forgetting data banks. 
As a background for the first example of why this information 
can be dangerous, the idea of a cashless-checkless, computer 
based money system in the United States is discussed.

The money card has only been used in a few sample 
communities C"Getting Along Without Money" 1973, p. 68). 
However, most major banking firms agree that the use of cash 
and checks may decrease by as much as two-thirds to the use 
of the money card. The reason is that the large amounts of 
paper work required to run the system now may soon totally” 
overburden the operations of our financial institutions. A 
money card, through the use of computer systems and dispersed 
terminals, would remove the majority of this paper work. 
Although referred to as a cashless-checkless society some
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cash flow would still occur, due to the nature of many types 
of transactions,

A cashless-checkless system would work as follows.
A woman wishing to purchase a new hat would present her 
money card to the store clerk. Depending upon the type of 
terminal, the clerk would type the card number into the 
terminal or merely insert the card into a card reading 
device on the terminal. Within seconds, the computer at the 
shopper's bank would be ready to receive the transaction 
information. The clerk would then type the amount of 
purchase and the store codes on the terminal which auto
matically records the transaction on the store's account 
receivable files in the store and the customer's accounts 
payable file at the bank. If the clerk has any doubt that 
the shopper is the owner of the card, he could request the 
person to make a voice print check. Voice prints have been 
discovered to be as unique as fingerprints. The check would 
be made by having the shopper speak into an audio transmis
sion line, The voice would be checked against a voice print 
on record and validated if the same. Voice prints stay 
Basically the same even as the person grows older or 
contracts an illness.

Further extensions of a cashless-checkless society 
are evident in that periodically, the bank account would 
have to be replenished. This would be achieved by having 
part or all of the wage earner's salary deposited
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automatically into an account on payday. The bank's central 
computer would keep track of all the purchases and deposits 
of the customers and merchants and at the end of each month 
would balance all of the accounts. An added feature would 
be the ability of the bank to issue monthly account state
ments to customers, thus allowing customers to see exactly 
where they are spending their money (Heyel 1970, p. 20 6).

Now that the money card system has been explained 
and its benefits shown, let us proceed to find how the 
collection of this valid but personal information could be 
harmful. Take the hypothetical person Mr. Jones. In the 
morning he rises and soon leaves for work, and from this 
point you can follow his every move for the entire day by 
merely reviewing his credit card transactions. He rides the 
subway to work, so to pay his fare he inserted his card in 
the turnstill. At eleven o'clock, when he was normally 
working, he used his card to purchase jewelry at one of the 
better shops in town* At noon, Mr. Jones charged lunch for 
two persons at a very elegant restaurant. About five-thirty 
he used his card to place a call to his home phone number. 
Shortly after six o'clock p.m., he charged dinner and drinks 
at an expensive night spot. He then used his card to 
purchase several bottles of champagne and assorted 
delicacies. His last transaction of this day was to rent 
a suite in an exclusive hotel,
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In reviewing the card transactions of Mr. Jones for 

the day, his activities could be interpreted in different 
ways. This could be the day of a man who met his wife 
downtown to celebrate their anniversary. While lunching he 
presented her with a beautiful bracelet to mark this special 
occasion. They then decided it would be great fun to really 
celebrate the rest of the day. They called the baby-sitter 
and checked to see if the children were alright and if she 
could stay with them as long as necessary. After wining, 
dining, and dancing the evening away they decided to spend 
the night alone in the honeymoon suite at the hotel. But if 
this were not the case, and this information was interpreted 
in a different manner, Mr. Jones has left himself wide open 
to be blackmailed by a privacy invader.

Another example of how valid information could be 
dangerous can be found by looking back a few decades to the 
Second World War, During this war, thousands of Jews were 
exterminated by the Third Reich,• The Nazi party used 
information from the European census to help locate and 
capture a great many Jewish people. But people say, that 
could never happen in the United States. Well hopefully not 
now, but being United States citizens did not help the 
Japanese who were herded into United States concentration 
camps "after our country went to war with Japan.

Should the information that would be contained in a 
National Data Center, described in the next section, fall
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into the hands of a group that had seized power of the 
government, they could easily pinpoint the important members 
of our population. One method of doing this would be to 
feed questions into the computer system concerning amounts 
contributed to the Gross National Product by various 
industries. From that point the leaders of these industries 
could be found and arrangements made for their capture or 
elimination, The same process could be used to select 
influential political leaders. In short, the information 
which would be so readily available would strip the country 
of its leaders and leave the populace an unorganized mass.

The Proposed National Data Center
Rosenberg (19 69) in The Death of Privacy gives the 

following account of the National Data Center.
Being bogged down with paperwork and realizing the 

benefits which computerization could lend to government 
work, the United States Government proposed the formation 
of a National Bata. Center in 1966» The impetus behind the 
proposal, of a National Data Center began in 1959. The 
American Economic Association held a convention in December 
of that year and as part of the program they discussed the 
importance of preserving economic data for future statistical 
use. The association did not believe they had the means of 
setting up a large enough system to be of any benefit, but 
requested the Social Science and Research Council, a
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non-profit organization, to make a study and suggest 
possible alternatives to the problem.

The Social Science and Research Council accepted the 
request and began the survey.in December of 1960. The 
organization formed a committee of several persons who were 
familiar with the type of data which the American Economic 
Association needed. Most of this material was provided by 
the Federal government, Professor Richard Ruggles, of the 
Department of Economics at Yale University, was chosen to 
lead the research effort. His committee found that the 
information needed was widely distributed throughout the 
government in varying degrees of quantity and quality, and 
in various formats. Also, many of.the departments did not 
have time to prepare special statistical information for 
outside agencies. At this point it was decided that the 
material which could be supplied at the least cost would be 
that material already in machine readable form. Ruggles' 
group, requested the Bureau of the Budget and the National 
Archives to conduct a survey of the various Federal agencies, 
to find out how much material was in the needed form. The 
survey was conducted between 1962-64 and it was found that in 
the approximately twenty agencies surveyed, over six hundred 
major bodies of information were available. These data were 
stored on nearly 100 million punched cards and 30,000 
computer tapes. The twenty agencies surveyed were mainly in
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the Departments of Agriculture, Commerce, Labor, Treasury, 
and Health, Education and Welfare.

Ruggles submitted his report to the Social Science 
and Research Council in the spring of 1965. The report 
discussed the problems of collecting the needed data. It was 
ruled that much of the national data could not be used, 
because of the lack of standardized recording techniques 
between the agencies. Also, the problem of disguising 
confidential information for statistical use was mentioned. 
Several of the agencies could not release information in raw 
form, but could release the information if certain details 
of no statistical value were deleted from the records.
This, however, took time and funds which many of the 
agencies did not have. Therefore, the committee suggested 
that the Federal government establish a control agency or 
National Data Center. This center would be responsible for 
preparing the statistical information collected by the Other 
agencies, for use by research groups both inside and outside 
the government. Preparation of the statistical information 
would be accomplished by having the agencies duplicate their 
data and send it to the National Data Center which would then 
correlate the data in a standardized manner and provide the 
statistical information needed. The center would take full 
responsibility for disguising all confidential information 
and securing the records from any tampering,
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The Social.Science and Research Council assigned to 

Edgar S. Dunn, a research analyst at Resources for the 
Future, Inc., the job of evaluating the report. On November 
1, 1965 Mr. Dunn released his evaluation. Dunn believed 
that the committee had overlooked the point of view of the 
government, in that the proposed organization was inadequate 
and would be expensive in the long run. .

The organization Dunn proposed was a centralization 
of the records of the various agencies into one single 
National Data Bank of information. The formats for sub~ 
mitting information would be standardized and all research 
findings would be entered directly into the central informa
tion pool, This would save the government large sums of 
money, due to the elimination of duplication of similar 
files."

Shortly after the Social Science and Research 
Council proposed the creation of the National Data Center 
to the Bureau of the Budget, the White Bouse assigned Dr. 
Carl Kaysen to look into the benefits of establishing such 
a center. In the completed government report. Dr. Kaysen, 
an economist and Chairman of the Institute for Advanced 
Study at Princeton, professed the need for the National 
Data Center and also urged the incorporation of data from 
state and local governments. His reasoning was that the 
more information would result in better research.
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Approximately at this time, the Saturday Review 

published a special issue on the new computer age. One of 
the articles in this issue was entitled "Automated Govern
ment— -How Computers are Being Used in Washington to Stream
line Personnel Administration to the Individual’s Benefit." 
The article was written by John W. Macy (1966), Chairman of 
the United States Civil Service Commission and described the 
information held in the computers of various agencies and 
the proposal to centralize the information in a National 
Data Center, Several other magazines quickly did follow-up 
articles relating to the National Data Center, and the 
American public began to wonder what organizations were 
holding information, and how information held was being used.

It was this excitement in the voting population 
that made Congress take notice of the issue and set special 
hearings to discuss the proposed National Data Center. At 
the hearings the benefits of the National Data Center were 
matched against the dangers that might occur if the proper 
safeguards were not built into the system. Advocates of the 
National Data Center believed that the existing regulations 
and the fact that the information was in computer coded 
language were adequate safeguards. Later, testimony by 
several computer system security experts soon eroded these 
statements„ Advances in privacy invasion tools had moved 
almost as rapidly as the development of the computer, Thus, 
it was found that what researchers had called the
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inefficiency of the agencies was also the main safeguard of 
the American citizen's privacy. In concluding the hearings 
(Miller 19 67, p. 55) the House committee recommended that

i
"no work be done to establish the National Data Bank until 
privacy protection is explored fully and guaranteed to the 
greatest extent possible to the citizen whose personal 
records would form its data base."

Three Approaches to the Privacy Issue
Professor Alan F. Westin of Columbia University

stated in a speech at the 19 67 Spring Joint Computer
Conference that there are three positions that a person can
take in regard to data banks.

One position . . .  is to oppose creation of data 
. centers and intelligence systems completely. The 
need for better statistics, for policy analysis, 
or richer information systems for criminal justice 
purposes is seen as inadequate when weighed 
against the increase in government power and fears 
of invasion of privacy that such systems might 
bring. The second view ... . . assumes that tradi
tional administrative and legal safeguards, plus 
the expected self restraint of those who would 
manage such, systems, is enough to protect the 
citizens' privacy. A third position . , . assumes
that neither the total ban nor the traditional 
restraints positions represent the alternatives r 
what is called for is a new legal approach to the 
processing of personal information by authorities 
in a free society and a new set of legal, 
administrative, and systems protections to 
accomplish this objective. The fact is that 
American society wants both better information 
analysis and privacy ("Privacy" 1970, p. 62).



The Anti Data Bank Position
The first position is based on fear and little 

faith in man's ability to ever devise adequate safeguards 
for data banks. These persons not only oppose the creation 
of new data banks, but believe that the present large data 
banks held by the Federal Bureau of Investigation, credit 
reporting agencies, and other collectors of personal 
information data should be either reduced in size, by 
eliminating a great deal of the information which is not 
regularly used, or destroyed- completely. The fear of what 
might happen prevents them from seeing any value in the 
beneficial research studies that could help to strengthen 
our country.

Studies of economic data could help to stabilize
the growing inflation rate. The job market could be
researched to find how employment is changing, what the
seasonal fluctuations are, and where geographically the most
jobs are found and why. These are but a few of the ques-

»

tions which information in a large well constructed data 
bank might be able to answer.

The Blind Faith Position
The second position agrees that research studies are 

needed, therefore, data banks should be created. However, 
proponents of this position do not see the need to enact new 
laws to protect the people from privacy invasion. Advocates
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of this position are both naive and not well versed on the 
privacy issue. Present rules (Rosenberg 1969, p. 17) did 
not prohibit the State of New York from selling the names 
and addresses of their six million four hundred thousand 
vehical owners to a marketing agency for eighty-six 
thousand dollars. Nor did existing legislation stop the 
Federal Bureau of Investigation from reviewing the files of 
American Airlines computerized reservation system to see 
what persons are flying in the company of undesirables.

The airline's computer data bank contains informa
tion on any traveler1s movements in the last three months. 
The data include flights traveled, the seat number, time of 
day, and any telephone contacts or hotel reservations made 
for the person, A member of the airline's computer staff 
says the computer data bank is queried by ten to fifteen 
investigators a day to get the available information. Some 
investigators request and receive full printouts of a 
passenger list of a given flight to see who might be flying 
in the company of a particular person (Star 1968, p . 27).

People affected by these invasions of privacy have 
no defense, because information of this type is not a 
property right and distribution of this private information 
cannot be brought into court as a criminal action. Data 
banks "without regulation are a danger to those people on 
which data have been collected and put into a data bank.



The Data Bank Control Position
The third position believes that data banks are 

needed, but that strong legislation and physical and 
procedural safeguards to control them are needed as well. 
Many of the advocates of protecting a person’s- privacy 
through legislation were upset when failure to answer 
questions on the last census was made punishable by law. 
Most of these objectors admit the need for the government . 
to collect statistical information, but wonder if all the 
questions were needed; they also fear that the information 
might fall into the wrong hands or that it might be 
improperly coded into the computer's memory„ Advocates of 
position three sight all the problems mentioned earlier in 
this chapter dealing with reasons why all types of informa
tion can be a danger if not properly secured, and cry out 
the need for new laws giving the people whose privacy has 
been invaded the right to bring their cases to court.

Privacy Legislation — .
Efforts have been made to achieve the goals of the 

Data Bank Control position. In the following paragraphs 
the current status of privacy legislation affecting privacy 
invasion through computers is reviewed. This includes a 
description of the Privacy Act of 1974 recently (December 
31, 1974) signed into law. Information on available 
physical and procedural safeguards is found in Appendix B.
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In 1972 the Secretary's Advisory Committee on 

Automated Personal Data Systems was established by the 
United States Department of Health, Education, and Welfare 
(H.E.W.). This Committee was called upon to analyze, among 
other areas, the effects on privacy from using computer 
systems to maintain personal information files„ In the 
Committee's report published in July 1973 Cp, 34) the 
following statements were made concerning privacy legisla
tion. ,

Although there is a substantial number of 
statutes and regulations that collectively might 
be called the "law of personal^data record 
keeping," they do not add up to a comprehensive 
and consistent body of law. They reflect no 
coherent or conceptually unified approach to 
balancing the interests of society and the 
organizations that compile and use records against 
the interests of individuals who are the subjects 
of records.

The Federal Reports Act and the so-called 
"Freedom of Information Act," taken together, come 
as close as any enactments to providing a frame
work for "Federal" policy in this area. However, 
they are limited in application to agencies of 
the Federal government; they deal in a limited 
fashion with only two aspects of record-keeping 
practice^data collection and data dissemination; 
and they contain scant and potentially inconsistent 
protections for the interests of individual record 
subjects.

The Federal Reports Act
The Federal Reports Act (44 U.S.C. 3501-3511) 

requires that Federal agencies wishing to collect informa
tion on ten or more people must first request permission 
from the United States Office of Management and Budget.
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The Act was passed to achieve four goals: (1) to reduce the
load upon organizations required to furnish information to 
the government, (2) to reduce the government's data 
processing costs, (.3) to eliminate duplication of collecting 
data on file or already being collected for the government, 
and (4) td make maximum use,of data already collected by the 
government. The H.E.W. report (Secretary's Advisory 
Committee on Automated Personal Data Systems 1973, p , 35) 
cites one weakness of the act as follows. "Although 
concern for the interests of individuals can be discerned 
in its administration, the Act itself makes no mention of 
personal privacy. It neither creates nor recognizes any 
rights for individuals with respect to the personal-data 
record-keeping practices of the Federal government." Two 
other weaknesses of the Act (Miller 1971, p. 62) are that 
requests for information - are seldom denied, and many 
Federal agencies avoid clearing requests by buying the 
information from outside agencies or by claiming exemption 
from the Act.

The Freedom of Information Act
The Freedom of Information Act (5 U.S.C. 552) 

requires that information gathered by the Federal government 
be available for review by private individuals and organiza
tions , Any person is allowed to request information from 
government files. The purpose of the Act was to allow the
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public to examine the Federal records in order to analyze 
the actions of government administrators. However, two 
other actions were also made possible by the Act. First, 
individuals can review records concerning themselves 
maintained in Federal files. This is a valuable capability 
which previously was not available to the public.

Secondly, individuals can review the records of 
other individuals. This can be an act of privacy invasion 
committed on the subject of the file. The Act gives no 
control over release of information in the file to the 
subject of the file, and only vague guidelines to the file 
administrator. Federal agencies may deny access to a file 
only when disclosure of the file would clearly constitute 
an unwarranted invasion of privacy. -To refuse access to a 
file, the Federal agency must be able to prove that an 
unwarranted act of privacy invasion would have resulted.
This places more strain on the agency to protect privacy 
than to disclose the contents of the file sought. This 
strain could result in the release of files that were 
collected by Federal agencies to persons who could use the 
information to the detriment of the subject of the file. 
Furthermore, up until the passage of the Fair Credit 
Reporting Act (15 U.S,C, 16811, the subject of the file 
would not have known that the information in his files had 
been the cause of an adverse action taken against him, such 
as a rejection of employment or credit,
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Recommendations of the H.E.W. Report

The H.E.W, Committee concluded in their report 
(Secretary's Advisory Committee on Automated Personal Data 
Systems 1973, p. xx) that a "Code, of Fair Information 
Practice" was needed. This code consisted of five 
principles, .

1. There must be no personal data record-keeping 
systems, whose very existence is secret.

2. There must be a way for an individual to find 
out what information about him is in a record 
and how it is used.

3. There must be a way for an individual to 
prevent information about him that was obtained 
for one purpose from being used or made 
available for other purposes without his 
consent.

4. There must be a way for an individual to 
correct or amend a record of identifiable 
information about him.

5. Any organization creating, maintaining, using 
or disseminating records of identifiable 
personal data must assure the reliability
of the data for their intended use and must 
take precautions to prevent misuse of the 
data.

The Privacy Act of 1974
As a direct result of the recommendations above and 

the growing concern expressed by the American public over 
the topic of privacy invasion. Congress passed the "Privacy 
Act of 1974" (1975, p. 6881) which was signed into law on
December 31, 1974, In this Act Congress stated, as reported 
in the United States Code Congressional and Administrative
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News, that personal information files maintained by the 
Federal government directly affected the privacy of an 
individual. Congress acknowledged that the use of computer 
systems, although needed for.the efficient operation of the 
government, greatly magnified the harm to. individual 
privacy that could occur from personal, information files 
maintained by the Federal government. In addition, Congress 
found that the misuse of personal information files could 
endanger an individual's opportunity to secure employment, 
insurance, credit, and his right to due process by law. 
Furthermore, the right to privacy was recognized as a 
personal and fundamental right protected by the Constitu
tion of the United States. Therefore, it was necessary for 
Congress to regulate the collection, maintenance, use, and 
dissemination of information held by Federal agencies.

The "Privacy Act of 1974" (1975, p. 6882) also
provides certain safeguards which require Federal agencies 
to;

(1) permit an individual to determine what- records 
pertaining to him are collected, maintained, used, 
or disseminated by such agencies;
(2) permit an individual to prevent records per
taining to him obtained by such agencies for a 
particular purpose from being used or made avail
able for another purpose without his consent;
(3) permit an individual to gain access to 
information pertaining to him in Federal agency 
records, to have a copy made of all or any 
portion thereof, and to correct or amend such 
records;
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(4) collect, maintain, use, or disseminate any 
record of identifiable personal information in 
a manner that assures that such action is for a 
necessary and lawful purpose, that the informa
tion is current and accurate for its intended 
use, and that adequate safeguards are provided 
to prevent the misuse of such information?
(5) permit exemptions from the requirements
with respect to records provided in this Act only 
in those cases where there is an important public 
policy need for such exemption as has been deter
mined by specific statutory authority; and
(6) be subject to a civil suit for any damages 
which occur as a result of willful or inten
tional action which violates any individual's 
rights under this Act.

This Act corrects many of the faults of previously
passed legislation, and is a major step forward in the
preservation of personal privacy. However, the Privacy Act
of 1974 deals only with Federal agencies and does not
include private industry or state and local government.



CHAPTER IV

SUMMARY AND CONCLUSIONS

Goals were established in Chapter I to introduce 
computer technology to businessmen at an introductory level 
and to illustrate how the computer system has compounded the 
privacy invasion problem. More specifically, the purposes 
of the thesis were to (.1) present the basics of computer 
technology and the capability of various types of memory 
devices to store data, and (2) project the problems and the 
present status of the privacy invasion issue. The reader 
was also informed as to the history of privacy invasion and 
presented a short synopsis of the problems which comprise 
the topic.

Chapter II described the operations performed by 
computer systems, the major types of computer systems in 
,usef the common components of computer systems, the his
torical development of computer systems, and a selected 
group of applications of computer systems. This information 
provided a basic knowledge of computer systems from which 
the businessman could relate while, evaluating the informa
tion provided on privacy in Chapter III.

Chapter III presented an introduction to data banks« 
Sources were given to document the capabilities and wide
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use of data banks to store personal information. Examples 
were then developed to project how misuse of valid informa
tion or legal use of misinformation can be dangerous to the 
subject of a file in a data bank. The National Data Center 
that was proposed in the early 1960's was offered as an 
example of how technology can advance beyond controlling 
legislation. Three positions were then identified from 
which the privacy issue can be approached, The author 
proceeded to project the weakness of the "Anti Data Bank" 
and "Blind Faith" positions and examined more closely the 
"Data Bank Control" position by reviewing the past and 
present Federal enactments in the privacy area.

Further Privacy Protection Needed 
Based upon the research conducted to analyze the 

material presented in the first three chapters the author 
concludes that further legal privacy protection is required. 
The Privacy Act of 1974 has done much to improve the legal 
protection of an individual's privacy at the Federal data 
bank level. However, this Act stops short of completely 
responding to the legal privacy needs of the country. A . 
very large number of personal information data banks are 
not affected by the Privacy Act of 1974, namely those which 
exist in state and local government, and private industry. 
Although some states have enacted privacy legislation, 
there is no consistency in the laws between the states.
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What is needed is a further extension of the Privacy Act of 
197 4 to cover all personal information data banks in the 
United States. The Federal Privacy Board, already estab- 
. lished by the Privacy Act of .1974, should cooperate with the 
states to establish legislation for all data processing 
systems which contain personal information files that are 
not presently regulated by Federal legislation. Organiza
tions which should be contacted to achieve the needed 
legislation include: the National Conference of Commis
sioners on Uniform State Laws, the Advisory Commission on 
Intergovernmental Regulations, the Council of State Govern
ments, the National Governors Conference, the National 
Legislative Conference, and the National Conference of State 
Legislative Leaders.

Legislation enacted should follow the code of fair 
information practice recommended in the report of the 
Secretary’s Advisory Committee on Autoitiated Personal Data 
-Systems (19731 discussed in Chapter III. Specifically,

1, A set of privacy requirements should be placed on 
all personal information data banks.

2, All organizations maintaining personal information 
data banks should be required to make public notice 
of the existence and purpose of their data banks 
annually?

3, Specific rights should be guaranteed to subjects of 
personal information data banks.



Each of these general conclusions are referred to as safe
guard requirements ar̂ d are presented in detail in the 
sections that follow.

Requirements for Personal Information 
Data Banks

Listed below are requirements that should be applied 
to all personal information data banks.

1. Personal information data bank files which are.not 
automated should not be transferred to an automated 
data bank without prior approval of the subject of 
the data file. .

2. A director should be appointed to every automated 
personal information data bank to insure that 
safeguard requirements are followed and to be 
responsible for the system,

3. All organization employees involved with the 
design, development, operation or maintenance of an 
automated personal information system should be 
informed about -the rules established by the 
organization to comply with, safeguard requirements.

4. Specific penalties should be enforced against any
person causing harassment or punishment to an 
individual who informs the proper authorities, the 
press or the public about unfair information 
practices,
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5, All possible security measures should be taken to 

protect the data in a personal information data bank 
from any dangers that can be anticipated,

6, Information should not be transferred between 
personal information data banks without proper 
security limitations included, such as, access 
requirements, and a guarantee that the receiving 
data bank will follow the security limitations, 
unless specific approval is received from the 
subject of the data file.

7, All accesses to a data bank should be recorded and
maintained including identity of the accessor, use
made of the data accessed, and when the access was
made«

8, Data maintained in a personal information data bank
should be reviewed and updated periodically to insure
that any evaluation made from the material contained 
in the file would result in a fair and accurate 
determination of the data subject's qualifications 
and character„

9, Any data that are no longer current should be 
eliminated from a data file.

Information Contained in the Annual 
Public Notice

The information listed below should be published
at least annually for all personal information data banks.
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In addition, any proposal to create or enlarge a new system 
should be published far enough in advance of the creation 
or modification to allow comment by the individuals who will 
be affected by the operation of the system. Organizations 
with more than one personal information data bank should 
publish all annual public notices on the same date.

1, The name of the system maintaining the personal 
information data bank. . -

2, The reason for the personal information data bank, 
including the function and the goals of the system.

3, The types of information contained in the data 
bank, indicating which types of information are in 
computer-accessible files.

4, The types and numbers of individuals on whom 
information is maintained in the system.

5, The rules established by the organization concerning 
information storage, retention and disposal.

6, The sources from which data are obtained on data 
subjects. •

7, Classes of data users and their interrelationships, 
including the use made of the data and whether it is 
accessed via a computer system,

8, Methods available to individuals to: learn if they 
are the subject of a data file, gain access to the 
data file, and have data removed or corrected in the 
data file,
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9. The title, name, and address of the appointed 
, director of the data bank.

Specific Rights of Data Subjects
The specific rights of data subjects listed below 

should be provided to the subject of any personal informa
tion data bank.

1. Any individual requested for information to be 
placed into a personal information data bank must 
be informed whether they are legally bound to pro
vide the data; and if such a legal requirement 
exists, what the penalty is for not providing the 
data, -

2. Any individual must be informed upon request if 
they are the subject of a personal information data 
bank and if so, the data in the file must be 
available for review by the person in a form that 
they can understand.

3. Information in a personal information data bank can 
be used only for the purposes intended, unless the 
informed consent of the data subject has been 
explicitly obtained.

4. Any individual who is the subject of a personal 
information file must be informed upon request as
to what use is made of the information in their file.
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the users of that information, and the relationship 
of the users to the system,

5. The subject of a data file must be informed of the 
demand for information required by any legal process 
before that information is released,

6, Organizations maintaining personal information data 
banks must provide procedures that: allow a data 
subject to contest information contained in their 
file, permit the data subject to correct the 
information in their file, and provide, when there 
is a disagreement with the data subject as to the 
accuracy of their file, that the contested information 
is clearly noted in the file and that the note of 
contest is included with any further dissemination 
of the disputed data.

Legislation at the state and local levels should 
include as a minimum the safeguard requirements stated in 
the previous three sections. Where no similar laws exist, 
laws should be enacted. When legislation exists but does 
not meet the requirements, the law should be amended. And 
when more powerful legislation covers a given area, that law 
should be left untouched. Implementation of a code of fair 
information practice, as was described above at the state 
and local government levels including private industry, to
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complement the Federal Privacy Act of 1974 would virtually 
satisfy the legal privacy needs of the United States.

Recommendation for Further Study 
Graduate student theses and dissertations could be 

used as a source of papers to introduce laymen to areas in 
which the authors of such papers have developed an expertise. 
This thesis is an example of such a paper. Students of 
business are a prime audience for introductory technical 
papers. What is often desired by the business student is 
not a detailed text on a topic, but rather an introduction 
to the major issues from which to gain insight to an area„
As an undergraduate business student, the author often 
wished he had access to introductory papers on computer 
topics. The introduction of technical subjects to business 
students would make an excellent thesis or dissertation. 
Topics which might be covered that relate to this thesis 
include; computer system design for security and privacy 
protection, methods to educate businessmen in privacy 
preservation and computer science, and new techniques in 
procedural security for modern data processing centers.
These papers could be of great value if used in classes for 
their intended purpose: to assist in the education of the 
future leaders of the United States. Therefore, the author 
recommends that graduate students consider writing an



introductory technical paper when selecting a subject for 
thesis or dissertation.



APPENDIX A

DATA STORAGE DEVICES

Data storage devices are of two types: namely, 
internal or main storage and auxiliary storage, Dorf (1974, 
p, 1111 clearly defines these two types of storage.

The main storage unit accepts data from an input 
unit, exchanges data with and supplies instructions 
to the central processing unit, and can furnish 
data to an output unit. All information to be 
processed by any system must pass through the main 
storage. This unit must therefore have the 
capacity to retain a usable amount of data and 
the necessary instructions for processing.

Applications may require additional storage„
If so, the capacity of main storage is augmented 
by auxiliary storage units. All information to and 
from auxiliary storage must be routed through main 
storage.

. Internal or Main Storage
The most common type of internal storage is core 

storage which was discussed in Chapter II. The remainder of 
this section will discuss a selected group of other types of 
internal storage.

Mercury Delay Line
The first type of internally stored memory was the 

memory delay line, A delay line (Brandon 1970, p. 83) works 
on the same principle as using the postal system as a 
storage device. If you mail yourself a letter, the letter
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is in the form of storage while in the postal system.
Mercury delay line memories use a large tank of mercury to 
function as the postal system. A signal takes several 
milliseconds to pass through.the delay line which gives the 
computer system the time needed to prepare for the stored 
information.

Thin Film
Thin film is another frequently used type of 

internal storage. Thin film (Davis 1971, p. 97) is produced 
by placing a very thin spot of metallic alloy on a layer of 
ceramic or metal plate. The spot of alloy acts similar to a 
magnetic core, except that only two wires are needed, 
instead of four. Typical thin film devices are rectangular, 
,025 by ,050 inches, and approximately 1,000 angstroms or 
.0000004 of an inch thick. The device operates similarly to 
a bar magnet, in that by applying a current the polarity of 
the device can be caused to rotate. The resulting current 
indicates whether a 1 or a 0 was stored. The polarity is 
returned to the original state through a digit pulse.

Semi-conductor
.Semi-conductors (Dorf 1974, p. 117) form the main 

storage that is used in the IBM System 37 0 Model 145. 
Advantages of the semi-conductor as a storage device are 
speed and small size, Access time of 40 nanoseconds is not 
uncommon, The storage unit is constructed of integrated
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circuit chips. A chip less than an eighth of an inch square 
(Dorf 1974, p. 121) can contain 664 individual components 
and can provide 64 memory storage cells„ . The small size of 
the chips allows 53,000 components to be placed in a one 
square inch area.

Auxiliary Storage
New advances in auxiliary storage are being developed 

continually. Only the more widely used types of auxiliary 
storage are discussed in this section.

Paper Cards
Paper cards (Schmidt and Meyers 1970, p. 136) are 

the oldest type of storage media in data processing having 
been used since 1889, The most common punched card is the 
80 column card, which has 80 columns and 12 rows to record 
information. Each column can represent 1 character which 
is distinguished by punches in various rows in the column. 
Problems encountered in using paper cards include: (1) the
large quantities needed to represent data which also cause 
storage problems, (2) susceptibility to swelling and wearing 
out quickly, and (3) the accumulation of static electricity 
in card decks, "

Paper Tape
Various types of paper tapes (Schmidt and Meyers 

1970, p, 142) are in existence. Tapes differ in the number
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of channels they use to carry data. Punching codes allow 
for tapes to use five, six, seven, eight, or nine channels, 
plus a sprocket track. Cash registers and other numerically 
orientated machines can be adopted to punch paper tapes at 
the same time the receipt is being printed. In this way 
only one roll of paper tape needs to be taken out of the 
machine at the end of the day to provide financial informa
tion for the computer, Two main problems exist with paper 
tape, its tendency to tear and the.inability to easily 
correct mistakes. ,

Magnetic Tape
Beginning with the second generation (Schmidt and 

Meyers 197 0, p. 145) computers, magnetic tape became a 
highly used external storage media. Early magnetic tapes 
were made of thin metal, but now are made of coated plastic. 
The tape is made of a plastic backing.material coated with 
a magnetic pigment of iron oxide crystals held together with 
plastic. The tape is about as thick as a human hair and 
varies from 1 to 1/2 inch thick. One of the greatest 
advantages of magnetic tape is the density at which data 
can be stored. In some computer systems up to 8 00 alpha
numeric characters per inch or 1600 numeric characters per 
inch can be stored. At this density a reel of tape 2400 
feet long could contain the equivalent of 500,000 paper
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cards. Added to this is the fact that the tape is much less 
expensive than that many cards and is reusable.

Magnetic Drum
Magnetic drums (Heyel 1970, p. 226) are usually 

applied to high-speed, low capacity situations. The device 
is a large polished steel drum coated with a magnetic 
material. As it rotates on its central axis information 
can be placed on the surface through read/write heads.
These data,form in magnetic tracks on the drum, and may be 
read any time that track passes under the read/write 
head. The drum rotates (Brandon 1970, p , 8 4) at speeds up 
to and past three thousand revolutions per minute. There
fore, the time to place or retrieve information is very 
small when compared to other types.of auxiliary storage 
devices.

Magnetic Disk ,
A magnetic disk (Schmidt and Meyers 1970, p, 148) 

appears on first sight similar to a stack of metal phonograph 
records. Paralleling the process whereby music is recorded 
on both sides of a record, data are recorded on the top and 
bottom sides of a magnetic disk. Disks are slower than 
magnetic drums for they have fewer read/write heads and 
revolve at approximately two thousand revolutions per 
minute, However, where large amounts of data need to be 
stored (Heyel 1970, p, 226) disks are much better suited
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than drums. Disks may store up to 500 million characters 
as compared to a drum’s 12 million.

Future Types of Storage Devices 
Holographic or laser storage (.Davis 1971, p. 236;

Dorf 1974, p, 129). is under development and will allow large 
increases in storage capacity without sacrificing speed of 
access. Ultimate storage capacity is estimated to be over \
100 million bits of data with access times as small as one 
microsecond, A high energy laser beam is used to store data 
on a special recording medium similar to photographic film. 
Binary numbers are represented by the presence or absence 
of pinhole type marks burnt by the laser in the recording 
medium.



APPENDIX B

PHYSICAL AND PROCEDURAL SECURITY

If totally sufficient privacy legislation were in 
effect, there would remain still the problem of securing 
computer centers and computer systems against the illegal 
removal, modification, or destruction of information. The 
needed security can be separated into two categories, 
physical and procedural.

Physical Security 
There are two types of physical security, computer 

center design and computer system design. The goal of 
computer system design'is to build computer components to 
complement the security measures programmed into a computer 
operating system. Computer center design is examined below 
with emphasis placed on preventing access to computer 
system components.

Computer Center Design
Chu (1971, p. 33) offers many suggestions toward 

improving computer center security. For example, thick 
walls serve several purposes. They are an excellent method 
of screening the sound of printers and other computer equip
ment from the rest of a building. Heat and cold penetrates
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thick walls much slower and, therefore, make the computer 
center's temperature and humidity much easier to control.
But more importantly, they provide a much stronger barrier 
against intruders than the commonly seen glass walls.

A computer center can be seriously damaged by a 
complete loss of power. In some computer systems the entire 
core memory can be erased by a power cut. Also, damage to 
expensive disk drives can occur, if the unit is not shut 
down properly, To ensure the continuance of power, two 
separate sources should be used. The ideal situation is 
when the center has a stand-by generator. If neither of 
the two previous suggestions are possible the center should 
purchase a stand-by battery that will operate the system 
for a time sufficient to shut down properly.

The means of putting out a fire in a computer center 
can be as destructive as a fire itself when fragile tapes 
and other sensitive computer equipment are involved. For 
this reason newer computer centers are using foam rather 
than water sprinkler systems to protect their, computer 
rooms. Foam is not as damaging and is still quite effective. 
The best fire extinguishing systems for a computer center 
are the new gas systems that quickly smother a fire without 
any damage to computer equipment,

' Concerning layout,.two points should be noted.
First, computer centers are no longer corporation show 
places and should be located in a remote part of a building
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away from heavy traffic. Remotely located computer centers 
are easier to protect. Secondly, the computer center 
should not be located next to the exterior wall of a 
building. The reasons are the same reasons that were cited 
for the use of thick walls, insulation and safety.

To guarantee only authorized persons enter the 
computer center and to verify that persons are not carrying 
destructive materials, the computer security industry has 
invented a two door entry-exit system. The system works as 
follows: To enter the computer complex a person must pass 
through the first door. Once through the door the person 
finds himself in an interim buffer zone with the first door 
locked behind him. While in the zone he is observed by a 
security guard over closed circuit television and is scanned 
by an electronic searching machine for magnets or other 
devices that might pose a threat to the center. To pass 
through the second door into the complex itself, the person 
.must use a badge key. Badge keys are colored pieces of 
plastic with the user’s identification on them. The card 
is inserted into the proper slot and, if the key is the 
correct color for that day and the user's identification is 
valid, the door opens. Should the card not meet all the 
proper criteria, an alarm sounds and the person is trapped 
in the buffer zone until released by the guard.
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Computer System Design

The area of designing computer, systems to provide 
increased security is still in very early stages of develop
ment. One of the largest studies in the area of computer 
design for security (Hoffman 1973, p. 318) was Project MAC. 
The Massachusetts Institute of Technology with Honeywell 
Information Systems Inc. and Bell Telephone Laboratories 
developed the Multics computer system during Project MAC. 
Multics uses protection rings to implement system security. 
The system has seven separate protection rings with ring 
zero being the most secure and ring seven the least secure. 
Depending on a user's security clearance, access is granted 
up through a given security level.

The methods used to implement the security protec
tion rings in the computer system are beyond the scope of 
this paper. For further information concerning the 
specifics of the Multics computer system, the reader is 
directed to Schroeder and Saltzer (1972)„

Procedural Security 
Perhaps the most important security measure 

(Bournazos and French 1971, p. 18) to establish is the 
creation of back-up files for the system. Back-up files 
are needed to reconstruct current files when current files 
are destroyed through natural hazards [such, as fire, water 
or windstorms), mistakes or sabotage, These should be
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located in a safe place, preferably somewhere away from 
the computer center. Branch offices or secure storage 
facilities are good spots for copy files. Another route a 
firm might take is the duplication of the files on micro
film or similar media, but these too require safe storage.
If the copies or duplications must be kept in the same 
building as the center, storage in a fire proof vault is 
recommended. Another important measure is to keep back-up 
files recent. Serious problems can arise if obsolete files 
are allowed to accumulate or if new files are not added to 
the back-up files.

Audit lists (Tassel 1969, p. 25) should be made and 
checked regularly to insure that records have not been 
removed from the computer center or from the back-up 
storage facility. Internal audit systems (Beardsley 1972, 
p. 77) can be used to check programs for "patches or doors." 
Patches are special branching instructions that have been 
added to a previously written program to allow persons to 
alter the true paths of the system. Programmers have used 
patches to reroute bank deposits into private accounts, to 
print out extra pay checks, and to make copies of confi
dential information,

Classification of information, information codes, 
and the use of call back procedures are methods of pro
tecting information from unauthorized personnel. Professor 
Calvin C, Gotlieb in the September 1970 issue of Computers
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and Automation suggested the adoption of a classification
system that breaks information into three areas. First, the
data are labeled as to their source. Public records are
labeled P. Information supplied by an individual is
labeled S, And any other source is labeled .0„ Authorized
distribution of the data, the second classification, is
represented by an I for internal, and an E for external,
An internal classification restricts the information to
distribution within the company or institution unless
special permission is received from the subject of the data
file to transmit it elsewhere. The final classification
designates the basis on which the information can be
inspected. An A classification requires that a copy of the
file be sent regularly to the subject of the file for
review and approval. To eliminate nuisance requests an R
classification is given to some data. To inspect data
labeled R, the individual must fill out a request form and
pay a minimal amount of money to see the file. The F
classification is applied to any classified information
and is forbidden from public inspection. Professor Gotlieb
offers a few examples of the coding system:

Bank account OEA
Payroll file 01R
Medical report OIF.
Personal file OIF

t Police record OEF
Credit record OER
Tax file OIF
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Once the information is classified, call back pro

cedures are established to allow only authorized persons to 
access, the files. Files are constructed in hierarchical 
arrays with the most confidential information at the top.
To get at the higher classified data a person must provide 
a series of coded responses, For example, the person 
requests a file and gives the proper code name. If the 
response is correct, the file is accessed and the person can 
request a higher file by following the same procedure. Each 
level has a different entry code name. Code,names are 
changed often with only authorized persons knowing the 
correct names and the correct order of request.

As in all businesses (Bournazos and French 1971, 
p , 18). , it is important not to under estimate the need for 
proper and thorough screening of employees, Once an 
employee has been hired, he is in an excellent position to 
gap any security measures. The disgrunted or profit minded 
employee with system authority is often a computer center's 
greatest threat, A few general rules can be followed to 
reduce the possibility of wrong doing from employees, 
Wherever possible jobs should be made to overlap. When 
collusion is necessary between two or more employees, 
thefts etc. are less frequent. Also, job rotation is a 
good means of controlling employee schemes, When possible 
this policy also adds variety to a worker's job and raises 
his morale, .
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